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Abstract

Dynamicapplicaions,including IP telephory, have not seenwide acceptacewithin enterprisebecausef problemscausedy
the existing network infrastructure.Staticelementsjncluding firewalls and network addresdranslationdevices,arenot capableof
allowing dynamicapplicationgto operateproperly The SecureTelephory EnabledMiddlebox (STEM) architecturds anenhance
mentuponthe existing network designto remove the issuessurroundingstaticdevices. The architecturancorporatesanimproved
firewall that caninterpretand utilize informationin the applicationlayer of pacletsto ensureproperfunctionality. In additionto
allowing dynamicapplicationgo functionnormally the STEM archite¢ure alsoincorporateseveraldetectionandresponsenecha
nismsfor well known network-based/ulnerabilities.This paperdescribeshekey componets of thearchitecturewith respecto the
SIPprotocol.

Index Terms

IP Telephoy, Firewall, Network AddressTranslator{NAT), Denial of Service(DoS), Network Security

. INTRODUCTION & BACKGROUND

The servicesopeaatingover datanetworks have evolved from shorttext messageto real-timeaudo andvideo. This evolution
hasrequiredtheelemensin the datapathto bemmemoresophisticate@ndintelligent. Today, enteprisenetworks areconrected
togethe througha large number of static devicesincluding routers, firewalls and network addresgranslationdevices (middle-
boxes). Thesedevicesonly operatewith traffic that canbe expressedasa staticsetof rules. They are capable of hardling the
apgicationscurrentlydeployedwithin the enterpriseput thatis changing

With the deploymentof new applicdions including InternetProtocd (IP) teleplony andvideo corferencing,problemshave
begunto apper. The problemsstemfrom the dynamic natureof the underlying protomls upan which theseapgicationsarebuilt.
The applicaion sessiongor both major IP telephay protocols,Sessionnitiation Protocol(SIP) [1] andH.323[2], cannot be
capuredusingatraditionalfilter. This dynamicbehavior makesit impossibleto createa setof predefnedstaticfilters to match
ead session.The problens relatedto running dynamic applicatiors throuch staticdevicesfill a rangeof cateyoriesincluding
apgication vulnerabilities,denialof service,andscalabilityissues.

This prodem hasbeenidentified andseveral solutionshave beenpropsed.Onesolutionoutlinedin [3] examinesthepossibility
of addinga new device to the network thatwould work in parallelwith a firewall or network addesstranslation(NAT) device.
All traffic relatedto IP telephay is routedthroughthe new device. A new protocd, Firewall Control Proto®l [3], wasdesigne
to allow the IP telephay proxy device to directly interactwith thefirewall. The agument for implemerting a separatelevice to
hardle oneparticularprotocd is thatit redue@sthe overall compleity of thefirewall andfreesimplemenersfrom singleverdor
dependere whennew apgicationsaredevelopal. This solutionworkswell if the numker of apgdicationsrequiringa proxy is
smallbut deaeaseghe overall effectivenessandsecuity gained by the firewall when therearemultiple devicesacessiblefrom
public networks.

Anothe solutionpresentedn [4] involves a redesignof the middlelox architectue. They createdadatationlayersbetwea
theinternalcommnerts of afirewall: operding system firewall andprotoml parser Theselayers allow ead conmponert to be
independent of the others. Furthermore thereis the ability to interactwith externd componernts, but thereare no provisions
regarding the methal of communicationwith thesedevices. The ability to exterrally configurethefirewall device in real-timeis
a majoradwantageover currentfirewall archited¢ures,but therearesomevery serioussecurityrisks. By including the capability
to cortrol thefirewall from anexternalsource anauthenticationmectanismmustbeincorporatednto thefirewall to ensurethat
only legitimateusersmanipuatethebox s corfiguration Thissecuritymechanismis notconsideedin theirdesignandis required
for realworld deployment.

In additionto the above literature,a numker of proposés have been submittedto the IETF in theform of InternetDraft reports
[5]. Thisproblemis significant enoudn thatanIETF workinggroup MiddleboxCommurication(Midcom), wasformedto initiate
the designof a protocolto allow anexternalentity to controla middlelox.

The remainingpart of this article is organizedasfollows. Sectionll describeghe componerts of the newv Seaire Telephay
Enabed Middlebax (STEM) architectureandthe protocolsusedfor communicationbetwesn them. Sectionlll examineshow
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the architedure hardles several of the mostcomman call scenarios.Sedion IV enumeatesthe major network vulnerabilities
andshavs how protectionmechanismshave been incorpaatedto guard againstthem. Sedion V explains how the architedureis
implemeniedandtested.SectionVI providesa condusionandanoutline of future work.

Il. SECURE TELEPHONY ENABLED MIDDLEBOX ARCHITECTURE

As the previouswork hasshown, simply designinga singledevice is not sufficient to solve the problem The solutionmustbe
a systemcomprisedof severd devicesworking togethe to provide the necessaryfunctiondity. The Secue Teleplony Enabled
Middlebox (STEM) architedureis designedo addessthe problens of dedoying dynamicapplicdionsin anentergise network.
A coremiddlebox will be presentpbut will beinternally differentfrom thosededoyedtoday This new firewall will be capdle
of interpretingcurrently dedoyed apgdicationsaswell asadat to hande future ones. To provide this capdility, dynanically
loaddle parserdor differentapplicdions will be built. A logicd entity calledthe Searity Manager implemerts the security
policy for the network andthe enforcenent mechaismsto control the devices providing conrectivity between the enterprise
LAN andothernetworks.

A. Architecture Components

The STEM archite¢ure shovn in Figure1 is similar to the basicnetwork requiredfor SIP deploymentst. Thefirewall compe
nert wasincluded in the STEM architecturdoecuseit is anessentiatomponent of anenterprises network aswell asthe source
of mary problens for dynamic apdications. The Secuity Manager (SM) is a logical conponent thatwill be usedto cortrol the
operation of thefirewall andmedia/ signaling(M/S) gateways within the network. The SM alsoincorpaatesthe securitypolicy
settingsfor the enterprisedomainthataffect how IP telephay servicesopeaate. The SIP proxy allows incomingcalls from the
Internetby relaying SIP cortrol message The final element in the STEM architectureis the IP telephay enable terminals.
Thesecaneitherbe softwarerunning on workstationsor IP phanes.

Security Manager: The SecurityManager’s primary function is to ensurethe network corsisently operdesa high level of
securitywithout degradingthe level of service. It is alogicd entity that hasits various functiond compamentsimplementé on
top of differentphysicalcompamentsin the network. Theelemerts of the SM includea datdbasemappng IP telephay addesses
to machine addressn theenterprisea call preferene datalasewith anentryfor eachemployee, the variousthresholdevels that
aretriggeredwhen the network is unde attackandthe enforcenentmechaismsto ensureonly authaized usersareallowed to
uselP teleplony services.

e The SM datdasecontainsthe mappirg between useraddresse$SIP URL [1]) andthe machne addesseqIP addressht
which the useris currently receving calls. This canbe implemented by the SIP Locaion Sener. With usersbemming more
mobile, it is necessaryto maintan arelationshipbetwee the calleduseraddessandthe network addessof theterminalat which
the useris locaed. Whenthe firewall recevesa SIP request messaget informs the SM which translateghe SIP URL to the
appopriatemachne addess.With the externd calling party usingthe useraddessandnotthe machineaddressit is irrelevantif
thenetwork behind thefirewall is usingprivatemachne addressesAt leastoneinterfaceonthefirewall mustbelorg to theinternal
network andthereforebe ableto routeeitherpublic or privateaddressesThe SM alsoknows if thecalleduseris conrectedto the
internalnetwork via a Virtual PrivateNetwork (VPN) tunnelandapgopriatelyinstructsthe firewall.

e Thedatabaecortainingthe userscall profile canbe placal atthe SIP proxy or be addel to the Location Sener. The profile
containsinformationabautincoming call prefereresandallisting of SFAM addressespecifed by theuser Uponauthetication,
a usercanconfiguretheirincomingcall preferene at the SM. During anincoming call, a queryof the calledusers profile will
determinethe SM’s respoiseto the firewall. The list of optionsincludes, but is not limited to: automaically acept the call,
forwardthe call to anothe useror service(e.g. voice mail), automaically dropthe call or senda quey messagéeo the userwith
thecalling partiesinformationandrequest furtherresporse.

e The otherdatatasethe SM musthave acessto, but does not necessarily maintain,is the userauthenticationdatalase. It is
assumedhat mostenteprisenetworks requireusersto log into terminalsanda globd repositoryof userauthenticationtokensis
attache to the network. To helpfight the problemof too mary passverds,whenthe SM authenticateghe userit actsasa proxy
andforward messagebetwea the userterminalandthe authetication sener. Suaessfullyauthenticatingto the enterprises
authenticationsener provesto the SM theusercanbetrusted.

Firewall: Theoverall functionof thefirewall still remainsto allow only certaintraffic to crossbetweenits interfaces.However,
theinternalstructureof thefirewall in the STEM archited¢ureis anenhaacemet uponthe existing firewall desigrs. Corventiond
padetfilter firewalls opeateatthe network andor transporfayersandarethereforeunavareof theapgication layer We outline
the key aspets of the firewall architecturethatis aware of the applicdion runningover the network andtransportiayers. The
block diagramof the key componeris shovn in Figure?2 is anextensionof thefirewall architectuein [4]. All the components of
thefirewall arecreatedasself-containedentitieswith a comnon interfacelayer, which they interacttherebyallowing the inter
commnert depaenderceto be keptto a minimum. By creatingead conmponent independent of others,they canbe dynanically
loadal andunloadedwithouttakingtheentiredevice offline. Thiswill allow network administrator$o maximizenetwork up-time
while performingmainteranceon onespecificcomponert of thefirewall.

1 For informationaboutthe operatiorandrequirementsf standardsIP componentseferto RFC 2543publishedoy the IETF [1].



o Pattern Matcher: ThePatternMatche is the mostbasiccompaentin thefirewall andall pacletfilter firewalls includethis
commnert. It allows corfigurationof staticrule-setausingmachne addressedransporiprotocds, andport numker specifiations
[6]. Eachrule-sethasanactionassignedo it thatis executel whentheruleis triggered.

e Protocol Parser: Themostimportantblockin thefirewall architectureis the Protocd Parser This compnentis comprised
of multiple parsersEachparseris designedo uncerstandhe operationof a singlecomgex protoal.

The SIP parselincludesa call monitor conmponent thatis responsibldor ensuringthatead call follows the protocolspecifiel
statetransitions. The dynamic port numters are extraced from the call setupand passedo the PatternMatcher to open the
appopriate pinhdes. Thereis the possibility of two calls selectingthe sameport numbers. Therdore, the SIP parsermust
monitorboththe portandinternallP addressassociatedvith adatastream.t will instructthe PatternMatche to conpletelyclose
aportonly afterall streamshave terminated.Additionally, the parseralsoextractsthe codecsadvertisedby the terminalsduring
call setup.This informationis passedo the Flow Monitor to dete¢ maliciousstreams.

o Flow Monitor: TheFlow Monitor is designedo hardle maliciousdatastreans. It monitorsthedatarateof the call streans
andif they exceedthethresholdsetby the bardwidth requirematsadwertisedduringthe call setupthe firewall canrespond The
triggeredresponseanbesetby theindividual network admiristratorsandcouldincludedroppirg padetsof themaliciousstream
or applying atraffic throttling algorithm.

e External Interface: The Externallnterfacecomponent allows thefirewall to communicatewith otherdevices. It is respon-
siblefor parsingincomingmessagefor othercomponens andgereratingappopriateresponsenessages.

Media/ Sgnaling Gateway: Themedia/ signaling(M/S) gatevay is responsibldor translatingcallsbetwea a circuit switched
network anda pacletswitchednetwork. In the STEMarchtecture theM/S gatewaywill alsohaveto interactwith the SM. Similar
to thefirewall, it will have to request how the calleduserwishesto hande anincomingcall. To preventunautlorizedusersfrom
comectingto the network andinitiating callsusingthe M/S gatewvay, all usersmustautheticatewith the SM beforethe gateway
will allow outgang callsto be placed.

User Terminals. Two typesof User Terminalsexist on an enteprise’s network; a personaconputerwith IP teleptony soft-
ware anda dedcatedhardware device camble of IP teleplony functiors (i.e., a IP teleptone). Both typesmustbe capdle of
commuicatingwith the SM in additionto understandingsIP (or H.323).

B. Protocols

The STEM archited¢ure requirestwo control protocolsto function Oneis usedbetweerthe SM andthe enforcenentdevices
(firewall andM/S gatevay) andthe otherbetweenthe SM andthe UserTerminals.

Security Manager to Enforcement Devices: Thefrequerty andvolumeof comnunicationbetwee the SM andthe firewall or
M/S gateway is high enowgh thata permanentcomectionshouldbe established To improve the securityof this comection, it
coud be establisheaut-of-bar with respecto the local areanetwork. Isolatingthe connestion to a separatghysical medium
redu@sthecharceof athird partybeingableto tampemwith it. At thevery leastthecomnunicationshouldbestronglyencryged.
Thefunctiorality of the protoml itself is beingdevelopel by the IETF Midcom Working Group. Thar work hasnot yet resulted
in acomplée protocd design,but it hasresultedin the creationof botha protocd requiremats|[7] andarchitectwal framewnork
[8] docunent. The protoml capalte of fulfilling the requiremats outlinedin thesetwo doaumentswill be ableto performall
neessaryfunctionsthe STEM architectureequires.

Security Manager to Terminals: Conmunicationbetween the Searity Manager andthe User Terminalsis differentthanthat
between the SM andthe firewall. The SM canbe commurcating with thousaus of terminalssimultaneasly and only for a
brief periodof time. The protocolusedmustbe lightweight andprovide several key functiondities. It mustallow the usersto be
authenticatedandbe ableto protectthe content of the messagefom eavesdroppirg duringtransmission.

I1l. CALL SETUP SCENARIOS

A large numter of call scenariosxist in a corverge network comgrised of the PSTNandan IP network. In this studywe
corsiderthreecateyories,namdy, Net-to-Net,Phae-to-NetandNet-to-Phae calls.

A. Net-to-Net

All Net-to-Netcallsmustpassthroughthefirewall in the STEM architecture Both incomingandoutgdng callsarehandlel in
a similar manrer with the exceptionof theinitial call setup. The numbes within the parenthsisin Figure3 indicatethe stepin
thesequene of interactionsnvolved in anincomingNet-to-Netcall.

Thecallingterminalsendaa TCPSYN padetto port 5080 (well known port of SIPsener) of the destinatiorterminal. The SIP
Protocd Parserin thefirewall recevesthis paket andidentifiesthe destinatiorport. It forwardsall incoming TCP SYN paclets
to the enterprises SIP Proxy regardlessof the destinationlP addessof the padket. The SIP Proxy complete the three-vay
hardshale with the calling party. At this point the calling party sendsthe SIP INVITE requestover the TCP comection. The
Protocd Parseridentifies the requestandcortactsthe SM with the relevant information. The SM respondso allow the call and
providesthe currentlP addessof theuser Therequestis passedo the SIP Proxyandforwardedto thedestinatiorterminal.



For the restof the call setupthe SM is not involved andthe Proto®| Parserassumes passve role, extracting information
andpassingt to othercomponerts within the firewall. While all call cortrol messagearerelayal throughthe SIP Proxy, the
RTP streamis createddirectly betweenthe calling andcalledterminals.Call terminationis achievedin oneof two ways: 1) the
Protocd Parserdeteds a BYE messagdrom one of the terminals,or 2) the Flow Monitor does not obsere ary traffic for the
correspoding datastreamover a given interval. Upon deteting a call termination the PatternMatche is instructedto call all
pinhdesthatwerebeingusedin thecall.

For outgoingcalls, usersmustinform the SM of the madine addessthey arecalling. The SM instructsthe firewall to allow
theoutgdng SYN padket. After the TCP comectionis setup,the Protocd Parserandthefirewall operatan the samemameras
with anincomingcall.

This category of callsalsoincludes usersconrectedto the enterprisenetwork remotely(e.g. througha VPN). The call modé
for this scenarids essentiallywo Net-to-Netcallswith the usersHomeAgen [9] actingasthe bridgebetwea thetwo calls.

B. Phone-to-Net

In a Phore-to-Netcall, a terminalcomectedto the PSTNinitiatesa call to a terminalin the IP network. This crossnetwork
call hagenswithout eitherend terminal knowing the otheris on a differentnetwork becaise of the ENUM extension to the
DNS service[10]. The SignalingSystem7 (SS7)network usesthe informationwithin the dialed numbe to routethe call to
the responsibleM/S gateway. Theincomingcall is assigneda voice port on the PSTNside of the gatevay. The M/S gateway
resohesthedialedphanenumterinto a SIPaddressThisis dore by submittingthe dialednumbe to the SM andreceving the IP
addessof the endterminal. The gateway mustthenestablisha SIP comectionwith the calledterminal. At this point the gateway
translatesnessagebetweenthe PSTNandthe IP network.

C. Net-to-Phone

TheNet-to-Phmecall flow is similarto theNet-to-Netcall but thecall is routedthroughthe M/S gatevay andoutoverthePSTN
insteadof throughthefirewall andover the Internet. The sequene of interactiors betweerthe STEM architectureeompaentsin
aNet-to-Phmecall is showvn in Figure4.

Beforea usercanmale a call they mustauthenticatethemseles to the SM. After comgdeting the authentication processthe
callermustinform the SM of theirintentto make anoutgoing call to the PSTN. The SM will instructthe M/S gateway to acept
an outgdng call from the users terminal. A TCP conrectionis establishedlirectly betwea the calling terminalandthe M/S
gateway. Thecalling usersendshe SIPINVITE messag@ver the TCP conrectionto the gateway. It is the resposibility of the
gatewayto corvert theINVITE messag@nto theappopriateSignalingSystemy7 (SS7)messagesA voiceportwithin thegateway
is allocateal for the call andthe SS7messageare sentout to setupthe call in the PSTN. Whenthe call terminatesthe gateway
dedlocatesthe voice portandterminategshe TCP comectionwith the calling terminal.

IV. NETWORK VULNERABILITIES AND COUNTER-MEASURES

Therearea large numbe of differenttypesof vulneraliliti espresentin corvergednetworks. This sectionfocuseson a small
key subsetand discussediow the countermeasuresre implementedin the STEM arclitectureto reducethe impactof these
vulnerabilities.

A. Denial of Service

The classof attackslabeledasdenialof service(DoS)is very large. Therefore four attacls specifially targetedat corverged
networks have beeninvestigated.
Net-to-Net:

e TCP SYN Flood: A TCP SYN flood is launched by an attacler who sendsa large numbe of TCP SYN pacletsto a
destinationterminal [11]. Within the STEM architecture the SIP Proxy will be the tametof a SYN flood. The resultof the
attackis that the targetis unable to aceptary new conrections. It is difficult to detect a SYN flood if the inspectiondevice
does not maintainsomeform of state. In the STEM architectureSYN floods are handed by the firewall, thus preventingthem
from peretratingthe internalnetwork. The Flow Monitor keegs a runningcourter of incoming SYN padetsfor eat sourcelP
addesseslf thenumber of incomingSYN pacletsexceedsa certainthresholdthe Flow Monitor instructsthe Pattern Matcherto
dropary future SYN padketsfrom thataddressfor a given duration.

e ISP INVITE Flood: An INVITE request flood is specificto IP telephay. The attacler establishes legitimate TCP
comectionwith the targetandthenproceelsto gereratea large volume of SIP INVITE requests. As a result,the useror SIP
sener is overwhelmedwith incoming call requests The SIP protol allows for multiple INVITE messageto be sentbetwea
terminalsto implemer serviceslike call hold and call park The statemachine Figure5, in the SIP Protocd Parser allows
multiple INVITE messageto pass. However, thereis a tolerancelevel within the parserto catc misuseof this capbility. A
counter monitorsthe nunber of INVITE messagesentper streamover a given intenal of time. If presetthresholdlevels are
exceedel the parsercaninstructthe PatternMatche to dropsubsequet controlandaudiopacletsassociatedor thatcall stream.



e Malicious RTP Streams. AnotherDoS attackspecificto anlP telephay environment is the useof malicious RTP streams
to saturatea network link. To acamplishthis the attacler initiatesa call to the target. Whenthe two partiesbegin exchangng
voice datathe attacler constructsvery large RTP pacletsas shavn in Figure 6 or sendsmultiple paclets with the sameRTP
sequacenumlers. Thetamgetmay not be awarethey areunder attackif the extra datais corvertedinto frequengesthathumars
areunable to hearor aredroppa beauseof duplicae sequene numbeing. To preventthesetypes of attacls, the firewall relies
onthe Protool| Parserandthe Flow Monitor. The codecsandbardwidth requiremets for ead call areanrounced during setup
andextraded by the parser This informationis provided to the Flow Monitor which monitorsthe dataratefor ead call stream.
If astreamis dete¢edexceedng somedefinel thresholdjt canbeterminatedby thefirewall or throttledto alower datarate.

Phone-to-Net and Net-to-Phone: The limited numbe of voice portsin the M/S gatavay makesit a goad targetfor denid of
serviceattacls. Within the STEM architecturea DoS from the internalLAN is not possible.A usermustfirst autheticateand
inform the SM beforean outgoirg PSTNcall canbe mack. Therefore, it is impossiblefor an unauhorizeduserto createa flood
of outgdng callsthatutilizesall the voice portsin the M/S gatavay.

A DoSattacklaundedfrom the PSTN hasthepotertial of tying up all thevoice portsandperhaseven saturatinghesignaling
link. Thesetypesof attackscanbe courteredby usingdifferenttypesof throttlesavailable in the SS7protoml. Onepotenial
appoachcoud be to have the M/S gateway sendout TransferControlled (TFC) message$12] whenall the voice ports are
ocaupied. Thesemessagewill causethe upstreanSignding Transfer Point (STP)[12] to throttle call setuprequestsentto the
M/S gateway. Additiondly, apgication level call gapping method canbedesigné to mitigatethesetypesof DoS attacls.

B. Eavesdropping

Within the STEM architecturethereare two information flows susceptibleo earesdropmg: the cortrol flow andthe data
flow. The cortrol flows in the STEM architectureincludethe communicationbetwea User Terminalsandthe SM, the SM and
the firewall, andthe SM andthe M/S gateway. The informationwithin theseflows cancortain userauttenticationand device
corfiguration message Proteting this information from reuseby unauhorized partiesis essential. The STEM arclitecture
ensuresheprotedion of thedataby usingprotocds thatenaypt the datasectionof eachpadet attheendterminal. Furthermore
to detectsessiorreplayattacksa time stampis included in theencrypedsectionof the padket. Thereceve terminalcantherefore
check thetime the paclet wascreatedandtransmitted Packetscontainingtime stampsoutsidea thresholdwill bediscarded

Any communicationover the network not classifiedasa cortrol flow is a dataflow. The STEM architecturedoesnot directly
protectagainst dataflow eavesdropjng. Eachapgication protocd shouldimplementa form of payloal encryption to guard
against eavesdropping Both SIP andH.323 have provisionsdefined in the protocolto provide this feature. Within the STEM
architecure, all IP telephay terminalsmustimplementthe encrygion functiorality outlinedin the protocolspecifiations. For
SIPthisincludesboththe hop-by-hop payloal encryption aswell asthe hop-byhopencrygion of thevia field to hidetheroutea
flow traverses.

C. Other Network Attacks

Internal Local Area Network DoS. The possibility that a userwithin an enterprisewill laund a DoS attackagainst anothe
internaluserdoesexist. However, the STEM architectue does notincludeary courtermeasureso thistype of attack. Theattack
pathdoesnotinclude thefirewall or the SM; therefore preventing this type of attackis not possiblewith this architecture.

Session Hijacking: Another network basel attackis sessiorhijacking This attackallows anunauhorizedthird partyto imper
sonateoneendof the sessionTheability to performthis attackstemsfrom thedesignof thetransporiandlink layerprotocols.It
is not possibleto protectagainst this type of attackfrom the device level. An integrity checking techndogy (e.g. IPSec)mustbe
usedto ensurethe partiesarewho they claimedto be.

Virii, Trojan Horses and Spy-ware: The releaseand spreadof virii and Trojan horsescortinuesto increaseead year The
STEM architedure is ableto help stop malicioussoftware that “phoneshomé (initiates a network cormectionto an external
machne). Thefirewall’ s PatternMatche andProto®l Parsersareableto block well knowvn Trojan portsin additionto deteding
Trojars thatmasqueadeasa legitimate apgdication but do not transmitthe correctdata.Hostonly virii muststill be dealtwith by
anti-virussoftware.

V. IMPLEMENTATION OF THE STEM ARCHITECTURE

A prototype of the STEM architedureis currentlybeingdevelopal to evaluatethe securityof the systemanddeterminebasic
performarce metrics. Thefirewall device is being built upan the Linux 2.4 serieskernd andusesthe Netfilter frameavork [13] to
implemert the SIP ProtocolParser Call Monitor andFlow Monitor. Several opensourceSIP softphoresandsener implemen
tationswill be usedfor testingto ensurethatthe firewall operatesorrectly The Searrity Manager will be built asa standalone
apgication andinitially will usea proprietaryprotoml to communicatewith the firewall. Whenthe IETF’s Midcom Working
Group pulishesthe protocd guiddines, the SM andthe firewall will be modified to usethis protoml. Both homegrown and
pubicly availabletoolswill beusedto testthe securityaspect®f the system.The systemwill alsoundergo several stresgeststo
determinghe performane cambilitiesandscalability



V1. CONCLUSIONS AND THE FUTURE

Thedepoymentof IP teleptony andothe dynamic applicaionswill allow enterpriseso becmmemorecosteffective andoffer a
highe level of integration. However, beforetheseapgdicationscanbe widely adofed several major obstaclesnustbe overcome
In this article it was shavn that dynamic applicdions canrot function properly when opeaating over static network devices.
The previous work on this problemhasbrought a solutioncloserto reality but not comgetely. The Secue Telephay Enabled
Middlebox (STEM) archtecturepresentedh this pape is a conpreheisive solutionto the problem The STEM architecturevas
designe to be tecologicdly neural, therely allowing it to work in a diverse rangeof network ernvironments. Ensuringthe
securityof the network wasa top priority in the STEM architecture. Major network-basedsecurityvulnerabilitiespresentin an
IP telephay dedoymenthave beenenumeatedandthe counte-measuresvithin the STEM arclitecturehave been discussedin
the nea future, patclesand hads to existing networks will be usedin enterprisesvishing to degdoy dynamic applicaions. It
will take several yeas for vendorsto develop solutionsusingtechrology like STEM to corredly solve the problemsof dynamic

apgicationsandstaticnetwork devices.
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