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NETWORK TESTING

Ying-Dar Lin

I n the world of communications, testing is usually applied
to verify an implementation, in terms of functionality,
conformance, interoperability, performance, robustness,
and stability. The implementation under test could be a
black-box or white-box device, a piece of software, or
scaled up to a system of hardware and software. This
September issue received nine submissions in December
2013. We accepted three of them, with two from academia
and one from a hybrid team of universities and a startup
company. The other six submissions were not included,
mainly due to not enough focus or interesting materials on
test methodologies and results, or not enough technical
contributions. Again, the due dates for this series are June
1 and December 1 each year, with publication in the
March and September issues of the following year. The
turn-around time of the review process is being kept within
three months, usually with two rounds of review. We con-
tinue to solicit submissions with a focus on test methodolo-
gies and results in communications and networking
systems.

In this issue, of the three articles, two are on testbed
design, and one is on device testing. The first article con-
structs an IEEE 802.11 mesh network testbed with Android
smartphones and tablets. By observing and configuring
cross-layer protocol parameters and non-protocol parame-
ters on Android devices, the testbed serves as a tool to
evaluate various techniques for cognitive networking. The
source code of the tool is made available as an open
source package. The second article constructs a testbed for
vehicular networks in a harbor area with trucks, boats, and
vessels attached with onboard units (OBUSs), plus roadside
units (RSUs) and cloud-based data and control systems.
Through various forms of testing, it is demonstrated that
this mesh is adequate to support daily harbor operations.
The third article implements and tests a cross-protect (XP)
router with flow-aware networking (FAN) and quality of
service (QoS) capabilities. Both XP routers and traditional
IP routers are tested to evaluate how well they provide
QoS to streaming flows and other elastic flows.

The article on cognitive networking testbed (“CAR-

Erica Johnson

MEN: A Cognitive Networking Testbed on Android OS
Devices”) first differentiates cognitive networking (CN)
from cognitive radio (CR). The latter involves physical
(PHY) layer design adaptive to changing radio conditions,
while the former learns the relationship between the net-
work’s behavior and its performance, and jointly optimizes
different layers of the protocol stack. In short, the scope of
CN is wider than that of CR. CN should be done on real
devices instead of a simulator like ns-3, which cannot simu-
late all the factors of real network devices. The Cognitive
Android Mesh Network (CARMEN) testbed is based on
inexpensive commercial Android devices that allow direct
observation and modification of their cross-layer in-stack
parameters (e.g., TCP congestion window, number of out-
standing packets, round-trip time, retransmission timeout,
transmission channel, transmission power, RSSI, inter-
frame spacing) and indirect access of out-of-stack parame-
ters (e.g., acceleration, orientation, position) through other
sensors (e.g., accelerometer, gyroscope, GPS). Several cog-
nitive networking techniques are demonstrated by setting a
bound on TCP congestion window (CWND) to maximize
the throughput for a particular mesh network, comparing
three mesh routing strategies in terms of their average
TCP throughput, and observing TCP throughput variation
in the presence of mobility events.

In the second article, on a vehicular network testbed
(“Harbornet: A Real-World Testbed for Vehicular Net-
works”), Harbornet, a vehicular mesh networking testbed
consisting of OBUs installed in trucks, tow boats, and
patrol vessels, RSUs connected to the optical fiber back-
haul of the seaport, and cloud-based data and control sys-
tems, is presented. The OBU operates mainly a dedicated
short-range communication (DSRC) interface (IEEE
802.11p) up to 900 m on an unlicensed band with the 3G
cellular interface as the backup. In their experiment with
25 trucks, two boats, two vessels, one harbor administra-
tion vehicle, and five RSUs 300-500 m apart, they observe
that 70 percent of the time vehicles are disconnected, with-
out a network path from their location to an RSU, for less
than 1 min. Nearly 95 percent of the time vehicles are able
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to reconnect in less than 5 min. That is, cellular backup is
not necessary for applications that can tolerate a 5-min
delay. Handovers between RSUs are also performed in
less than 100 ms, which enables seamless mobile communi-
cation in the harbor.

In the third article, on cross-protect routers (“The
Cross-Protect Router: Implementation Tests and Opportu-
nities”), the concepts of FAN and XP routers are reviewed
first. FAN is an alternative QoS architecture to the well-
known but failed integrated services (IntServ) and differ-
entiated services (DiffServ). It does not require
complicated signaling. It implicitly classifies packets into
two kinds of flows, streaming and elastic, with the former
being prioritized as they are more vulnerable to sudden
transmission rate change. An XP router implements FAN
by adding two modules, measurement-based admission
control and fair queuing with priority, to a standard IP
router. The name, cross-protect, comes from the conges-
tion feedback from fair queuing to admission control. No
new flows will be established to the protected flow list
(PFL) if an outgoing link is congested. Thus, admitted
flows are protected with QoS. Compared to traditional IP
routers, XP routers enforce balanced bandwidth to each
flow, while IP routers serve flows proportionally to incom-
ing packets. Also, the impact of elastic flows on streaming
flows is minimal in XP routers, which is not the case in IP
routers.
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