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GUEST EDITORIAL

he ongoing paradigm shift from classical centralized
wireless technologies toward distributed large-scale

networks such as the Internet of Things has introduced new
security challenges that cannot be fully handled via tradition-
al cryptgraphic means. In such emerging wireless environ-
ments, devices have limited capabilities and are not
controlled by a central control center; thus, the implementa-
tion of computationally expensive cryptographic techniques
can be challenging. Motivated by these considerations, sub-
stantial recent research has been investigating the use of the
physical layer as a means to develop low-complexity and
effective wireless security mechanisms. Such techniques are
grouped under the umbrella of physical layer security. These
techniques range from information-theoretic security, which
exploits channel advantages to thwart eavesdropping, to
physical layer fingerprinting techniques that exploit physical
layer features for device identification. In this context, pro-
viding state-of-the-art tutorials on the various approaches to
physical layer security is of considerable interest. This Fea-
ture Topic gathers together such tutorial-style and overview
articles that provide an in-depth overview of the broad spec-
trum of security opportunities brought forward by physical
layer security.

This Feature Topic is composed of two parts; the second
part is expected to appear in the December issue of this
magazine. Part 1 begins with an opening editorial by Trappe
that exposes the current and future potential of wireless
physical layer security. Then, Kapetanovic et al. present a
novel application of physical layer security: massive multiple-
input multiple-output (MIMO) systems. In this article, the
authors focus on the robustness of massive MIMO against
eavesdropping while also outlining other important related
challenges. The next article by Win et al. also focuses on
secrecy with a particular emphasis on the role of interfer-
ence. In particular, it discusses how one can engineer inter-
ference to ensure confidentiality. Next, the work by Zeng
tackles the problem of using the physical layer for key gener-
ation. Apart from the passive eavesdropping attack common-
ly considered in the literature, the author also discusses
three types of active attacks and proposes a new key genera-
tion scheme to defend against them. The next article by
Kailkhura et al. describes the security of a distributed infer-
ence framework comprising a group of spatially distributed

nodes that acquire observations about a phenomenon of
interest and transmit computed summary statistics to a
fusion center. The authors propose efficient schemes to miti-
gate the impact of eavesdropping on distributed inference,
and survey the currently available approaches along with
avenues for future research. This first issue concludes with
an article by Yu et al. that exposes the importance of physi-
cal layer features as a means to fingerprint and authenticate
wireless devices.
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