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ntelligent transportation systems (ITS) will support more

efficient vehicular traffic flow, increased vehicular and

pedestrian safety, and, eventually, autonomous driving.
Wireless communications is fundamental for enabling ITS,
and recent advances in communications technology and sys-
tems support establishing reliable wireless links and networks
among cars, cars and pedestrians, and cars and fixed infra-
structure. The success of ITS will be measured in terms of
how well it can scale to the ever-increasing mobility applica-
tion scenarios and harsh environmental conditions. Research
and development is ongoing to make vehicle-to-everything
(V2X) systems more reliable and more secure for providing
safety-critical applications. This Feature Topic brings together
researchers and practitioners in V2X security to share their
latest research contributions and expert insights.

The first article, “MBID: Micro-Blockchain Based Geo-
graphical Dynamic Intrusion Detection for V2X” by Haoran
Liang et al., outlines an original scheme for geographical
dynamic intrusion detection in V2X settings using a multi-
tiered blockchain architecture. The architecture allows the
micro-blockchains to be repeatedly nested to deliver tam-
per-resistant intrusion detection strategies. The topic is timely,
and the fragmentation of blockchains into multiple smaller
parts is gaining increasing attention in various fields.

The second article, “Physical-Layer Security and Privacy
for Vehicle-to-Everything” by Basem M. ElHalawany et al.,
provides an overview on physical-layer security strategies
against eavesdropping employed in vehicular networks.
It summarizes ongoing research topics in this area and
points to open issues and future research challenges with
applications to different V2X network architectures and
communication standards. Simulation results for a practi-
cal case study highlight the benefits of exploiting moving
relays and non-orthogonal multiple access for physical-lay-
er security in V2X.

The next article is “Unmanned Aerial Vehicle (UAV)
Meets Vehicle-to-Everything in Secure Communications,”
written by Bodong Shang et al. It proposes UAV-assisted
security enhancements of terrestrial wireless communications
systems, such as cellular networks, and introduces several
UAV use cases that leverage advanced wireless technology
to improve the communications security of vehicular users.

-
Jeffrey Reed Friedrich Jondral

The authors show clear advantages of using aerial over ter-
restrial jammers for improving the secrecy rate against eaves-
dropping and highlight research and development problems
that require an interdisciplinary approach.

The final article, “Predictive Cruise Control with Private
Vehicle-to-Vehicle Communication for Improving Fuel Con-
sumption and Emissions” by Xueru Zhang et al., describes
a privacy-preserving approach for the exchange of vehicle
speed information in predictive cruise control applications.
Such predictive controllers can be sensitive to perturbations
added to the communicated signals for improved privacy.
The proposed approach achieves sufficient accuracy for pre-
dictive control purposes while preserving privacy. Modeling
the predictive control with a weighted optimization of fuel
consumption and nitrogen oxide emission is gaining increas-
ing traction, especially in Europe.

We would like to thank all the authors for their excellent
contributions and all the reviewers for their rigorous reviews
and valuable comments. We also appreciate the strong and
detailed support from the Editor-in-Chief Dr. Tarek El-Bawab,
and from Jennifer Porcello and Joseph Milizzo of the publish-
ing team.
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