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AUTONOMOUS NETWORKS:
OPPORTUNITIES, CHALLENGES, AND APPLICATIONS

Kapal Dev Yang Xiao

esearchers and standardization bodies have been pay-

ing increasing attention to the network management
automation issue in 5G systems. Autonomous solutions for
managing network resources are required in the present era
of flexible and dynamic cloud-based settings. Operators strive
for efficiency by optimizing network resources. The next step in
network evolution, which can go beyond automation capabili-
ties, is autonomousness.

With autonomy, the network is able to learn from its expe-
riences and adapt to its changing environment, rather than
merely managing its resources. In networks, self-healing, self-di-
agnosing, and self-provisioning are all considered autono-
mous tasks. Autonomous activities can be accomplished in
the present network with the aid of developing technologies,
like artificial intelligence (Al), the Internet of Things (loT), and
blockchain.

Existing networks are made up of several heterogeneous
devices that need to be connected in order to provide smooth
automated end-to-end services. Planning, implementing, and
managing this combination of services has traditionally been
a labor-intensive, mostly manual process with little automated
support. In other words, it is acknowledged that these services
can no longer be controlled using such ways, regardless of the
level of improvement. In order to meet the new expectations,
a transformation supported by the integration of new technol-
ogies is required. These include virtualization, 6G, blockchain,
Al/ML/DL, etc., to reach a new level of automation and intel-
ligence.

Vehicular networks are summoned by the newly emerged
(semi-)/autonomous vehicles (AVs) which introduce new
features and challenges in communication networks. Con-
text-aware networks of vehicles can be built on Informa-
tion-centric networking (ICN) to overcome the shortcomings
of conventional information-sharing operations to realize
autonomous, pervasive, and ubiquitous vehicular networking.
The article by Chaudhry et al. makes the case for an informa-
tion-sharing system based on ICN primitives and presents a
new contextual-sharing model. The article motivates the need
for autonomous networking for vehicles and details its design.
In effect, the article provides an ICN naming solution for a use
case: context awareness and information-sharing between net-
works of vehicles. Through this use case, the authors explain
how context awareness works in autonomous networks and
evaluate it using simulations. The authors argue that similar
information services are partially researched but require sig-
nificant infrastructural deployments to operate. The proposed
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solution, instead, can prove more efficient and adaptable to fit
in the current infrastructure by reducing unnecessary packet
overheads without compromising the network performance in
data delivery and delay in comparison to existing solutions.

The manuscript authored by Zeydan et al. provides a flex-
ible, secure, transparent, and efficient framework for network
service provisioning for next generation cellular networks. The
main objective of the paper is to develop a blockchain-based
framework for network management and orchestration that
enables multiple stakeholders to manage the lifecycle of net-
work services. The analysis focuses on the Industry 4.0 use case
and leverages blockchain technology to evaluate different oper-
ational and management logs for service instantiation, based on
blockchain and service instantiation-related metrics. A standard-
ization roadmap for the application of blockchain technologies
in network service provisioning is also established.

Non-Public Networks (NPNs) are dedicated mobile networks
for private entities and businesses that are gaining attention in
various vertical industries. Multiple deployment options, with
different advantages and requirements, are possible based on the
desired level of integration with the public land mobile network.
With the help of a research testbed, Bellin et al. provided some
insight on the challenges in the automation and the orchestration
of an open, multi-vendor, and standard-complaint NPN.

The manuscript by Babbar et al. proposed to use a web serv-
er-based edge architecture to manage a large number of loE
devices that are based on 6G technology, which enables auton-
omous networks and a smart distribution of resources. The
suggested system utilizes the Boltzmann machines approach to
allocate workloads from [oE devices based on their flexible ser-
vice requirements, ensuring energy-efficient communications.
Additionally, an Artificial Intelligence (AD)-driven method, spe-
cifically the Support Vector Machines (SVM) retrieval model, is
implemented at the edge network to assess the data and obtain
precise results.

The study by Li et al. focuses on the fundamental principles
of autonomous fault detection in smart grids, which plays a
crucial role in enhancing the state awareness, maintenance,
and operation of grid systems. The study highlights new pre-
requisites, including advanced sensing and communication
technologies, Artificial Intelligence (Al) and Machine Learning
(ML), edge computing, and cloud-edge collaboration. Addition-
ally, the authors present a preliminary case study in a real-world
smart substation. The proposed methodology optimizes the
detection accuracy, throughput, and processing delay.
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