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Abstract—Effective data management is crucial to ensure the
security, integrity, and efficiency of blockchain systems. This
study proposes a detailed data management taxonomy specifically
designed for blockchain technology. The taxonomy provides a
structured framework to categorize and address various aspects
of data management in blockchain networks. It covers essential
aspects such as data flow, data storage, access control, and
querying. It provides a systematic approach to understanding and
addressing the unique challenges associated with managing data
in blockchain systems. The framework enables informed decision-
making, promotes effective strategies, and helps to leverage the
full potential of blockchain technology.

Index Terms—lockchain, data management, taxonomy, data
storage, multilayer, access control, queryinglockchain, data man-
agement, taxonomy, data storage, multilayer, access control,
queryingb

I. INTRODUCTION

Blockchain technology’s fast growth and acceptance have
created a need for efficient data management strategies in
this decentralized and immutable environment. As blockchain
networks store vast amounts of data across multiple nodes,
it is crucial to manage and organize these data effectively to
ensure the system’s integrity, security, and usability. Therefore,
developing a comprehensive data management taxonomy is
essential to tackle the unique challenges of data management
in the blockchain.

Blockchain data management presents a few challenges, and
we list four here.

« Scalability: Storing and managing large volumes of data
can be a challenge for blockchain networks. As the
amount of data in the blockchain increases, so do the
storage and processing requirements, which can affect the
network’s performance and efficiency [1].

o Privacy and confidentiality: Although blockchain tech-
nology ensures transparency and immutability of data,
it can lead to privacy and confidentiality issues. This
is because all members of the blockchain can view the
stored data, which is a concern for organizations that need
to store sensitive information [2].

e Access Control: This is related to the second challenge.
The task of safeguarding sensitive data while maintaining
transparency is complicated due to the decentralized and
immutable nature of blockchains. Balancing decentral-

ization and trustlessness with controlled access and data
privacy is a challenge.

o Querying: Retrieving data stored on the blockchain can
be complex, especially while dealing with large datasets.
Blockchain has limited options for queries, and traditional
query languages and their operations are not available on
the blockchain. This creates the need for other approaches
to query data on the blockchain [3].

Keeping these challenges in mind, we bring a data manage-
ment taxonomy for blockchain, which provides a structured
framework that classifies and categorizes various aspects of
data management specific to the blockchain. It offers a sys-
tematic approach to understanding, organizing, and addressing
the challenges associated with storing, securing, retrieving,
and analysing data in a blockchain network. This taxonomy
serves as a guide to navigate the intricacies of blockchain data
management and implement effective strategies.

The contributions of this article are as follows:

o It provides detailed data management on blockchain,
enabling a better understanding of the data landscape and
its management requirements.

« It identifies data management techniques and technolo-
gies required for blockchains.

The remaining sections are as follows. Section II develops
on the motivation and scenario. Section III elaborates on the
proposed taxonomy. Section IV discusses the future works.
Finally section V concludes the article.

II. MOTIVATION AND SCENARIO

In today’s complex business networks, secure, trustwor-
thy, and transparent data management is crucial. Traditional
approaches relying on centralized servers often lack trust
and verifiability due to data manipulations. As the number
of stakeholders increases, different levels of data access are
necessary, and systems must identify user actions. In industries
where traceability and authenticity are crucial, technology
is needed to connect stakeholders and ensure data integrity.
Businesses previously had to add security, immutability, and
transparency features externally, but blockchain technology
integrates them intrinsically. Blockchain technology can en-
hance collaboration, accountability, and confidence through its
decentralized and immutable ecosystem.
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Fig. 1. Data Management Requirements

Consider for example supply chains: each is a complex
matrix of manufacturers, retailers, consumers, and recyclers.
As their networks grow more complex, the need for real-
time transparency, traceability, and validation of product au-
thenticity becomes more important and challenging. 1). Data
Integrity: Ensuring the integrity of data is challenging because
parties may deny transactions, making it hard to hold them
accountable. 2). Access Control: With multiple parties in-
volved, it becomes complex to regulate who can view, modify,
or access specific data, leading to unauthorized access and
data manipulations. 3). Data Privacy: Protecting confidential
data while providing necessary access is challenging and
risks exposure. 4). Data Retrieval: Retrieving accurate his-
torical transaction records efficiently is challenging and time-
consuming, which can impact decision-making and auditing
processes. Figure 1 depicts the challenges of the scenario and
requirements. These challenges constitute a trust deficit in the
overall process. Blockchain technology can bring operational
fluidity and trust reinforcement. In the next section, we can
delve into the data management taxonomy that outlines how
blockchain supports modern business requirements.

III. TAXONOMY

Data management in blockchain refers to the processes and
procedures that are either in place or required to efficiently
store, organise, secure and retrieve data on the blockchain.
The decentralised nature of blockchain means that data are
stored and processed on multiple nodes of the blockchain
network, and all the nodes of the blockchain must have the
same copy of all the consistent and accurate ledgers. For
many reasons, data management is vital in ensuring data
integrity and security, scalability, and efficiency in storing and
retrieving data and making it available at a given time. Under-
standing how blockchain works and manages data can assist
organisations and developers in making informed decisions
and implementing effective strategies to leverage blockchain
data. The proposed taxonomy focuses on four main aspects:
data flow, storage, access control and querying. The data
management taxonomy for blockchain is given in Figure 2.

A. Data Flow

Blockchain has an immutability feature that permanently
stores information. However, as a data storage system, it also
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Fig. 2. Data Management Taxonomy for Blockchain

TABLE I
BLOCKCHAIN PLATFORMS AND THEIR STRUCTURE
Work Platform
Antonopoulos [4] Bitcoin
Zheng et al. [5] Ethereum
Androulaki et al. [6]  Hyperledger

Paik et al. [2]
Hafid et al. [1]

Multiple blockchain platforms
Multiple blockchain platforms

needs to be able to store new information and change its state.
To comprehend this concept, it is important to understand
the two types of data that are stored on the blockchain:
immutable/static and mutable/dynamic. Table I summarizes a
few related works on data.

1) Immutable/Static: This refers to the data on the
blockchain that cannot be deleted/modified. One of the dis-
tinguishing features of blockchain is the immutability of data.
Once the information is recorded on the blockchain, it is
permanently stored. Any attempt to modify the information
would invalidate the entire chain and can be traced back to
the changed content. The aspect of immutability is achieved
through various cryptographic mechanisms such as asymmet-
ric cryptography, hashing and the specific consensus protocol
on the blockchain. The immutable nature makes blockchain
a secure platform to store data, resistant to tampering or
manipulation, building up trust and transparency [4], [7].

Transaction Data. This is the information stored as part
of a valid transaction. A transaction refers to an operation
that changes the current state of information stored on the
blockchain by adding something new or modifying its current
state. It can typically involve transferring assets or tokens
from one account to another, changing or updating infor-
mation by executing smart contracts, or recording any data
on the blockchain. Every valid transaction that modifies or
changes the current state is recorded on the blockchain and
is immutable once stored on the blockchain. Transaction data
may typically contain the sender’s address, receiver’s address,



assets, token information that gets transferred, transaction
fees, timestamps, and digital signatures. Not all transactions
become part of the blockchain. Only transactions approved
by other nodes in the network or transactions that meet
the requirements of the specific consensus algorithm become
part of the blockchain. Every valid transaction will have a
transaction hash, using which the transaction information can
be retrieved and verified at a given point in time by those
who have access to the network. More importantly, blockchain
stores the transaction data chronologically and use them in the
consensus process to decide upon the latest information [5].

Block Data. Blockchain derives its name from the way it
stores data in blocks. Every block in a blockchain contains
several transactions, which are validated by other nodes and
satisfy the consensus protocol. There is no fixed number of
transactions for a block, but depending on the blockchain
platform, the number of transactions in a block varies [1]. A
block may contain the hash of the present block, the previous
block’s hash, several transactions, a timestamp indicating the
creation of the block, gas expenses of block creation, and
other related metadata. Each block is linked to the previous
block, making a permanent and unalterable record of all
the transactions, making the information stored secure and
reliable. A block can be retrieved either using its block number
in the long chain of blocks or using its unique hash. The block
data are designed to be secure, immutable, and transparent to
all the network nodes, ensuring data integrity and preventing
fraudulent behaviour. Like transaction data, blocks are also
stored chronologically. The latest block will remain at the top
of the blockchain stack [4].

While discussing block data, it is apt to note of distributed
ledger technology (DLT). This is a digital system that provides
a synchronized and decentralized view of a shared ledger or
database to multiple participants. This eliminates the need
for a central authority and allows for collective maintenance
and validation of the ledger. Through cryptographic tech-
niques and consensus algorithms, DLT ensures transparency,
immutability, and security [8]. Blockchain is one example of
DLT. There are alternative methods for managing transactions
besides storing them on blocks, like Directed Acyclic Graph
(DAG), which is used in IoTA! and Hashgraphs® to mention
a few [2].

Smart Contract Data. This refers to the data stored
and processed in the smart contract on the blockchain. A
smart contract is a self-executing code agreed upon by the
participating entities that can automate complex operations and
business logic on the network. Smart contract data may include
contract code, state variables, mutually agreed terms of the
contract, and any kind of data stored on the blockchain by the
smart contract. All smart contract data is immutable and stored
on the blockchain [9]. The smart contract’s programming
language and structure may vary depending on the blockchain
platform. An example of smart contract language would be

Thttps://www.iota.org/
Zhttps://hedera.com/

Solidity used in Ethereum and Ethereum Virtual Machine
(EVM) based platforms [7].

Identity Data. Every user/node has a unique address used
to identify an account on a blockchain, and most of the
transaction requires a sender’s and receiver’s addresses. The
unique account address acts as the public name/ identifier
for the specific account. Blockchain uses the identity data
such as the account address, to authorize and authenticate
the users to access and perform various operations (access
controls), such as transferring assets or tokens or fetching any
other information stored on the blockchain. While performing
transactions, several digital signatures are also produced to
prove the integrity of the transactions, which are verified using
the private key of the node/ user. The digital signatures verify
that a specific user initiated the specific transaction and that the
information is not tampered with [7]. It is not only the users
who have a unique address, but all the smart contracts stored
on the blockchain have a unique address. Using the address,
the authorised users can access the smart contract to automate
their processes and bring trust to their business [10]. The
identity data are very critical for blockchain to ensure security
and privacy, and they are immutable information stored on a
blockchain.

2) Mutable/Dynamic: Mutable data refers to the infor-
mation generated over a period that can be changeable or
modifiable. They can be changed after they are initially set. On
the blockchain, there cannot be a delete or update operation
in its strict sense. Any information stored is immutable, and
any updates to it will form another transaction, which will be
stored on the blockchain. Hence, the actual value and modified
value are available on the blockchain, but their current state
may be different, like the balance of an account may be
different at a given time due to the transactions. In smart
contracts, state variables are mutable and can be updated by
executing transactions that call functions within the contract.

Account Balances. Every user on the blockchain has an
account and is required to have some tokens or coins spe-
cific to the blockchain to perform transactions. Since every
transaction on a blockchain has a fee attached (whether big or
small), it is mandatory to have some balance before making
any transaction. Account balances are dynamic since they
can change their state over a period, either by transferring
to another account or spending as a part of processing a
transaction [2].

State Variables. They are dynamic in nature since they
change depending on the context or nature of a transaction.
It may be the basic details required for a transaction or the
information stored in a smart contract. Smart contracts can
contain a variety of data variables, which may change their
values because of a specific transaction. The input values in
a smart contract may be the output of another completed
transaction or a fresh value inserted by the user. Each time
a smart contract performs a write transaction, it changes some
variables or states of the smart contract. The current state of the
blockchain contains the latest information on these variables
[10], [11].



TABLE 11
STORAGE MODELS AND USE CASES

TABLE III
ACCESS CONTROLS AND USE CASES

Work Storage Application Platform Work Platform Application  Type of AC
. General . . Valentin et al. [17]  Ethereum  IoT RBAC
Longo et al. [12] ~ Hybrid supply chain (SC) ~ UmicalCoin Zaidi et al. [18] Ethereum  IoT ABAC
Liu et al. [13] Off-chain  Data Sharing Ethereum Cruz et al. [19] Ethereum  General RBAC
Wa et al. [14] Hybrid Food SC Egé)r?éledger Yang et al. [20] Cloud RBAC, ABAC
Bocek et al. [15]  Hybrid Pharma SC Modum

B. Data Storage

Blockchain, as a decentralised, distributed ledger stores data
in a secure and immutable manner. The decentralized storing
of data makes it difficult for intruders or malicious entities to
manipulate or corrupt the data stored on the blockchain. Using
various cryptographic mechanisms, blockchain protects data
stored from being tampered with or modified without proper
authentication. Though blockchain offers an innovative way to
store data, storing any information in its present architecture
is unsuitable. For example, storing large datasets, images, or
media files on the blockchain directly may not be advisable
due to the high cost of storing information on the chain and
related transaction fees. Blockchain data are transparent, and
every node has access to the data; it may not be a good idea
to store sensitive information on the blockchain, which may
breach privacy. Such situation necessitate different ways of
storing information on the blockchain [2]. The data storage
can be divided into three, depending on how applications/
organizations store the information. Table II summarizes a few
use cases that use different storage models.

1) On-chain: This refers to the data stored on the
blockchain directly and available to all the network nodes. The
on-chain data maybe transaction and block data, smart contract
data, or any other data that is directly stored on the blockchain
and are transparent in nature. By their very nature, they are
immutable, decentralized and publicly available. Storing any-
thing on the blockchain requires some cost, which may vary
depending on the data size. Hence, it is not suitable to store
large amounts of data on-chain. It is ideal to store a minimal
amount of data on-chain. Since the data are available and
transparent to all the network nodes, blockchain is not ideal for
storing sensitive data, like personal and health information and
business secrets. While developing the business logic using the
smart contracts, one must take utmost care with what would be
stored on the blockchain and optimise the size of data stored
on-chain.

2) Off-chain: Off-chain storage refers to storing data out-
side of the blockchain in a separate database or storage and
storing only its reference on-chain. Off-chain storage is not as
secure or transparent as on-chain, and it may be vulnerable
to manipulations. Depending on the way of storing, off-chain
storage can be centralized and distributed. Centralized refers
to storing information in some central databases from which
the data can be retrieved. Distributed refers to storage that
stores data in a decentralized manner. Examples of distributed

storages are Interplanetary File System (IPFS?), BigchainDB*
and OrbitDB?.

3) Hybrid: As the name suggests, it combines on-chain and
off-chain storage solutions and shares the benefits of both. An
example of hybrid storage can be storing the critical data that
require higher levels of security, immutability, and visibility
to other nodes on-chain. In contrast, the less important/critical
data can be stored off-chain to reduce the storage cost and
improve overall performance. Hybrid storage solutions may be
ideal for IoT-related applications, healthcare, supply chains, or
any organisations that would like to make their critical data
available to the outside world while storing their sensitive data
within themselves.

C. Access Controls

Access control mechanisms are necessary for the security
and reliability of most applications. In a blockchain, it refers
to the mechanisms or a collection of policies that regulate who
can access the network resources or their data. Access controls
are essential in blockchain to ensure the security and integrity
of data as well as to prevent unauthorised access to data
and their modifications. They help to ensure compliance with
privacy laws and regulations by controlling who can access
sensitive information on the blockchain and prevent fraudulent
or illegal behaviour. Access controls promote mutual confi-
dence among the participants of the network by providing trust
in the data and its users. The paper [16] discusses the access
control mechanisms in blockchain, and we shall elaborate on
the most commonly used ones. Table III summarizes works
dealing with access controls in different domains.

1) Permissioned Access Control: Blockchains can be
either permissionless or permissioned. In permissionless
blockchains, anyone can join and leave anytime, and its mem-
bership is open to anyone. All the members of the network
will have the same rights to access data and create transac-
tions, while in permissioned blockchains, the membership is
restricted. Permissioned access control refers to the restrictions
provided by the blockchain to permit only selected users to
be part of the network. By restricting the membership, to only
selected users, the network ensures privacy and confidentiality.
The information stored on the blockchain will be only avail-
able to the members of the network and not to the outside
world, as in the case of permissionless blockchains. This is a
general access control system that a permissioned blockchain
can provide by default.

3https://ipfs.tech/
“https://www.bigchaindb.com/
Shttps://github.com/orbitdb



2) Role-Based Access Control (RBAC): RBAC restricts
access to resources and information based on the roles and
responsibilities of the users in an organisation. The users
are assigned roles to which responsibilities are attached, and
depending on the responsibilities, specific permissions may
be associated that determine what actions or resources they
are allowed to use or access. RBAC can be implemented
using smart contracts, which define various roles for the users
and associated permissions. Smart contracts can enforce ac-
cess control automatically based on predefined criteria. Using
RBAC, blockchain provides granular control over the users and
ensures that only authorised entities can create a transaction,
view transaction details, and modify existing information.

3) Attribute-Based Access Control (ABAC): ABAC uses
characteristics or attributes of users to permit access to the
network. It evaluates the attributes of users against a set of pre-
defined policies or criteria. ABAC is becoming more popular,
as it provides more flexible ways of providing access control
not just based on the user roles but based on the attributes
such as the user’s location, time of the day, or even based
on the content of a transaction. ABAC can be implemented
using smart contracts that evaluate the relevant attributes
of the user to determine whether they are authenticated to
access the information. ABAC differs from RBAC based on
its approaches to evaluating the users. RBAC uses the roles
and responsibilities of the users, while ABAC uses attributes
for authentication. ABAC provides more fine-grained access
control and can be dynamic and adaptable in its approach.

D. Query

In the context of a blockchain, querying is the process
of retrieving information stored as transactions on single or
multiple blocks. The querying may be done for different pur-
poses and may depend on specific use cases. On a blockchain,
information may be fetched for provenance. Provenance is
the ability to track and trace the origin and authenticity of
information stored on transactions spread over a period [21].
Efficient querying can bring better data analysis and visualiza-
tions. The paper [11] claims to be the first to investigate the
aspect of querying in blockchain, and it identified the limited
possibilities the blockchain could provide for querying. The
framework provided by them has a SQL-like query layer for
retrieving information from the blockchain. A few works [22]—
[25] used authenticated data structures (ADS) along with the
blockchain to enhance the querying. They either store the full
or partial information in the ADS, and a reference of the
same is stored on the blockchain. By doing so, they try to
leverage the benefits of traditional database queries on the
blockchain. The paper [3] systematically studies existing query
mechanisms available in blockchain and discusses various
challenges. All of these works deal with querying in single-
layer blockchains, and querying in multilayer blockchains is
still under research.

There are different ways in which queries can retrieve
information from the blockchain. First, a node client connected
with a blockchain can retrieve information stored using smart

TABLE IV
BLOCKCHAIN QUERIES

On-chain/
Off-chain

EtherQL [11] Yes

Work Query types

Standard, Range, Aggregate,
and Top K

Standard, Historical, Range,

and Delta

Standard, Historical, Range,

and Join

Range, Account, Transaction,
and block

FalconDB [22]  Yes
SEBDB [25] Yes

VQL [23] Yes

contracts. Here, the smart contracts communicate with the
chain directly; depending on their access permissions, they
may return the requested information. With full nodes (nodes
with complete replicas), the smart contract can retrieve infor-
mation without relying on any third party. The second method
is using block explorers like Etherscan® and this method is
available for Ethereum public blockchains. Using any browser,
one can access them, and they provide various information
regarding accounts, tokens, blocks, and transactions in a well-
structured manner. The third method uses APIs like Web3’
which are provided by the specific blockchain platforms that
can communicate the blockchain using various endpoints and
retrieve information [2]. The queries discussed in this section
are a combination of the methods mentioned above. Table IV
summarizes a few works on queries. There are of two types of
queries: read and write. Any query operation will have either
of them or a combination of both.

1) Read Queries: These retrieve information stored on the
chain without making any changes to data. Even though these
queries do not alter the current data, they still count as a
transaction on most of the blockchain and necessitate a gas fee
to be paid to motivate the nodes to provide accurate data. Such
operations can be simple as well as complex. We divide these
operations into single-layer and multilayer. In this section,
single-layer query operations refer to the read operations in
one blockchain (single-layer), while multilayer read queries
deal with retrieving information from multiple blockchains.
Figure 3 shows categories of read queries.

II

Fig. 3. Read Queries

Standard queries
Range queries

Historical queries

The read operations may return a single attribute value
(account balances of a specific account) or multiple attributes.
We can divide these queries under four categories: Boolean,
standard, range and historical queries. Single-layer Boolean
queries return Boolean results (yes/no or true/false) for one
or more attributes. Let us say a node needs to verify if

Ohttps://etherscan.io/
Thttps://web3js.readthedocs.io/en/v1.8.2/



a transaction is genuine. It can do so by checking if the
transaction is recorded in a blockchain. The output will
confirm whether the transaction exists in the blockchain and is
authentic. Blockchain access control involves using Boolean
queries to determine whether certain operations are permitted.
The result of these queries determines the level of permissions
granted. A single-layer standard query refers to the query that
retrieves simple results from the blockchain that involve single
or multiple attributes/parameters. The information it retrieves
may be a specific transaction or block details, account details,
or some information stored on a smart contract.

Single-layer range queries bring values between some spe-
cific range or interval. All the attributes or some attributes can
have ranges specified in the query. The retrieved information
may be a single result or a collection of results. Single-
layer historical queries have relevance in blockchain transac-
tions. The data in the blockchain are immutable and every
transaction is always available on the blockchain. Hence, the
historical information of a specific product and its provenance
on blockchain in various states can be traced and verified
using blockchain transaction details. Historical queries can
also provide the ownership details of the specific product in
its journey. Queries of these kinds are not directly available
but depend on the smart contract’s logic deployed, like various
mappings or using the transaction and block hashes.

Multilayer read queries are meant to fetch data from mul-
tiple blockchains comprising multiple attributes/ parameters.
They need to query data that satisfy multiple conditions
across multiple layers of blockchains. Such queries are often
complex and may involve different access control mechanisms
while dealing with different blockchains. These queries may
be dependent or independent: dependent if the results from
one chain act as input for the query in another chain, and
independent if they can be executed independently. Similar to
single-layer, we can categorise multilayer queries into four
types. Multilayer Boolean queries involve querying based
on multiple criteria on different blockchains in which each
condition may return a Boolean result. Situations of sending
some amount from one chain to another require verifying
whether an account has sufficient balance in one chain and
checking whether the receiver exists in another chain. Queries
of this sort may be part of bigger operations, and depending
on the Boolean result, further operations can be carried out.
In the case of the example mentioned, the decision would be
either to send the amount or not.

Multilayer standard queries contain multiple attributes and
returns result from multiple blockchains. The information
they retrieve may be independent or dependent. Examples of
independent results may be returning the account balances of
two accounts in two blockchains. Such a query just returns the
values and is independent of others. Examples of dependent
results can be retrieving transaction details of an account in
the first chain that has transferred some amount to an account
in a second chain, along a proof for that transaction from
both chains. Such a query may require having information
from the first chain, which goes as input to the second chain.

Multilayer range queries retrieve data depending on multiple
criteria, simultaneously enabling more precise and accurate
data retrieval. Multilayer historical queries support provenance
queries in multilayer blockchains. They are quite helpful in
tracking the asset journey in a multilayer blockchain.

2) Write Queries: Write queries in blockchain refer to the
process of adding or updating data. They are utilized to initiate
transactions that create new records or modify existing ones,
ultimately updating the state of the blockchain. They need to
undergo several validations to ensure the integrity and security
of the blockchain. While performing a write query, they may
be accompanied by read queries that mostly do the validation
processes. Any write operation is a new blockchain transaction
requiring a transaction fee.

Transactions. These are the basic building block of a
blockchain. Anything that changes the current state in a
blockchain can be called a transaction, and a transaction is
an immutable record stored on a blockchain. They may or
may not be accompanied by a read operation. In situations
like transferring amounts, tokens or moving anything on chain,
some verification may be required, like whether the execution
account has the right to perform such operations, whether the
account has sufficient funds to transfer or whether the token it
tries to transfer belongs to the smart contract account or not.
It necessitates a read operation before writing. An example of
a transaction that does not require a read operation would be
creating a new account or asset on the blockchain, as there is
no prior state to be verified.

Smart Contract Interactions. These are the write opera-
tions that modify the data stored on a smart contract. Smart
contracts can store various data types and perform multiple
write operations depending on the design. They can write data
to the blockchain as a standalone data structure, like mapping;
generate tokens and transfer them between accounts; perform
payments when conditions are met; or enforce access control.
A smart contract can also change data stored on another smart
contract if it has sufficient permissions to carry it out.

Inter-Layer Transactions. This refers to the operations that
transfer tokens, assets, or data between different blockchain.
Several methods can empower this process, and a two-way peg
is one of the most common ways of moving between different
layers [26]. It makes use of sidechains to achieve this process.
To illustrate the example, consider two blockchains: a main
chain and a sidechain. Suppose a client in the mainchain wants
to transfer tokens to another. In that case, it has to send those
tokens to some designated nodes on the mainchain, which lock
the tokens in the mainchain and generate corresponding tokens
in the sidechains. The client can use the tokens created by
the sidechains to transact with the target blockchains. As the
client uses the tokens generated by the sidechains, the locking
nodes destroy the respective tokens locked in the mainchain.
This process is referred to as a two-way peg.

IV. FUTURE DIRECTIONS

Data Flow: Future research should prioritise the devel-
opment of standards for block sizes across different DLTs.



This is because variations in block size can have a significant
impact on scalability and efficiency. In addition, ensuring
interoperability between diverse DLTs is crucial for seamless
cross-chain data sharing. More research is required to develop
new methods to enable secure cross-chain communication and
data sharing. Smart contracts play a crucial role in automating
blockchain systems, and one promising area of research is to
improve their capabilities. There are many smart contract lan-
guages and multiple virtual environments to compile them. It is
necessary to develop standardised and cross-compatible smart
contract languages that can function effectively across various
DLT platforms. Such research can address the challenges
related to differences in data types and semantics between
different smart contract languages.

Data Storage: As blockchain networks continue to expand,
scalability issues related to on-chain data storage become
more significant. Future research can explore innovative ap-
proaches, such as sharding and layer-2 solutions, to address
these challenges. Off-chain storage solutions provide flexibility
but can introduce risks of data tampering. Further research
is needed to develop cryptographic techniques and protocols
that ensure the immutability of off-chain stored data. Another
promising direction is the seamless integration of decentralised
storage solutions with blockchain networks. Such integration
could enable smart contracts to access and interact with larger
datasets and external resources efficiently.

Access Control: Exploring the possibility of self-adaptive
access control is a valuable endeavour. Such systems can
assign, or revoke roles based on real-time conditions or be-
haviours. However, further research is necessary to investigate
the implementation of these self-adaptive systems. In addition,
developing methods and standards for interoperable access
control across multiple blockchains would enable seamless
exchange of information between ecosystems while adhering
to consistent policies.

Query: Blockchain interoperability is becoming increas-
ingly important. To facilitate cross-chain transactions and data
sharing, it is important to develop query mechanisms that can
update data across multiple interconnected blockchains. It has
a lot of potential to improve the functionality and usefulness of
blockchain technology. Future research in querying should ex-
plore ways to leverage metadata for more efficient and context-
aware query processing. This involves developing techniques
to generate queries based on available metadata dynamically,
improving query optimization, and enhancing the precision of
search results. Metadata-driven query engines can significantly
improve data discovery and retrieval in complex blockchain
environments.

V. CONCLUSION

The taxonomy offers a well-organized framework for com-
prehending, categorizing, and dealing with different aspects of
data management within the context of blockchain technology.
It provides a standardized way of discussing data management
concerns that are unique to blockchain technology. The taxon-
omy encompasses dimensions such as data flow, storage op-

tions, access control mechanisms, and data retrieval, covering
the essential aspects of managing data in blockchain networks.
Researchers can gain valuable insights into the complexities of
blockchain data management and develop effective strategies
for implementing solutions in blockchain systems by using
the taxonomy. Furthermore, the taxonomy serves as a guide
to navigating the complexities of blockchain data management,
enabling users to make informed decisions regarding data
storage, access control, privacy measures, and scalability solu-
tions. As the field of blockchain data management continues to
evolve and move forward, the proposed taxonomy will adapt
and expand to incorporate emerging trends, technologies, and
best practices.
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