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Internet-of-Underwater-Things (IoUT) is a network of smart 
interconnected underwater objects. Recently, IoUT has 
shown its applicability in numerous scenarios such as marine 

life monitoring, off-shore exploration, underwater lost-treasure 
discovery, sports, assisted navigation, location awareness, envi-
ronmental monitoring (e.g., monitoring of water quality, water 
pollution, water pressure or water temperature), water-based 
disasters (e.g., tsunami or nuclear accident), defense systems 
(e.g., surveillance systems or submarine detection) and several 
other applications. Even though IoUT systems are key enabler 
in underwater communication, they face challenges due to 
unreliable transmission medium, unstable radio signals, limited 
range, low bandwidth, inborn noise, low transmission rate, slow 
propagation speed, node mobility, lower resources and limit-
ed battery capacity. These challenges cause issues in channel 
modeling, optimal routing, security, privacy, communication 
overhead, congestion control, packet error rate, packet latency, 
energy consumption etc. In this respect, this Special Issue (SI) 
aims to address some of the aforementioned challenges.

The Guest Editors of this SI had great support from the Edi-
tor-in-Chief and the Associate Editor-in-Chief of IEEE IoT Mag-
azine, and this allowed to organize a successful SI despite the 
tight targeted timeline. We received 29 submissions, out of 
which 7 were selected through a rigorous review process with 
an acceptance ration of 24 percent. The authors are grateful to 
all authors for submitting such high-quality manuscripts as well 
as to the reviewers for the great support. 

The first article “Breaking Through the Air-Water Interface 
with Software-Defined Visible Light Networking” written by 
Enhos et al. introduced a software-defined visible light network 
to establish bi-directional wireless links through the air-water 
interface. The authors first provided an overview of the limita-
tions of the state-of-the-art solutions for communication across 
air-water mediums. They then presented the building block 
of their new proposed solution with a mathematical channel 
model and simulator for the air-water interface, along with a 
prototype of the software-defined visible light communication 
model. The authors presented a series of experiments conduct-
ed in the ocean to demonstrate how the developed system can 
operate across the interface in real-life scenarios. Finally, the 
authors discussed some key concepts and applications that the 
proposed solution can enable. 

The second article “Automatic Shark Detection via Under-
water Acoustic Sensing” written by Manos et al. illustrated a 

design of a fully automated low-operating cost shark detection 
and warning system. This system exploits underwater acoustic 
sensing and communication to automate the spotting, provid-
ing a highly accurate alternative to visual spotting. The authors 
analyzed the performance of the proposed solution in terms 
of communication performance and accuracy in alerting water 
users to dangerous situations and compared with different 
medium access schemes to identify the most effective network 
design. Manos et al. also indicated that a potential research 
direction will include a field test of the system in a real under-
water acoustic network.

In the third article by Omeke et al. “How Reinforcement 
Learning is Helping to Solve Internet-of-Underwater-Things 
Problems,” the authors reviewed areas of IoUTs in which rein-
forcement learning (RL) algorithms find special applications. A 
detailed analysis of IoUTs applications which rely on RL tech-
niques was made, highlighting specific algorithms utilized in 
various IoUTs contexts. Interesting open research problems in 
the applications of RL in the IoUTs were outlined and potential 
solutions are explored. 

The fourth article “Blockchain-Assisted Onion Routing Pro-
tocol for Internet of Underwater Vehicle Communication” by 
Jadav et al. provided a secure and intelligent framework to 
mitigate security threats in an Internet of Underwater Vehicle 
(IoUV) environment by adopting collaborative benefits from AI 
classifiers, onion routing network, and blockchain technology. 
The proposed framework utilized AI classifiers that are effi-
ciently trained by the attack dataset and simultaneously were 
validated by the IoUV attack dataset. The proposed framework 
was assessed by various evaluation metrics such as accuracy 
decryption time and scalability. It was concluded that the pro-
posed framework can provide considerable performance gains 
in comparison to conventional and existing works. 

The fifth article by Victor et al. “Federated Learning for IoUT: 
Concepts, Applications, Challenges and Opportunities” present-
ed a discussion of the applications of federated learning in IoUT, 
its challenges and open issues. The authors indicated the need 
and importance of federated learning in achieving desired char-
acteristics in an IoUT environment, highlighting the possible solu-
tions, effective methods and indicating scope of future research.

In the sixth article “A Reliable Covert Channel for Stealthy 
Data Transmission of Internet-of-Underwater-Things,” Baker et al. 
considered the security issue to guarantee data privacy during 
IoUTs data transmission. In order to mitigate the data transmis-
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sion security such environments, they introduced a payload-de-
pendent parallel-distributed covert storage channel scheme, 
which is realized by selecting the normal data flow as the carrier 
and discretizing the data transmission. This scheme has the ability 
to enable stealthy data transmission under IoUTs environments.

The seventh and final article “E2E Service Class Mapping 
in Heterogeneous IoUT: SDN Based Architecture” by Ali et al. 
evaluated the applicability of a hierarchical SDN architecture 
for an end-to-end (E2E) traffic classes (TCs) mapping in a mul-
tidomain heterogeneous environment for IoUT networks, using 
simple additive weighting module on the SDN controller. The 
hierarchical architecture enabled the collaboration and man-
agement of heterogeneous network domains on an E2E route 
for mapping of service TCs. A proof-of-concept experiment of 
the proposed approach was performed in Mininet-Wifi emula-
tor and ODL controller. The results clearly indicated the effec-
tiveness of the proposed approach.

To conclude, we would like to thank the authors, review-
ers, and the EiC for helping the Guest Editors to organize this 
timely SI. We hope that this work will encourage and motivate 
researchers from academic and industry to develop further 
novel ideas and algorithms to advance IoUT systems.
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