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PRIVACY, TRUST AND REPUTATION
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he emergence of the Internet of vehicles (loV) in recent
years holds great potential for enhancing the user expe-
rience by introducing more sophisticated services that do
everything from guaranteeing the user’s safety to enhancing
their comfort. Vehicles, people, and roadside infrastructure all
play important roles in building loV ecosystem. In addition, a
wide variety of communication methods coexist to guarantee
the 1oV’s connectivity and stability. This multiplies the attack
surface of the ecosystem and introduces new privacy, trust, and
reputation concerns as a direct result of its variety. Due to the
widespread nature of the loV, it is imperative that services be
privy to and able to incorporate concerns over user privacy. To
protect passengers, drivers, and pedestrians from the dangers
of insider attacks—in which communications from authorized
users are tampered with or manufactured by malevolent orga-
nizations. Multiple variables are utilized to define peer-to-peer
exchanges, and this information is then used to make a well-in-
formed decision about whether or not to trust the vehicle in
question. One typical method of indicating how much certain
characteristics matter is to use a weighting factor. The quan-
tities of the weighting factors are often set manually because
there are no influencing variables taken into consideration
when doing so. In accordance with this computed criterion, the
peer vehicles are then categorized as either trustworthy or not.
The use of adversary models in conjunction with trust manage-
ment models to counter different kinds of insider attacks has
been the subject of study. Adversary models help in identifying
potential attackers, while trust management models help in
determining the level of access and privileges that an individual
should have based on their trustworthiness. The combination of
these two models can improve the security of a system against
insider attacks. This Special Issue (Sl) is an effort to tackle some
of these issues. The Sl includes contributions from experts in the
field and aims to provide insights and solutions to the challeng-
es faced in the area of privacy, trust and reputation in loV. It
also highlights potential solutions and areas for future research.
The success of this Sl is a testament to the collaborative efforts
of the guest editors, the Editor-in-Chief, and managing editors of
IEEE loT Magazine, in promoting research and innovation in the
field of loV. Their dedication and hard work have paved the way
for future advancements in this exciting area of technology.
We have received a large number of submissions, out of
which 5 were selected through a rigorous review process. The
editors are grateful to all authors for submitting such high-qual-

ity manuscripts as well as to the reviewers for their great sup-
port. The selected manuscripts cover a wide range of topics
and are expected to make significant contributions to their
respective fields. We look forward to encourage all authors to
continue submitting their work for consideration.

The first article, titled “On-Demand Security Framework for
5GB Vehicular Networks” authored by Abdelwahab Boualouache
et al,, have discussed that the successful collaboration between
Vehicle-to-everything(V2X) nodes will ensure the development
of robust machine learning models that can detect and prevent
attacks in 5GB vehicular networks. This will ultimately enhance the
security and safety of future smart transportation systems. Howev-
er, while operating collaboratively, ensuring the machine learning
model’s security and data privacy is challenging. To address this
challenge, future research could focus on developing more robust
and secure machine learning algorithms and frameworks that can
guarantee data privacy and security while maintaining high lev-
els of accuracy. Additionally, collaborations between experts in
machine learning, cybersecurity, and data privacy could help to
identify potential vulnerabilities and develop effective mitigation
strategies. The proposed framework enables federated learning
workers to train machine learning models collaboratively with-
out sharing their raw data, which ensures privacy preservation.
Additionally, the use of blockchain and smart contracts provide
a secure and transparent mechanism for managing interactions
between the federated learning servers and workers. The frame-
work enhances the accuracy by 14 percent and decreases the
consensus time, at least by 50 percent, compared to related works.

The second article, titled “Toward Green and Secure Com-
munication in loT-Enabled Maritime Transportation System”
authored by Sandeep Verma et al., presents a secure communi-
cation mode for maritime transportation systems (MTS). loT has
enabled the development of smart shipping, which has improved
efficiency, safety, and sustainability in the maritime industry. With
the integration of loT in MTS, there is a potential for further opti-
mization and automation of processes. Therefore, it is crucial to
implement strong security measures in MTS such as encryption,
authentication, and access control to protect the devices and
the data they transmit. Additionally, regular updates and patches
should be applied to address any vulnerabilities that may arise.

Extensive experiments of the proposed approach show that
mode outperforms the state-of-the-art methods using a variety of
performance measures as a benchmark. The model conserves
the energy of loT devices employed for MTS and it also ensures
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the secure communication among them. This is achieved through
the implementation of advanced algorithms that optimize the
energy consumption of loT devices while maintaining a high level
of security in data transmission. Additionally, the model can be
easily integrated into existing MTS systems, making it a practical
solution for energy-efficient and secure communication.

The third article, titled “Lightweight Reputation Management
for Multi-Role Internet of Vehicles” authored by Chaogang
Tang et al., presents that information-centric loV, smart vehicles
can collect and share real-time traffic information, while in the
task-oriented loV, they can perform tasks such as autonomous
driving and intelligent transportation. This technology has the
potential to revolutionize the way we think about transporta-
tion and mobility. However, malicious vehicles may undermine
the trustworthiness of vehicles towards each other, and further
damage these loV networks. This highlights the importance of
implementing robust security measures to prevent such attacks
and ensure the safety of passengers and other road users.
It also emphasizes the need for continuous monitoring and
updating of these security measures to stay ahead of potential
threats. Given the multiple roles undertaken by vehicles in loV
networks, authors aim to design a lightweight reputation-based
mechanism for a hybrid loV network in this article. This mech-
anism can realize real-time reputation updates and synchro-
nization in the device edge-cloud continuum. The proposed
mechanism can effectively enhance the security and reliability
of the loV network by identifying and isolating malicious nodes.
Additionally, it can also improve the overall performance of the
network by reducing communication overhead and latency.

The fourth article, titled “A Framework for Decentralised,
Realtime Reputation Aggregation in loV,” authored by Haitham
Mahmoud et al., have expressed concern about the potential
road accidents and collisions caused by malicious vehicles.
Authors have argued that a reputation system can help to mit-
igate these concerns and allow users to have safe journeys by
providing a way to identify and estimate the behaviour of indi-
vidual vehicles and to take appropriate actions in case of any
malicious behaviour. Reputation systems have been successfully
implemented in various online platforms, such as e-commerce
websites and social media networks, to foster trust among users.
By leveraging similar mechanisms in the context of ride-sharing
services, users can make informed decisions and feel more
secure during their journeys. In this article, the authors propose
a blockchain-based reputation system that protects participant’s
privacy while also providing secure and resilient reputation
computation. The reputation value, which reflects the overall
trustworthiness of vehicles, is determined using decentralized
feedback from the vehicles. Authors have analyzed the security
and privacy of the proposed system and provided computation
and communication performance.

The fifth article, titled “Deep learning-based Network Intru-
sion Detection System for Internet of Medical Things,” authored
by Vinayakumar Ravi have presented a deep learning-based
approach for network-based intrusion detection in the internet
of medical things (IoMT) systems using features of network
flows and patient biometrics. The proposed method efficiently
learns the best feature representation by feeding data on net-
work flows and patient biometrics to several hidden layers. For
optimal feature extraction from deep learning’s spatial and tem-
poral properties, the network has a global attention layer. On
the loMT intrusion dataset, the proposed method showed a 3.9
percent increase in accuracy over the state-of-the-art approach-
es. The suggested model may be implemented as a network
monitoring tool for loMT to protect these systems against intru-
sion inside the healthcare and medical setting.

Finally, we would like to thank the authors, reviewers, man-

aging editors, and the EiC for helping the Guest Editors to orga-
nize this timely SI. We hope that this work will encourage and
motivate researchers from academic and industry to develop
further novel ideas and algorithms to advance loV systems.

We look forward to seeing the impact of the research pre-
sented in this special issue on the future of loV.
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