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With the widespread adoption of diverse IoT applica-
tions, various vertical IoT deployments has emerged 
in recent years. Mission-critical IoT applications have 

gained substantial traction, showing considerable potential in 
various vertical markets, such as smart medicine and smart 
manufacturing. Given the signifi cance of high-value mission-crit-
ical tasks, timely and reliable control is essential. The emerging 
sixth-generation (6G) wireless communications and networking 
system is expected to create new opportunities by supporting 
mission-critical IoT applications. Technical solutions to improve 
wireless communications with low latency capabilities and high 
reliability are needed.

This Special Issue (SI) looks into several key aspects of 
enabling technologies that have tremendous potential for the 
future mission-critical IoT evolution in 6G era. As 6G-based 
framework will be heterogeneous, different innovations will 
be applied including, low-latency access for massive devices, 
network enhancement with relaying, flexible mission-critical 
architecture with open radio access network, data reliability 
enhancement with network coding, wide-area resilient access 
with LEO satellite, and support of zero-energy IoT devices. 

In “NOMA-based Grant-Free Massive Access for Laten-
cy-Critical Internet of Things: A Scalable and Reliable Frame-
work,” Kang, Abebe, and Choi describe the latency-critical 
access through grant-free Non-Orthogonal Multiple Access 
(NOMA) mechanisms. Handling a large number of IoT devices 
accessing the wireless networking system is an essential 6G sys-
tem design requirement. Grant-free random access protocol is 
a technical solution to reduce latency for wireless IoT network 
access. NOMA technique can be applied to increase wire-
less system capacity. Enhanced NOMA-based grant-free mech-
anism applies multi-signature spreading design and exploits 

multi-antenna capabilities for reliability, low latency and effi  cient 
resource utilization for 6G mission-critical IoT access. 

In “On Advanced Relay Schemes to Support Through-
put-Hungry IoT Applications,” Lin et al. discuss applying relay 
techniques to better support 6G IoT application requirements. 
Deploying relay stations and integrating sidelink communica-
tions in 6G could expand coverage areas, effectively reduce 
coverage holes, and improve user perceived throughput in 
many IoT usage scenarios. 6G sidelink communications could 
provide fl exible network topology confi gurations and enhanced 
link quality between IoT Gateways and IoT devices. 6G sidelink 
communications could also be utilized to provide multi-path 
transmissions and adaptive resource sharing between sidelink 
communications and direct communications between IoT 
devices and base stations. Relaying-based 6G architecture 
exhibits great potential for enabling reliable communications in 
various scenarios.

In “Linear Packet Network Coding to Enhance Reliability 
and Resiliency of Next Generation Wireless Networks with 
Topological Redundancies,” Nikopour and Mao present the 
network resiliency enhancement by applying network coding. 
Network coding techniques have been shown to enhance data 
transmission reliability. The Integrated Access Backhaul (IAB) 
networking architecture could be utilized to enhance transmis-
sion reliability in multi-hop multi-path environments. Applying 
network coding in IAB network could further improve the reli-
ability. In such a case, route selection strategies are critical to 
meet the reliability and latency requirements under different 
traffi  c loading and radio link blockage environments.

In “Supporting 6G Mission Critical Services on O-RAN,” 
Kaliski and Cheng describe the potential for O-RAN based 6G 
systems. Open Radio Access Networks (O-RAN) has drawn 
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attention in the 5G community and will continue playing a 
key role in 6G era. 6G mission-critical IoT services could be 
deployed with the flexible O-RAN architecture. Traffic steering, 
localized QoS, proactive cell association, and dynamic spec-
trum sharing could enhance networking service reliability. In 
addition, O-RAN based solution could be used for enhancing 
system security through malicious IoT application detection, IoT 
Gateway malware detection, and rogue base station detection 
mechanisms.

In “Enabling Resilient Access Equality for 6G LEO Satellite 
Swarm Networks,” Lin et al. discuss the potential of utilizing 
LEO satellites to improve the 6G service resilience. LEO satel-
lites will become an indispensable part for 6G IoT, especially 
in the remote area. Network resilience could be achieved with 
multi-connectivity and multi-path routes in heterogeneous LEO 
satellite swarm network. In this heterogeneous LEO networking 
system, software-defined networking edge architecture could 
provide distributed, multi-tier, multi-domain management frame-
work for machine learning tasks that process distributed data in 
mission-critical applications.

In “Zero-Energy Devices Empowered 6G Networks: Oppor-
tunities, Key Technologies, and Challenges,” Naser et al. 
describe the challenges and opportunities of energy-aware 6G 
IoT operations with zero-energy devices (ZEDs). Leveraging 
energy harvesting sources and ambient backscatter communi-
cation techniques, ZEDs could play pivotal roles in facilitating 
the advancement of 6G IoT. To realize the energy-efficient 
operations of ZED-based IoT, energy-aware communications 
protocol design as well as low-power architecture for efficient 
machine learning and information security will be needed. 

In conclusion, the collected articles in this special issue offer 
different technical approaches to tackle challenges for 6G mis-
sion-critical IoT. Despite recent progress, there remains much to 
be accomplished to meet the demanding requirements for mis-
sion-critical IoT services. We hope that this timely special issue 
will serve as a catalyst for further research in this emerging area 
and will lead to many more exciting advancements.
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