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& IT USUALLY SEEMS that the pace of change in

computing is ever-increasing. A quasi-formal state-

ment of this progress is of course Moore’s Law.

Originally, an empirical observation was that the

number of transistors in an integrated circuit dou-

bles roughly every two years; this observation is

now often a general expression of the exponential

rate of progress in information technology (IT).

For the past few decades, IT progress has been

primarily in the speed and capacity of processors

and data storage, but qualitative changes are hap-

pening as well—and these changes are moving rap-

idly into the consumer space. “Self-driving” cars are

the talk of the automotive industry, and intelligent

assistants such as Amazon’s Alexa and Apple’s Siri

are incorporated into everyday life in cell phones

and voice-response units for the home. These

advances have been made possible by enormous

advances in hardware and software, but they in

turn are triggering a need for even greater improve-

ments. We now depend on the safety, reliability,

and security of computing systems in areas that

used to be solely the domain of humanworkers.

Staying on top of these changes is a real chal-

lenge for IT professionals, who require a deeper

understanding that may be needed to integrate

advanced capabilities in large mission-oriented sys-

tems. In this issue, we take a look at some important

new technologies for IT systems, cognitive comput-

ing and autonomous control, and also at fundamen-

tal advances in quantum computing that may

enable evenmore remarkable achievements.

In “Autonomous Cars: Challenges and Oppor-

tunities,” the authors have done a fantastic job in

providing a short description of the state of the art

of autonomous cars—predominantly focusing on

the stakeholders of autonomous vehicles, e.g., vehi-

cle manufacturers, insurers, legislators and regula-

tors, and transportation infrastructure managers.

The work also reports various aspects related to

autonomous vehicles manufacturing and develop-

ment, such as terms and definitions, autonomy

models, technological aspects, and applications of

the autonomous vehicles. The work concludes with

the listing of some very important challenges in

the domain of autonomous vehicles. The work will

certainly resonate with IT practitioners interested

in works related to autonomy within the context of

autonomous vehicles.

In “The Adoption of Cognitive Computing Tech-

nology in China,” Linda Lai provides the current

landscape of the adoption of cognitive computing

in China. As defined by Lai, cognitive computing

integrates various data sources, algorithms, and

other methodologies to mimic human cognition to

resolve a set of problems. Lai has done a fantastic

job in providing a history of the domain in China

with some hard evidence (reference to economic

impact and China Five-Year Plans). Lai was also

able to provide a perspective of howChina’s efforts

stack up against other nations. Lai also provides

significant details on how these efforts are moving

various fields in China forward, such as health

care, education, energy, and business. Finally, Lai

ends her reporting with some opportunities to con-

sider in cognitive computing—moving forward,

such as security and privacy.
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Quantum computing is among the most excit-

ing developments in computer science and engi-

neering of the past two decades, because of its

potential to provide exponentially faster process-

ing for certain applications. In “Design of Quantum

Computing Circuits,” the authors provide a basic

introduction to this fascinating field. They intro-

duce the basic concepts of quantum computation,

followed by an explanation of reversible logic gates

for quantum circuit design. To show how these

concepts are used in computing, they describe the

design of quantum circuits for addition, subtrac-

tion, conditional addition, and multiplication,

basic components out of which more complex

computations can be developed.

Quantum computation opens the door to many

opportunities for high-performance computing,

but in so doing, it presents a new challenge.

Existing public-key cryptographic algorithms are

all vulnerable to attack by quantum computing,

when a practical quantum computer is developed.

To prepare for this eventuality, researchers have

developed a wide range of approaches to “post-

quantum cryptography,” i.e., cryptographic algo-

rithms that cannot be easily broken with quantum

computing. The article “Isogeny-Based Crypto-

graphy: A Promising Post-Quantum Technique”

presents an example of one such method. This

article provides an introduction to both the chal-

lenges of post-quantum cryptography and a poten-

tial solution. The authors introduce the basics

of elliptic curve methods, and then show how

they can be used to design the hard problems

that can provide a basis for quantum-resistant

cryptography.

We hope the reader will both enjoy and be

inspired by the exciting changes presented in

these articles, and possibly imagine new ways to

use these in systems that will benefit the world.
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