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Abstract—In Spain, quantity surveyors are entitled to carry out official cadastral surveys,
attestations, and certificate issuing according to a well-defined professional code. Official
Associations of Quantity Surveyors and Technical Architects (COAAT) are responsible for
endorsing the documentation related to actions performed on buildings. An e-platform that
enables immutability, traceability, and a unique property record among all the Spanish COAATS,
with an affordable cost, is essential to streamline the involved processes.

The blockchain technology and smart contracts have recently emerged as promising solutions
for e-government services due to the inherent features provided by the technology. In this paper,
we identify the design goals and propose a blockchain-based e-government system for the
electronic management of the documentation generated, submitted, and validated by the
Spanish COAATs, namely, the COAATChain. The proposal has been deployed and evaluated on
the Binance testnet blockchain, in order to assess its affordability.

Bl ALL OVER THE WORLD, governments and
government agencies are now implementing
projects and initiatives for digital transformation
and to provide effective digital services or e-
government [1], [2]. In general, e-government
services improve citizen experience and save
costs. Users expect high-availability and fault-
tolerance from the e-government services which
increase their satisfaction. Nowadays, emerging
technologies and innovative practices help gov-
ernments to meet these requirements. In particu-
lar, blockchain-based smart contracts are one of
the most up-and-coming solutions with significant
features for e-government services [3].
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In this paper, we will focus on the Spanish
Official Association of Quantity Surveyors and
Technical Architects (COAAT, by its Spanish
acronym) which is in charge of endorsing the doc-
umentation of the projects, referring to new build-
ing works, refurbishments or energy efficiency
in order to grant them an additional validity for
their subsequent presentation to public bodies, ad-
ministrations, city councils or community boards.
Surveyors carry a lot of responsibility according
to a well-defined professional code. For example,
they carry out official cadastral surveys and may
perform attestations and issue certificates. Some
types of projects, such as building demolitions,
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require mandatory approval by a COAAT.

For many years it was compulsory to present
all the physical documentation in person at the
offices of the professional associations, leave it
for a few days for review and validation if appro-
priate, then collect the approved documentation
and finally present it to the corresponding pub-
lic administration. It should be noted that each
professional association represents a demarcation,
which coincides with the provincial administra-
tive division. There are several professional as-
sociations within a country. In recent times, both
professional associations and public administra-
tions have made technological efforts to digitise
this process. For example, the digital certificate
system is now supported, which saves time and
travel. However, there are still some important
challenges and requirements for improvement.

A digital service for the Spanish COAAT
should tackle the following outstanding features:

e Immutability: Prevent manipulation of prop-
erty records by a central authority or a third
party.

e Common and unique property record: Avoid
double property records and share information
among different official associations.

e Record traceability, timestamp, and prove-
nance: Keep track of property records.

e Affordability: Automate and streamline the
access, processing, and validation of property
records at reduced cost.

e Resiliency: Provide a system setup with high
availability and fault-tolerance.

Taking into account the current-state analysis,
our main objective is to design a decentralized
e-government system for the Spanish COAAT
that fulfills the key features mentioned above.
In a nutshell, our proposal uses the following
solutions:

e The design of an e-governance system, called
COAATChain, based on role definitions.

e The implementation of the system with smart
contracts.

A methodology similar to the Trustable DApp
Modelling (T-DM) methodology proposed in [4]
has been followed to derive the system imple-
mentation from the system value proposition.
As a result, the COAATChain system has been

designed, deployed, and tested on a blockchain-
based platform to meet the initial requirements.
The rest of the paper is organized as follows.
First, we present the related work. We then in-
troduce COAATChain stakeholders and its first
level goals (FLGs), and also describe the most
important implementation details. Then, a design
evaluation of the approach is discussed. And fi-
nally, conclusions and future work are presented.

Related work

Smart contracts are digital programs whose
code is stored on the blockchain [5]. These pro-
grams are applicable in different application do-
mains (i.e. financial applications, e-government,
insurance, auditing, or healthcare).

Within the e-government domain, we find
blockchain-based solutions for electronic voting
which ensure authentication, anonymity, accu-
racy, and verifiability [6], or distributed ledger
based approaches to automate the intellectual
property licensing payments [7]. We also find
modeling for the semi-automated translation
of human-readable contract representations into
computational equivalents that enable the en-
coding of laws [8]. In [9], the authors present
ChainGov as a collaborative blockchain and smart
contract integrated platform to build trust between
immigrants, governments, and other institutions
informing about the flow of money as well
as real-time visibility of all transactions. Also,
blockchain has been proposed as the core to sup-
port global vaccination strategies for COVID19,
harnessing its decentralization and global unique
identification [10]. One of the countries that have
advanced the most in terms of e-government is
Estonia [2]. They have created the concept of
digital country, where many procedures can be
carried out by electronic means. In particular,
an ad-hoc scalable blockchain was developed to
ensure the integrity of data stored in government
repositories and to protect its data against insider
threats [11], [12].

Moreover, the European Commision is build-
ing its own blockchain infrastructure, the Euro-
pean Blockchain Services Infrastructure (EBSI),
“to leverage blockchain to create cross-border
services for public administrations, businesses,
citizens, and their ecosystems to verify the in-
formation and make services trustworthy” [1].
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EBSI focuses on providing verifiable credential
services, and traceability of documents, among
others. There are several ongoing pilot projects to
demonstrate its usefulness and increase awareness
and adoption of the technology [13].

COAATChain stakeholders and system
value proposition

Based on expert knowledge, different stake-
holders (i.e., user roles) have been identified for
the proposed COAATChain system:

e Role 0 (System administrator): Responsible
of the initial deployment of the system and the
registration of the COAATS.

e Role 1 (COAAT administrators): They can
access, validate or reject dossiers, register new
properties, and add quantity surveyors (Role 2)
and other agents (Role 3) into the system.

e Role 2 (COAAT staff): They include quantity
surveyors and technical architects, that can reg-
ister a new property, create a new construction
dossier associated with an existing property,
and include documentation to the dossiers pre-
viously created by them. COAAT staff cannot
modify the dossiers created by other surveyors,
even though he/she can see that they exist.

e Role 3 (Read-only users): Notaries, court
members, public administration workers, and
any legal entity that by law has the right
to access the information in the construction
dossiers stored in the system.

As outlined in previous sections, the main
value proposition of COAATChain (see Figure 1)
is to provide a distributed e-government archi-
tecture for Spanish COAATSs. As the platform
harnesses the blockchain technology, it inherits its
main features, namely, immutability, traceability,
and resiliency. Also, affordability will be ensured
due to the relatively low fees introduced by the
use of blockchain platforms (more on this in
Section “Design evaluation”), but also because
the proposed solution is engineered to keep the
amount of information stored in the blockchain
to the minimum, while also guaranteeing the
immutability, traceability, and accessibility of the
documentation.

From the main value proposition and the tasks
every stakeholder must be able to accomplish, the
first level goals (FLGs) of the COAATChain plat-
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form have been derived in Figure 1. The System
kickoff goal deploys the system on the selected
blockchain platform. The Add new COAAT goal
incorporates new COAATSs into the system. The
Add new user goal provides the capability of
creating the remaining user roles in the system
(on one hand, quality surveyors and technical ar-
chitects, and on the other hand, read-only users).
The Register new property goal inserts the details
of a property into the system. Properties can be
associated with one or more dossiers, while only
one of them might be open at a certain moment.
The Manage dossier goal enables the inclusion
of a new dossier into the system, as well as
the addition of documentation associated with it.
The Validate dossier goal is one of the critical
goals of the system because only the COAAT
stakeholder can validate (or not) the dossier, after
examining its associated documentation. Lastly,
the View document goal enables the visualization
of the documentation held by any COAAT by
generic read-only stakeholders.

The most relevant quality goals have also been
identified per every FLG in Figure 1. These rep-
resent the non-functional system properties asso-
ciated with each of them. The quality goal afford-
able refers to the feasibility that deployment costs
can be assumed by the COAATS. Secure means
that there will be controls to prevent unauthorized
manipulation of certain assets. Finally, the main
aim of the system is to enable transparent ac-
cess to documentation for authorized stakehold-
ers. Moreover, the quality goals associated with
the main value proposition (namely, immutable,
traceable, resilient, affordable, discussed above)
are inherited by all the FLGs derived from it.

The different FLGs have been assigned to
their corresponding stakeholder, following the
detected actions that each of them is required to
perform. For example, Role 3 stakeholders (read-
only users) are only associated with the goal View
document while Role 1 stakeholders (COAAT
administrators) are associated with three goals:
Add new user (Role 2, 3), Validate dossier and
Register new property.

FLG implementation details

The System kickoff goal consists of the de-
ployment on the blockchain platform of a con-
tract factory that will implement the FLGs Add
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Figure 1. COAATChain system value proposition and its FLG model. admin: administrator; RO users: read-

only users

new COAAT, Add new user and Register new
property.

The Add new COAAT and Add new users
goals consist of the identification through a re-
liable and secure Know Your Client (KYC) strat-
egy of the new user and its registration in the
COAATChain by including the wallet’s address
in the blockchain, the assigned role and the iden-
tification data. Please note that Role 0 will act
as the KYC agent for Role 1, and in turn, Role
1 will act as KYC agent for their corresponding
Role 2 and Role 3.

The Register new property goal is imple-
mented as a method on the contract factory
that should be executed by Role 1 or Role 2
stakeholders. A transaction is issued to deploy
a new smart contract for the property, i.e., the
property contract. The cadastral data of the new
property must be provided at contract deployment
for identification purposes. This smart contract
will implement all the FLGs associated with
that property, namely, Manage dossier, Validate
dossier, and View dossier. The Manage dossier
goal implies entering all the data related to the
new dossier into the system, as well as the
additional documentation required for COAAT

validation. This additional documentation is pro-
vided in digitally signed PDF files. To implement
immutability and security in the handling of these
files, the system generates a Secure Verification
Code (SVC) for each of them. This code must be
included by the user in the PDF file before signing
it digitally. These files are digitally signed by a
nation-wide certification entity, more precisely,
certificates issued by the “Fabrica Nacional de
Moneda y Timbre, FNMT” (National Mint and
Stamp Office) are used'.

As the basis of COAATChain, blockchain
enables the creation of a duplicate-free, common
database for all COAATs. However, considering
the required store capacity of the PDF files, they
are stored off-chain in the IPFS (InterPlanetary
File System) [14], [15]. So, COAATChain just
stores in the blockchain the unique CID (Content
IDentifier) returned by IPFS and the SVC of
the file. This strategy contributes to achieving
the affordability quality goal. Please note that
the contents stored in IPFS (i.e., the PDF files)
are public according to Spanish law. Figure 2
illustrates by means of a sequence diagram the

IThe FNMT root certificates can be downloaded from https:
/Iwww.sede.fnmt.gob.es/descargas/certificados-raiz-de-la-fnmt
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Figure 2. Sequence diagram - Register new property
and manage dossier

interaction among the incumbent entities when
performing the actions associated with these roles
(Role 1 or Role 2). Transactions stored into the
blockchain, which incur an associated cost (fee),
are marked with a red circle.

The Validate dossier goal is triggered when
a Role 2 stakeholder requests a dossier vali-
dation by calling to the Property contract, as
Figure 3 shows. Then, an event is sent to a
Role 1 stakeholder, who will access the dossier
metadata stored in the blockchain, and retrieve
its associated documentation from IPFS using
the appropriate CIDs. Once the documentation is
processed, the dossier can be either validated or
rejected and, new SVCs are included in the PDFs
before signing them digitally again. The transac-
tion on the blockchain validating or rejecting the
dossier will include the CIDs returned by IPES
when the reviewed PDFs are stored in it. The
system implements asynchronous events to alert
the stakeholders with Role 1 and 2, respectively,
of the inclusion of a dossier in the system and of
the dossier status change.

The View document function will allow Role 3
stakeholders to access the documentation of a val-
idated dossier by using the SVC code associated
with this document by the FLG Validate dossier.
The SVC code is provided to the user through
any digital or traditional mechanism (i.e., e-mail
or letter).
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Figure 3. Sequence diagram - Dossier validation

Design evaluation

Three of the objectives that were proposed
to be achieved with the developed system are
traceability, immutability, and resiliency. These
features are guaranteed by the blockchain plat-
form itself, where the System kickoff goal is
performed. This can be verified by accessing the
Build and Build (BNB) Blockchain Explorer with
the hash of the “System kickoff” transaction [16].

The goal of sharing information between dif-
ferent COAATs when using a public blockchain
platform such as the BNB blockchain is intrin-
sically assured, since all the interested COAATSs
may take part in COOATChain. Therefore, they
will be able to use the smart contract’s functions
to retrieve data from blockchain and IPFS, and
also to enable access to other interested stake-
holders (Role 2 and Role 3 users). To avoid
duplicity of property records, the smart contract
checks whether its cadastral reference exists in
the system or not in the “Register new property”
functionality.

Finally, system affordability is proved by
comparing the actual fees of the COAAT of Al-
bacete province [17], ranging from 12€ (=13$)
to 655€ (~705.5%), with the BNB transaction
fees shown in Table 1 (the hash of each transac-
tion is included). It can be seen as the fees asso-
ciated with each transaction are fully assumable.
They could even be deducted from the current
rates charged by the COAATs for the services
provided.
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Table 1. Fee per transaction type.

Transaction (Hash) BNB Cost ($)
Smart contract factory de- | 52.50531%10~3 15.9
ployment (0x3a53b..)

Add COAAT (Role 1) 2.38626%103 0.72
(0x667be..)

Add  Quality  Surveyor 1.77261%10~3 0.51
(Role 2) (0x54500..)

Add new property | 30.27519%10—3 9.30
(0x37625..)

Add new dossier 4.09118*%10—3 1.18
(0x877cf..)

Add file to dossier 3.04687+103 0.58
(0xb2fe0..)

Read or check a dossier * 0.0 0.0

*This action doesn’t require a transaction in Binance network.

Conclusions and future work

The proposed COAATChain artifact fulfills
the functional and non-functional requirements
identified for the problem of providing a suitable
e-government architecture for Spanish COAATs.
Thanks to the use of blockchain and smart con-
tracts, it provides the desired first level goals
(system deployment, user role management, prop-
erty management, dossier validation, and access
to validated documentation), exhibiting features
such as immutability, traceability of records, and
resiliency of the platform. Moreover, its afford-
ability has also been assessed by deploying it on
a real testnet blockchain.

In the future, it is intended to put the applica-
tion into production and evaluate its productivity
with the reports obtained by the users.

To this end, a proper KYC strategy should
be deployed before putting the system into a
production state. A user-friendly user interface
should also be provided to increase adoption by
potential users. In addition, support for migrating
the service between different blockchain plat-
forms could be offered.
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