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RELIABILITY-AWARE
MICROARCHITECTURE DESIGN

......How do we design error-tolerant
processors and associated systems that meet
historically established high reliability stan-
dards, without exceeding power budgets
and cost constraints in the commodity mar-
ket? This is the technological challenge facing
present-day and future processor architects.
In the late CMOS era, device-scaling trends
have increased awareness of the various sour-
ces of unreliability at the component level.
Building robust processors has become in-
creasingly challenging in the face of growing
device susceptibility to transient and hard
errors. Some solutions, such as those that cir-
cumvent the power problem today, have in
fact been shown to worsen conditions for
the emerging new device ‘‘reliability wall.’’
As such, future systems require processor
architects to understand and integrate adap-
tive design techniques, at both the device
and system levels, in order to ensure robust
and resilient execution. The architecture
layer, which includes both hardware and
software, must learn to dynamically identify,
detect, and recover from errors in the field.
To this end, this IEEE Micro special issue
features seven articles that focus on a set of
three main topics that must be explored
simultaneously to make reliability-aware de-
sign practical: understanding the tradeoffs
between power, performance, and reliability;
cross-layer research; and frameworks for con-
ducting reliability tradeoff analysis.

A good number of articles in this issue
focus on the interplay between power, per-
formance, and reliability. For instance,

in ‘‘Coping with Parametric Variation at
Near-Threshold Voltages,’’ Ulya R. Karpuzcu
et al. discuss the impact of parameter varia-
tions on near-threshold-voltage-based com-
puting (NTC), which has long been touted
as a promising strategy to improve energy ef-
ficiency by reducing the supply voltage while
exploiting parallelism to compensate for fre-
quency loss. However, the authors demon-
strate that NTC’s potential cannot be
harnessed without first addressing the impact
of parameter variations on low-voltage
operation.

Similarly, in ‘‘Improving Throughput of
Power-Constrained Many-Core Processors
Based on Unreliable Devices,’’ Hao Wang
and Nam Sung Kim demonstrate that by
scaling back on device-level redundancy for
reliability in a many-core processor, it is pos-
sible to achieve better energy efficiency, be-
cause a many-core processor can inherently
tolerate defective cores by design. Keeping
an eye to the future, the authors demonstrate
the tradeoff between reliability and energy ef-
ficiency in the context of carbon nanotube-
based devices.

The tradeoffs between redundancy and
energy efficiency, however, can scale all the
way from the core level down to the individ-
ual data path bit slices. For instance, in
‘‘Resilient High-Performance Processors with
Spare RIBs,’’ David J. Palframan et al. show
that by adding a single bit slice and using
bit-sliced redundancy along the data path,
we can tolerate data path defects and improve
performance in the presence of within-die
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random variations. Additionally, we can boost
performance by avoiding excessively slow crit-
ical paths that are created because of random
variations.

The importance of optimizing for the in-
terplay between power, performance, and re-
liability is perhaps best captured by the
article ‘‘Active Guardband Management in
Power7+ to Save Energy and Maintain Reli-
ability’’ by Charles R. Lefurgy et al. In this
article, the authors demonstrate the benefits
of using feedback controllers to reduce the
guardband that guarantees proper circuit
timing during worst-case voltage droop
events in order to achieve better energy effi-
ciency. Using real Power7 measurements,
the authors demonstrate that power con-
sumption can be automatically reduced by
11 percent for SPEC CPU2006 workloads
with a negligible loss in performance and
no loss in reliability.

An important and emerging tenet for
reliability-aware design is that manufacturing
technology alone can no longer be responsi-
ble for guaranteeing device reliability. In-
stead, all layers of the system stack must
play a conscious role to mitigate excessive re-
liability overheads. Therefore, in ‘‘A Cross-
Layer Technology-Based Study of How
Memory Errors Impact System Resilience,’’
Veit B. Kleeberger et al. discuss the implica-
tions of distributing resiliency tasks across all
levels of the design hierarchy. Specifically,
they study single-event upsets in the data
cache of an autonomous robot along with
the impact of voltage variations to demon-
strate that resiliency solutions exist at all lev-
els of the hardware and software stack.

In order to support reliability-aware de-
sign at all levels of the system stack, we re-
quire frameworks that let us conduct
tradeoff analysis. As a step in the right direc-
tion, in ‘‘Evaluating Overheads of Multibit
Soft-Error Protection in the Processor
Core,’’ Lukasz G. Szafaryn et al. present a
framework for architecture-level tradeoff
analysis for various soft-error protection
overheads at a component and circuit level
in terms of processor area, delay, and energy.

Beyond architecture design, it is im-
portant to develop frameworks that test
the processor’s robustness under a variety
of operating conditions. In ‘‘Automating

Stressmark Generation for Testing Processor
Voltage Fluctuations,’’ Youngtaek Kim et al.
focus on automatically testing a processor’s
resilience to rapid current changes. Sudden
current fluctuations can cause timing errors
in the microprocessor.

M any of the articles in this issue outline
future directions in reliability-aware

microprocessor design. In the future, pro-
cessor design will require significant colla-
borative effort between circuits, architecture,
and firmware design to guarantee robustness.
Although these articles highlight the chal-
lenges ahead of us, we look forward to seeing
progress in all areas over the next several
years. MICRO
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