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Blockchains have emerged as a key technology for allowing 
cryptocurrency (e.g., bitcoin) users to transfer funds, validate 
transactions, and record information in a fully distributed 

manner. Adopting blockchains as introduced for cryptocurrency 
to support IoT applications is not, however, straightforward, and 
presents major challenges that need to be overcome. These 
challenges arise mainly from the limitations and features that are 
inherent in IoT devices, such as their limited resource capabili-
ties, the traffic bottlenecks that could occur at network edges, 
the scalability challenges that arise from the large numbers of 
IoT devices, the device mobility challenges, and the privacy 
and security issues. For instance, the proof-of-work (POW) 
approach, imposed in Bitcoin to secure and ensure robustness 
of the blockchain against malicious behaviors, requires powerful 
computation and incurs long delays, making it unsuitable for 
IoTs. Scalability also presents another key challenge, as most 
existing IoT architectures are centralized, a challenge that can 
potentially be overcome using blockchains. Also, security/pri-
vacy and device mobility pose legitimate concerns that present 
bottlenecks for the development and adoption of many IoT 
applications, which can also be addressed through the use of 
blockchains. Depending on the type of application, the no lon-
ger need for a trusted third party raises a privacy/security threat 
that can be exploited to compromise sensitive IoT data, and the 
low-latency requirement of some IoT applications puts new con-
straints on the allowed time needed for validating and adding 
blocks to the blockchains.  

This special issue highlights new blockchain architectures 
and techniques that can be leveraged to enable scalable man-
agement, access and accountability of massive numbers of IoT 
devices to effectively support various IoT applications. Under a 
rigorous peer-review process, nine papers have been selected for 
publication in this special issue. The first article, “Securing Smart 
Cities through Blockchain Technology: Architecture, Require-
ments and Challenges,” focuses on the use of bockchains tech-
nology to support and enable smart city services. It identifies the 
requirements needed for incorporating blockchains technology, 
and proposes an architecture for securing smart cities using these 
blockchains. The article also presents smart city case studies that 
adopt the proposed blockchain approach, and discusses open 
research challenges that require future investigation.

The second article, “Blockchain for Managing Heterogenous 
Internet of Things: A Perspective Architecture,” focuses on the 
integration of blockchains technology with IoT systems. It dis-
cusses the limitations of exiting IoT systems and highlights the 
challenges related to integrating IoT systems with blockchain 
technology. The article introduces an architecture for employing 
blockchains to manage large-scale, heterogenous IoT systems.

The third article, “Blockchain-Empowered Secure Spectrum 

Sharing for 5G Heterogeneous Networks,“ focuses on the use 
of blockchains for securing spectrum resource sharing in the 
context of 5G networks. It proposes a two-stage approach 
where the first stage promotes spectrum sharing via an incen-
tive mechanism and secures spectrum-sharing transactions via 
blockchains, and the second stage formulates and solves the 
spectrum allocation problem via combinatorial optimization. The 
article concludes by outlining several open research issues that 
still need to be addressed.

The fourth article, “Integrating Blockchain and IoT/ITS for 
Safer Roads,” describes how the Safe System approach offers a 
holistic structure of various innovative solutions in the context of 
IoT and Intelligent Transportation Systems (ITS). It introduces a 
necessary extension to the Safe System approach while consid-
ering emerging technologies such as connected and computing 
vehicles and vehicle autonomy. The article shows how block-
chains can play a crucial role in ensuring road safety, as well as 
the safety of its connected elements.

The fifth article, “DIoTA: Decentralized Ledger based Frame-
work for Data Authenticity Protection in IoT Systems,” presents 
a two-layer decentralized ledger architecture together with a 
lightweight data authentication mechanism for facilitating IoT 
devices and data management. The article provides a detailed 
performance and security analysis of the proposed architecture 
using experimental data.

The sixth article, “Communication Aspects of the Integration 
of Wireless IoT Devices with Distributed Ledger Technology,” 
focuses on the integration of Distributed Ledger Technologies 
(DLTs) in the context of resource-limited IoT devices. It discusses 
the limitations and opportunities offered by DLTs, and high-
lights the challenges encountered in the process of integrating 
resource-constrained IoT devices with distributed trust networks. 
The article also describes the common traits of lightweight syn-
chronization protocols, and proposes a novel classification, root-
ed in the IoT perspective.

The seventh article, “Hash Access: Trustworthy Grant-Free 
IoT Access Based on Blockchain,” proposes a trustworthy IoT 
access protocol that leverages blockchain radio access network 
(B-RAN) architecture to enable multi-operator networks without 
shared authentication. B-RAN allows to establish trust among ini-
tially trustless operators and to efficiently utilize resources across 
networks. To mitigate the loss of network efficiency caused by 
selfish behavior among untrustworthy IoT devices, the proposed 
protocol allows to induce IoT devices to follow an access rule 
and control data traffics. The proposed framework unifies the 
IoT access and the underlying B-RAN to reduce confirmation 
delays.

The eighth article, “Blockchain Applied to Vehicular Odome-
ters,“ focuses on leveraging blockchains technology for enabling 
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efficient management of vehicular odometer data. The article 
presents and discusses the requirements, design choices, and 
construction details of a blockchain architecture for vehicular 
odometers, and validates the proposed architecture through 
proof-of-concept prototyping. 

Finally, the ninth article, “Application-Aware Consensus Man-
agement for Software-defined Intelligent Blockchain in IoT,” 
focuses on addressing the blockchain consensus management 
and configuration challenges arising from IoT application dynam-
ics. The article proposes a software-defined blockchain architec-
ture, a consensus function virtualization approach, and a transfer 
scheme to enable dynamic configurations for blockchains and to 
perform efficient management of virtualized consensus resourc-
es.
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