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owadays the deployment of drones/UAVs is not just limited

to military and defense establishments; they are also widely

deployed in geo-dispersed applications (environmental
monitoring, rescue operation monitoring, road and traffic sur-
veillance, natural disaster monitoring, soil and crop analysis, and
consumer product delivery). Drones have become the instiga-
tors and enablers of global mechanization. For example, the
influx of precocious drones is recognizable looking at the high
angled photography of peculiar landscapes. Likewise, multiple
drones coordinate and collaborate with each other to form a
web of flying computing resources which can sense, analyze,
and transmit data to remote cloud servers and storage spaces.
Even more, the popularity of next generation communication
technologies has opened a new vertical in the form of 5G-en-
abled flying automation using drones. This new dimension for
drone communication has attracted the wide attention of the
academia, research and industrial communities. 5G-enabled
flying automation empowers the astronomically large numbers
of connected things in a drone-enabled smart ecosystem to
communicate among themselves and thereafter decisively han-
dle the progressively intricate traffic conditions.

There is no point in arguing that if drones are used for the
doorstep delivery of anything, the process will provide many
benefits. Still, the idea is not endorsed. The rationale for this
demeanor is the lack of trust among people to let a strange
device enter into secure premises like homes, warehouses or
offices. The resistance will remain until a certitude is developed
in the system. A mature authentication system for a chip-level
authentication of drones may serve the purpose before allowing
them into the premises. Any such mechanism needs the storage
of identity records, for which blockchain is the most suitable
contender due to its competency in distributed environments.
Some companies like Dorado are working on the integration
of blockchain and drones to be used in doorstep delivery of all
goods that can be carried using drones. Blockchain is expected
to storm the world of information storage and retrieval, and it is
interesting how the combination of the two is going to affect the
entire technological ecosystem.

The application areas of drones are numerous, but the usage
of drones in the area of security and surveillance differentiates
it from other counterparts. Drones may serve as a replacement
for the high-security areas where human security guards may
not prove to be very effective as they don’t feel tired, dizzy,
sleepy, or bored like humans. The future of drone robotics looks
safe in this field. Still, even after so many associated advantag-
es, drones have a problem with their identity and operation
management. It is evident from the Gatwick airport incident!
when in 2018 some unidentified drones were observed. It was
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proactively dealt with and investigated by the authorities and the
airport flight operations were temporarily shut, which incurred
huge financial losses. The drones were never identified due to
the absence of a proper registration and flight permission infra-
structure. Blockchain can be a viable solution to overcome such
problems by registering each drone on the blockchain and then
permitting it to operate. Even more, wildlife and area conservan-
cy also have drone applicability because of their environmental
and geographic constraints. Poaching in national parks can be
avoided with the help of drones and the associated data can be
stored on the blockchain. For example, a company named Soar
(https://soar.earth) is shifting the trend from the usage of static
map data toward the more up-to-date information gathered with
the help of drones. Once the envisioned applications of drones
become reality, various challenges arise which need to be tack-
led at the right time and in the right manner. Drone flight, rout-
ing, flight planning, time of flight, flight restrictions, air pollution,
and crowded skies, are some of the challenges which we need
to address today. The right to privacy is the most important
aspect which is at stake. A spy drone, if used to track something,
can pose a great threat to the privacy of individuals and should
be dealt with carefully as any violation can lead to severe dam-
ages. Therefore, blockchain-envisioned drones, a novel archi-
tecture for coordinating the access of drones in the controlled
airspace and providing navigation services between locations
referred to as nodes using a 5G-enabled flying automation, is a
fascinating innovation which requires deep investigation at vari-
ous levels. For this purpose, different solutions, mechanisms and
architectures are required to understand and investigate the pros
and cons of block drones to realize 5G flying automation.

This Special Issue of the IEEE Network is intended to present
and highlight the advances, latest technologies, implementations
and applications related to the potential integration of block-
chain with drone-enabled smart ecosystems. The Special Issue
focuses on several topics that are recent concerns in the com-
munity, including data integrity and privacy preservation, cloud/
edge/fog analysis for big data evaluations, energy harvesting,
inter-drone communications, secure content dissemination, soft-
ware defined drone networks, loT architectures and protocols,
and other enabling technologies to realize the vision of block
drones through 5G-enabled flying automation. It is interesting
to note that the call for papers received an especially strong
response from the community, further attesting to the rapid
development of this scientific area. We hope these articles will
show their value over time, while being immediately helpful for
our current readership. We summarize the accepted articles in
this editorial as follows.

In the article “Blockchain-based UAVs Path Planning for
Healthcare 4.0: Current Challenges and Way Ahead”, S. Aggar-
wal et al. focus on designing a distributed P2P platform for UAVs
that ensures confidentiality, integrity, identity management, and
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privacy-preservation in healthcare 4.0. In particular, a three-lay-
ered architecture for real-time collection, processing, and trans-
mission of medical data is designed. The proposed architecture
provides a distributed platform for the UAVs that ensures securi-
ty and privacy of medical data with a consensus mechanism. The
simulation results show that the proposed system provides an
effective solution for reliable data transmission via UAVs while
preserving sensitive healthcare information against potential
threats. Based on the merits, it is believed that the proposed
blockchain-enabled UAV path planning method is a step toward
effective and efficient management for shared medical data.

The article “Exploiting 5G and Blockchain for Medical Appli-
cations of Drones” by J. Chen et al. comprehensively exploits
the potential of 5G and blockchain for promoting medical appli-
cations of drones. They first categorize the key challenges in the
drones’ medical applications. Then the intrinsic characteristics of
5G is explored to provide a reliable communication link with sat-
isfactory data rate, low latency, high scalability and low energy
cost, while blockchain is found to be able to meet the security
requirements in terms of confidentiality, integrity, availability and
authentication. In the scenario of disaster relief, an illustrative
example of using 5G and blockchain to promote medical appli-
cations of drones is given.

In the article “Emerging Drone Trends for Blockchain-Based
5G Networks: Open Issues and Future Perspectives”, T. Han
et al. discuss 5G communication networks and Mobile Edge
Computing as promising technologies that can provide several
benefits to drone-enabled environments and solve some of the
presented issues. They introduced new security concerns of
drone communication networks, given their recent popularity.
These concerns are related to the possibility of malicious users
taking advantage of this brand new technology, which caused
many governments to ban drones due to public safety. Next,
blockchain technology is discussed as a novel solution to the
security issues, which raised its decentralized nature, making it
inherently safe.

In the article “Analysis of Using Blockchain to Protect the
Privacy of Drone Big Data” by Z. Lv et al., blockchain technolo-
gy is adopted to solve the privacy protection problem of UAVs
big data. In particular, the proposed privacy protection scheme
uses a number theory research unit (NTRU) cryptosystem for
encryption of blockchain data. Privacy analysis is provided to
validate the security requirements. The performance evaluation
results show that the proposed UAV big data privacy protection
scheme based on blockchain technology has a low computing
cost in terms of key production, encryption, and decryption. It
also outperforms the conventional approaches. This work aims
to provide a guideline for future research in the privacy protec-
tion of UAV data.

In the article, “Blockchain-based Privacy Preservation for
5G-enabled Drone Communications”, Y. Wu et al. explain the
potential of leveraging blockchain to facilitate privacy preserva-
tion in a broad range of real-world applications, including the
monitoring and tracking of individuals in demonstrations and
enforcing social/physical distancing during pandemics such
as COVID-19. Specifically, they introduce the architecture for
5G-enabled drone communications and blockchain, review
existing blockchain-based solutions, and study existing legisla-
tion and data privacy regulations that need to be considered in
the design of blockchain-based solutions. They conclude with a
number of thought-provoking future research challenges, which
will most certainly advance the conversation on this topic.

In the article “Building Agile and Resilient UAV Networks
Based on SDN and Blockchain”, N. Hu et al. propose a novel
software-defined unmanned aerial vehicle (UAV) network with
a decentralized control plane by integrating SDN and block-
chain technology. The proposed architecture decouples the
control plane and data plane of a UAV network and utilizes a

decentralized control plane to manage all the UAVs. This design
concentrates the management and control functions on the
ground base station and simplifies the complexity of unmanned
aerial vehicles, which helps improve the survivability of the UAV
network. The paper creatively applies blockchain technology to
the design of the UAV network control plane, which improves
the robustness, trustworthiness and ubiquitous access capability
of the control plane. The networking of large-scale UAV groups
has always been a key issue that plagued the development of
UAV technology. The architecture proposed in this paper has
important reference value for UAV networking design.

In the article “Design Guidelines for Blockchain-Assisted
5g-UAV Networks”, M. Aloqaily et al. propose a decentralized
drone service delivery (DaS: Drones as a Service) architecture
that combines emerging features such as 5g networks, block-
chain and fog/cloud computing to provide security and reli-
ability of services. This architecture allows a swarm of UAVs to
communicate between each other to collaborate in order to
fulfill a common task using 5G infrastructure. Both public and
private blockchains are deployed within the UAVs, supported by
fog and cloud computing devices and data centers, to provide a
wide range of complex authenticated service and data availabil-
ity. This paper provides the guidelines to combine the features
provided by each of these paradigms to enable optimal resource
management and better security, reliability, and delivery success
rates compared to traditional UAV-supported cellular networks.
Also, it discusses the various challenges and future research,
highlighting emerging technologies such as Federated Learning.
This work will have a significant impact on the design of reliable
and secure DasS platforms, enabling new innovative services that
represent an important pillar of modern smart cities.

In the article “Block-Chain Empowered Trusted Networking
for Unmanned Aerial Vehicles within B5G Era”, X. Jian et al. pro-
pose a blockchain-empowered trusted networking framework
for an unmanned aerial vehicle ad hoc network (UAANET), as
well as the corresponding network architecture, protocol stack,
key control signaling, and algorithms. This article makes a break-
through in solving the problems of network security and stability:
introducing the security of blockchain into ad hoc networks
does not previously exist. Beyond that, it proposes a new metric
for selecting links, and uses blockchain related technologies to
eliminate untrusted nodes in the UAANET, as far as possible
to ensure the safety and credibility of the UAANET. This work
will have a huge impact on the safety and stability of future
UAANET.

In the article “Securing Data Sharing from the Sky: Integrat-
ing Blockchains into Drones in 5G and Beyond”, J. Kang et al.
utilize permissioned blockchain to design a decentralized data
management system for 5G and Beyond (B5G) drone networks.
The authors introduce credit as a metric and propose a secure
and universal credit-based scheme for reliable miner selection
for permissioned blockchain-based B5G drone networks. The
proposed blockchain and credit-based mechanism is a well-mo-
tivated solution that provides a promising way to enable data
sharing in a secure manner. The work will have a huge impact
on decentralized and secure data sharing in the future 5G and
Beyond drone networks.

In the article “Blockchain-Empowered Drone Network: Archi-
tecture, Features, and Future”, Z. Chang et al. propose to utilize
the concept of blockchain in the development of drone net-
works. The authors studied the architecture of blockchain-en-
abled drone networks with edge computing and investigated the
interaction between the edge service provider (ESP) and drones.
Here, incentive mechanism is explored via a single-leader mul-
tiple-follower game model, where the ESP is the leader and
drones are the followers. Accordingly, a two-stage Stackelberg
game is introduced to investigate the relations and interactions
between the ESP and drones. In the initial stage, the ESP pres-
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ents its price strategy for the computing resources and in the
next stage the drones which are deployed for service provision-
ing compete for these resources in a non-cooperative fashion to
carry on the blockchain process. Performance evaluations are
conducted to illustrate the benefits of the proposed architecture
on developing blockchain envisioned drones.

In the article “Deep Learning and Blockchain with Edge Com-
puting for 5G-Enabled Drone Identification and Flight Modes
Detection”, A. Gumaei et al. propose a secure and intelligent
5G-enabled Unmanned Aerial Vehicle (UAV) or drone iden-
tification and flight modes detection framework by integrating
blockchain with a deep recurrent neural network (DRNN) and
edge computing. The proposed framework enables remote
monitoring, collection and storing of raw radio frequency (RF)
signals of different drones under several flight modes on a cloud
server to train a DRNN model and then distribute the trained
model on edge devices for detecting drones and their flight
modes. The framework utilizes blockchain for data integrity
and securing data transmission. The performance improvement
achieved by the proposed framework will have a great impact
on the future UAV industry for accurate detection of drone and
their flight modes in a secure manner.

In the article “Sharding-Enabled Blockchain for Soft-
ware-Defined Internet of Unmanned Vebhicles in the Battlefield”,
B. Ghimire et al. propose a secure, robust, and intelligent archi-
tecture for automated battlefield scenarios leveraging private
blockchain enriched by smart contracts and sharding and 5G
enabled software defined loUV. This paper envisions a novel
and remarkable approach where each type of activity on the
battlefield is recorded in a specific tamper-proof ledger and the
actions of UVs are automated through smart contracts. The pro-
posed approach is fully secure by allowing communication with
only trusted peers and robust against any kind of resource-relat-
ed issues. Further, it is the first and striking work to employ two
forms of sharding to make the loUV efficient and robust against
any resource-related issues.

In this article “A Blockchain-Based Secure Crowd Moni-
toring System Using UAV Swarm”, W. Xiao et al. propose a
drone-swarm-aided distributed monitoring system in a block-
chain-powered network that supports high mobility and secu-
rity enhancement. In order to meet the high-efficiency identity
authentication, secure drone swarm communication and distrib-
uted data management requirements of the monitoring system,
this article considers the data collection, data transmission, data
access, and other aspects of the monitoring system, and designs
a complete blockchain-enabled and UAV-swarm-aided secure
crowd monitoring scheme. It uses trusted computing and data
decryption/encryption technology to realize identity authen-
tication, drone sub-swarm key distribution, and secure data
transmission. The blockchain technology is used to ensure the
authenticity of the identity of UAV nodes, the reliability of UAV
cooperation in monitoring tasks, the confidentiality of informa-
tion in the process of data transmission, and the availability of
public group decision making.

In the article, “Blockchain-Powered Policy Enforcement for
Ensuring Flight Compliance in Drone-Based Service Systems”,
M. S. Rahman et al. propose a drone flight compliance mech-
anism in a drone-based commercial delivery service system by
utilizing blockchain technology. The authors mainly address the
issues of drone collision and citizen privacy during drone flights.
The proposed system uses smart contracts to set policies and
establishes pre-allocated flight paths for different drones to avoid
collisions and ensure citizen privacy by restricting their access
to unauthorized areas. The blockchain enforces the policies to
monitor compliance of the drone flights and identify non-compli-
ant drone services to penalize the corresponding service provid-
ers. This article is a pioneering work in employing blockchain in
drone flight automation, which will have a significant impact on

drone flight automation and commercialization of drone-based
commercial services.

In the article “Blockchain based Task Offloading in Drone-aid-
ed Mobile Edge Computing”, S. Luo et al. propose a secure and
intelligent framework for task offloading in edge computing by
integrating blockchain and drone. The proposed framework
utilizes blockchain to increase the accountability of executing
the offloaded tasks in the mobile edge computing servers. At
the same time, the authors use drones to extend the coverage of
Mobile Edge Computing. This paper is a groundbreaking work in
developing a set of offloading policies in smart contracts, which
does not previously exist. The proposed framework is an elegant
breakthrough that provides a promising way to enhance edge
computing accountability. The work provides a solution for infra-
structure providers to build user trust, encouraging more people
to use their services. This work will have a huge impact on the
intelligent and optimal control and operation of future-genera-
tion wireless communication networks and edge computing.

The article “Efficient and Secure Data Sharing for 5G Flying
Drones: A Blockchain-Enabled Approach” by C. Feng et al. pro-
poses a blockchain-enabled efficient and secure data-sharing
model for 5G flying drones which aims to address the securi-
ty issue for authentication and data sharing in a drone’s open
and untrusted environment. Specifically, blockchain and attri-
bute-based encryption (ABE) are applied to ensure the security
of instruction issues and data sharing. The authentication mech-
anism in the model employs a smart contract for authentica-
tion and access control, public-key cryptography for providing
accounts and ensuring accounts’ security, and a distributed led-
ger for security audit. In addition, to speed up outsourced com-
putations and reduce electricity consumption, an ABE model
with parallel outsourced computation is constructed, and a
generic parallel computation method for ABE is proposed. The
analysis of the experimental results shows that parallel computa-
tion significantly improves the speed of outsourced encryption
and decryption compared to serial computation.

We would like to express our sincere gratitude to all the
authors who submitted their valuable findings, as well as to the
highly qualified reviewers who voluntarily participated in the
review process and provided constructive feedback on a very
tight schedule. The Guest Editors are also immensely grateful
to the former Editor-In-Chief, Professor Mohsen Guizani, for
the opportunity to organize this special issue, and the current
Editor-In-Chief, Professor Chonggang Wang, for his unwavering
support and guidance in preparing and finalizing this editorial.
Special thanks goes to the administrative staff of the journal for
their tireless support throughout the journey leading to publica-
tion. We sincerely hope that this special issue will contribute to
the body of knowledge.
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