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Dr. Wenjing Lou is currently the W. C. English 
Endowed Professor of Computer Science 
at Virginia Tech and a Fellow of the IEEE. 

Her research interests span many topics in the 
fields of wireless networks and cybersecurity. On 
wireless networks, her interests lie in distributed 
algorithms and lightweight protocols for wireless 
networks. Her previous works include algorithm 
and protocol design for ad hoc networks, multi-
hop cooperative communications, opportunistic 
routing, and network coding. She has recently 
collaborated with other colleagues on interference cancel-
lation, MIMO networks, and dynamic spectrum sharing, 
and 5G wireless communications. On cybersecurity, she has 
worked on many security and privacy topics in networked 
information systems, including anonymous authentication, 
encryption-based information access control and sharing, 
search over encrypted data, and confidential data com-
putation. More recently, she has been working on block-
chain and decentralized consensus protocols, securing 5G/
nextG mobile networks, and adversarial machine learning 
and trustworthy AI systems. Her research goal is to develop 
innovative solutions to address fundamental research chal-
lenges in emerging technologies and critical infrastructures.

Prof. Lou developed a strong interest in networking 
while a student at Xi’an Jiaotong University (XJTU), China. 
As a graduate student, she was on a team that established 
XJTU’s campus network, part of the China Education and 
Research Network (CERNET). After graduating with an M.S. 
in computer science and engineering with a thesis on TCP/
IP in 1996, she went to Singapore Nanyang Technological 
University (NTU), where she completed another M.A.Sc. 
degree in 1997. Her thesis at NTU was on ATM (Asynchro-
nous Transfer Mode) networks. She spent the next two 
years as a research engineer at NTU’s Network Technology 
Research Center (NTRC), where she participated in several 
performance measurement studies on Singapore Advanced 

Research and Education Network (SingAREN) 
and Asia-Pacific Advanced Network (APAN). In 
1999, she moved to the U.S. to pursue a Ph.D. 
and worked on wireless networks. Her Ph.D. dis-
sertation was on secure data delivery in mobile 
ad hoc networks. She investigated distributed 
routing protocols and many security challenges in 
ad hoc networks and proposed a multipath rout-
ing approach to enhance information security. 

Prof. Lou earned her Ph.D. degree in electri-
cal and computer engineering (ECE) from the 

University of Florida in 2003 and subsequently joined the 
ECE Department of Worcester Polytechnic Institute (WPI) 
in Massachusetts as an assistant professor. Her career goals 
have been centered around “quality” and “reputation”, i.e., 
to be recognized as a responsible and respectable com-
munity member and top researcher in her field. Her pro-
fessional life has since become a journey of continuous 
learning, reflection, and improvement, a journey filled with 
hard work, perseverance, the determination to realize her 
full potential, and to contribute to her research community. 
In her early years, her work focused on a network-centric 
cyber-defense paradigm. Her research in wireless network 
security addressed many fundamental security challenges in 
mobile ad hoc networks and wireless sensor networks, such 
as user/device authentication, secure information delivery, 
intrusion detection, anonymization and privacy protection, 
and some function-specific security services, such as secure 
routing, secure network management and control, traffic 
analysis, and location privacy. Since 2008, Prof. Lou has 
been exploring a more information-centric cyber-defense 
paradigm, focused more on information security techniques 
to provide data security and privacy in cloud computing. 
Her research team was among the first to identify, formu-
late, and address some of the most critical privacy problems 
in cloud computing, including integrity verification of out-
sourced data, user data privacy against cloud service pro-

viders, and secure computation over encrypted 
data in the cloud [1-3]. Those works were high-
ly influential and well regarded by the research 
community even today as pioneering work that 
opened up new research directions and laid the 
foundations for the community. 

In 2011, after eight years at WPI, she moved 
to Virginia Tech and joined its Computer Sci-
ence Department, where she co-founded the 
Complex Networks and Security Research 
(CNSR) Laboratory. In 2014, she was promoted 
to full professor at Virginia Tech. In the same 
year, she was selected by the U.S. National Sci-
ence Foundation (NSF) to serve as a Program 
Director in its Computer and Network Systems 
(CNS) Division.  She spent three years at NSF, 
where she managed the network security port-
folio in NSF’s SaTC (Secure and Trustworthy 
Cyberspace) program, and the wireless networks 
portfolio in NSF’s NeTS (Networking Technol-
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FIGURE 1. Word cloud from paper titles.
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ogy and Systems) program. The SaTC program is a large 
cross-cutting research program at NSF and the largest 
unclassified cybersecurity research program in the world. 
As a program director, she surveyed the entire breadth of 
U.S. and international science and technology advance-
ments in wireless networks and cybersecurity. Equally valu-
able is the opportunity to work together with a group of 
knowledgeable and highly competent fellow program direc-
tors. During this period, Prof. Lou managed to maintain her 
research team and high research productivity at Virginia 
Tech [4-8]. After returning to the University in 2017, Prof. 
Lou continued her research with much greater vision from 
her NSF experience. Her recent research has focused on 
critical cyber infrastructure security, and her work includes 
blockchain and consensus protocols [9-10], trustworthy AI 
systems [11], and security and privacy in 5G/nextG mobile 
networks [12] and cyber-physical systems [13]. With the 
increasing size of her research team and projects, she is fur-
ther expanding her research collaborations with researchers 
at other universities.

Prof. Lou is a prolifi c scholar. To date, she has over 250 
journal and conference publications, many of which have 
been published in top venues and are highly cited. Per Goo-
gle Scholar, she has over 37,800 citations and her h-index 
is 79, which makes her one of the top-cited and most infl u-
ential researchers in her fi eld. Her work has earned her an 
international reputation for quality, innovation, and impact. 
She has received a number of best paper awards, including 
a distinguished paper award at ACM ASIACCS 2013 [3], the 
Fred W. Ellerick best paper award at the IEEE MILCOM 2019 
unclassifi ed program [14], and a best paper award at IEEE 
INFOCOM 2021 [15]. In 2020, Prof. Lou’s paper, “Achiev-
ing Secure, Scalable, and Fine-Grained Data Access Control 
in Cloud Computing” (with 2,500+ citations) [1], published 
in the IEEE INFOCOM 2010 Proceedings, received the pres-
tigious IEEE INFOCOM Test of Time Paper Award. Prof. Lou 
was elevated to IEEE Fellow in 2015 for her contributions to 
information and network security. In 2018, she was honored 
with the Alumni Award for Excellence in Research at Virginia 
Tech, the highest University-level research award that can be 
bestowed on a faculty member. 

In addition to her accomplishments in research, Prof. Lou 
is also active in contributing her time to serve the research 
community. She has served as chair of many technical 
program committees for major conferences. She was the 
Founder and past Steering Committee Chair of the IEEE 
Conference on Communications and Network Security 
(CNS). Her extraordinary leadership skills demonstrated in 
this eff ort were widely recognized by the research communi-
ty. She has served as an editor for a number of IEEE transac-
tions and journals. While serving as a NSF Program Director, 
she spearheaded new directions in the fi elds of wireless net-
works and cybersecurity, promoted international research 
collaboration through international programs, and mentored 
junior research members. She has been a highly sought-after 
speaker for numerous keynotes on cybersecurity topics in 
conferences and workshops. She has been invited to par-
ticipate in many funding agencies’ visionary workshops to 
shape future research directions. As a female researcher, 
Prof. Lou has been actively engaged in many diversity and 
broadening-participating activities. She is a frequent speaker 
on the subject at various conference and workshop venues, 

including the N2Women event at many conferences (e.g., 
IEEE INFOCOM, IEEE GLOBECOM, ACM SIGCOMM. 

According to Prof. Lou, one of the most rewarding 
aspects of being a professor is working with graduate stu-
dents, fostering their growth, and witnessing their successes 
in their career paths. Prof. Lou has an extraordinary graduate 
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FIGURE 2. Research path illustrated: (a) research work on wireless network 
security; (b) research work on data security and privacy in cloud comput-
ing; (c) research work on critical cyber infrastructure.

2003
• Secure message delivery
• Anonymous communication

• Initial trust establishment, key pre-
distribution, secure device pairing

• Location-based security mechanisms
• Multicast encryption
• Broadcast authentication

• Privacy-preserving user
authentication

• Cross-domain authentication
2008

Wireless
Mesh
Networks

Inter-vehicle
communications

PrivateAdstation

Vehicle-to-adstation
communications

Vehicular
Networks

• Opportunistic routing
• Network coding

Network-
centric

Secure execution environment

Information
-centric

Secure data
storage and
sharing

Search over encrypted data

Public auditing of
outsourced data

Secure computation
outsourcing

Mobile 
Ad-Hoc
Network

Wireless
Sensor
Networks

Health records

Business docs

Photos
Data

Data

Data

Owner/User

User

User
Cloud

2009

2013

Wireless Network Security

Data Security and Privacy
in Cloud Computing

2003
• Secure message delivery
• Anonymous communication

• Initial trust establishment, key pre-
distribution, secure device pairing

• Location-based security mechanisms
• Multicast encryption
• Broadcast authentication

• Privacy-preserving user
authentication

• Cross-domain authentication
2008

Wireless
Mesh
Networks

Inter-vehicle
communications

PrivateAdstation

Vehicle-to-adstation
communications

Vehicular
Networks

• Opportunistic routing
• Network coding

Network-
centric

Secure execution environment

Information
-centric

Secure data 
storage and
sharing

Search over encrypted data

Public auditing of
outsourced data

Secure computation
outsourcing

Mobile
Ad-Hoc
Network

Wireless
Sensor 
Networks

Health records

Business docs

Photos
Data

Data

Data

Owner/User

User

User
Cloud

2009

2013

Wireless Network Security

Data Security and Privacy
in Cloud Computing 

Critical Cyber
Infrastructure

• Adversarial machine learning
• Machine learning based

intrusion detection

2014

Present

Critical Cyber
Infrastructure Security

Trustworthy
AI Systems

Blockchain and
Consensus Protocols

5G/nextG Mobile
Networks

Cyber-physical Systems

• Securing dynamic spectrum
sharing

• Decentralized spectrum
access systems

• Blockchain security and
consensus protocols

• Enforcing data usage control

• Security and safety for
autonomous vehicles

(a)

(b)

(c)

NETWORK_WOMEN_IN_NETWORKS-September.indd   5NETWORK_WOMEN_IN_NETWORKS-September.indd   5 10/25/21   9:31 AM10/25/21   9:31 AM



6 IEEE Network • September/October 2021

student mentoring record. She has always put an emphasis 
on quality over quantity. Over a period of 18 years, she has 
graduated 13 Ph.D. students, three M.S. students, and cur-
rently is supervising another seven Ph.D. students. Eight of 
her graduated Ph.D. students hold tenured/tenure-track fac-
ulty positions in major research universities in the U.S. and 
three of them have received the prestigious NSF CAREER 
Awards. Prof. Lou takes great pride in her students’ success. 
She continuously offers her students mentoring and support, 
especially in the early stage of their academic careers.  

As a world-class researcher in her area, Prof. Lou attri-
butes her success to her passion for cutting-edge research, 
hard work and perseverance, the blessing of working with 
a group of outstanding graduate students and collaborators, 
and the support from her family. She has enjoyed being a 
professor and is enjoying it more as time goes by. She is 
always ready to tackle the next challenge and is looking 
forward to extending her contribution to the research com-
munity and society in the many years ahead.
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