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Abstract

In ubiquitous networks, the multiple devices carried by an user may
unintentionally expose information about her habits or preferences. This
information leakage can compromise the users’ right to privacy. A com-
mon approach to increase privacy is to hide the user real identity under
a pseudonym. Unfortunately, pseudonyms may interfere with the reputa-
tion systems that are often used to assert the reliability of the information
provided by the participants in the network.

This paper presents a framework for combining anonymity with rep-
utation and shows that it can be configured to provide a desired degree
of balance between these two conflicting goals. The proposed solution
leverages on well-known cryptographic techniques, such as public key in-
frastructure and blind signatures.

1 Introduction

The actions of an user in an ubiquitous network can expose different information
such as newspaper of preference or current medication. A systematic analysis
of this data can be used to put at risk the users’ privacy. The goal of algo-
rithms providing anonymity is to increase privacy by hiding the link between
the information leaked to the network and the true identity of the user. Pseudo-
nyms are an effective mechanism to support anonymity, but need to be changed
frequently, to make harder to map the pseudonym in the real identity of the
user [10]. Anonymity has been an active field of research, for example in web
browsing [9], ad hoc routing [1] and e-commerce [10].

Recently, the literature has been emphasising the advantages of using rep-
utation systems for the establishment of trust relationships in large scale net-
works [1, 2, 3, 6, 8]. Reputation systems provide the mechanisms to capture and
spread information about which users are reliable and which users are unreliable.

Both reputation and anonymity are desirable features for large scale, ubiq-
uitous networks. Unfortunately, reputation systems may become useless if users
can frequently change their identities, invalidating any reputation information
referring to a given pseudonym. On the other hand, the possibility of a user
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to frequently change her pseudonym is a fundamental premise of anonymous
networks.

This paper leverages on a number of established cryptographic techniques,
like asymmetric cryptography and blind signatures, to implement a compromise
solution that combines reputation and anonymity. This algorithm, named RuP
(from Reputation using Pseudonyms) hides the real identity of the user, even
from trusted third-parties. Additionally, our solution also prevents users from
impersonating other users, a problem frequently ignored in reputation systems.
Besides assuming that each reputation information is uniquely identified, our
architecture makes no particular assumptions about the operation of the rep-
utation system. Therefore, our scheme can be combined with a wide range of
existing reputation systems, including the systems described in [3, 6, 8].

Blind signatures have been previously used to provide anonymity in access
controlled wireless networks. In [4], they are used to mask the temporary iden-
tification numbers used by the clients of the network. Clients are authorised by
an authentication server. In comparison with [4], our paper describes a method
providing a number of additional features. RuP allows the server to verify ad-
ditional constraints that may be imposed on the clients and provides to users
a mean to prove their identity to others, without contacting the authentica-
tion server. Novel in our paper is also the possibility of securely transferring
reputation information between different random pseudonyms without loosing
anonymity. Furthermore, our model does not present the vulnerabilities of [4]
exposed in [7].

1.1 Threat model

RuP addresses two separate categories of threats. Those to the anonymity of
the user and those to the reputation system. We assume that malicious users
(either internal or external to the network) try to uncover the real identity
of the users by correlating known information about a participant with the
actions performed on behalf of a pseudonym so that an unique mapping can be
established. If the information gathered using one pseudonym is not sufficient,
the malicious user attempts to track sequences of pseudonyms used by the same
participant. Mechanisms that prevent devices from leaking information (such
as MAC addresses) that would allow to uncover the real identity of the user are
outside the scope of this paper and can be found elsewhere (for example [5]).

It is assumed that malicious users try to tamper the reputation system by
forging or duplicating reputation information. Users may attempt to imperson-
ate others either to benefit from their good reputation or to degrade it. Finally,
it is also assumed that malicious users try to acquire multiple personalities to
avoid punitive measures applied as a result of their bad reputation. Similarly
to many reputation systems, it is assumed that users do not collude for getting
additional benefits from the network.

1.2 Cryptographic building blocks

RuP relies on a number of established security algorithms. This paper as-
sumes that the reader is familiar with the basics of digital cryptography like
private/public key pairs, digital signatures and certification authorities. The
interested reader may find information on the subject in surveys such as[11].



This paper also makes use of a procedure known as “blind signing”, that
allows some principal to sign a document that she was not able to read because
it was encrypted. However, the signature holds even when the encryption is
removed. Different applications have been described for blind signatures. In the
one of interest for RuP, principals use probabilities to assert that the document
they sign satisfies some constraints, although they never become fully aware of
its content. The signing principal defines the minimum number n of documents
to be presented by the requesting principal. The requesting principal creates
n such documents, which should have a different content, although all of them
must respect the constraints agreed between the principals. The documents are
encrypted for blind signing by the requesting principal, using a different key for
each. The signing principal randomly selects n — 1 of the documents and asks
for the keys necessary to decrypt them. These n — 1 documents are used to
probabilistically confirm that the constraints are also satisfied in the remaining
one. The signing principal blindly signs the document that was not decrypted.

2 RuP

In this paper we assume that reputation information refers to users and not
to individual devices, i.e., users are the solely relevant source of (good or bad)
reputation information. Users are identified by their unforgeable real identity
and by pseudonyms, used to preserve anonymity. To combine anonymity with
reputation, RuP never requires the disclosure of the real identity of the owner
of a given pseudonym.

Reputation information is stored in a repository which is easily accessible for
storage and query by all users. The reputation repository may be implemented
in a centralised or decentralised manner; this option is not relevant for our
model. Reputation information refers to pseudonyms.

Central to our architecture is the concept of Certified Pseudonym. At any
given point in time, each user is uniquely identified in the network by a certified
pseudonym valid only for a predefined time interval. A certified pseudonym has
the following properties: ) only one user can claim its ownership, ii) at each
moment, each user owns at most one valid certified pseudonym.

Certified pseudonyms are issued by a pseudonym certification authority (PCA),
trusted by all participants. The PCA is implemented by a Certification Author-
ity (CA). The format of certified pseudonyms can follow closely the format of
standard public key infrastructure certificates like X.509. In this paper, we only
describe the fields of the certificate that are relevant for the exposition. The
PCA does not need to be permanently reachable from all nodes. Message ex-
changes between users and the PCA are occasional and can be scheduled in
advance. The anonymity of the actions of the users is preserved even from the
PCA, who although simultaneously accessing both the user’ pseudonym and her
real identity, is not able to map one in the other.

In RuP, time is partitioned in time slots. Certified pseudonyms are associ-
ated to exactly one time slot and must be issued before the slot begins. This
paper uses T to denote time slot i and pY to represent the pseudonym of user
A in time slot i.



2.1 Certified pseudonyms and PCA

A certified pseudonym issued by a PCA in the network on behalf of principal A is
defined by C},, = {pa, K, ,i}. The certified pseudonym creates an association
between a pseudonym p4 and a public key K, , both defined by the user. The
certified pseudonym is valid in the time slot T%. Note that the real identity of
principal A is not present in the certified pseudonym.

Users are required to present their unforgeable real identity when requesting
certified pseudonyms from the PCA. It is a responsibility of the PCA to ensure
the real identity of the user and that each user owns at most one certificate for
each time slot. To reduce the number of contacts to the PCA, the user can
request multiple certified pseudonyms at once, one for each forthcoming time
slot.

The mapping between the real identity and the pseudonym is hidden from
the PCA by applying the probabilistic algorithm for blind signatures described
in Section 1.2. Here, the user is the requesting principal while the PCA blindly
signs the pseudonym. Each encrypted certificate tentatively presented by the
user for signing should have a different public/private key pair and pseudonym.
The PCA blindly signs one of the certificates, creating a certified pseudonym
after verifying that the following constraints are met: i) the user can prove the
ownership of the real identity that is presented; ii) the time slot is equal on all
n — 1 disclosed certificates; ii7) the requested time slot has not started and iv)
a certificate valid for the same time slot has not been previously issued for the
same user.

The pseudonym in the blindly signed certified pseudonym is used as the
identity of the principal for time slot T¢. The certificate exhibits the following
properties: i) the PCA is not aware of the pseudonym of the user; i) the
user is unable to obtain another pseudonym for the same time slot. Therefore,
anonymity is preserved, although users are unable to impersonate others or
assume multiple identities.

2.2 Transference of reputation information

Reputation information describing the level of trust of user A on user B follows
the format of the reputation system in use, hereafter abstractly represented as
Tpi, —piy It is assumed that reputation information includes a field providing
for a unique identification, for example, a randomly generated serial number.
RuP further requires that user A signs the reputation information' with the
private key of its current certified pseudonym and that she provides to user B a
copy of her certified pseudonym. Therefore, we define a reputation declaration
as TZ;HpiB = {(C;;’SKrpi (Tpi, —pi, )} The combination of TZ;HpiB and CZiB’
allows any participant to: z) assert that the user presenting the reputation item
used ply at time slot 7%, by challenging (Cii ; 74) assert that the reputation item

was not self-generated by user B by conﬁrmmg that (Cl and (Cl are different;

and i4i) confirming that the reputation information was not forged by verifying
the signature of 7, Tpiy —ply - We emphasise that ']T;Z pi does not expire with
A B

1The signature of some text & with the private key of some user A using pseudonym p is
denoted by SKTPA (z).



time slot 7%. The same verifications can be performed later, provided that user
B stored the private key associated to its past pseudonym. Furthermore, the
verification does not require the participation of user A.

Presenting reputation information obtained using an old pseudonym, im-
plicitly reveals two pseudonyms of the same user. We now describe a scheme
that allows a user to transfer reputation information from one pseudonym to
another, without disclosing this link or her real identity. This is a two step pro-
cedure (anonymity and endorsement). In the anonymity step, the user and the
PCA cooperate to strip the reputation information of references to the old pseu-
donyms. In the endorsement step, the user and the PCA bind the reputation
information to the new pseudonym.

In the anonymity step, the PCA is required to blindly sign a transferable
reputation voucher (TRV). Depending on the reputation system and user pref-
erences, the TRV may either represent one reputation item or subsume multiple
reputation items in possession of the user. The TRV does not include refer-
ences to pseudonyms. To be untraceable, the granularity of the reputation
value should be augmented (for example by rounding numeric values). In the
transference of reputation information, the blind signature is used to hide the
serial number of the TRV from the PCA.

For each reputation declaration to be subsumed in the TRV, the PCA ver-
ifies that ¢) the user can claim its ownership and %) it has not been presented
before for revalidation (using the unique serial number of the reputation decla-
ration). The PCA blindly signs one TRV after probabilistically asserting that
the reputation value in the TRV is consistent with the subsume operation de-
fined by the reputation system and with the mechanisms in use to prevent the
TRV from being traceable.

The endorsement step prevents the user from creating multiple copies of the
TRV. At some random later time, the user presents to the PCA her new certi-
fied pseudonym (C;{;B and the TRV. The PCA confirms that the serial number
included in the TRV has never been endorsed in the past and signs a new rep-
utation item, ’H’i_}ij ={Cc:Sk,,, (T__}ij)} with the reputation value in the

TRV. Because it was signed by a trusted third party (the PCA), all participants

can safely accept TV i 88 valid if user B proves the ownership of pseudonym
Pl Subsequent transfers of the reputation information to another pseudonym

follow a similar procedure, with the user presenting TV _.; at the anonymity

Pl
step.

The transference of reputation information hides the link between pseudo-
nyms as long as the PCA is unable to establish an association between the
anonymity and endorsement steps. This can only be achieved if the same value
of the reputation information is frequently presented to the PCA by multiple
users. We anticipate that this would be the case in large-scale ubiquitous sys-

tems.

3 Balancing reputation and anonymity

The duration of each time slot, which dictates the validity of a pseudonym,
trades off the efficiency of the reputation system with the efficiency of the
measures to preserve anonymity. Recall from the threat model presented in



Section 1.1 that the true identity of an user will be as much at risk as the
number of actions performed using one, or a traceable sequence of pseudonyms,
increases. Therefore, the smaller the validity of a pseudonym, the harder will
be for a malicious user to infer the real identity of a participant. On the other
hand, many reputation systems implement a transitive function that allows par-
ticipants to infer their trust on unknown nodes from a trust value provided by a
third party. A fundamental requisite for the application of this function is that
nodes develop relationships with each other. In RuP, the frequent change of
pseudonym limits the applicability of this function by constraining the lifetime
of the relations to the duration of the pseudonyms. Furthermore, the trans-
ference of reputation information between pseudonyms is a voluntary process
driven by the user. It is possible for a misbehaving user to become detached
from bad reputation associated to one of her pseudonyms by not converting it
for a new pseudonym.

We assume that users will not revalidate information describing bad repu-
tation. Therefore, malicious users are more likely to present a lower amount of
revalidated reputation information. However, since RuP prevents the tracking
of sequences of pseudonyms, a malicious user will be indistinguishable from a
user that recently joined the network. In some models, for example, for routing
in ad hoc networks [2], it is possible to evaluate the reputation of an user by
the lack of past references if the time at which the user joined the network is
known. In such scenarios, we propose to add a field to the certified pseudonyms
indicating the time slot at which the user joined the network. An undesirable
side effect of this field is the disclosure of additional information that could lead
to reveal the identity of the user.

RuP requires the consumption of additional resources at the devices. Both
bandwidth (due to the transference of certificates and challenges) and com-
putational power are expected to increase. However, it should be noted that
the most resource demanding operations, like acquiring a new pseudonym and
transferring reputation information can be performed off-line (with respect to
the ubiquitous network) by personal workstations. Asymmetric cryptography
operations to be performed by ubiquitous devices can follow common practice
and be applied over small digests of the messages.

4 Conclusions

This paper has described RuP, an algorithm that allows to put together two
desirable properties for ubiquitous networks: reputation and anonymity. RuP
relies on a certification authority. Its role is to authenticate the participants,
assuring that they can not impersonate others or acquire multiple identities. The
framework uses pseudonyms to preserve the anonymity of the users. Users are
not required to reveal their pseudonyms at any point, even for the certification
authority.

When integrated with a reputation system, RuP provides the following prop-
erties: 4) it prevents users from detaching from bad reputation while a pseudo-
nym is valid, for example, by changing their identity or by impersonation, %)
it provides anonymity of the users, making it more suitable and appealing in
some application domains and i) allows users to continue to benefit from the
positive reputation acquired with different pseudonyms.
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