Content Source Selection in Bluetooth Networks

Liam McNamara Cecilia Mascolo Licia Capra
Dept. of Computer Science Dept. of Computer Science Dept. of Computer Science
University College London University College London University College London
UK London WC1E 6BT UK London WC1E 6BT UK London WC1E 6BT
[.mcnamara@cs.ucl.ac.uk c.mascolo@cs.ucl.ac.uk l.capra@cs.ucl.ac.uk

stract—Large scale market penetration of electronic devices considerable amount of time traveling (e.g., to work or o]
Ab Larg | ket p ion of el ic devi derabl t of time traveling (e.g., t k or
equipped with Bluetooth technology now gives the ability tshare  and enjoying leisure time (e.g., in coffee shops, bars).l&Vhi
content (such as music or video clips) between members of theyayeling, such as during a daily commute through a city,
public ina decentralised manner. Achieved using opporturstic cople eniov listening to music or watchina movies to eatart
connections, formed when they are colocated, in environmés peop ) y_ g i 9 .
where Internet connectivity is expensive or unreliable, sch as themselves in what would otherwise be unused time. The
urban buses, train rides and coffee shops. availability of wireless network interfaces on portablevides
Most people have a high degree of regularity in their move- gpens the door to spontaneous, though not always reliable,
ments (such as a daily commute), including repeated cont&t ,mmuynication between these devices. Despite their lack of
with others possessing similarseasonal movement patterns. We dministrati d isati th f Gl st
argue that this behaviour can be exploited in connection settion, a m"_“.S ration and organisation, X e_se connections celn .S
and outline a system for the identification of long-term compn- be utilised for useful data transmission and content sbarin
ions and sources that have previously provided quality cont, However, a key issue for users of these devices is how to
in order to maximise the successful receipt of content files. decide whom to interact with among this variable plethora of
We utilise actual traces and existing mobility models to vatlate interconnected peers.

our approach, and show how consideration of the colocation Traditi Ilv. findi who to int t with’ h inl
history and the quality of previous data transfers leads to nore raditionally, Tinding who o Interact wi as mainly

successful sharing of content in realistic scenarios. been seen as a problem of understgnding who is offer.ing
the service required. Most service discovery and selection
. INTRODUCTION frameworks, developed for both traditional distributedteyns

An extremely large percentage of people already possesgl ubiquitous systems, focus on how to describe services,
devices such as portable music players, PDAs and molilew to formulate and spread queries, and then match queries
phones. These devices are quickly improving both in termsth service descriptions [1]. However, in this formulatio
of supported functionalities and storage capabilitiestrént of the problem, the ad hoc nature of pervasive interactions
portable consumer electronics can already store days woghnot taken into account, in particular the following two
of music; new SDHC flash cards can store up to 32GB, shallenges have been overlooked: first, how to identify, mgno
whereas previously only a few audio files could be carrigtie providers offering a desired service, those that amdiik
around, it is now feasible to hold a person’s whole musio be connected long enough for the service provision to
collection or a set of videos. The recent release of tlmplete; second, how to select trustworthy providerswlilat
Microsoft Zunemusic player brings a new dimension to thactually deliver the service/content as promised.
use of electronic media players. Their WiFi network inteefles =~ The concept of thefamiliar stranger [2], someone that
allow communication of data (such as music files) betweeve may often see but do not personally know, is a useful
Zune devices. The use @figital Rights ManagemenDRM) property for the creation of digital relationships. In exday
technology allows possibly copyrighted data to be shardite people often followseasonal movemepatterns, traveling
without infringing the ownership rights of the copyrightitier.  very similar routes regularly and visiting the same plaeeg.(
DRM restricted music is useful for music distributors as ithe same journey to work, entering a coffee shop, going to
allows their product to be sampled by people, encouragititeir local pub, etc.). People possessing similar pattesitis
them to then purchase it. Besides music, several other data more likely to be regularly colocated with each other.
types are freely available to share, such as sample clipgemadDevice connection history could thus be used to improve
trailers, and Creative Commons licensed data. future data communication. Even if nodes did move randomly,

Crucially, an increasing number of portable devices are namhich could be the case for some specific applications [3],
equipped with wireless network interfaces, so that ad hdeere would still be some locality information to be levezdg
networks can be formed, opening the door to a wide range that the future of colocations could be predicted and
of decentralised and ubiquitous content exchanges, imud exploited. A colocation-aware host selection framewonkldo
file sharing, interactive games, and information updates,(e thus use this knowledge to select those providers that will
news headlines, traffic congestion updates, etc.), when cemost likely remain connected to the client for the duration
tralised connectivity is expensive or unreliable. Peoplensl a of the service. Various (co)location or mobility aware iagt



algorithms, such as GPSR and CAR [4], [5] already exis
however, not much has been done to exploit this knowled
in service provision [6], [7]. These approaches mostlyrafie
to overcome mobility and unstable connections to hide tl
nature of the network.

Class 2 Bluetooth devices have a range of 10 meters, wh
is suitable for communication between devices in relagive
stationary proximity, but will not provide stable connects
during free movement. In urban areas (where around h
the world’s population live) a lot of time is spent in close ‘-
proximity to many other people, e.g., when in mass transit
systems, offices or commercial districts. Most connections Figure 1. City commuting diagram.
formed during these periods are highly transient, and are
prone to being particularly unreliable. They vary from many
short connections (people passing by in the street) to a féters moving through a large city by means of a mass
long ones (friends traveling/shopping together). Devigesld transport system (e.g., buses/trains), carrying a de\eag, (
obviously benefit from identifying the colocations that aet Phone/PDA/music player) that can play audio/video files and
expected to last long, to avoid setting up connections whi€@s Bluetooth capability. Users want to download and share
would lead to failed (incomplete) data transmissions. content while they commute, for example, to enjoy in their

Open networks, such as public wireless spaces, have bia#ney to/from work or school. During periods of host-tosh
recognised as easily open to abuse, where malicious use¥gnectivity, devices may transfer music tracks or videpscl
selfishly try to maximise their own utility, or aim to disruptbetween each other. However, while some commuters may be
the utility of others. For example, providers may malicigus cooperative, many will display selfish behaviour, only stigr
falsify their service descriptions, in order to attracteolis, content that will benefit them (e.g., pushing advertisesjent
and then deliver the service incorrectly or at a much lower Fig. 1 depicts a road in a large metropolitan city at rush
standard. Because multiple identities could be created hatur, filled with people traveling on various forms of traogp
zero cost (Sybil attack), and because of continuous chanddw user Alice (A) is traveling on her daily commute to work
in the network topology, similar abuses can be perpetratgdd has been on her regular bus for the last three stops; she
fairly easily without ever being ‘caught’. To discourageclsu wants to receive media for some entertainment. User Bob (B)
behaviours, distributed reputation management systems his also commuting on the same bus, having boarded two stops
been proposed that enable devices to reason about the tragp. A tourist Carol (C) is traveling to a museum on a route
worthiness of other peers by means of past experiences ahé has never been on before and she has been aboard since
recommendations [8]. As discussed above, ubiquitousmgstethe start of the route. Dave (D), another worker in the city,
are often characterised by seasonal movement patternsiso¢ycling along his usual route to work, which is similar to
groups of devices. We thus argue that a reputation-awdipe bus route. Advertising board E, located next to the road,
content source selection protocol could be highly effectiv pushes advertisements in response to any requests fontonte
estimating a peers’ future behaviour, isolating malicipasrs
and thus further reducing the chances of service provisionAlice does not personally know Bob, but having been on

failures. the same bus before due to their similar commutes, they
The contribution of this paper is twofold: have exchanged files successfully in the past. Carol hag neve
« A mechanism for content provider selection based dreen to this city before, and has never previously been in
expected colocation and trust information; contact with any of the other participants. Alice has alsd ha
« An evaluation of the mechanism through the use dfteractions with Dave before, but he is rarely proximataeo
realistic mobility models and real traces. for long periods of time because he cycles. Most attempts by

The paper is further structured as follows: Section filice to download a file from him have terminated mid-way
illustrates a public transport scenario that we will use f&rough, as they have moved out of communication range. This
describe our approach. Section Il provides a descriptibn §§ @ big problem for Alice as she wasted battery power and
the mechanisms behind the approach. The simulation setp i€ that could have been spent on a successful download.
results are documented in Section IV, followed by a disarssi This also caused useless network contention. Alice has also

(Section V), related work (Section VI) and some concludingréviously received advertisements, misrepresented o
remarks (Section VII). iles, from board E; she discovered this upon inspecting,(e.g

trying to listen to/display) the file. Having identified the
Il. SCENARIO source of the transmitted data she did not find beneficial, her
In order to exemplify our approach to content sourceevice stored a negative reputation about E, in order todavoi
selection, we introduce a typical pervasive computing scaecepting content from E in the future. Also, Alice has only
nario where the previously made observations hold: conust come within communication range of the board, as it is a



stationary device, and it will quickly be out of range again. movement do not impact on the source’s trustworthiness,

As noted in this scenario, colocation time and trustworthassuming they do in fact depart. However, if Alice considers
ness are critical parameters upon which to base the seiectioe file inappropriate upon inspecting it, she records athega
of content provider. In terms of colocation, the aim is tcefilt performance against the host that provided the file. Otlserwi
out devices that are not really moving with us, like the caghe transfer is regarded as a success, and Alice’s trusiin th
of Dave in our scenario; such devices stay colocated for vauyovider is increased, indicating she is happy to receiveemo
short periods and then move away. On the contrary, for devigntent from them.
actually moving with us (like Bob and Carol), colocation §m  An abstract description of the steps performed by our source
has a certain minimum threshold (e.g., time between two selection algorithm can be found below. We split the reminde
more bus stops). We can use this threshold to distinguishthis section in two parts, in order to provide details of th
between ‘stably’ colocated devices and more transient.oneswvo key features of our selection algorithm.

The other parameter worth reasoning about is the provider's
trustworthiness. Some sources may maliciously distribute Algorithm 1 Content download steps.
requested content (e.g., advertisements) in order to niseim loop
their own utility. Even without being malicious, the conten Broadcast a request for content
could have simply been incorrectly labeled or encoded in an  wait upon a timeout for replies
unknown format and be useless. To reduce interaction &slur  gcore and rank replying hosts with selection policy
due to unsatisfactory provider behaviour, nodes shoulduiav Perform download from host with highest score
those providers they have interacted with in the past, afid wi it pData is validthen
which transfers have been successful. Despite the openness |ncrease source reputation
and dynamicity of the environments we are considering, we g|ge
argue that some trust knowledge can be built; this is because  pecrease source reputation
of the likeliness of seasonal mobility patterns on mostsiser  gnd if
(e.g., commuters on public transport make repetitive ©ate Wait for short period
similar times). end loop

Ill. APPROACH

In this section we describe the details of our approach. The ) ]
first few steps of content source discovery are common fp Colocation Detection

many approaches: a host looking for content emits a queryin order to disregard sources that stay colocated with atclie
which is propagated in the 1 hop range of the host. The hogiévice for only a short period of time, our approach consider
receiving the request can reply to the query with a contefife current length of colocation as an important measuremen
description messageThe requesting host waits for a specifiedve define a threshold AGEHRESHOLD beyond which
period of time and then examines the received replies inrord&meone is considered ‘colocated’: if this threshold is not
to select a device to rely upon as content provider. reached, it means that the source is still a risky choice,(e.g
The basic idea behind oaontent provider selection processit may be a casual contact with someone traveling in the
is to filter out those sources that are either in contact fdvoats opposite direction). The value of this parameter could lde se
time only (i.e., people just passing by) or that have not begy the user, in order to allow them to choose the right balance
good providers in the past. With reference to our scenarigetween high overall number of files downloaded (low values
when Alice begins a content search, she broadcasts a reqéesAGE_THRESHOLD) and overall low number of failed
specifying the type of content that she would like to receivgttempts (high values of AGEHRESHOLD); or be adaptive
(e.g. for music files, artist/genre/Top 40). Let us assuna tho current conditions. This mechanism is motivated by the fa
devices B, C and D have some content that matches, and #at, in a transport environment such as the one described in
they are willing to share it, so they each reply to A's quengection Il, some peers are likely to be in the same relative
Device E, in an attempt to push advertisements to as maggation for a while (e.g., they are on the same means of
users as possible, always replies to requests positifélice  transport), or they will only be colocated for a very shomiéi
receives no responses, she will wait for a short period and fe.g., Dave momentarily stopped next to the bus at a traffic
again; this is not regarded as a failure. All replying hosts alight).
then ranked according to Alice’s host selection policy; she |n order to implement this idea, each host periodically
will then initiate the transfer with the preferred one. lfeth performs a Bluetooth inquiry procedure to find out which
connection with the source breaks, due to moving out of rangfsts are within communication range; it then maintains a
the partially downloaded data is deleted and Alice will begilist of ‘reachable’ hosts, together with their length of @ol
another attempt to receive content. Failures due to a devicgation. Hosts that have been ‘reachable’ for longer than the
1 _ N _ AGE_THRESHOLD value, are then considered ‘colocated’.
Note that a reply is not indicative of the fact that the repdyihost has The longer a host has been colocated, the higher the score it
the content, as hosts could lie if they can benefit from spngacbntent they !
possess. gets from our selection algorithm, in the rar{gel]. The value



asymptotically approaches 1, with each additional colooat combined according to this formuld:x coloc_score + (1 —

second adding a smaller amount to the score. ) X trust_score. The valued can be chosen in a rand@ 1],
In our scenario, Alice will give Carol the highest score, a% order to favour trust or colocation more.

she was already present on the bus when Alice got on board.

Bob, having got on only one stop after Alice, will have a IV. EVALUATION

slightly lower score. Neither Dave or E will be ranked, asithe In this section, we first describe our simulation settings; w

colocation times are shorter than the AGEHRESHOLD and then provide a detailed analysis of the results we have oédai

they are thus ignored. to date.

B. Trust Selection A. Simulation Settings

Content providers are also ranked based on their trustWWe have used the discrete event simulator Omnet++ [9] to
worthiness. In our scenario, the termaliciousis used to Model hosts attempting to download generic content files. We
indicate any data source that is not perceived as ‘beneéficiagsume that each host in our simulation has at least one file
to the receiving host. We thus classify as malicious tho#@at matches the request (given a storage capacity of 1G00s o

hosts providing garbage data, pushing advertisementsnjspacontent files on modern portable devices, this is not an pverl
incorrectly encoding or labeling music tracks, and the.lle  simplifying assumption). To ensure realistic results amed,

do not distinguish among these cases any further, the eéiorconnection logs from real life Bluetooth devices were used.
being that, if content supplied by a host is of no use, then théso, synthetic mobility models are employed, in order to
receiver does not care about the reasons behind it, and @Xperiment with parameters (e.g., host density/speedghwh
wants to avoid similar problems in the future. We do not tredte would not have the flexibility to tune when working on
failures due to broken connections as malicious, as weuseligeal traces only.

these are not rational actions in our target scenario @tfish

More precisely, we have worked with four different connec-

hosts cutting off the connection half-way through a dowdlodivity data inputs:

would save more energy by initially refusing to serve thgfile «

Note that in this paper we are not attempting to build a
new trust system; rather, we take advantage of existing trus
approaches to improve a user's selection. Each host holds
a trust value for other hosts that they have interacted with,
in the range[—1, 1], with —1 representing total distrust-1
being absolute trust, and indicating a neutral opinion; a
bootstrapping value of) is used to represent trust in an
unknown host. This value will then increase additively for «
each successful interaction and decrease multiplicstifie
each unhelpful interaction with a host, thus favouring ost
with whom successful transfers have been accomplishedke whi
severely punishing malicious ones. A more advanced trust
system could be employed, with reputation sharing or tdiste
third parties, but that is out of the scope for this work. To
avoid hosts that repeatedly serve bad content, a minimush tru
level can be set to avoid attempting to download from them
in future, even if there are no other hosts available.

With reference to our target scenario, Alice has a highly
positive trust value for Bob as a consequence of a successful
history of interactions, while she has a neutral trust \idua
for Carol, as there have been no previous interactions legtwe
them. This will neither improve nor decrease her ranking
score resulted from colocation analysis. Dave has suadissf
provided a few content files to Alice before, and as such .
has a slightly positive trust rating. Due to the pushing of
inappropriate content, any previous transfers with E have
resulted in a negative outcome, and its trust rating has been
decreased each time, leaving it with a negative score.

The combined analysis of colocation time and trustworthi-
ness to gauge host quality will lead to Alice selecting Bob
as the content source, as he will have the highest score. In
general, the two parameters are analysed separately amd the

Unitrans Run3 trace§l0], collected on the Unitrans bus
system at University of California, Davis, USA in early
2006. Scanning devices were fixed into 33 buses giving
a trace of all the bus routes throughout a 5 day period.
The Bluetooth inquiry scan phase lasted for 5.12s, which
should allow detection of 99% of surrounding discover-
able hosts [11]. This was repeated every 2 minutes, giving
quite a fine granularity of device detection.
Cambridge/Haggle-SR-10mins-Students traldey, col-
lected during January 2006 in the city of Cambridge, UK.
Bluetooth sightings were recorded by 36 users, carrying
small Class 2 Bluetooth enabled devices (iMotes), for just
under 12 days, in office and conference environments.
The inquiry scan length was also 5.12s with 10 minutes
between scans, arguably a coarse granularity that will not
catch very many short colocation periods.

Random Waypoin{13], which is probably the most
widely used mobility model in mobile simulations. Con-
trary to the characteristics of our target scenario, this
model assumes that nodes move without any correlation.
We use this model as a worst case scenario, to prove
the advantages of our approach even in unfavorable
situations. The traces were generatedsbidesfrom the
CMU Monarch project.

Community Mobility Model[14] which is a model
founded on social network theory. It allows connections
of hosts to be grouped together in a way that is based
on social relationships between the individuals. This
grouping is then mapped to a topographical space, with
movements influenced by the strength of social ties,
that may also change with time. The properties of the
synthetically generated traces have been validated dgains
real traces from the Haggle project.



Bluetooth version 1.1 allows symmetric uploads and dowimrg which host to attempt to download from:
loads at the highest transfer mode of DH5, that is, 433.92Kb/ , RANDOM devices make no effort to discern which
each way. However, this is just the specification throughput  provider is best, and simply select a random one out of
and it will usually not be achieved in real environments, thue the current available neighbours. This provides a lower
interference in the 2.4GHz ISM radio band (such as from WiFi  pound, useful for analysing the improvements from our
or other Bluetooth devices). Indicative experiments betwe algorithm;
two mobile phones in a fairly typical urban area (with some , COLOCATION only the colocation-aware aspect of
interference from WiFi access points etc.), gave througb.pu our protoc0| is used to choose a pro\/ider, with
low as 120Kb/s. We thus performed a set of experiments with  AGE_THRESHOLD equal to 0.15. This ignores connec-
a selection of transfer rate ranges: 0-100, 100-200, 2@0-30  tjons newer than 140 seconds (two inquiry scans in the
300-400, 433.92-433.92 (uniformly randomly distribute®) Unitrans experiment):
capture environments ranging from the greatest intertre@p ~ , TRUST only the trust rating of nodes is used to rank and
to the specification rating, unless otherwise stated thgaan  select a content source;
(200, 300] was used. « TRUST+COLOC both metrics are used to score the
For a Bluetooth device to be able to detect surrounding providers, and are given equal weight when computing
devices, and be discovered itself, it must change into the the final score (i.e.§ = 0.5). Hosts that are not ‘colo-
Inquiry and Inquiry Scansubstates regularly. During these  cated’ or trustworthy enough are still ignored.
substates, transmission/receipt of data cannot occui€ehiggh
and frequency of the inquiry phase was predetermined for tRe Results
real traces being used, according to the study parametlirs. Aln this section, we analyse some of the results obtained
the experiments had an inquiry dwell time of 5.12s, which wakuring our simulations. In particular, for each of our four
repeated every 10 minutes in the Haggle traces, and evegces (Unitrans, Haggle, Random Waypoint and Community
2 minutes for the others. We took this into account in thilobility Model), we compare the content download success
experiments, by reducing the data transfer rates accotdingate of the selection techniques listed above, when varying
the appropriate substate length and frequency. Also, whparameterdransfer rate file sizeandmalicious rate The suc-
content data is being transmitted to a client, the provideess rate is computed as the number of successfully cordplete
becomes busy and unable to process any other requestsdimwnloads, over number of attempts; ignoring requests that
downloads. were not satisfied due to no neighbours being present, as no
In terms of content files, we assume their size to be similaelection methodology could overcome this problem.
to an MPEG 1 Layer 3 (MP3) audio file, with average bitrate 1) Transfer Rate:Fig. 2 shows the effect of the wireless
240Kb/s and length approximately 3 minutes. This result®nnection throughput upon the success rate. The file size
in files of around 5MB. There are many other audio filparameter was set at 5MB, with no malicious hosts. Each
formats in popular usage (Ogg Vorbis, AAC, WMA), whichsource of trace input is represented, showing the success
give a relatively similar file size, obviously the exact filzes percentage of attempted downloads when using the RANDOM
will be dependent on the audio length, encoding type amthd COLOCATION selection schemes (given that there are
encoding program. File sizes are defined according to nornmal malicious nodes in this case, we are not considering-trust
distributions with means of 4, 5, 6, 7 and 8MBs with a standalzhsed selection schemes). As the graph shows, the sucteess ra
deviation of 1MB. This covers the range from low qualitydramatically increases when using colocation reasoninglli
MP3s to small videos. four traces. Unitrans experiences an improvement of around
In the first set of experiments we describe, all hosts a?®%. The Haggle traces already have a high success rate when
assumed to be non-malicious. However, to analyse the impasing RANDOM; however, when using COLOCATION the
of the presence of malicious nodes in the ad hoc netwoikyprovement is still over 10% across all transfer rates.tQui
nodes which exhibit non-cooperating behaviour must be isurprisingly, RWP benefits reasonably from COLOCATION,
troduced. When testing resilience against malicious hiebiav despite hosts moving at random. As expected, CMM shows
up to 50% of nodes were set to be malicious. A malicious huge improvement, going from below 30% to always over
node is one thatalways serves malicious content. Though80% success rate.
a simplification, the reasoning for this is that spamming The different gains are due to features of the traces them-
hosts will blindly push advertisements, and hosts that haselves, in particular, average colocation duration amamg a
their media library in an unrecognisable format will alsawo hosts. If hosts are generally colocated for long perifds
always serve unsuitable content. When receiving data frdime, then selection is less important and downloads should
a malicious host, the transfer completes as normal; it ig orite initiated as early as possible. On the contrary, if there
after receipt of the complete file that the data is recognisade many transient connections constantly appearingethes
as malicious. After a node has served two malicious files toust be ignored, in order to reduce failure rates, even at the
a given client, it is blacklisted and that client will not &t expense of delaying the beginning of a download. We have
content from it in the future. measured the average colocation duration and, as expected,
Four different selection behaviours were tested when chodlse lower this value, the higher the benefit of COLOCATION
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versus RANDOM. Haggle, for example, has a mean colocation Rwe o
duration of 1178 seconds, which is long enough to transfera o — —— — O]

5MB file at 35Kb/s, so that even RANDOM gives good results. IR S
The Unitrans hosts were only colocated for a mean duration | — ]
of 400 seconds, and so a 5MB transfer would need just ovér R e

100Kb/s throughput. CMM hosts were only colocated for &
mean of 302 seconds, which would require at least 140Kbfs
to transfer 5MB in time, thus the higher reduction in failsmre%
when using COLOCATION. All traces show a quick decline’
under 150Kb/s mean throughput, due to many colocations
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the size of files being transferred could vary significarftig. “o " : pye . pye - e .

3 shows the results from different file sizes with a medium Filesize (MB)

transfer rate 0f200—300]Kb/s and no malicious nodes. As be- Figure 4. File download reduction.

fore, we compare two source selection techniqgues: RANDOM
and COLOCATION. The results obtained are similar to those
gathered when varying transfer rate: in particular, hugasgga perform a file transfer). The reduction in downloaded files fo
are obtained when using COLOCATION over RANDOM, andnitrans and RWP is smaller, but still perfectly acceptable
again this is especially so when the average colocatiortidara given the gain obtained in reducing incomplete transfehe T
is low. As the graph shows, the download success rate canbiggest reduction occurs for the CMM traces, where only
kept above 60% for all traces, even when the content beiagpund half the files that RANDOM would have procured are
shared is much larger than standard music files, and starthgjng received. This indicates that the AGEHRESHOLD
to enter the range of video-clip file sizes. was set too high, causing too many connections that would
The dramatic reduction in failed downloads comes at kave eventually succeeded being ignored. Note that, aszihe s
cost. In fact, in an attempt to filter out sources which ma§f the files increases, the relative throughput of the variou
not be stably colocated with us, some false negatives ocdiiaces improves, as the RANDOM selection performance
that is, some sources are rejected when they would hdlgteriorates.
provided successful transfers. If such sources are theardyg 3) Malicious Rate: Fig. 5 shows the impact of the pres-
colocated with a device, the download is not attempted at a#hce of malicious nodes serving inappropriate data upon
thus reducing the overall number of files downloaded. Iniothperformance. Three selection policies are compared here:
words, less downloads are attempted, but the success ratRANDOM, TRUST and TRUST+COLOC. Unitrans, RWP
these attempts increases. Fig. 4 shows the percentagesf iled CMM all show a small but consistent improvement
that are downloaded using COLOCATION, with respect tawwhen using TRUST rather than RANDOM, whereas with
those that have been downloaded using RANDOM selectiddaggle the improvement increases as the malicious rate
The Haggle traces only show a small reduction in the numbe#wes. Quite interesting is the difference between TRUST and
of downloads, again as a consequence of high average conf&®®t/ST+COLOC: even with a very high proportion of nodes
time (i.e., it is often the case that a stable node is availadbl serving malicious content, it is still colocation reasa@nthat
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Figure 5. Malicious provider impact. Figure 6. Unitrans malicious host impact when repeated.

improves the success rate the most, with at least a 2@¥portance, and the optimum point of failure reduction whil
gain when COLOCATION is added to the selection processill receiving enough files is dependent on the underlyiatg p
This indicates that, even in mobile networks with maliCiOU@rnS of connections. When app“ed to the Unitrans tracks (f|
agents, it is usually disconnections that cause most &&|ursjze=5MB, transfer rate=[200,300]Kb/s, no malicioushess
not inappropriate content being served. The only exceptigfly had 26% of the disconnections while still receiving 75%
to this is with Haggle and larger malicious rates, when putg the files. The other real trace set, Haggle, suffered j0gb 2
TRUST performs better than TRUST+COLOC. of the disconnections with receipt of 91% of files. Hosts can
When reasoning about trust, a major restriction of the dctuferefore choose to reduce the amount of network contention
user traces is their limited duration: a matter of days is ngiey cause, and battery power they expend while sharing
enough to build a reliable reputation store. In the Unitrangntent; important factors for small mobile devices. Makin
traces, hosts only meet a mean of 5.9 times, and with thfs threshold adapt to the current environment's average
Haggle traces just 3.7. Note that this is not the average Bumiolocation length would ensure flexibility of the system.eTh
of times a pair of hosts interact, but purely the number oé8m experiments showed that different traces have very differe
they have met, so the actual chances for building an accurgtgformances when attempting automated Bluetooth content
trust valuation from completed downloads is very low. T@haring. This would apply equally to actual deployments in
approximate cyclic patterns of movement, we tried repeatigjifferent environments, and on different user’s devicear O
the Unitrans traces two and three times over, while cachiagtempts to estimate the colocation and suitability of eont
the collected trust valuations from one iteration to thetneXrom a provider showed very promising results, with large
Though this will change some of the subtler features of thecreases in the success of attempted downloads.
data, the result of ‘training’ the system is akin to having10  The inclusion of artificial history information for the Uni-
history from a previous week of commuting. Fig. 6 shows theans traces (by re-running the traces twice or three times)
benefit of using TRUST selection when repeating the data Sglereased the benefit of using a trust based system. This
The benefits are greater when the proportion of malicioutshog,gicates the presence of familiar nodes in the surrounding

increases, as having past information about nodes’ betiavigrea provides a means to overcome some of the unreliability
becomes essential; also, as expected, the benefits arer highenopile ubiquitous communications.

when increasing the number of repetitions, as more knovedg are are however limitations related to all the traces we

is built. In particular, using three repetitions and a larg§sey: Unitrans are traces of the sightings made by particula
proportion of malicious hosts, the TRUST approach givgs,ses and although useful and interesting, do not represen
an 8.8% improvement. The RANDOM selection approage exact interaction patterns an individual person woattef
obviously gives sm_nlar _resu_lts no matter how many repmtiti (except maybe a bus driver). The Cambridge/Haggle traces
there are, as no historical information is used. were from a small city, and the subjects in the study were also
students with less regularity thar-9 to their movements, and
a lot of colocation with their own devices during night-time
Overall our results show how a host may choose to drasBe although providing appropriate data they are not egtirel
cally reduce the amount of failed attempts at content teassfrepresentative of the particular scenarios we are envigjon
if they are willing to sacrifice some of the resulting thropgh Namely, an environment of a large city with a high density of
of files in the system. The value of the AGEHRESHOLD nodes and group movement such as on public transport. In this
parameter (used to identify transient connections) is of k&ind of environment the approach should behave even better

V. DISCUSSION



than what we have already seen here. Acknowledgements We would like to acknowledge the
support of the European Union through project PLASTIC
VI. RELATED WORK and of EPSRC through project CREAM.
Much work has focused on the challenges of achieving
services, including multi-hop routing, in mobile ad hoc-net
works (MANETSs) [15]. There has been a focus on deve|0pin@1] J. Liu and V. Issarry, “QoS-Aware Service Location in MiebAd-Hoc

. . . . . . Networks,” Mobile Data Management (MDM). 224, January 2004.
multi-hop protocols for dissemination of service queriesl a 2] E. Paulos and E. Goodman, “The Familiar Stranger: Agxi€omfort,

replies in pervasive settings [16], [17]. With respect tesi and Play in Public Places,” i€HI '04: Proceedings of the SIGCHI
works, our approach takes a different perspective; in q:ma'r, conference on Human factors in computing systenidew York, NY,

. . USA: ACM Press, April 2004, pp. 223-230.
we have stated that there exist many classes of Pervasiv® ¢ Tiduce and T. Gross, “A Mobility Model based on WLAN Tes

computing applications (such as the public transport sé@na = and its Validation,”INFOCOM 2005. 24th Annual Joint Conference of
we have focused in this paper) for which it is important thet t the IEEE Computer and Communications Societies. ProcgediBEE

. . . vol. 1, pp. 664—674 vol. 1, March 2005.
requester and the provider are traveling together, in di@ler ;g a0 and H. T. Kung, “GPSR: Greedy Perimeter StateRssiting

a service provision to successfully complete. In this paper for Wireless Networks,” irMobiCom '00: Proceedings of the 6th Annual
do not assume any transitivity in the service provided, Whic International Conference on Mobile Computing and Netwagki New

. . York, NY, USA: ACM Press, August 2000, pp. 243-254.
is allowed to happen strictly between two hosts. [5] M. Musolesi, S. Hailes, and C. Mascolo, “Adaptive Rogtifor Inter-

In terms of Bluetooth network exploitation for service = mittently Connected Mobile Ad Hoc Networks,” iRroceedings of the
provision, Bluespots [18] is a public transport based aointe |IEEE 6th International Symposium on a World of Wireless, idoland

L S s Multimedia N rks (WoWMoM 2005). Taormina, ItalyEEE press,
distribution system. Communication is based on an interact Jul#e' 2%%2. etworks (Wo ) ! Y P

pattern of users connecting to a hub installed in a bus, rath@) M. M. B. Tarig, R. Jain, and T. Kawahara, “Mobility AwareeBrer
than peer-to-peer. Content that is deemed to be popular (e.g Selection for Mobile Streaming Multimedia Content Distiion Net-

. . . . . works,” in Web Content Caching and Distribution: Proceedings of the
music, news sites) is hosted on the hubs and is made available g, |iernational WorkshapOctober 2004, pp. 1-18.

to the public. This centralisation not only causes networks] J. Hartman, “Implementing a Service Discovery Mechanifor Mo-
contention issues, but also restricts the erxibiIity of whata bile IPv6 Environments,” Master’s thesis, Institute of Gommications

. : Engineering at Tampere University of Technology, Augusi40
can be shared. Furthermore, this work does not consider the 5" Kamvar. M. T. Sehiosser. and H. Garc Moling. “Thigen-

effect of peoples movement or the serving of inappropriate” trust Algorithm for Reputation Management in P2P Netwdrks,
content and has single points of failure. Bluetorrent [X9khi Proceedings of the 12th International Conference on WorideWWVeb

. . . . L. (WWW’03) New York, NY, USA: ACM Press, 2003, pp. 640-651.
peer-to-peer file sharing system using Bluetooth. It is Isimi [9] “OMNeT++ Discrete Event Simulator System - version 3e8eased

to the operation of Bittorrent, where files are split into §#ma  October 2006.” [Online]. Available: http://www.omnetopg
pieces then downloaded and shared by clients. The mé&ifJ J. LeBrun and ~C. Chuah, “CRAWDAD data  set

. . . ucdavis/unitrans (v. 2006-11-01),” Downloaded from
focus in this work is to overcome the prOblem of many short http://crawdad.cs.dartmouth.edu/ucdavis/unitransy R@06.

connections that occur between independently moving hogis] J. P. Kharoufeh, “Bluetooth Inquiry Time Charactetiaa and Selec-
W”:hout Considering group movement. APs are used to seed tion,” IEEE Transactions on Mobile Computimzpl. 5, no. 9, pp. 1173-

L . . 1187, 2006, member-Brian S. Peterson and Senior MembeyRus
and spread selected content, requiring the creation of this g 4uin. ' ' 4

infrastructure and management of the injection of contetat i [12] P. Hui, A. Chaintreau, J. Scott, R. Gass, J. Crowcrofil €. Diot,
the system. This work relies on enough people serving the “Pocket Switched Networks and the Consequence of Human Iobi

. . . . in Conference Environments,” iRroceedings of the SIGCOMM 2005
same version of a file to gain the advantageswhrming Workshop on Delay Tolerant Networking005.

[13] D. B. Johnson and D. A. Maltz, “Dynamic Source RoutingAd Hoc
VII. CONCLUSIONS Wireless Networks,” inMobile Computing Imielinski and Korth, Eds.
Kluwer Academic Publishers, 1996, vol. 353.
We ha_Ve_ presented an approach_ to content ?XChange [igf M. Musolesi and C. Mascolo, “A Community based Mobility
opportunistic networks and described a public transport Model for Ad Hoc Network Research,” ifProceedings of the 2nd

scenario in which the approach could be app“ed We have ACM/SIGMOBILE International Workshop on Multihop Ad HoctNe

" e ks: From Theory to Reality (REALMAN'06) ACM Press, M
used Bluetooth traces and realistic mobility models to Hore oM Theory to Really ( ) ress, ey

evaluate the approach. To further our exploration of ad h@®] H. Dubois-Ferriere, M. Grossglauser, and M. Vettethge Matters:
content sharing, we plan to perform our own data collection. Efficient Route Discovery in Mobile Ad Hoc Networks Using Exnter

. . Ages,” in MobiHoc’03, 2003.
Specifically of Bluetooth traces from consumer electront%] Z.gJ. H‘,'ias M! R Pjarlman and P. Samar, “The Zone RpRitocol

devices, focusing on traveling on a mass transport system. (zrP) for Ad Hoc Networks- IETE MANET Internet Draft,” Julyop2.
We wish to gain traces over |onger periods to investiga[g] F. Sailhan and V. Issarny, “Scalable Service Discovieny MANET,”

. Pervasive Computing and Communications (PerGopp. 235-244,
whether sufficiently useful trust values can be accumuleged — 500c puting (PerGopp

improve the amount of content made available to users. \{¢g] J. LeBrun and C.-N. Chuah, “Bluetooth Content Disttibn Stations on
also plan to implement the content sharing system in a Java Public Transit,” inMobiShare '06: Proceedings of the 1st International

. e . Workshop on Decentralized Resource Sharing in Mobile Camgpand
MiDlet and Python script, to ensure deployability on a wide Networking New York, NY, USA: ACM Press, 2006, pp. 63—65.

enough selection of devices. [19] S. Jung, U. Lee, A. Chang, D.-K. Cho, and M. Gerla, “Blag@nt:
Cooperative Content Sharing for Bluetooth UseRgtcom pp. 47-56,
March 2007.

REFERENCES



