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From the Editor

Bert Hubert, author of the open source PowerDNS nameserver, discusses Domain Name
System (DNS) security and all aspects of DNS. Host Gavin Henry spoke with Hubert
about what DNS is as well as its history, attacks, flaws, privacy, encryption, integrity,
trust, defending against query failure, DNS over HTTPS, DNS over Transport Layer
Security (TLS), DNS Security Extension (DNSSEC), HTTP/2 with DNS, Quick User Da-
tagram Protocol (UDP) Internet Connections, monitoring DNS traffic, cache poisoning,
amplification attacks, UDP attacks, URL fetch attacks via Twitter, browser DNS lookups,
social-engineering attacks, and what you need to worry about DNS as a software engi-
neer. We provide summary excerpts below; to hear the full interview, visit http://www

.se-radio.net or access our archives via RSS at http://feeds.feedburner.com/

se-radio.—Robert Blumen

Gavin Henry: What is a DNS?

Bert Hubert: When you type a name
in the Internet, the computer can-
not directly connect. It must look
up the Internet Protocol (IP) address
of that website—IPV4 or IPV6—
which DNS provides. A lot happens
to make DNS work well. Browsers
ensure that their queries get answers
quickly, because speed affects the
user experience.

It’s an old protocol that we rely
on, and it’s tricky. There is a dif-
ference between “this name doesn’t

Digital Object Identifier 10.1109/MS.2020.3000883
Date of current version: 20 August 2020

122 IEEE SOFTWARE

exist” and “the name exists, but it
doesn’t have an IPV6 address.” The
latter says the name does exist, but
the thing you asked for doesn’t. But
often, you get back the answer, “the
name doesn’t exist,” or “we tried to
resolve this name, but we it didn’t
work.” This has led to websites dis-
appearing from the web because a
load balancer messed up this nuance.

What else is stored in a DNS?

DNS also denotes where the mail
server for a domain is located, as an
example. That’s the mail exchanger
(MX) record. If you have a network
with many subscribers and you’re
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worrying about bad behavior, such
as servers that have been hacked,
you can check in DNS how many
MX domain queries the server is do-
ing because hacked servers will at-
tempt to spam widely. Then, you see
tons of MX records.

More frequent than MX records
are text records that store arbitrary
bits of text in DNS. These are used
by many spam lists to identify IP ad-
dresses known to be spamming or
domain names known to be phish-
ing. Many mail servers perform DNS
text-record lookups to figure out if
a sending mail server is known to
spam. With all its faults and its age,
DNS is still the one technology that
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functions as a low-investment world-
wide distributed database; you can
ask it many questions per second and
get good answers.

What types of DNS servers are there?

There are authoritative name serv-
ers—those that say, “I know all about
some website, and this is the IP ad-
dress of that website.” Queries on
the Internet start with root servers:
more than 1,000 servers with 26 IP
addresses. You can query these 26 IP
addresses and get an answer. Root
servers don’t know a lot, but they can
give you a list of IP addresses for the
dot-com servers. You can query the
dot-com servers for an IP address,
and a dot-com server will say, “I don’t
know, but I do know where the name
servers are for that website. Ask over
there, and here are their IP addresses.”
And then you end up with this author-
itative server that I first mentioned,
and that server can actually tell you
the right IP address.

This process was originally thought
to be too much work for simple comput-
ers. So a separate server was invented
called a resolver (or a cache), which
would traverse these authoritative serv-
ers, starting from the root server, to
find the answer to your question. Thus,
in your browser, you type the domain
name you want to visit. The browser
sends the query to its configured re-
solver that is part of your local network.
And the resolver trolls the whole Inter-
net and consults authoritative servers
until it finds the right answer.

The resolvers come with a hints
file that contains a list of about 26
IP addresses, which might be out-
dated if you haven’t turned the com-
puter on for a few years. At startup,
a resolving name server tries these
hints records to find a name server
that answers. Chances are that the
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resolver will find one IP address that
works, and from there, it can learn
the latest list of 26 IP addresses.

What about integrity and encryption
with a DNS?

DNSSEC adds integrity to a DNS; if
you have an answer, it can validate
the answer. But applications that
use a DNS typically don’t validate
DNS answers. Even browsers simply
query a name server and trust the
answer. It’s technically possible for
a browser to validate DNS answers
using DNSSEC, and many domain
names are now DNSSEC signed. But
browsers have decided to put trust in
TLS certificates instead.

TLS provides transport security.
It validates that the data you received
are what you should have received.
DNSSEC works more like Pretty
Good Privacy or secure Multipurpose
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Internet Mail Extension programs—it
signs the final answer to your ques-
tion, which is the actual name/IP-
address combination. That has made
DNSSEC difficult to implement.

The idea behind TLS is that you
trust the certificate’s final verifica-
tion of HTTPS. If you trust HTTPS
for message integrity or transport in-
tegrity, you no longer care about the
IP address because the transport has
integrity. The common view is that
you don’t need to worry about DNS-
SEC if you’re encrypting. But there
have been brief hijacks of the DNS
name in which people have been able
to get new TLS certificates during
the hijack. That is where DNSSEC
validation would have helped.

What about privacy?

DN traffic tells you everything about
a person. If you have access only to
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someone’s DNS records, you will
be able to tell where they live, what
phone they have, or what brand of
TV they have, and so forth. Per bit,
DNS may be the most privacy-sen-
sitive material on the Internet. It is
worthwhile to protect DNS records
because we don’t want too many
people to have access to those.

If someone has a Tesla and I know
that they work at a certain company
and which sports team they like,
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that narrows down a search for a
person. All this information radiates
from that person’s Internet connec-
tion through a DNS.

A common current view is that
we should encrypt DNS wherever we
can and then send it to a new third
party, which then gets access to all
your browsing data. I’'m not con-
vinced that that is actually progress.
Previously, we had a highly regula-
ted telecommunications company,

at least here in Europe, that knew
what sites you are visiting. But it’s
not progress if now some Ameri-
can company knows what sites you
are visiting. However, the largest
Internet service providers are now ei-
ther offering or developing fully en-
crypted DNS. So there is not much
benefit anymore in sending all en-
crypted data to a third party that you
did not select.

What one thing should a software en-
gineer remember?

Monitor DNS. When it breaks, ev-
erything will break, so it is worth
adding diagnostics. If you have long-
lived applications, the DNS answer
that you got at the start-up of the
application that you cached from
weeks ago may no longer be the right
IP address. DNS is more dynamic
than it used to be. @
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