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Understanding and 
Building Trust in 
Software Systems
Ipek Ozkaya

INTEGRATING CROSSCUTTING 
CONCERNS into the software de-
velopment and sustainment lifecycle 
effectively to realize them fully in soft-
ware systems is an enduring challenge 
in software engineering. This chal-
lenge is exacerbated when the cross-
cutting concerns have overloaded 
meaning, and their scope changes 
as new attributes and technologies 
emerge. Trust is one such crosscut-
ting concern. Developing software 
systems with trust today increasingly 
also implies moving from a trust ap-
proach where the philosophy is trust 
but verify to one focused on the con-
tinuous assessment of trust across 
every device, user, application, and 
data, where the philosophy is never 
trust, always verify, denying access 
by default, also referred to as zero 
trust. The zero trust concept is mostly 
referred to in the context of network 
security, and the zero-trust architec-
ture approach is used to describe the 
network architecture to enable it.1 

However, trust as a crosscut-
ting software concern implies many 
other requirements in addition to 
security and how to manage com-
munication networks. Building trust 
in software systems also requires us 
software engineers to consider how 
they are built by understating differ-
ent trust-related attributes; organiza-
tional practices that are implicated 
in the development, operations, and 
sustainment of systems; users’ per-
ception of these systems; and related 
data and its management. Trust has 
functional requirement implications 
and quality attribute requirement 
implications as well as teaming and 
organizational implications. On the 
one hand, such an overload of per-
spectives creates hard-to-manage 
complexity. On the other hand, rec-
ognizing the multiattribute nature of 
trust can also be a tool to ensure that 
a system is developed and sustained 
from a more holistic perspective.

The Many Facets of Trust
There is existing work that aims to 
distinguish different aspects of trust. 

For example, in the context of embed-
ded systems, trustworthiness includes 
attributes related to trust, such as re-
liability and dependability, as well as 
other concerns like maintainability.2 
Ideally, trust should be a computed, 
quantifiable attribute of the system; 
therefore, different attributes related 
to trust need to be decomposed to be 
allocated as responsibilities to differ-
ent components within the system.3 
Ability to compute what trust means 
for a given system and to guarantee 
trust through its design, protocols, 
and algorithms demonstrated with 
computable metrics helps assess-
ing its level of trustworthiness. A 
system where trust is a computable 
and demonstrable attribute is more 
likely to be perceived as trustworthy 
by its users.

Understanding and building trust 
in software systems has system-
wide implications, including the 
hardware, the software, the users, 
and the communication proto-
cols among all. These four elements 
will decompose to different num-
bers of components based on their 
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particular application domain. 
Taking a zero-trust approach and 
focusing on the continuous verifica-
tion of trust is not at the expense of 
an effort of building trustworthy 
components. Software engineers 
need to embrace a mindset where 
they develop components that are 
trustworthy by design yet always 
recognize that the same compo-
nents may behave differently in their 
environments or that their behav-
ior may be altered intentionally 
or unintentionally.

While there are quite a number of 
attempts to understand all the dif-
ferent aspects of trust, in particular 
coming out of the robotics and au-
tonomy communities, there is not 
one ground truth-accepted categori-
zation of attributes implied by trust. 
A universally accepted decomposi-
tion of trust to all its relevant attri-
butes is neither possible nor useful. 
Many different terms and concepts 
are associated with trust. While se-
curity and privacy are often com-
monly included as critical aspects 
of building trust in systems, there 
are countless other attributes that 
are also relevant. These range from 
safety to dependability to reliabil-
ity to adaptability to include all the 
expected runtime quality attributes 
of a system, including but not lim-
ited to availability, usability, and 
performance. The list can go on. 
Cho et al.2 offer one such decom-
position on trustworthiness that in-
cludes trust, resilience, and agility 
as its main attributes. 

It is important to understand the 
relationships of all these attributes 
in building trust, in particular when 
systems will need to incorporate 
continued runtime verification to 
guarantee trust. The continued verifi-
cation requirement implies improved 
accuracy and precision in identify-

ing and quantitatively expressing all 
trust-related attributes. The relevance 
of some of these attributes evolves in 
time and new priorities emerge, im-
plying new attributes. For example, 
with increasing number of business 
requirements to incorporate machine 
learning components into systems, 
engineers need to articulate algorith-
mic trust and trust in data. More ef-
fort, therefore, needs to be spent in 
employing reliable techniques for 
accurately and quantitatively ex-
pressing key trust attributes from 
the perspective of users and system 
components as well as building tech-
niques to ensure their runtime en-
forcement and verification.

Articles in This Issue
This issue features the multifac-
eted nature of trust with four ar-
t icles. Each art icle studies trust 
from a different perspective, includ-
ing the implications of trust in CO-
VID-19 apps as well as enforcing 
trust in emerging technologies, such 
as blockchains. Three of the four 
articles focus on the users’ percep-
tions of trust from the perspective 
of privacy.

In no time, the global COVID-19 
pandemic resulted in software ap-
plications to help manage the pan-
demic. Contact tracing was among 
the top perceived needs. While 
many countries advocated and at-
tempted the use of contract tracing 
apps, their adoption had been var-
ied; among many reasons, trust in 
privacy and security concerns is at 
the top. Garousi, Cutting, and Fel-
derer,4 in their article “What Users 
Think of COVID-19 Contact-Trac-
ing Apps: An Analysis of Eight Euro-
pean Apps,” present results studying 
the features offered in these apps 
and the challenges in their develop-
ment and adoption.
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Malavolta and colleagues5 also 
study COVID-19 applications, tak-
ing a broader look, in their article 
“Engineering Mobile Apps for Di-
saster Management: The Case of 
COVID-19 Apps in the Google Play 
Store.” They report on the conse-
quences, including user trust issues, 
resulting from these apps being de-
veloped under tight schedules, as 
well as social and political pressures. 
Their results reveal that the lack of 
trust in implemented privacy and 
security measures inevitably creates 
barriers for user adoption.

The article “New Privacy Prac-
tices for Blockchain Software,” 
by Bellés-Muñoz et al.,6 focuses 
on enabling complex privacy tech-
nologies while achieving the pub-
l ic  t ransparency of blockchain 
software. They focus on the at-
odds nature of transparency and 
guaranteeing trust in privacy zero-
knowledge proof for implement-
ing applications with verifiable 
privacy requirements.

And finally, in their article “Digi-
tal Age of Consent and Age Verifica-
tion: Can They Protect Children?” 
Pasquale and colleagues7 study how 
the mechanisms adopted by apps to 
verify the age of users can be eas-
ily bypassed and expose children to 
privacy and safety threats. While 
there are existing regulations, such 
as the Children’s Online Data Pro-
tection Act in the United States and 
the General Data Protection Regula-
tion in Europe, to protect data col-
lection and protect privacy, how they 
are implemented in applications, es-
pecially for those that are used for 
different age groups, determines the 
trust level of an application. In this 
context, trust refers to how a soft-
ware application determines and im-
plements safeguards by not enabling 
access to content while also not 

overstepping privacy measures in 
doing so.

This issue barely scratches 
the surface, if at all, of the intri-
cate challenges involved in un-
derstanding, designing for, and 
guaranteeing trust in systems. 
There are a number of challeng-
es around runtime verification 
of attributes related to trust, 
modeling the competing priori-
ties of the attributes involved as 
well as ensuring the complete-
ness and correctness of these at-
tributes identified. 

Our goal with this issue is to 
highlight that concerns around 
trust evolve as the needs from 
software applications evolve and 
as technologies that compro-
mise software system elements 
evolve. Identifying the crosscut-
ting as well as competing attri-
butes related to trust will always 
have application- and domain-
specific aspects in addition to 
the common security, privacy, 
and reliability concerns. Achiev-
ing coverage in the elicitation of 
all such attributes quantitatively 
and implementing runtime veri-
fication approaches for these at-
tributes will continue to be open 
challenges in software engineer-
ing for the next decade. Under-
standing and building trust and 
what constitutes trust in soft-
ware systems will always be a 
moving target. 
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