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// It is important to raise awareness about
the civic tech phenomenon and its relation
to software engineering. We explore the
best practices for civic tech grassroots for
software engineers when working with—or
as—civic coders through a case study. //
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CODE HAS BECOME a tool for fa-
cilitating interaction in the fabric of
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our societies as well as a driver for
social change. Diverse groups of
people participate in co-creating the
digital fabric that automates many
aspects of modern society through
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the creation of civic technology.!2
The development of civic tech is oc-
curring globally,> and many soft-
ware professionals interact with or
participate in civic code initiatives
during their careers.

Civic tech communities are at a
unique intersection of technology-en-
abled change and social movements*
that has distinctive characteristics of
interest to software engineering pro-
fessionals. In this article, we share
our experiences in exploring the re-
lationship between software engi-
neering and grassroots-driven civic
code processes and practices within
a case study.

Saldivar et al. define civic technol-
ogy as “technology (mainly infor-
mation technology) that facilitates
democratic governance among citi-
zens.”? In a wider view, civic tech
references the diverse ways in which
people are leveraging technology to
influence change in society.* In this
article, we focus on the phenomenon
from the latter perspective: people
trying to influence change by creat-
ing civic technology rather than dis-
cussing systems that have been set up
and well established.

There are numerous creators of
civic tech, ranging from commercial
actors, to governments, nonprofit
organizations, volunteer organiza-
tions, and loosely organized commu-
nities.> These creators vary both in
purpose? and in terms of how par-
ticipating individuals identify them-
selves as practitioners.! The terms
that civic tech communities and
groups use to describe themselves
include civic innovation, tech for
good, civic crowdsourcing, free soft-
ware, and community technology.!
Common in all of these projects is
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the fact that they address a societal
need identified either by the pub-
lic or together with the public, such
as, for example, the need to quan-
tify and publish air pollution by
Sensor.Community across Europe

(see “Case: Sensor.Community”).
The scope of these technologies is
continuously evolving, with some
types of technology being reaf-
firmed through the years, such as
1) civic tools for participation in

governance (for example, govern-
ment services and open data initia-
tives), 2) advocacy tech to manage
campaigns, 3) tools to crowdsource
or manage a civic data commons,
and 4) media and journalism tech to

Sensor.Community (https://sensor.community/en) is an
international environmental activist movement based
around a technology project that focuses on collecting
and sharing evidence of poor air quality. With the col-
lected evidence, participants are motivated to bring about
a change in society for better air quality. The community
started in 2016 as a local project created by citizens in
Stuttgart, Germany, and it was initially supported by a
crowdfunding campaign to enable other concerned resi-
dents to install air-quality sensors. Since then, Sensor.
Community has quickly spread across Europe and world-
wide (with more than 14,300 measurement sensors in 72
countries) and has had a real impact on policy making.
One example is the Right to Clean Air European Union
(EU) project, where citizens can use the sensors to collect
evidence of infringements (https://www.right-to-clean
-air.eu/fileadmin/Redaktion/Downloads/Laymans_report
_ENG_Right_to_clean_Air.pdf). Evidence by Sensor.
Community has also been utilized in court cases in
Stuttgart (https://www.theguardian.com/cities/2017/
mar/02/stuttgart-residents-sue-mayor-bodily-harm-air-
pollution). Their sensors and data have also been used
by the nongovernmental organization (NGO) Friends of
the Earth Bulgaria, which has filed lawsuits for cleaner
air in Sofia and public access to national air-quality data
in related efforts (see the European Topic Centre on Air
Pollution, Transport, Noise and Industrial Pollution report
2/2020 on public awareness published on 16 April 2021
in https://www.eionet.europa.eu/etcs/all-etc-reports).
While Sensor.Community originally started as a local,
co-designed project, it has now entered the orchestration
and scaling-up part of its lifecycle. Sensor.Community is
organized as a loose association of communities con-
nected through a shared agenda for improving air quality,
an interest in developing designs for shared hardware plat-
forms, and a shared data processing platform.
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Existing communities mentor new ones, which con-
tributes to localized solutions, such as translations,
design ideas from co-creation workshops, or the connec-
tion of existing software to Sensor.Community applica-
tion programming interfaces. The core team supports this
model by connecting possible collaborators and maintain-
ing a shared architecture. Collecting data into a shared
platform and coordinating information campaigns allow
communities to achieve more significant impact than
when acting alone.

Since this network of communities has grown, the
participating groups have been able to focus on issues
that are important to them. For example, some com-
munities that are centered around makerspaces provide
resources to help people build their own measurement
devices or create localized versions of software. Environ-
mental advocacy groups have used the central database
for evidence of pollution, and community centers have
used network resources to explore the issue of air quality
in their neighborhoods.

Sensor.Community shares materials by using FOSS
licenses for software, firmware, and data. Server software
is provided on GitHub using the Massachusetts Institute of
Technology license, sensor firmware is redistributed under
the GNU General Public License v3, and the environmental
measurements database uses the Open Data Commons
Open Database License. Web and media materials are pro-
vided under the Creative Commons license. There is also a
small selection of utility scripts and other small programs
that do not specify licenses.

Currently, the project has transformed from an air-
quality project to a global campaigner and infrastructure
provider for several kinds of environmental data. Sensor.
Community software developers aim to provide people
with easy-to-use analytical tools and methods to leverage
that data and work on engaging local and EU institutions.
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cover issues of shared interest, such
as fighting disinformation.’

The phenomenon of public partici-
pation via coding has gained interest
in the literature at the intersection of
free and open source software (FOSS)
and software for social good.®” Three
key aspects characterize civic coding
communities as differentiated from

institutions, such as govtech, middle-
out as facilitators between communi-
ties and civic organizations, or it can
originate from the grassroots. We
concentrate on civic tech projects that
have originated from the grassroots,
especially since government-originated
civic tech has seen more attention and
has more published best practices.

Some communities that are centered
around makerspaces provide
resources to help people build their
own measurement devices or create
localized versions of software.

other FOSS communities: 1) civic
tech goals are community issue cen-
tric rather than technology centric; 2)
civic tech is focused on enabling pub-
lic participation or empowering the
public; and 3) especially in the grass-
roots, keystone players can have more
experience in community governance
over software product governance.*
In this article, we define software
engineers as people who are grounded
in the practice of creating public or
commercial software products or have
formal training in software engineer-
ing. We contrast these civic coders
that is, people
with diverse technology skills inter-

”»

with “civic hackers,

ested in public participation through
temporary The two
groups overlap, and it is common for

interventions.

civic coding grassroots to have par-
ticipants who contribute skills other
than programming, civic hackers, and
formally trained software engineers
with wide-ranging expertise. Civic
tech can be built top down by public

Given the exploratory nature of this
study, we selected an interpretivist
multiple case study method for the

following reasons:$

1. With its diversity across cases,
multiple case studies ensure rich-
ness and depth to aid in under-
standing a shared phenomenon
of interest (in this case, civic
coding in software engineering).

2. This method enables the explo-
ration of complex situations,
allowing for the gathering of
multiple perspectives from a
range of sources, including con-
textual information.

3. It is particularly useful when the
unit of analysis is a process; this
is consistent with the objective
of this study.

An interpretivist approach at-
tempts to understand phenomena by

comprehending the meanings people
assign them and acknowledging that
knowledge is socially constructed.
In sociotechnical systems research,
this approach has been applied to
understand the context of a system
and how both the context affects the
system and the system, in turn, affects
the context.

The selection process for cases
adhered to Stake’s criteria,® whereby
case studies were chosen based on

1. relevance of the phenomenon of
interest (cases had to be clear
examples of civic coding)

2. accessibility of information (only
those cases where people agreed
to be interviewed and to share
relevant documents and experi-
ences were considered)

3. diversity across cases, whereby
diversity was considered in terms
of different sizes, domains,
countries, and cultures.

This process resulted in the se-
lection of Sensor.Community as the
main focus, which includes mul-
tiple cases in the form of participat-
ing communities from Bulgaria,
Germany, Ireland, Poland, and the
United Kingdom. Data were collected
through 18 semistructured interviews
with members of case study commu-
nities. Initial research on these com-
munities has been presented in terms
of an OSS ecosystem perspective’ and
scaling up citizen science.!?

Our main exploratory research
questions were the following: What
kinds of software engineering pro-
cesses emerge in grassroots com-
munities? Which kinds of principles
or best practices inform these pro-
cesses? As a secondary question, we
explored what best practices can be
shared with the software engineering
community as recommendations.
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The goals of our analysis were to
find commonalities in these diverse
interviews and situations and, once
theoretical saturation is reached,
condense the findings to a summary
of lessons learned and best practices
in the last analysis stage. When con-
sidering our position as academics in
this research field, how to best pro-
mote the voice of the communities
during interpretation, and how to
make the findings useful for the soft-
ware engineering community, it was
decided that the research findings
would be presented for

1. software engineer professionals
who are grounded in the practice
of software engineering and
interested in contributing to, but
not familiar with, the phenom-
enon of civic tech

2. software engineers employed
by other stakeholders and
tasked to engage with these
communities.

In the case analysis, we followed an
inductive, qualitative data analysis
process developed by Gioia et al.!!
The first step consisted of multiple
rounds of coding and tagging each
of the 18 interviews, where we dis-
covered and collected first-order
concepts related to our research
questions. From these concepts, we
increased the level of abstraction
and grouped related codes across
interviews and cases into second-or-
der themes, including, for example,

“public use of solutions” and “exam-
ining digital inequalities.”

In the last analysis step, we ag-
gregated the second-order themes
and identified the key best prac-
tices of successful public interest
technology, which we formalized
as the three pillars of civic tech.
These three pillars, also visualized
in Figure 1, are code empowering
communities, where code needs to
serve community needs; open and
equitable participation, where no
person who is affected by the code
is excluded from code (“nothing
about us without us”); and free
and open source licensed software
artifacts, where the publishing pro-
cess of the code reflects agency
and transparency as values. Open-
ness as a general term refers to
the values of transparency and the

Public
Use of Acknowledge
Solutions Political
Influences
>
9 Q
I 2,

Enable FEE 1575 Examine
Proactive SN ’/2;/2'%% Digital
Contributors §§ 2% Inequalities
© Civic Tech %
for
Social Change
Openly
Licensed
Software

Enable Release Under
Open Auditing Free and Open
of Tech Licenses

FIGURE 1. Pillars of civic tech for social change.
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participatory nature of the com-
munities. Free and open software
contemplates the concept of FOSS.
FOSS as a concept is discussed fur-
ther in the section “Free and Open
Source Licensed Artifacts.”

Finally, we ground the findings
back into the data by using the three
pillars as a lens to examine the case
study. We use this lens of the three
pillars to analyze our experiences
in engaging with these projects to
highlight issues and frame recom-

it, he asked me if I wanted to do
a workshop.—Interviewee from a
new Sensor.Community group

This pillar highlights how civic
tech addresses matters of concern
experienced in one or more societal
settings, thus empowering commu-
nities to address pressing issues af-
fecting their quality of life in a broad
sense. Empowerment, in this case, is
a multifaceted phenomenon. Civic
tech scenarios should include

The communities or the project
should be empowered through
sufficient resourcing, know-how,
and maintenance capability for the
continued operation of newly
co-created civic tech.

mendations. The three pillars and
recommendations for best practices
are now explored in detail and illus-
trated with representative examples
from coded interviews.

Code Empowering Communities

...[they] were looking for indi-
cators for deprived areas. And
there’s an incinerator being built
next to it. And this is one of the
committee members who wanted
to build this air quality sensor. He
tried it and was having real trou-
ble with it. He turned up at the
hackerspace one day on our open
day, and was wanting to build

the sensor, but couldn’t do it. So I
kind of sat down and helped him
build the sensor. And at the end of

1. enabling individuals’ proactive
contributions toward addressing
the issue at stake

2. equipping communities to use
their solutions.

The former, in turn, can have var-
ious forms, such as taking an active
role in achieving a deeper sociologi-
cal understanding of the problem, in
the co-design of a solution and its
evaluation, and in providing more
technical contributions toward its
realization. With respect to the lat-
ter, the completed civic tech solution
should be leveraged to take action
toward addressing the original mat-
ter of concern.

According to a survey of the civic
tech field,! two current issues in
civic tech are related to empowering

communities. First, there is empow-
erment through involvement in deci-
sion making and co-design. Second,
there is empowerment through long-
term sustainability of the project by
considering long-term operation and
maintenance instead of creating new
projects.’ Ultimately, the grassroots
coding of civic tech should, there-
fore, empower communities to be
an active part of a complete partici-
patory process,® whereby problems
are explored and established, goals
for the solution are negotiated and
agreed upon, the phased develop-
ment is undertaken with a concur-
rent evaluation that is conducted
with and for communities, and posi-
tive impact for society is achieved
through adoption and usage behav-
iors. Furthermore, the communities
or the project should be empow-
ered through sufficient resourcing,
know-how, and maintenance capa-
bility for the continued operation of
newly co-created civic tech.!:¢

In Sensor.Community, this pillar
is represented by activists and civic
coders working together on issues
that matter to their respective com-
munities. Measurement features are
co-created with the movement for
cleaner air, and deployment sites
are chosen by the community. The
civic coders not only created a soft-
ware and hardware platform, but
also provided documentation and
support among individual communi-
ties: more experienced communities
provided advice and resources to less
experienced ones. To support coor-
dination, more technology-oriented
participants set up central software
and documentation repositories or
communicated with hardware man-
ufacturers to create easy-to-assemble
kits. Sensor.Community was ini-
tially focused on particles; because
of contributor interest, the devices
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and database have been adapted to
measure noise, and the software has
been translated into multiple lan-
guages. In this way, the participants’
interests have indirectly guided the
growth of Sensor.Community.

While some groups concentrate
on supporting the technology and
infrastructure, others concentrate
on working with and empowering
the communities to work on their lo-
cal data. For example, a U.K. orga-
nization first assisted in measuring
air quality through sensors and then
hosted workshops wherein people
from the community could interpret
and analyze their air-quality data.
This information enabled them to
find cleaner travel routes, reflect on
their travel behavior, and understand
air pollution so that they could advo-
cate for change on a larger scale.

Open and Equitable Participation

We’ve been trying to address

the digital divide, those digital
inequalities by co-creating. And
we’re doing this by sharing sto-
ries, making connections, trying
to create positive change, and ex-
ploring new tools and approaches
in these workshops—amplifying
their voices in a public forum.
—Interviewee from a U.K. com-
munity organization

The role of civic technologies in
social change requires that they be
examined not only as technologi-
cal artifacts but also as political in-
struments. Just as the legal code in
democratic systems is the result of
citizens’ decisions, the computer
code that facilitates civic interaction
should be the result of the processes
of participatory design. For societies
that create technologies to be open

and democratic, the design of civic

technologies must involve partici-
pants in their own development pro-
cess, which must reflect these values.

This issue is perhaps the most
significant one, given the existing
inequalities in digital literacy. How-
ever, if modern democracies are to
be mediated by civic technologies,
it is essential that civic coding cor-
respond to the needs and decisions
expressed by communities. Account-
ing for and engaging in grassroots ef-
forts that create code might be one
part of a solution if these efforts, in
turn, represent and genuinely work
with the communities in which they
are based.*® For example, a critique
aimed at hackathons is that they take
technical contributions and rarely
give back in a sustainable manner.!2
Often, the contribution is unidirec-
tional, and the community affected
by the technology is rarely part of the
design phase or evaluation panel.

Openness in both participation and
technology and matching local needs,
values, and priorities through center-
ing communities have been found to
be key factors for the flourishing and
scaling up of citizen science efforts.!0
Care should be taken that the proj-
ect’s outcomes, such as data created in
citizen science initiatives, become co-
owned by the community.!3

In Sensor.Community, this pil-
lar is reflected in its porous, open,
and supportive organization. The
network of communities compris-
ing Sensor.Community includes ac-
tivists, NGOs, citizen groups, and
more technical groups that main-
tain and contribute to the platform.
Different groups have different fo-
cuses, and people can find one that
matches their interests or form a new
one within their region. The group
that initially developed the technol-
ogy provided technical support and
established communication channels

among the individual groups, aim-
ing at support instead of establish-
ing a hierarchy. Ordinary people in
the community who are passionate
about air quality often become local
key actors, and the groups do not be-
come externally directed.

Some participating organizations
have made co-creation and commu-
nity co-ownership their key activity
and occasionally participated in the
Sensor.Community network when
it makes sense for supporting their
community goals. For example, one
participating organization hosts mak-
erspace workshops that assist people
in assembling their own devices from
available hardware designs. Another
participating organization created
a local open data portal that helps
people contextualize air-quality mea-
sures in other community open data.

Sensor.Community groups raise
awareness and actively support the
creation of civic tech through events.
These include community forums
about air quality, hacklabs where
people begin building measure-
ment devices, and upskilling events
for people modifying existing de-
signs. If the groups use hardware
sponsors, their parts are transpar-
ent, and the sponsors do not define
how these new measurement devices
are deployed. The main purpose of
sponsored devices is to enable par-
ticipation by people who otherwise
might not be able to participate. Fi-
nally, Sensor.Community is trans-
parent about its agenda: measuring
and promoting better quality air.

Free and Open Source
Licensed Artifacts

In Poland, another company was
doing the same service... but once
they got enough measurements
and data, they took it all private.
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Closed all the data and you didn’t
know how it was measured.
Scientists we knew said that

they could not use it after that...
because it was not transparent.
That’s when we started.
—Interviewee from a local Sensor.
Community group

Among the many existing civic
technologies all over the world, some
platforms are released under propri-
etary software, while others are re-
leased under a FOSS license. This
dichotomy is reflective of a classic de-
bate in software development, and the
advantages and disadvantages of each
option are already well known. How-
ever, in the context of the civic code
for social change, licensing takes on
an even greater importance. This is-
sue is relevant not only for technical
purposes (for example, open source
allows collaborative development)
but also for political requirements.
If the source code of a digital tech-
nology is not publicly available, such
technology is not transparent and
therefore not democratic—it can
become a tool of control instead of
empowerment. If a source code does
not come with the right to redistrib-
ute and modify it, then the software
owner has the power to exclude and
include, which does not allow oth-
ers to make this decision themselves.
Consequently, civic technologies for
democratic participation must al-
ways be released under OSS and free
software licenses. It is this empha-
sis on transparency and agency that
separates civic tech from e-govern-
ment efforts.

For freedom and openness in soft-
ware (FOSS), we refer to the defini-
tions by the Free Software Foundation
(FSF) and the Open Source Initiative
(OSI). The FSF defines free software
(https://www.gnu.org/philosophy/

free-sw.html) “as software that re-
spects user’s freedom and community;
roughly it means that the users have
the freedom to run, copy, distribute,
study, change and improve the soft-
ware.” The OSI defines OSS (https:/
opensource.org/faq) as software “that
can be freely accessed, used, changed,
and shared (in modified or unmodi-
fied form) by anyone.”

In civic tech grassroots, free soft-
ware (that is, free to modify and
share) is essential for agency: it al-
lows the initiative to create or change
to be with the people, instead of or-
ganizations. The openness of source
code (public accessibility) is impor-
tant for transparency and the audit-
ing of existing efforts. Adjacent to
FOSS is the concept of open data.
The Open Knowledge Foundation
(https://okfn.org/opendata/) defines
open data as “data and content that
can be freely used, modified, and
shared by anyone for any purpose.”
This is essential to grassroots civic
tech since data created by the com-
munity using FOSS artifacts should
be free and open.!3 Related empirical
research supports the findings that
free and open source artifacts and
open data are key success factors in
scaling up efforts in citizen science-
related civic tech!’ and actors in the
field

countability mechanisms.

recommending concrete ac-
1

In Sensor.Community, openness
in the form of transparency is the
key as it provides evidence for the
presence of poor air quality in the
local area. This evidence is then used
to demonstrate the need for environ-
mental measures, such as a reduction
in the amount of fine particulate
matter in the air. The source code
and firmware are published under
a FOSS license to demonstrate the
measurement process’s transparency.
The open data are similarly licensed,

allowing weather and air-quality
forecasters to supplement their mod-
els with the data. A second-order ef-
fect resulting from FOSS licensing is
the enabling of grassroots from each
country or region to concentrate on
issues and localities that matter to
them. Local hacklabs or citizen in-
terest groups can copy designs and
software to set up measurements in
areas or air-quality indicators that
matter to them. Measurement device
designs have also been adjusted from
country to country, making it pos-
sible to build measurement devices
from easily accessible components.

Technology isn’t the driver of so-
cial movements, it’s the other way
around.—Sasha Costanza-Chock

n conclusion, we summarize the
following key takeaways from
the three pillars as recommenda-
tions for software engineers who en-
counter the civic coding phenomenon.

o Considering and empowering
all stakeholders: When working
with civic coders, it has become
clear to us that these communi-
ties can be drivers for change;
however, working with them is
by no means simple. They can
accomplish much, but they are
also easily sidelined or harmed by
activities done by more structured
actors. This is especially true if
a software engineer is hired in
a professional role by a civic or
a commercial actor; one should
carefully examine whether there
is already a grassroots civic tech
community working on the issue.
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In many cases, the community
should be continue to be sup-
ported for greater impact and not

replaced by a drop-in replacement.

o Ensuring open and equitable
participation in projects: When

working with civic tech com-
munities, one should go beyond
the usual requirements engi-
neering process and involve the
stakeholders beyond the client—
user paradigm (in commercial

projects) or meritocratic skills-
based participation (in many
FOSS projects). If the civic cod-
ing project has been set up by a
grassroots community and has
software engineers participating
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as volunteers or leading the ef-
fort, this is even more impor-
tant. Public organizations, in
many cases, have professionals
specifically hired for engaging
the public, whereas many coders
have less experience with this. If
a civic coding project attempts
to create change in society or
participation, we recommend
special care in decision-making
processes, enabling participation,
and governance. Democratic par-
ticipation and open governance
should be a minimum require-
ment, especially if the software
is to be used by the public.

® Licensing and transparency:
FOSS licenses are the key to en-
abling transparency, agency, and
accountability in civic tech proj-
ects. This is especially the case
if the tools are made for use by
the public or if the data are used
to appeal for change. Transpar-
ency about the provenance and
processing of data can be key to
legitimacy. If the community or
the public uses the tool for deci-
sion making, knowledge about
the system’s inner workings and
the ability for anyone to audit
the system is equally essential.
Furthermore, licensing is a fac-
tor for project sustainability
through replication and adapta-
tion. Individual civic coder com-
munities come and go, but if the
software is useful or the concept
itself has traction, civic coders
can reuse the software and apply
it to their local contexts. @
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