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In the Petri Dish: Cybersecurity
Pushed to the Edge

A s I write this column in the third week
of March 2020, my university, in re-
sponse to the COVID-19 pandemic, has
spent the last week preparing to hold all of
its classes online for the rest of the Spring
2020 semester. In the space of two weeks, it
has become common practice for colleges
and universities across the United States to
move their classes from in person to online. I
brought my son (and his friend whose par-
ents live overseas) home from their college,
and they will complete their semester online
from our dining room table.

In the last week, the university put proto-
cols and directives in place for employees to
work from home whenever possible. I head
an institute with 40 employees; our offices are
now empty of people. Last week, I was on a
video conference with U.S. government spon-
sors of one of my projects, and I saw a prompt
pop up on my program manager’s computer
screen; working from home, he
has to click on the prompt to
prove that he is indeed working
at his computer. He said he gets
several of these every day. This
is annoying, I'm sure, and a lit-
tle demeaning.

At this particular instant, sev-
eral countries are locked down,
and many U.S. states, includ-
ing my own, have declared shelter-in-place
orders. For the foreseeable future, my univer-
sity’s business will be done almost exclusively
over the Internet, as will the business of most
organizations who can shift to that mode
of operation.

When I am in the office on the university
network, there are internal mechanisms in
place that protect access to university servers
and databases. The load on this infrastructure
is well understood, and the security controls
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have been tuned to work under that load.
Many of the functions I routinely use at the
office can be accessed from outside of the
university network, but I first need to estab-
lish a virtual private network (VPN) tunnel
through a particular service managed by the
university. Now, each of the 10,000 or so aca-
demic and administrative staff in the univer-
sity will be depending on that service every
day to continue “business as usual as we can
make it If it fails to scale with the load, many
essential business functions will not be possi-
ble to do remotely, period, without changing
the security controls.

The Internet, in general, and security ser-
vices, in particular, are now being hit with
demands that will test their limits of scalabil-
ity. I believe that my home Internet service
provider is being affected. I have to reboot
the cable modem two to three times a day
to restore lost service, and the available

The Internet, in general, and security
services, in particular, are now
being hit with demands that will

test their limits of scalability.

bandwidth wildly varies between 10% and
150% of the capacity I'm paying for. My own
experience is just a microcosm of what’s going
on everywhere. The cybersecurity infrastruc-
ture will hold up to this new load, or it won't.
First indicators on this are not promising; a
colleague has heard from friends in Europe
that many commercial VPNs there are fail-
ing. By the time this editorial appears in print,
we’ll have a much better idea of how well
cybersecurity at the edge is able to hold up.
As the future unfolds, there will undoubt-
ably be breaches and attacks that are enabled
by the confusion. Controls might be loosened
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With greater dependency on the

public communication infrastructure,

organizations become more vulnerable

to distributed denial-of-service attacks.

to work around VPN scaling issues;
people will find ways to circum-
vent failing security controls when
those controls impede their abil-
ity to work. All of this will create
entry points and expose access and
information that otherwise would
have been protected. This is a prime
opportunity for phishing attacks
because more people are online and
anxious for news and are working
within new, unfamiliar workflows.
This makes it harder to recognize
abnormal requests or emails. Also,
with greater dependency on the
public communication infrastruc-
ture, organizations become more
vulnerable to distributed denial-of-
service attacks.

www.computer.org/security

We are in a Petri dish, involun-
tarily testing (among other
things) the scalability of cybersecu-
rity at the edge. We will learn les-
sons from this experience and how
to better secure this way of working,
We'll have to; working remotely will
be normal for many of us for quite
a while.m
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The IEEE Reliability Society (RS) is a technical society within the

IEEE, which is the world's leading professional association for the
advancement of technology. The RS is engaged in the engineering
disciplines of hardware, software, and human factors. Its focus on the
broad aspects of reliability allows the RS to be seen as the IEEE Specialty
Engineering organization. The |EEE Reliability Society is concerned
with attaining and sustaining these design attributes throughout

the total life cycle. The Reliability Society has the management,
resources, and administrative and technical structures to develop
and to provide technical information via publications, training,
conferences, and technical library (IEEE Xplore) data to its
members and the Specialty Engineering community. The IEEE
Reliability Society has 28 chapters and members in 60 countries
worldwide.

The Reliability Society is the IEEE professional society for
Reliability Engineering, along with other Specialty Engineering
disciplines. These disciplines are design engineering fields that apply
scientific knowledge so that their specific attributes are designed
into the system / product / device / process to assure that it will
perform its intended function for the required duration within
a given environment, including the ability to test and support it
throughout its total life cycle. This is accomplished concurrently
with other design disciplines by contributing to the planning
and selection of the system architecture, design implementation,
materials, processes, and components; followed by verifying
the selections made by thorough analysis and test and then
sustainment.

Visit the |EEE Reliability Society website as it is the gateway
to the many resources that the RS makes available to its members
and others interested in the broad aspects of Reliability and Specialty
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