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SMART CITIES
GUEST EDITORS’ INTRODUCTION

Requirements for Security, Privacy, and 
Trust in the Internet of Things

T he Internet of Things (IoT) has huge potential 
to push monitoring, computing, and commu-

nication deeply into the home, the workplace, medi-
cine, manufacturing, and critical infrastructure. This 
increased capability offers the hope that urban settings 
can be transformed in various ways through the inno-
vative deployment of IoT devices. Driven by a decline 
in the cost of sensors, many cities have adapted a plan 
to transition services toward being a fully smart city 
by implementing real-time data-driven management ser-
vices across urban systems, including efficiently manag-
ing water, energy, waste, policing, and transportation 
among other citywide services. Cities continue to 
attract new people and the United Nations (UN) esti-
mates that by 2030, more than 60% of the global 
population will live in large cities.1 With nearly 38 million 
people, Tokyo tops the UN’s ranking of most populous 
cities, followed by Delhi, Shanghai, Mexico City, São Paulo, 
and Mumbai. 

The consequences and challenges for such a vast 
increase in population on the city resources and ser-
vices are more than obvious. Because urbanization and 
digital developments must reinforce each other in any 
smart city plan, a huge amount of data will need to be 
shared, stored, and analyzed. Municipalities can use 
data to develop policies that make a city more efficient 
and sustainable as well as to make living in such cities as 
comfortable as possible. On the other hand, smart cit-
ies will run into several security and privacy problems 

if no proper safeguards are put into place. Figure 1 illus-
trates some of the possible security and privacy attacks 
on smart cities. The complexity of the smart city land-
scape has led many city governments and researchers to 
develop and adopt countermeasures to confront several 
of these attacks.2

In This Issue
The response to this theme issue’s call for papers was 
substantial—22 papers were submitted—and a rigorous 
review process led to the selection of the four  articles cho-
sen for inclusion in this issue of IEEE Security & Privacy
(four or five other submissions remain in the revise-and-
review process and may appear in later issues as regular 
feature articles).

The four articles together give a sense of the 
breadth of technology issues with smart cities. “Secu-
rity and Privacy in Internet of Things-Enabled Smart 
Cities: Challenges and Future Directions” focuses on 
the intersection of this emerging technology, with 
societal expectations that data and behavior will be 
confidential and private. The article highlights a num-
ber of research projects within the European Union 
that address the challenges of meeting those expec-
tations. “Security for Shared Electric and Automated 
Mobility Services in Smart Cities” recognizes the 
huge impact the IoT will have on transportation and 
the attendant cybersecurity challenges. Who among 
us will blithely use a self-driving vehicle if we perceive 
that our safety is at risk due to cyberinterference? This 
article considers a number of likely services enabled by 
the IoT and the security risks that attend them.
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Another article, “Privacy Regulations, Smart 
Roads, Blockchain, and Liability Insurance: Put-
ting Technologies to Work,” zeros in on the pri-
vacy issues that IoT-augmented road travel brings 
up, particularly in the context of European Gen-
eral Data Protection Regulation requirements. 
It discusses the role of insurance and insura n c e 
c o m p a n i e s  i n  manag ing  in f o r mation use and 
privacy protection. Finally, “A Self-Healing Mech-
anism for Internet of  Things Devices” considers 
the probability that smart city infrastructure will 
have to automatically defend itself against cyberat-
tack and discusses “self-healing” means designed to 
allow the infrastructure to detect, react, and recover 
from such attacks.

We thank the authors who submitted articles to 
this issue, the reviewers who helped guide us with 

our final selections, and the IEEE Security & Pri-
vacy editors—especially Associate Editor in Chief 
Terry Benzel—for their guidance and support dur-
ing the process. 
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Figure 1. Smart city security and privacy attacks. RPM: remote patient monitoring. 
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Message from IEEE S&P’s Outgoing Editor in Chief
The masthead in this issue of IEEE Security & Privacy lists Sean Peisert as editor in chief (EIC), as he assumed that 
role at the beginning of January, and the date on the cover is January/February 2021. He lays out his aspirations 
for the magazine in his debut “From the Editors” column and chronicles his long and impressive history with the 
magazine. That said, this issue was conceived, organized, and laid out as my last one as EIC.

During my tenure, IEEE Security & Privacy has won two awards, the APEX 2020 Award for Publication Excellence 
and an honorable mention at the 2020 Folio Eddie and Ozzie Awards, in recognition of the high quality of a par-
ticular theme issue. Although the board of IEEE Security & Privacy associate EICs surveys the landscape and recruits 
articles for particular themes, the awards were for the November/December 2019 issue, “GDPR at Year One: Enter 
the Designers and Engineers,” which, like this one, was proposed and managed by members of the readership and 
supported by the magazine’s staff and the IEEE Computer Society. The volunteer editorial staff comes and goes, but 
this approach persists and works. It’s been an honor to serve in the EIC role for the past three years, and I’m grateful 
for all the help I received at every step along the way. I am confident that I leave the helm of this magazine in good 
hands.—David M. Nicol
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