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 Biopharmaceutical production systems and processes are vulnerable to cyberattacks from sophisticated 
adversaries. Therefore, it is imperative to start building biopharmaceutical manufacturing systems that 
offer verifiable formalism and transform the current state of security across all production stages.

C OVID-19 has vividly underscored the vulner-
ability of global manufacturing operations and 

supply chains. Biopharmaceutical production systems 
and processes, in particular, have proved to be vulner-
able to cyberattacks from sophisticated adversaries. 
COVID-19 virus particles—like cyberadversaries—
are complex, nonlinear, and rapidly evolving. The risks 
across all critical infrastructure sectors are growing at a 
staggering pace, and biomanufacturing has critical con-
sequences for economies and national security impacts. 
Hence, there is a need for improved visibility and con-
trol to achieve robust cyber- and physical security in the 
coronavirus countermeasure production process that 
broadly translates to the future transformation of bio-
pharma manufacturing.

The U.S. bioeconomy is estimated at more than 5% 
of the country’s gross domestic product (US$950 bil-
lion), according to “Safeguarding the Bioeconomy,” a 
2020 report from the National Academy of Sciences, 
Engineering, and Medicine. The country’s supply chain 

as well as its reputation and revenue streams are at 
stake. Most importantly, the need to safeguard human 
lives requires us to protect and retain the integrity of 
our processing machines, production, and distribution 
workflows through the entire chain of custody. Cur-
rently, biopharma cybersecurity10, 12 is subject to the 
following:

■ Increasing threat volume: Adversaries continue to 
target the biopharma supply chain with increasing 
frequency and sophistication. Health care and manu-
facturing are the two largest sectors targeted by cyber-
attacks. Malevolent parties are continually evolving 
their tactics, techniques, and procedures. Stealth 
attacks, such as zero-day, polymorphic ransomware, 
side-channel, and adversarial artificial intelligence 
attacks, to name only a few, are very difficult to detect 
in time on modern IT and operational technology 
(OT) systems even with sophisticated monitoring.

■ Lack of security: Exacerbating the challenge is that 
the industry and its production systems are often 
vulnerable by design and operation, lacking secu-
rity, auditability, and verifiability. A historical focus 

Digital Object Identifier 10.1109/MSEC.2022.3160465
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on pharmaceutical quality led to the development of 
rigid processes that are inadequate in the digital age. 
Processes that ensured integrity in a paper notebook 
paradigm have become mortal vulnerabilities in an 
age of automation, shattering the trustworthiness 
of modern biopharmaceutical workflows. Systems 
were not designed with cybersecurity in mind and 
are now interconnected with more networks and 
critical control data.

 ■ Lack of security controls: Meaningful and verifiable 
security controls are inadequate in the biomanufac-
turing field: instruments are riddled with exploit-
able vulnerabilities, historical data integrity controls 
are easily circumvented, and existing verification and 
validation procedures (including paper backups) are 
difficult to verify and easy to manipulate.

 ■ Stochastic nature of living systems: The use of living 
systems in manufacturing applications is vulnerable 
to availability and integrity attacks as well as human 
error due to the stochastic nature of molecular reac-
tions and the potential for adverse deviations to arise 
in biological production processes. Improvements 
in explainability, availability, and integrity attesta-
tion are needed to shore up this critical component 
of biomanufacturing. These should be combined 
with agile and rapid supply chains and the produc-
tion of stable cell lines and other biological mediums 
needed for rapid response to pandemics and other 
biologic events.

 ■ No traceable integrity: Today’s reality is that the indus-
try cannot track, trace, and validate the integrity of the 
production life cycle with an acceptable level of assur-
ance. Moreover, regulatory guidance and compliance 
processes have not adapted to the digital era and, in 
fact, can cause major downtimes and further exacer-
bate cybersecurity attacks.

 ■ Conventional cybersecurity approaches are ineffective: 
Signature heuristics in intrusion detection systems 
and firewalls do not recognize patterns and malware 
(especially for stealth attacks), insider and supply 
chain exploits enable privileged access, and the aver-
age time to detect an adversary in IT systems with 
monitoring is about 280 days, which is 280 days too 
long. With critical biopharma manufacturing and 
associated OT systems, the problem is much worse. 
There is currently no monitoring or detection that is 
capable of protecting against sophisticated attacks.

The future state of biopharma cybersecurity needs 
to solve industry-relevant, advanced manufacturing 
challenges around cyberphysical simulation, analytics, 
optimization, and security; be pandemic-adaptive to 
the stochastic nature of biology and adverse molecu-
lar reactions; enhance industrial competitiveness and 

economic growth; and strengthen national security by 
developing next-generation defensive capabilities for 
the critical health-care and bioeconomy sector.

PURE Biomanufacturing
Securing manufacturing, and biomanufacturing in par-
ticular, must be a top priority. We face an opportunity 
for pervasive strategic overmatch via technology inno-
vation inserted into biomanufacturing systems. Supply 
chains need to be PURE: pandemic adaptive, including 
operational modes that accommodate pervasive physi-
cal (social) distancing and remote work; usable and 
accessible by authorized personnel (e.g., biochemists 
and engineers); resilient, agile, and able to withstand 
physical world challenges, such as pandemics, electrical 
grid failures, and cyberattacks; and economical so that 
resiliency and security are maintained at all levels of the 
supply chain, including small and medium-size manu-
facturers (see Figure 1). The first step is to undertake 
a nationwide effort to strengthen and diversify supply 
chains and manufacturing operations. We must vary 
and digitally integrate supply chains to make them more 
robust, resilient, and responsive. As summarized in For-
eign Policy,5 a report by Dun & Bradstreet estimates that 
51,000 companies around the world have one or more 
direct suppliers in Wuhan, China, and, globally, at least 
5 million companies have one or more tier 2 suppliers in 
the Wuhan region.9

A limited number of primary suppliers does not 
provide a sufficient level of resilience against acute 
events and concentrated global demand, as witnessed 
with masks, needles, and vials at the beginning of the 
COVID-19 pandemic. Instead, multiple trusted suppli-
ers, dispersed globally, should be cultivated to respond 
to emerging needs. Supply chains and their operations 
need to embrace the digital thread to meet more agile 
and responsive needs (i.e., a communication frame-
work that connects traditionally siloed elements in bio-
manufacturing processes and provides an integrated 
view of one asset throughout the production life cycle). 
This highlights the need to create innovation pipelines 
that can be quickly accelerated, decelerated, and repur-
posed in response to shifting national priorities. The 
result would be a flexible facility with built-in inno-
vation serving to propel U.S. manufacturers to global 
leadership.

It may be the case that we need to provide pharma-
ceutical stockpile and inventory diversity in new ways 
(together with the U.S. Strategic National Stockpile) 
and an orchestrated effort to develop guidelines that  
1) recognize necessary raw materials; 2) ascertain essen-
tial designs, templates, and data; 3) identify critical 
elements of physical infrastructure; 4) aggregate tech-
nical expertise and biomanufacturing capabilities that 
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can be deployed during emergencies; and 5) formally 
verify and red-team all digital infrastructure underpin-
ning coordinated responses at federal, state, and local 
levels (the “Case Study: Paracetamol Production Line” 
section illustrates how to formally model a produc-
tion line). This nationwide effort should also develop 
a plan for mobilizing stockpiles, inventories, and logis-
tics associated with quickly ramping up production. It 
must also consider the necessary elements, quantities, 
and modes of secure storage.

Data Integrity: Improve  
Biomanufacturing Data Integrity
The digital transformation driving biopharma manu-
facturing has unlocked incredible value to improve 
scale, the efficiency of production, drug discovery, and 
even the quality of products. However, there is a need 
to improve the integrity and availability of digital data, 
which are easy to manipulate, exfiltrate, and destroy. 
This is imperative, as quality underpins the manufac-
turing process, and various frameworks help guide data 
integrity to be attributable, legible, contemporaneous, 
original, and accurate (ALCOA), as defined under the 
ALCOA quality framework. Data integrity needs to be 

improved to help ensure that the digital transformation 
does not create new vulnerabilities that can be exploited 
intentionally and through human error in the unpredict-
able biological process. One recommendation to realize 
this goal is to make digital data in the biomanufacturing 
process self-intelligent, self-protective, and self-aware. 
One example in the applied space is demonstrated by 
Keyavi data, which apply advances in layered encryp-
tion to improve the dynamic, real-time governance of 
policies and rule sets that are encrypted and responsive 
through their chain of custody.

This will help improve the machine state integrity 
of bioreactors, enabling advances in data provenance 
and nonrepudiation through the manufacturing pro-
cess, which will advance the quality and integrity of data 
through the process life cycle. This will help prevent 
the spoofing of measurements at the sensor level and 
man-in-the-middle attacks that manipulate data in tran-
sit. Self-protecting data could help enforce the ALCOA 
framework in a more dynamic way during the manufac-
turing process by denying adversaries the use of infor-
mation by default, tracking and tracing data through the 
production life cycle via improved provenance and nonre-
pudiation. Finally, visibility in metadata from bioreactors 

Raw Materials

Build a digitally integrated and secure manufacturing
ecosystem.

Digital Ecosystem

Identify the technical expertise and manufacturing capabilities
needed to rapidly execute the scale-up of production
operations for critical manufactured goods.

Technical Expertise

Identify the critical facilities and machines needed for rapid
deployment, and inventory these in a federal digital
infrastructure capable of rapidly and securely connecting
original equipment manufacturers and suppliers.

Critical Facilities

Identify and digitally inventory designs, data, and templates
needed for rapid scale-up.

Digital Inventory

Identify, stockpile, and secure critical raw materials in a
nationally orchestrated infrastructure including
private companies.

Figure 1. PURE biomanufacturing ensures that resiliency and security are maintained at all levels of the supply chain, including small and 
medium manufacturers.



IE
EE P

ro
of

www.computer.org/security 5

will improve the fidelity of the biologic process by exam-
ining integrity during batch process characterization.

Raw Materials: Identify, Stockpile, and 
Secure Critical Equipment and Materials in a 
Nationally Orchestrated Infrastructure
It is economically and technologically disadvanta-
geous to stockpile finished products, especially if they 
are unused. Rather, we should establish the priorities 
necessary to respond to health disruptions. This effort 
should also provide recommendations to the legislative 
and executive branches of the federal government for 
critical raw materials and infrastructure. The federal 
government should direct the Office of the Assistant 
Secretary for Preparedness and Response to fund the 
creation and cybersecurity assessment of all the neces-
sary digital infrastructure for pandemic response. An 
emphasis should be placed on bolstering the resilience 
of biomanufacturing applications with more agile sup-
ply chains and the production of stable cell lines and 
other biological mediums needed for rapid responses 
to pandemics and other biologic events. Adaptable and 
resilient supply chains can be bolstered, in part, by add-
ing modularity that enables the swapping of produc-
tion organisms and cell lines within existing bioreactor 
infrastructure. This combines with the availability chal-
lenge to produce stable cell lines and manufacturing 
capacity to rapidly scale up and respond to biothreats 
on a commercial scale.

Digital Inventory: Identify and Digitally 
Inventory Designs, Data, and Templates 
Needed for Rapid Scale-Up
Digital designs that represent a complete product can 
be continually updated to incorporate innovations so 
that state-of-the-art systems and capabilities are imme-
diately deployable. These designs, data, and templates 
will need to be cybersecure to protect intellectual prop-
erty and must be tested and verified to satisfy U.S. reg-
ulatory standards well in advance of their deployment. 
Particular care must be paid to the portability of such 
infrastructure and data, as they will enable exponen-
tially greater iteration cycles in times of need. These 
data should include provisions to share success and 
failure yields for classes of products. More detailed data 
can also be retained in a cryptographically secure man-
ner, to be unsealed only when needed by the invoca-
tion of the Defense Production Act or a similar trigger. 
This would balance the need for IP production with the 
national interest. The resulting sharing of methods and 
detailed past batch results by cell line, backbone, target 
product, and product class, in all likelihood, would sig-
nificantly cut production times and boost yields across 
the industry.

Critical Facilities: Identify Critical Facilities 
and Machines for Rapid Deployment 
and Inventory Them in a Federal Digital 
Infrastructure
A federated approach should produce recommenda-
tions for the type and number of critical facilities and 
machines that are needed to quickly ramp up auto-
mated production. Inventorying this infrastructure 
ensures that we know where the necessary assets are 
located and how we can aggregate them for maximum 
efficiency. Furthermore, these facilities must be tested 
on a regular basis to verify their ability to produce the 
necessary materials with the requisite quality. Such tests 
must be conducted end to end for a variety of products 
and key backbones for rapid pandemic responses. This 
approach would help identify which facilities have the 
best knowledge and processes to scale up a variety of 
prophylactic countermeasures.

An alternative would employ a market-driven sup-
ply chain network that self-organizes and automati-
cally generates manufacturing plans that the involved 
parties agree on. This is particularly important when 
considering single- and multigovernment coordina-
tion in response to a pandemic-level threat. In indus-
try, this could be successfully done for precompetitive 
components of a system that are considered common 
burdens. For example, it is conceivable that companies, 
which otherwise compete on products, have an inter-
est in identifying and improving the sources of fault in 
a resin or single-use bag. This is an acute problem due 
to the centralization, brittleness, and complexity of the 
biomanufacturing supply chain.

Technical Expertise: Identify the Technical 
Expertise and Manufacturing Capabilities 
Needed to Rapidly Scale Up Production
These assets are inventoried in the same centralized 
digital infrastructure along with facilities and machines 
and can be aggregated and mobilized for maximum 
efficiency. In essence, we need to create flexible facto-
ries coupled with nationally inventoried raw materials, 
digital designs, infrastructure, and expertise that can 
be rapidly deployed and activated on demand. This 
digital infrastructure will also help the coordination of 
several facilities and, in particular, their interdependent 
scheduling for the performance of several key steps, 
such as scale-up, downstream processing, and fill–fin-
ish operations.

Digital Ecosystem: Build a Digitally Integrated 
and Secure Manufacturing Ecosystem
Companies scrambling to produce and distribute vac-
cines during the COVID-19 pandemic highlighted the 
need for a digitally integrated manufacturing ecosystem. 
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For instance, automotive companies made valiant 
attempts to change their production lines from cars to 
respirators. This is not unlike efforts during World War 
II, when car factories churned out bombers. However, 
biomanufacturing factories must be able to pivot their 
operations in a few days or weeks at most, rather than 
months or years.

While digital automation has optimized the visibil-
ity and control of industrial production processes, it has 
also introduced vulnerabilities. Digital systems that sup-
port the bioeconomy are susceptible to theft,3 manipu-
lation,2 and disruption.1 The critical step in securing 
the bioeconomy’s workflows and supply chains is an 
improved ability to monitor operations and establish 
trustworthy and attested signals of baseline operation. 
Absent that capability, the biopharma manufactur-
ing workflows that underpin the U.S. bioeconomy will 
remain vulnerable to attack, disruption, and manipula-
tion and impossible to trust.

There are two critical factors to accelerate future vac-
cine production. First, the components that are needed 
must be sourced from a diversified and resilient supply 
chain with a reduced dependence on one country, such 
as China. That supply chain must be able to take the dig-
ital designs of the various components and scale up pro-
duction to meet demand across multiple and potentially 
competing commercial performers. Second, a location 
must be ready to receive components, assemble them, 
and test and validate final products. When a vaccine 
shipped, for instance, it would have a “digital passport” 
certifying that every component was made to specifica-
tion and that it was produced to meet all required stan-
dards. Every artifact in the passport would be associated 
with an agent (e.g., a machine or user) as well as a record 
of its creation and subsequent operations on it, includ-
ing the embodied energy.

All passports would be signed by agents at cre-
ation. The indexed manufacturing data would enable 
per-product verification and validation. Furthermore, 
a cyberphysical ledger infrastructure for the entire sup-
ply chain network would be employed to record the 
presence of operations on every artifact and maintain 
its “passport” validity. Based on the ledger’s records, 
advanced equipment and product management func-
tions could be developed (e.g., counterfeit detection, 
product recalls, and supply chain rerouting for energy 
efficiency) using privacy-preserving capabilities. We 
would then have a supply chain and manufacturing pro-
cess that was “rooted in trust” and technically auditable 
in a tamperproof or cryptographically tamper-evident 
manner. The challenge to creating such an architec-
ture, though, remains the ability to instrument the sup-
ply chain network while ensuring security guarantees 
across the full processes.

Expounding on this example, it is not necessary 
to have a large stockpile of respirators stored in ware-
houses and ready for distribution. The storage of com-
plex products such as these is costly; respirators degrade 
over time and become outdated. Rather, manufacturers 
must rapidly produce new machines when needed and 
ship them without delay. For components that can be 
readily made, one might simply stockpile the tooling. 
For example, molds for polymer parts could be stock-
piled. When the parts are needed, the molds could be 
rapidly used. Taking this concept one step further, the 
designs of the molds could be digitally stockpiled so 
that the forms could be rapidly manufactured via tradi-
tional processes and next-generation technologies, such 
as 3D printing (additive manufacturing).

Ultimately, parts that lend themselves to digital 
inventorying will be stored in a cyberwarehouse, and 
those that are not easily and rapidly manufactured will 
be stockpiled. Examples of parts that could be digitally 
inventoried are the specialized connectors used in a 
respirator, whereas components such as motors might 
be physically stockpiled. Over time, as manufacturing 
technology advances, even more complex components, 
such as motors and elements of motors, might be digi-
tally inventoried. However, we must dedicate the neces-
sary resources to prepare adequately for these scenarios, 
which includes the creation of digital warehouses and 
their cyberverification ahead of the next pandemic.

Pursue Manufacturing Innovation  
With Security Guarantees
To enable innovation and competitiveness in advanced 
biomanufacturing and protect U.S. innovations and 
assets, we must secure supply chains and manufactur-
ing operations. A pandemic-adaptive biomanufacturing 
architecture is necessary to support the orchestration of 
individual manufacturing automation systems so that 
local PURE production standards are practiced. Parts 
must be genuine and certified to precise specifications. 
Equally critical is protecting manufacturing facilities 
from cyberattacks that could threaten—and have ham-
pered—production capabilities. Any of these scenarios 
could prove disastrous by harming people and curbing 
the country’s ability to respond to an emergency.

This PURE architecture must introduce sound cryp-
tographic techniques to transform the physical identi-
ties of parts and products into robust digital passports. 
With the advent of digital, machine, and expertise 
inventories, we can create, upgrade, and sustain flexible 
factory operations to efficiently, effectively, and rapidly 
scale up production. Thus, a PURE digital manufactur-
ing architecture enables pandemic-adaptive, resilient, 
and trusted supply chains. It is important that vaccines 
developed by our researchers be reliably scaled up to 
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hundreds of millions and even billions of doses. Every 
vaccine must be genuine, produced to an exact formula, 
and free of tampering (the “Case Study: Paracetamol 
Production Line” section illustrates the complexity of 
formal modeling to prevent attacks). In today’s biose-
curity environment, vaccine production facilities must 
adopt a well-conceived digital architecture to become 
secure, more efficient, flexible, and resilient. Their sur-
vival and the health security of the nation depend on it.

Creating and maintaining physical, digital, and work-
flow expertise enables distributed modular manufactur-
ing and quick pivots on the factory floor in response to 
pandemics. Performing instantiations of these processes 
enables analysis of the tradeoffs between granularity 
for stockpiling and production cycle time and lays the 
foundation for more distributed and resilient produc-
tion capacity. By inventorying the basic building blocks 
for physical and digital elements, we construct the basis 
for a root of trust in the physical and cyber worlds. 
Thinking beyond the single instantiation model, this 
integrated facility approach creates a pathway to spin 
up new products. The secure digital monitoring of the 
supply chain provides the ability to reprogram every-
thing and adapt the granularity to the current state of 
the entire supply chain network within hours. We are 
securely “automating the automation.”

PURE must leverage advances in digital twin tech-
nology that significantly improve data collection, inte-
gration, and analysis of advanced manufacturing in 
other sectors for diagnostics (failure analysis) and prog-
nostics (predictive analysis) to ensure that all faults are 
handled in an acceptable manner. If these emerging 
concepts are successfully extended to the biophysical–
cyber domain, they would permit biopharma manu-
facturing to rapidly detect and address issues in an 
otherwise insecure ecosystem that is currently a tran-
sitional mix of legacy and futuristic technologies. This 
will translate into improved competitiveness and resil-
ience for U.S. biopharmaceutical manufacturing, which 
is complex, stochastic, and vulnerable to cyberattacks 
from multiple nation–state adversaries.

Like other domains, biopharma manufacturing does 
not exist in an isolated sector. Manufacturing is inher-
ently a cross-sector, multidisciplinary area and requires 
integrated and robust security across a factory’s digi-
tal automation, supply chain, and quality checks. This 
is also true of the integrity of the full “digital thread” 
of information, from disease sequencing, therapeutic 
concepts, and biologic design to pharmaceutical pro-
duction and the logistics of packaging and distribution. 
To achieve resilience in today’s cyberthreat landscape, 
security solutions must limit their attack volume, 
defined as the external attack surface area × internal sup-
ply chain/latent vulnerabilities, across an increasingly 

interconnected ecosystem of sectors and cyberphysical 
domains. Vulnerabilities are central to the challenges of 
information cybersecurity as well as cyberphysical pro-
cess security, where complex external attack surfaces are 
combined with internal cyberphysical process vulner-
abilities (known, latent, and supply chain inserts) with 
high-impact physical consequences.

Nullifying vulnerabilities early in the digital life 
cycle is the foundational component of preventing suc-
cessful attacks as we deploy new technologies, even 
new security (and prognostics) technologies, such as 
digital twins. The PURE architecture is intelligent in 
self-monitoring and learning about past and ongo-
ing operations, supplies, and demands; predicting 
and raising alarms about “the unexpected” (e.g., sup-
ply shortages, quality degradation, and manipulation); 
and proactively proposing supply chain repurposing/
rerouting plans that minimize cyber, physical, and eco-
nomical risks and disruptions.

Case Study: Paracetamol Production Line
We use the production of paracetamol7, 14 as an exam-
ple drug manufacturing workflow. Any cyberphysical 
attack that leads to an alteration in the production pro-
cess becomes a safety concern. However, by formalizing 
the production model, we can verify the correctness of 
the process. We note that the case study does not reflect 
all aspects in the PURE biomanufacturing architecture; 
it focuses only on the production stage and benefits of 
correctness verification of the manufacturing process.

Modeling the Paracetamol Production Line
Paracetamol-d4,7 with a molecular structure of 
C8H9NO2, also known as acetaminophen (and sold under 
the brand names Tylenol and Panadol), is a common 
medication used to treat fevers and mild-to-moderate 
pain. Globally, it is one of the most commonly pro-
duced generic drugs. Its workflow is common among 
facilities in many countries, and it is governed by Code 
of Federal Regulations 12.221,6 which specifies man-
dated and recommended safety precautions, including 
procedures to be followed by personnel managing the 
production line. All biopharma producers have to sat-
isfy the federal mandate and any other subject-specific 
recommendations and industry standards. We now for-
malize the common workflow for paracetamol—also 
graphically described in Sharma et al.15 and verbally in 
Ajala et al.4—using Yet Another Workflow Language 
(YAWL),8 an executable workflow language and execu-
tion environment. We also need a formalized workflow 
to describe the quantities of chemicals used in the pro-
duction steps, as shown in Table 1.

The top-level workflow, given in Figure 2, describes 
the main stages (starting at the left and flowing to the 
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right), consisting of ingredient loading, sieving, dry 
mixing, wet mixing, drying, drying testing, sifting and 
milling, lubrication, compression, and blister packing. 
As an executable workflow engine, YAWL has its own 
artifacts, such as the green arrow at the leftmost posi-
tion, to enable the process to start executing, and the red 
square at right, ending or handing over control to a call-
ing workflow. The tall vertical line shows many inputs; 
some are human, through a controller application pro-
gramming interface, while others are input chemicals, 
including dicalcium phosphate, sodium starch glyco-
late, croscarmellose sodium, fumed silica, purified tal-
cum, starch, and magnesium stearate. The plant also 
needs steam-purified water and steam for later stages.

First, calcium phosphate, croscarmellose sodium, 
sodium starch glycolate, starch, purified talcum, fumed 
silica, dicalcium phosphate, and magnesium stearate 
are loaded into a ready mixer granulator and stirred 
for 5 min. The output is dry mixed for a few minutes, 
and then the binder is added and blended for 2 to  
3 min. In the next process, steam is used to dry the wet 
granules for about 10 min. A loss-on-drying (LOD) 
test is conducted with moisture balancing at 105° C 
to ascertain that the LOD is within a limit of not more 
than 2–2.5%. The dried granules are passed through a 

sifter-cum-multimill using a sieve and 2-mm screen and 
collected in double-lined poly bags. This is followed 
by adding sifted lubricants obtained from earlier steps 
and blending for 10 min. Lubricants are added in the 
cage blender, and the mix is further stirred for 5 min. 
The granules are unloaded into double-polythene-lined 
drums or intermediate process containers and labeled. 
The next step is compression and packing using alumi-
num and polyvinyl chloride (PVC) sheets. Every stage 
of the process has quality requirements as well as fault 
handling and estimated energy consumption metrics 
that are not present in Figure 2. A summary of the man-
ufacturing processes is in Table 1.

Here are details of four subworkflows of the pro-
cesses in Figures 2 and 3. The process of creating the 
binder is provided in Figure 3, which is the main sub-
workflow of the paracetamol production pipeline. It 
starts by heating demineralized water to 80º F to mix 
starch2, then sent to a container for stirring. Separately, 
heated demineralized water is used to make a combina-
tion of methylparaben sodium, polyvinyl chloride K-30, 
and propylparaben sodium. This product is sent to the 
container with starch2 and made into a slurry, cooked 
for 5 min, and cooled to create the binder that is fed into 
the wet mixing process of the main workflow.

Binder
Preparation

Paracetamol
API

Dicalcium
Phosphate

Sodium Starch
Glycolate

Cross
Carmellose Sodium

Fumed Silica

Purified
Talcum

Starch

Magnesium
Stearate

Steam
Generation

Process

Ingredients
Loading

Sieving Dry
Mixing

Wet
Mixing

Drying Drying
Test

Sifting/
Miling

Lubrication Compression Blister
Packing

Error Process

Figure 2. The high-level paracetamol production workflow. API: application programming interface.
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The auxiliary workflows of producing soft water 
and demineralized water are in Figure 4(a) and (b).  
Figure 4(c) and (d) illustrate the steam generation  
process and final blister packing process. Blister pro-
cessing is done using one compression tablet-making 

machine that is supplied with compressed paracetamol, 
aluminum foil, and PVC sheets. The machine com-
presses the tablets by using two plates: the top one com-
presses the material into the shape of a tablet, and the 
bottom one pushes the tablets into a container/bottle.

Starch2 Starch Mixing

Demineralized Water
Preparation

Demineralized
 Water Heating

Propyl
Paraben
Sodium

Methyl
Paraven
Sodium

Polyvinylpyrrolidone
K-30

Solution
Making

Starch
Slurry

Preparation

Starch Slurry
Cooking

Cooked Starch
Slurry Cooling

Binder
Solution

Figure 3. The paracetamol binder production workflow.

Table 1. The paracetamol production steps and quantities.

Name Material Amount Condition Process

Powder mixture 
preparation

Paracetamol 
powder and Avecell, 
Emcompress or 
pregelatanized starch

Batches of 60-g 
paracetamol 
to others

Ratio of 1:1.5 Mix excipients Store in 
airtight containers

Dry mixing 500-mg paracetamol 
powder, lactose 10%, 
and starch 5%

100 g each 5 min in a mixer Dry mix

Wet mixing Dry-mixed binder 
solution

As needed A 4% concentration Moisten

Sieving Wet masses 1,400-μM mesh Sieve  
18 h at  60 Cº

Pass through dry sieve in 
hot-air oven for 18 h at 
60 Cº

Resieving Dried mass from 
sieve

1,000-μM mesh Granulate finer

Tablet 
preparation

Output from dry 
sieving

500–1,000-μM granule 
size

Output granules

Compressing 
powder 

Powder from dry 
sieve

Lubricate with 10% 
dispersion of magnesium 
stearate in acetone 
Compress for 30 s

Flat-face punch to 10.5 
mm and compress for 30 s, 
in loads of 0.25, 0.5, 0.75, 1, 
and 1.25 metric tons

Storing tablets Eject after 
compression

Stored over silica gell  
for 24 h 

Allow for hardening and 
elastic recovery
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Many quality metrics must be batch checked after 
every process, such as the size, solubility, and hardness 
of the tablets. If the samples chosen from a batch do 
not satisfy the quality check, the whole lot is discarded. 

Furthermore, if any handler is found to violate hygiene 
requirements, the whole batch (including the binders) is 
discarded. Some of the quality attributes are listed in the 
following:4

Chlorine

Water
(Ground Water)

Sodium
Pyrosulphite

Sodium
Hypochlorite

Sodium
Chloride

Demineralized
Water Preparation

Demineralized
Water

Sodium
Hexametaphospate

Sodium
Chloride

Chlorine

Sodium
Hexametaphosphate

Sodium
Pyrosulphite

Water
(Ground Water)

Sodium
Hypochlorite

Soft Water
Production

Soft Water

(a)

(b)

Figure 4. The auxiliary workflows: (a) demineralized water production, (b) soft water production, (continued).
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Chlorine

Water
(Ground Water)

Sodium
Pyrosulphit

Sodium
Hypochlorite

Diesel

Soft Water Production

Steam
Generation

Generated
Stream

Calcium
Carbonate

Sodium
Chloride

Sodium
Hexametaphosphate

Blister Packing Final Product

Aluminum
Foil

Compressed
Paracetamol

PVC Sheet

(c)

(d)

Figure 4. (continued) (c) steam generation, and (d) blister packing.

 ■ Compressional/granule properties:
° Density tests: Evaluation of paracetamol: 1) pour 

30-g granules through a short-stemmed glass 
funnel into a 100-ml graduated cylinder, and 2) 
read the volume occupied by the granules and 
compute the bulk density (Bt) in grams per mil-
liliter. To evaluate paracetamol granules and 
paracetamol powder tapped densities, tap the cyl-
inder containing the granules two times from a 
height of 2 cm and compute the density in grams 
per milliliter.

° Angle of repose: Take 20 g of granules made using 
different excipients, and flow them through a funnel 

from a particular height to form a conical heap on a 
horizontal surface. As the heap is formed, the par-
ticles slip and roll over one another until the mutual 
friction among them just balances the gravitational 
force. The angle of the heap against the horizontal 
surface is the angle of repose, and it is determined 
by the formula / .tan h ri =

° Carr’s index: The percentage compressibility is cal-
culated from the difference between the tapped 
density (Dt) and Bt divided by the Dt; the ratio is 
expressed as a percentage.

° Hausner’s index: Hausner’s ratio (HR) is compares 
the Dt and Bt: HR = Dt/Bt.
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 ■ Mechanical properties of tablets:
° Crushing strength: The load required to diametrically 

break every tablet should be determined at room 
temperature and using a tablet hardness tester.

° Friability: The friability of the tablets should be 
determined using a friabilator operated at 25 r/min 
for 4 min. These two parameters should be used to 
find the crushing-strength-to-friability ratio.

 ■ Drug release properties:
° Disintegration time: The disintegration time of the 

tablets should be determined, and the percentage 
of paracetamol released at each time needs to be 
calculated.

Safety and Security Concerns
The paracetamol case study shows numerous aspects 
of safety and cybersecurity issues. The first is that any 
exploitable vulnerabilities and faults in the production 
equipment (i.e., the tablet production machine) can result 
in pills that do not satisfy compressibility, friability, and 
disintegration times and thereby have a different Carr’s 
or Hausner’s index. During the testing phase, a prechosen 
number of samples that fail the test results in the rejec-
tion of an entire batch, and if a predetermined number of 
successive batches fail, the quality tests require produc-
tion to stop. Rejected samples should be safely destroyed, 
as they should not enter the marketplace through illicit 
means; the use of defective product can result in adverse 
medical conditions. Similarly, any attack and fault in the 
demineralized water production workflow will cause 
lower-quality results, which may be even more difficult 
to detect through friability and compressibility tests and 
may lead to recalls of large numbers of products.

Many aspects of our paracetamol analysis can be 
applied to other biopharma product lines and espe-
cially at the interface of IT and OT systems. Although 
essential, this interface tends to create attack path-
ways from one side to the other. Since most IT sys-
tems are exploited for profit, using these pathways 
can lead to inferior, ineffective, and harmful pharma-
ceutical products going to market despite strict qual-
ity control. In addition, many manufacturers ship 
partially constructed products among facilities, under 
strict environmental conditions. For example, for vac-
cine manufacturing, some components are frozen and 
shipped from one plant to another. Any interference 
with the logistics may cause a freezer temperature to 
exceed its threshold. Furthermore, some vaccines need 
to be used within a limited time after production; alter-
ing the production time stamp can make these ineffec-
tive, according to strict guidelines.

The formalized workflow is common among 
the paracetamol production descriptions we could 
find. Hence, the workflow is portable among the 

medication’s manufacturing lines. Thus, at the pro-
cess level, failures and cascading failures are the same, 
but at the workflow engine implementation level, 
they could depend on software, hardware, an under-
lying operating system, and networks with different 
vulnerabilities and failures. The implementation of 
the workflow management process and the equip-
ment used to execute each step could be different. For 
example, factories could use various brands of centri-
fuges and water purification systems with changing 
vulnerabilities and failures that could arise from indi-
vidual machines. The value of this kind of analysis is 
that it shows process-level dependencies. Therefore, 
if additional failures and faults arise from an individ-
ual machine or implementation platform, one could 
use the process flow dependencies to ascertain their 
cascading effects and boundaries.

Verification and Validation
One of the solutions we are advancing in our work is 
to formally model federal regulations and drug-specific 
recommendations as logical statements and verify that 
the formally modeled workflow and tests ensure that the 
guidelines are satisfied. One of the important aspects 
we focus on, but is missing in previous work, such as 
Hazzazi et al.11 and Mirasol,13 is the dependency on 
sampling-based acceptance criteria for production 
batches. Validation requires carefully contrasting a model 
against actual production lines to capture the workflow 
accurately. This will lead to security guarantees for pro-
duction lines, and combined with digitally integrated 
inventory, it will provide an ability to verify the end-to-
end manufacturing process in a PURE architecture.

T his article raised awareness of the need to (re)
build secure biopharma supply chains that are 

pandemic adaptive and enable advanced and rapid 
biopharmaceutical manufacturing. Establishing PURE 
biomanufacturing requires a coordinated approach 
that includes universities, national laboratories, private 
companies, entities such as the National Center for 
Manufacturing Sciences, and manufacturing innovation 
institutes. A federally orchestrated response is immedi-
ately needed to strengthen U.S. biomanufacturers. 
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Risks across all critical infrastructure 
sectors are growing at a staggering pace, 

and biomanufacturing has critical 
consequences for economies and 

national security impacts.

The need to safeguard human lives 
requires us to protect and retain the 
integrity of our processing machines, 

production, and distribution 
workflows.

Exacerbating the challenge is that the 
industry and its production systems are 

often vulnerable by design and operation, 
lacking security, auditability, and 

verifiability.

Biopharmaceutical production systems 
and processes, in particular, have proved 

to be vulnerable to cyberattacks from 
sophisticated adversaries.
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Today’s reality is that the industry cannot 
track, trace, and validate the integrity of 

the production life cycle with an 
acceptable level of assurance.

The average time to detect an adversary 
in IT systems with monitoring is about 
280 days, which is 280 days too long.


