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In 2040, Our Reality, Inc. asked one of its junior lawyers to rewrite its privacy policy. Unfortunately, it was 
late on a Friday evening, and the lawyer wanted to be elsewhere…

W elcome to Our Reality (the 
“Platform”). The Platform 

is provided by Our Reality, Inc. 
(“we,” “us,” “Our Reality”). The Plat-
form includes our head-mounted 
Goggles—the device you wear over 
your eyes that lets you see virtual 
objects in the physical world—and 
our cloud servers.

At Our Reality, Inc., we care 
deeply about your privacy. This Pri-
vacy Policy covers your experience 
as you use the Platform.

Don’t laugh!
We do care about your privacy.
That does not mean that we don’t 

violate your privacy expectations left and 
right. We just care about your privacy 
while we do so.

Note to self: Remove all italics in the 
next pass.

Information That the 
Platform Collects
The Platform collects

 ■ information you provide when 
you create your account

 ■ information about and from you 
as you use the Platform.

At this point, you should realize that 
this is a same-old, same-old, ho-hum 

boilerplate. It is just like the bazillions 
of other privacy policies you have pre-
viously ignored. I’m going to get bored 
writing yet another version of this Policy. 
You’re going to get bored reading this 
Policy. So why don’t you save yourself 
some time and stop reading? If I could, I 
would save myself time and stop writing. 
But, you know, I am paid to write this. I 
don’t have a choice.

Actually, why are you even reading 
this Privacy Policy?

Did you click on this link by accident?
The Platform is popular. Everyone 

wants it. You almost certainly want it. 
And you must agree to our Privacy Policy 
to use it. So, really, it doesn’t matter what 
I write here, to me or to you. I could write, 
“The Platform collects your deepest, 
innermost secrets,” and you’d still accept 
this Privacy Policy (actually, we do, but 
I’m not supposed to say that…).

Information Collected 
When You Create Your 
Account
Central wants me to rewrite our Privacy 
Policy to make it more consumer friendly. 
I know, friendly for the consumers who 
never read it. You are the exception.

But fine, I’ll write this section too. 
Central didn’t tell me that I couldn’t have 
fun while I do so . I’m sure they’ll 
make me edit it again. But it’s Friday 
afternoon. I’d rather kick the soccer ball 
outside with Tilly now that she’s home 

from school. She turns 10 tomorrow. I’ll 
quietly quit working on this as soon as I 
am allowed—5 p.m., and no later.

I will make the list of what we collect 
super long and boring so that your eyes 
glaze over as you skim. You are getting 
sleepy … sleepy … sleepy.

The information we collect at 
account creation includes but is not 
limited to: your name, pronouns, 
and e-mail address. (See Table 1.)  

Uh-oh, I just realized that—even 
with glazed-over eyes—you might 
have noticed some words you don’t 
like. Yes, we truly need all of the infor-
mation in Table 1 to achieve our busi-
ness objectives and provide you with 
the experience you want. No, I’m not 
going to engage in a conversation 
about whether we should shift our 
business objectives such that we don’t 
need this information. Nor am I going 
to engage in a conversation about 
what experience you want. We need 
this information.

We need your driver’s license photo 
to know who you are. We need to know 
who you are—and have a 3D scan of 
your body—to prevent you from cre-
ating fake accounts, obviously, and to 
make your avatar look like you. No, 
people needn’t be able to use our system 
anonymously. As a professional, with 
a solid background in logic, reason-
ing, and math, I have proof that peo-
ple don’t need anonymous accounts. 
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My proof? We have plenty of users—
millions upon millions—who have 
already uploaded photos of their driv-
er’s licenses.

Gender and race? Actually, that’s 
not strictly needed by our company. 
However, the Platform was built using 
a third-party library that collects that 
information, and it’s easiest for us to keep 
using that library. So, yes, we need it.

Handles on third-party social media 
accounts and contact lists? Every-
one likes to share their social media 
accounts. That is the raison d’être for 
having a social media account—to 

share it with others and gain more follow-
ers. Think of us as a superbig corporate 
follower. We will “follow” your every inti-
mate detail; learn from all of your social 
media posts; and use that information 
to customize your Platform experience. 
Your customized experience will delight 
you with “personalized virtual content” 
that will make you love the Platform even 
more. (Obviously, by “personalized vir-
tual content,” I mean targeted advertise-
ments and promotions. The Marketing 
Department tells us that “personalized 
virtual content” and “personalized vir-
tual experience” sound better.)

Information Collected 
During Platform Use
Hehe,  let me create another long and 
boring list for you to ignore.

As you use the Platform, our 
head-mounted display collects infor-
mation about and from you. This 
information includes but is not lim-
ited to: your location, head position, 
and facial expression. (See Table 2.)

Now, if you know anything about 
mixed-reality head-mounted display 
technologies, you know that we need 
the information in Table 2. All of our 
competitors need that information, too.  

Welcome to the Latest “Off by One” Column 

The Our Reality Privacy Policy” 
story parodies the content and 

utility of website privacy policies. 
Because the literature on privacy 
policies is so vast, it is a challenge to 
identify only a few references to offer 
readers interested in learning more. 
In Aleecia M. McDonald and Lorrie 
Faith Cranor’s classic 2008 article, the 
authors estimated that it would take U.S. users on 
average more than 180 h annually to read the pri-
vacy policies of all of the websites they encounter.S1 
Even if users read the privacy policies, in their 2021 
article, Jenny Tang et al. found that technical terms 
are broadly misunderstood.S2 Although the privacy 
policy in this story uses natural language, there has 
been significant research on other approaches for 
presenting privacy policies. Victor Morel and Raúl 
Pardo’s 2020 article, “SoK: Three Facets of Privacy 
Policies,” systematically explores different ap-
proaches.S3

“The Our Reality Privacy Policy” features a privacy 
policy for the company “Our Reality”—a fictitious 
future metaverse and mixed-reality company. The 
Our Reality technology is also featured in my novella 
by the same name,S4 the short story “The Glowing 
Bonsai and The Kintsugi Pot,”S5 and several forthcom-
ing works. In addition to parodying privacy policies, 
this article highlights several security and privacy 
challenges that metaverse and mixed-reality technol-
ogy manufacturers must consider. For an introduc-

tion to security and privacy issues with 
metaverse and mixed-reality systems, 
readers might be interested in our 2014 
article (with Franziska Roesner and Da-
vid Molnar)S6 and our 2022 reflection 
on 10 years of research in the field (with 
Franziska Roesner).S7

—Tadayoshi Kohno
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To the 1% of the 1% of the 1% of users 
who are still reading, the next section 
of the Privacy Policy tells you all of 

the friendly, innocuous reasons why 
we need this information. Just keep 
in mind: we care deeply about your 

privacy. And we make a cool Plat-
form—our Goggles—that you want 
to use.

How We Use Your 
Information
The Platform uses the information 
that it collects (see previously) in 
the following ways:

 ■ It renders virtual content (audio 
and video) in the physical world 
while you are using the Plat-
form, that is, while you are wear-
ing our Goggles. This is possible 
only because our Goggles have out-
ward-facing cameras.

 ■ It enables your interaction with 
virtual objects while wearing our 
Goggles; for example, you can 
touch, move, resize, delete, and 
activate virtual objects, along with 
performing more advanced fea-
tures depending on the applica-
tion. Clearly, the Platform needs 
your hand and finger information to 
enable such interactions. And your 
feet information, too, for any virtual 
soccer app that you might install.

 ■ The Platform warns you if 
you are at risk of not seeing a 
physical-world hazard. Goggles 
can detect oncoming cars using built-in 
outward-facing cameras. By tracking 
your eyes, they can determine if you 
are gazing away and alert you to any 
approaching object’s presence.

 ■ It makes meetings with long- 
forgotten friends less awkward. 
Suppose you see a vaguely famil-
iar-looking avatar approach you 
while you are at a physical-world 
grocery store. By sharing your 
social media account information 
with us, the Platform can deter-
mine if this avatar belongs to one 
of your known friends or follow-
ers. Your Goggles will then dis-
play relevant information to you 
about this friend. Never again are 
you at risk of awkwardly saying , 
“Do I know you?” and having 
them respond, “Yes, we dated in 
high school.”

Table 1. Example information collected by the Platform  
at account creation.

• Name

• Pronouns

• E-mail address

• Phone number

• Contact list

• Handles on third-party social media platforms

• Age

• Gender

• Race

• Mailing address

• Preferred language

• Driver’s license or passport number

• Driver’s license or passport photo

• Body shape and movement (3D body scan while walking)

• Voice (audio voice sample)

• Credit card number

• Answers to account recovery questions

Table 2. Example information collected during Platform use.

• Your location

• Your limb, hand, and finger positions

• Your head position

• Your facial expression

• Your voice

• Your eye measurements

• Images of your environment

• Sounds in your environment

• The Our Reality applications that you are running

• Any messages that you send or receive
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There, look at all of the valuable fea-
tures the Platform provides. We need the 
information that I listed previously to 
enable these features. And remember, we 
care deeply about your privacy.

Now, please don’t ask me what else 
we can do with that information. My job 
was to write the Privacy Policy, not scare 
you away.

I’m not going to say that the informa-
tion we collect reveals to us exactly what 
you ate for breakfast and how frequently 
you go to the bathroom.

Maybe I’ll tell you that we use infor-
mation about your eye to determine if 
you are sleepy and advise you to stop 
driving or take a break from e-mail.

But I’m not going to tell you that 
we—or a third-party app—could use 
measurements of your eye to determine 
your level of arousal. Sure, all metaverse 
dating apps use that information. It’s just 
not at the level of detail that you need  
to know.

And, why, yes, we might use informa-
tion that we collect about you (from the 
camera, from your eye, from your hands) 
to send you customized, targeted ads. 
Sorry, Marketing Department, I mean, 
“personalized virtual content.” The Plat-
form might detect that you spent 45 sec-
onds looking at your friend’s shirt and 
then send you an ad for that same shirt, 
maybe a few days later so as not to creep  
you out.

I could tell you all of these things.
But I know you want to use the Plat-

form. So why bore you with extraneous 
information when you don’t really have 
a choice?

Who We Share Your  
Data With
The Platform shares information that 
it collects about you with

 ■ our corporate partners
 ■ governments, when legally required 

to do so.

There, done with the Privacy Policy! 
And good timing, too. It’s almost 5 p.m. I 
want to play soccer with Tilly.

I know I should elaborate on 
who our corporate partners are. But 
the truth is, I actually don’t know 
all of them. And even if I knew who 
today’s partners are, we constantly 
add new ones.

I’ll read through this draft again on 
Monday and, heh, will probably have 
to edit a lot.

Whoa, weird … thinking aloud 
here … I just got an ad in my Gog-
gles for “Junior Goggles: Goggles for 
kids 10 and up.” Not surprising that 
an advertising widget figured out that 
Tilly turns 10 tomorrow. But, seri-
ously, I do not want Tilly to wear Gog-
gles, Junior or otherwise. She’s only nine  
(10 tomorrow).

How is it that no one in this com-
pany told me about Junior Goggles? 
Am I that low in the legal department 
hierarchy? Are Junior Goggles from 
a different division? Or a subsidiary? 
I would have had something to say 
about them! Children need the ability 
to explore life without someone, even if 
it’s just a company, constantly monitor-
ing them.

Now, I have one more to-do item 
for Monday: find out who is respon-
sible for Junior Goggles. They need to 
understand the importance of respect-
ing our kids’—my kid’s—privacy. 
And, no, it won’t be sufficient for them 
to tell me that they care about Tilly’s 
privacy. The product needs to fully 
and completely honor and uphold 
her privacy.
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Computer Science and Engi-
neering, University of Washing-
ton, Seattle, Washington 98195 
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include helping protect the secu-
rity, privacy, and safety of users 
of current- and future-generation 
technologies. Kohno received a 
Ph.D. in computer science from 
the University of California, San 
Diego. Contact him at yoshi@
cs.washington.edu.  
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