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I ndustrial control systems (ICSs) man-
age and monitor critical civil or mili-
tary infrastructure, such as water 

treatment facilities, power plants, elec-
tricity grids, transportation systems, oil 
and gas refineries, and health care. 
Because they are so important, ICSs are 
becoming attractive targets for malicious 
attacks that could lead to catastrophic 
failures with substantive impacts. Among 
such attacks was the BlackEnergy worm 
[1], which was used in 2015 against the 
Ukrainian electricity grid, resulting in 
widespread power outages, and the Stux-
net malware [2], which was used in 2010 
and physically damaged 20% of the Ira-
nian centrifuges controlled by program-
mable logic controllers (PLCs). New 
security concerns arise as the public 
adopts Internet of Things (IoT) devices, 
resulting in household electronics 
becoming computers that can be targets 
for malware. Over the last few years, 
Internet-connected appliances, home 
routers, webcams, and printers were used 
to launch distributed denial-of-service 
(DDoS) attacks, often without their own-
ers’ knowledge. The largest DDoS attack 
to target IoT devices was in 2016, when a 
botnet malware family named Mirai was 
launched [3]. IoT devices are attractive 
targets for malware because they lack 
cryptographic encryption and strong 
default authentication. 

One important type of ICS attack 
occurs without physical contact by using 

side-channel information such as elec-
tromagnetic emanations, power dissipa-
tion, sound, and temperature. Typically, 
side-channel attacks (SCAs) attempt to 
perform cryptanalysis based on the 
time-series processing of side-channel 
signals by using sta-
tistical or machine-
learning methods. 
Since SCAs can pose 
a serious authentica-
tion threat, both the 
academic community 
and industry have 
recently recognized 
the importance of 
side-channel analysis. Side-channel sig-
nals can also be used for attack detec-
tion, by recognizing anomalous 
execution of code running on a device.

This special issue of IEEE Signal 
Processing Magazine includes three arti-
cles on the emerging area of  protecting 
embedded devices by monitoring code 
execution information that leaks through 
side channels. Specifically, the articles 
review the basics of extracting and pro-
cessing side-channel signals, fingerprint-
ing normal code operation during an 
initial phase, and detecting anomalies  in 
those signals introduced by malware 
during runtime.

In the first article, “Side-Channel-
Based Code-Execution Monitoring 
Systems,” Han et al. provide a compre-
hensive discussion of using side-channel 
analysis to detect anomalies in embed-
ded devices, such as PLCs and the IoT, 
during code execution. The anomalies 

occur when malware infects the device. 
In this article, the main steps of con-
structing an execution monitoring sys-
tem, namely, profiling and deployment, 
are discussed in detail. During profiling, 
the program to be monitored is first ana-

lyzed and its struc-
ture is  extracted. 
Then, side-channel 
signals that are corre-
lated to that structure 
are collected, pre-
processed, and a pro-
f i l i n g  m o d e l  i s 
established. During 
the deployment phase, 

the model is used to monitor the execu-
tion and/or report unknown code execu-
tion based on the real-time side-channel 
signals. The article provides the basic 
background on program analysis and on 
signal modeling tools such as the hidden 
Markov model, machine learning, and 
principal component analysis. Experi-
mental results on electromagnetic ema-
nation and power consumption 
side-channel signals are presented, 
where the hidden Markov model and re-
current neural networks are used for 
profiling. It also provides a literature 
review of modeling approaches and dis-
cusses strengths and limitations.

In “Protecting Water Infrastructure 
From Cyber and Physical Threats,” 
Bakalos et al. study problems related to 
both physical attacks and cyberattacks on 
water infrastructure. A new attack-detec-
tion framework is introduced that is based 
on multimodal data fusion and adaptive 

Contactless Monitoring of Critical Infrastructure

Digital Object Identifier 10.1109/MSP.2018.2890357
Date of publication: 26 February 2019

Because they are so 
important, ICSs are 
becoming attractive 
targets for malicious 
attacks that could lead to 
catastrophic failures with 
substantive impacts. 



20 IEEE Signal Processing Magazine   |   March 2019   |

deep learning. In particular, fusion of data 
such as visual surveillance, channel state 
information from Wi-Fi signals for detect-
ing a human presence, and ICS sensor 
data are considered. The authors show 
that the proposed approach is able to 
adapt and respond to the dynamic charac-
teristics of sophisticated attackers. An 
evaluation is conducted using a data set 
from an actual water infrastructure envi-
ronment, which consists of red, green, 
blue, and thermal camera streams; data 
from Wi-Fi reflectance-based detection; 
and ICS data.

In “A New Way to Detect Cyberat-
tacks,” Riley et al. leverage the analog 
side channels in IoT processors to detect 
intrusions. The goal is to defend against 
cyberattacks by detecting deviations in 
the code running on their processors 
from known firmware based on radio-
frequency (RF) emissions produced dur-
ing code execution. The article describes 
the process of positioning a wide-band-
width RF probe over the processor of 
the device under test (DuT) and then 
implementing classifiers to identify the 
code running on the device and detect, 
identify, and isolate register contents 
based on signatures learned during DuT 
characterization. The proposed tech-
niques enable reduction in feature 
dimensions, which improves the speed 
and accuracy of detecting differences 
due to intrusions.

In general, detecting runtime soft-
ware execution changes as compared to 
firmware based on side-channel signals  
is a challenging problem due to sever-
al reasons. In addition to noise and 
interference, differences in input data 
cause the firmware to execute different 
sequences of code blocks, and detecting 
deviations requires knowledge of the 
control flow structure. Pipelining of 
instructions, implemented to increase 
instruction throughput also affects the 
runtime side-channel signals. Another 
challenge is introduced by  out-of-order 
execution, which is an approach used in 
high-performance microprocessors, via 
which the processor executes the 
instructions in an order of availability 
of data or operands instead of original 
order of the instructions in the program. 
By doing so the processor avoids being 

idle while data is retrieved for the next 
instruction in the program. The signal 
processing community is uniquely qual-
ified to address such a challenging 
detection problem.

In summary, this special issue provides 
material that highlights the important issues 
and challenges in the emerging area of 
contactless monitoring of critical infra-
structure. The editors hope the issue will 
generate interest among the signal pro-
cessing community for further research in 
addressing those challenges.
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