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Abstract—In this paper, a source communicates to the des-
tination with the cooperation of a relay, in the presence of an
eavesdropper. All the links undergo Rayleigh fading and perfect
decoding at the relays is not considered. The secrecy outage
probability expression is evaluated for a decode-and-forward
(DF) dual-hop cooperative relay network, both with and without
the presence of direct source to eavesdropper transmission
link. The performance of the maximal ratio combining (MRC)
and selection combining (SC) diversity at the eavesdropper is
investigated. Asymptotic and diversity gain analysis for both the
single relay and multi-relay system is obtained, when average
SNRs of source-relay and relay-destination links are balanced or
unbalanced. We have shown that the increase in target secrecy
rate and eavesdropper channel quality significantly affects the
outage performance of the system. We have investigated the
outage probability of optimal relay selection scheme, when either
full instantaneous channel state information (ICSI) or statistical
channel state information (SCSI) of all the links is available and
have shown that there is improvement in the secrecy performance
with the increase in the number of relays.

I. INTRODUCTION

HYSICAL layer security, has become a promising strat-

egy to ensure secure transmission of information over
wireless channels, without the use of cryptographic protocols
[1], [2]. Due to the broadcast nature of the wireless medium, it
is vulnerable to unintended eavesdropping. The pioneer work
[3] on physical layer security of wiretap channels have proved
that a positive secrecy capacity can be achieved when the
main (or legitimate) channel is the improved version of an
eavesdropper’s channel.
Cooperative relay communication has received much attention
for increasing spectral efficiency, extending radio coverage,
and providing a better immunity against signal fading in
the wireless networks [4], [5]. Amplify-and-forward (AF)
and decode-and-forward (DF) are some fundamental relaying
protocols that have been exploited for secure communications
[4], [5]. Diversity gain is obtained by combining the relayed
signals as well as the signal from the source using a variety
of diversity combining techniques such as maximal ratio
combining (MRC) and selection combining (SC) [6]. The
outage probability performance is analyzed for SC [6], with an
arbitrary number of relays in dual-hop scenario and compared
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with that of MRC case, but an eavesdropper is not considered
in their system model.

Physical layer security of MRC is presented in [7] for wiretap
two-wave with diffuse power fading channels, in which MRC
scheme is employed by the receiver and the eavesdropper to
maximize the probability of secure transmission and successful
eavesdropping respectively. Authors in [8] have analyzed the
secrecy outage probability with MRC for Rayleigh fading,
taking into consideration the single-input multi-output (SIMO)
wiretap channel at the receiver and the eavesdropper. The se-
crecy mutual information for generalized Nakagami-m fading
was characterized considering the same channel in [9].
Physical layer security enhancement of a wireless communica-
tion system is investigated in [10] with generalized selection
diversity combining scheme. Transmit antenna selection for
security enhancement in MIMO wiretap channels is discussed
in [11], where the legitimate receiver and the eavesdropper use
either the MRC or the SC. Bounds on the secrecy capacity
is studied in [12] with diversity combining techniques. MRC
technique is employed at the receivers in [13], to combine the
signals from the direct and relaying links. Authors in [14] have
discussed in correlated Rayleigh fading channel with MRC
diversity to enhance security.

The motivation behind our work is to incorporate cooperative
diversity, which with the help of relay node can improve
the throughput and communication reliability, in a multi-
path fading environment. We assume that owing to large
distance between nodes or deep shadow fading, the source
to destination link is not present. On the other hand, source
to eavesdropper link is considered, as the eavesdropper can be
anywhere in the system to overhear transmission from both
the direct and relayed path, and thus can achieve the benefit of
diversity gain. We have investigated the secrecy performance
of the system with diversity schemes implemented only at the
eavesdropper when DF relay is considered for relaying.

The remainder of this paper is organized as follows. The
system model is described in Section II. In Section III,
secrecy outage probability expressions are evaluated for single
cooperative relay system, both with and without direct link.
Secrecy outage probability is studied for the optimal relay
selection in Section IV. Asymptotic and diversity analysis is



Fig. 1. Dual-hop cooperative DF multi-relay system.

presented in Section V. Numerical results are discussed to
support the analytical result in Section VI. Conclusions are
drawn in Section VIL

II. SYSTEM MODEL

As shown in the Fig.1, we have considered a dual-hop co-
operative relay network consisting of a source S, a destination
D, an eavesdropper E and N number of DF relays R; ,
i € [1,2..,N] which work in a dual-hop mode . Due to the
broadcast nature of wireless medium, we have assumed that
there a direct S — E transmission link is also present. We have
derived the expression for secrecy outage probability, both
with and without the presence of direct S — E transmission
link for this dual-hop DF cooperative relay network. The links
between various nodes are modeled as Rayleigh flat fading
channels and works in half-duplex mode, which are mutually
independent but not identical. The ICSI of the eavesdropper
channel, as well as, of the main channel is assumed to be
known [15].

The SNR between any two arbitrary nodes a and b, denoted
as Iy, is given by [15]

Pa|hn,b|2
No,

where P, is the node a transmitted power, Ny, is the noise
variance of the additive white Gaussian noise (AWGN) at b.
As hgyp is Rayleigh distributed, I, is exponentially distributed
with mean 1/8,, [16], expressed as [, ~ & (Bap), Where
Bap is the parameter of the exponentially distribution. The
probability density function (PDF), f4(z) of random variable
A for the exponential distribution with 5, as the parameter ,
is given by

Ty = 6]

fa(z) = Bape *Par, )

and corresponding cumulative distribution function (CDF)
F4(z) of random variable A is given by

Fa(z) =1— e *Pav, (3)

The PDF for SC, where A = max(X,Y) and X, Y are the
exponential distribution with 3., and [, as parameters, is

given by

fA(Z) = Babe_zﬁab + /Ba’ble_zﬁa/b’
- (5ab + 5a’b’) e_z(ﬁab'i‘,@,,/,,/) )

The PDF of the sum of exponential distribution A = X +Y
with B, and B,/ as parameters, is given by

—2zBab —2z2Barpt
fA(Z) _ Ba’b’ﬁabe Babﬁa’b’e ¢ (5)
/Ba’b’ - 6ab ﬂab - 5u’b’
The S — R; channels hg,,, R; — D channels h, 4, R; — E
channels h,,. and S — E channels hg., are slowly varying
Rayleigh flat fading channels [15], [17]. Let P; and P,
denote the source and relay R; average powers respectively.
Also, let Ngp;, Ny.4, Ny, and N, denote the variances of
additive white Gaussian noise of S — R;, R, — D, R, — F

and S — F links respectively. The SNRs I, I'y,q , Iy, and
Pq|hsr, |?

s

I, are exponentially distributed given as [, = »

[yg=Zolndl g = Pl gng 1, = Pl iy
average values 1 /Bsris 1/ Brids 11/a”e and 1/« respectively
where Bqr, , Br,d » Qr,e and g are the parameters of the
exponential distribution. An outage event occurs when the
instantaneous secrecy rate is lower than the target secrecy rate
of the cooperative relay system, given as R, where, R; > 0
and p = 2% [15]. We have used p for direct mapping of
target secrecy rate R, and the probability that this outage
event occurs successfully is called the outage probability P,
[15], [17]. For this dual-hop system, the capacity is limited
by the minimum of the individual hop capacities, which
corresponds to the minimum SNRs of the individual hop. This
assumption takes care of the fact that perfect decoding at DF
relays is not always possible and decoding errors can be there.
In our study, we have investigated three scenarios. In the first
scenario, the direct S — E link exists with MRC diversity
scheme employed at E. In the second scenario, the direct S—FE
link exists with SC diversity scheme employed at E. In the
third scenario, no direct S — F link is considered, assuming
that the direct S — E link is absent owing to deep shadow
fading or large distance between nodes [15], [18]. Assuming
that the optimal Gaussian code-book is used at the source, the
secrecy capacity of the system is given as [3], [15], [17], [18]

Dal 1+ \]7
MRC(i) &
e sy s ()] o
where (z)* £ max(x,0), CMECW) s the secrecy capacity

of the i*" relay in the first scenario with MRC at E, Iy, =
min(Ls,,, [},4) is the main link SNR at D and ['MEC =
Iy,e + I is the eavesdropper link SNR at E. In the second
scenario with SC at E, from (6), the secrecy capacity of the
it" relay is defined as C’f o where, I'yy = min(lyy,, Iryq)
is the main link SNR at D , I'g§¢ = max(I},., Is.) is the
eavesdropper link SNR at E. In the third scenario, from (6),
the secrecy capacity of the i" relay is defined as C7") where,
'y = min(Iy,,, I',q) is the main link SNR at D and I'YF =
I'... is the eavesdropper link SNR at E. The term 1/2 here



denotes that two time phase are required, to complete this
dual-hop transmission process. The message transmitted by
the source is decoded at the relay, in the first phase. In the
second phase, one of the relay is selected to re-encode and
forward the message to the destination.

III. SECRECY OUTAGE PROBABILITY ANALYSIS OF
SINGLE RELAY SYSTEM

This section finds the secrecy outage probability expression
of DF dual-hop cooperative relay network, in the three sce-
narios as discussed in our study.

Outage probability for single i* relay is evaluated for the first
scenario using (1)-(6) where, the direct S — F link exists with
MRC at E as
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where A =1, + I.
Outage probability for single " relay is evaluated for the
second scenario using (1)-(6) where, the direct S — F link
exists with SC at F as
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Outage probability for single i*” relay is evaluated for the third
scenario using (1)-(6) where, no direct S — FE link exists as

1+ 1Ty
() </
=P[min(Lsp,, [a) < p(1+ X)) —1]
=1 —Pmin(Ty,, [.a) > p(1+X") = 1]
=1—[P[le, > p(1+N')—1] x
B[l > p(1+A) —1]]
=1-[(1=-P[[y, <p(1+X)—1])x
(1 =P[Lra<p(+X")—1])]
=Py, <p(Q4+XN)=1+P[[a<pl+))—1]
Pl <p(Q4+XN')=1P[a<p(l+N)—1]

:/”Q_gmmwwﬂmHAAUX

1"
Qg N Oricd )\

—(Bsr; tBr;a)(p—1
Ly Onee G0l (10)
14 (Bsm + Brid) + Qe
where A = T ..
Contrary to prior literature, where the source-eavesdropper
direct link is not taken into account [15], [18], [19], we have
derived the outage probability expression for the DF relay
network, both with and without the direct source-eavesdropper
link.

; €))

Pi=P|CNFO < R, =P

IV. SECRECY OUTAGE ANALYSIS OF RELAY SELECTION
SCHEME

In this section, outage probability analysis of DF relay
network with MRC diversity scheme at E, for optimal relay
selection scheme is presented [15], [19].

A. Optimal Selection: ICSI of All the Links is Available

For the optimal relay selection scheme, [15], [18], [19], the
relay for which the secrecy capacity of the cooperative system
becomes maximum is selected. We can obtain outage proba-
bility by evaluating the probability for which the maximum
secrecy capacity becomes less than the target secrecy rate, R
[15], [18]. We can evaluate this by the multiplication of CDFs
of the corresponding random variables. Here, the individual
secrecy outage probabilities of single cooperative relay system
are basically taken as the CDFs. We have hence evaluated the
secrecy outage probability of optimal relay selection as

PY%(R,) =P | max {CMRC<>}<R

i€[1,N
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We can examine that (10) is obtained by simply multiplying
the individual outage probabilities of single cooperative relay
system, which is derived in (7). There is requirement of ICSI
of all the links in this relay selection scheme.

B. Optimal Selection: SCSI of All the Links is Available

We have examined this relay selection scheme where, no
knowledge of ICSI is required. This selection method requires
only the statistical information of all the links for outage
probability measurement. In this scheme, the relay for which
the outage probability of system with direct S— E transmission
link becomes minimum is selected [15]. The outage proba-
bilities, P!(R,) of all the individual single relay systems as
obtained in (7) can be first measured, and then we can find
the optimal relay 7* [15].

It can be expressed mathematically as

i* =arg min_ (PY(R,)).

(12)
i€[l,..,N]

Since ICSI is not required, power consumption is reduced as
no complex channel measurements are necessary. Compared
to the ICSI, channel statistics does not considerably change
over time and thus, this is a one-time process. This scheme
can be useful in the networks, where there is no availability
of CSI of the eavesdropper at all the time instants and due to
power limitations, the ICSI of other nodes cannot be fed back
at all instants to the decision making node [15].

V. ASYMPTOTIC AND DIVERSITY ANALYSIS

In this section, asymptotic and diversity analysis is pre-
sented for DF relay network [15].

A. Single Balanced Relay Case

When 1/f,,., = 1/8;,4 = 1/8 — o0 in the balanced case,
the outage probability of single cooperative relay system in
(7)-(9) is given, with MRC at F, SC at E and without S — F
link respectively as

. 2T
Pi(R) =1 |+ L +(p—1)] (13)
B L“Tr;e se
; 2 [p(af e + aretse +ai,) }
P'(Ry) == t : — 4+ (p—1 14
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PRy =T | L+ o). (15)
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We can interpret from (12)-(14) that the outage probability
is inversely proportional to 1/8 and when main channel
SNR (1/8) tends to infinity, it tends to zero. It is directly
proportional to the eavesdropper channel SNR and target
secrecy rate R;.

Diversity order is a measure to observe that how fast secrecy
outage probability decreases, when we tend SNR to infinity.
Hence, we can intuitively understand the effect on the outage

probability, when the number of relays are increased. The
diversity order [18] is given as

log P,(SNR)

D=— 08 7o TY)
SNR oo log(SNR) ’

(16)
where P,(SNR) is the outage probability given by function of
SNR = 1/3. We can show that using this definition, diversity
order of (12)-(14) can be obtained as one. The power of SNR
in the denominator of (12)-(14), is same as the diversity order,
D. Tt is intuitive that the diversity order of one is obtained by
the single relay system, as relay selection is not there.

B. Single Unbalanced Relay Case

The outage probability behavior is discussed, when MRC
is considered at F for this unbalanced case, by increasing
the average R; — D link SNR asymptotically and keeping the
average S — R; link SNR fixed, i.e. when 1/8;,, is fixed and

1/Broa = 1/8 — oc.

. . —Bsr; (p—1)
iy - - e ]
(pﬁsm + a7'i5) (p/Bsn + ase)
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Also, the behavior of secrecy outage probability is discussed,
when MRC is considered at E by increasing the average S— R;
link SNR asymptotically and keeping the average I?; — D link
SNR fixed, i.e. when 1/, 4 is fixed and 1/f,,, = 1/8 — oc.
The asymptotic secrecy outage probability can be expressed
same as in (16) with S, replaced with (3,4 because it is
symmetric.

The asymptotic outage probability is given as the summation
of a constant quantity and an asymptotically varying term
with 1/8. We can observe that asymptotically varying term
vanishes at high SNR and is dominating at low SNR. We can
also infer from (16) that due to fixing average SNR of any
hop, unbalance is caused in dual-hop cooperative relay system.
Hence, the secrecy outage is limited to a constant, even if we
infinitely increase the average SNR of the other hop [15].

C. Optimal Balanced Relay Selection Case

Asymptotic expression for the outage probability as given in
(7)-(9), in the balanced case can be evaluated for the optimal
relay selection, with MRC at F, SC at E and without S — F
link respectively as

2N LT p P

POS(Ry) = |1 ++<p—1)} (18)
BT i—1 | Or;e Olge
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Comparing (17)-(19) with (12)-(14) we can see that for opti-
mal relay selection scheme, asymptotic expression for secrecy
outage probability is given by the product of asymptotic
expressions of individual single cooperative relay system. We
can also see that the denominator in (17)-(19) contains power
of N at main channel SNR = 1/8 and thus, using (15)
diversity order D = N is obtained [15]. We can conclude that
we achieve the diversity order of N, when a single cooperative
relay is chosen from a set of IV relays, which is also intuitive.

D. Optimal Unbalanced Relay Selection Case

When 1/8,,4 = 1/8 — oo and 1/8;,, is fixed, for all
i=1,---, N, for optimal relay selection scheme in (10), the
outage probability tends to a constant value in the unbalanced
case and is given, when MRC is considered at E as

arieasee_ﬁsm (p—1)

N
oS — —
PO (RS) N H (1 (pﬁsm + Oéme) (pBS"‘i + ase)) @D

i=1

Also, 1/Bsr, = 1/8 — oo and when 1/0,,4 is fixed, for
all ¢« = 1,---, N, for optimal relay selection scheme in
(10), the outage probability tends to a constant value in the
unbalanced case. The asymptotic secrecy outage probability
can be expressed same as in (20) with f,,, replaced with 3,4
because it is symmetric. Here asymptotic varying terms are
not shown, which can also be obtained as in (16). Comparing
(20) with (16), it can be observed that the constant value of
the secrecy outage probability for the optimal relay selection,
is product of the constant values of the individual single
cooperative DF relay system. As each constant value of the
outage probability in (16) is less than unity, the optimal
relay selection always improve the secrecy performance of the
system [15]. The prior literature does not take into account
the effect of S — R; link quality, but in our study, we have
considered the effect of both S — R; and R; — D link quality
for complete performance analysis [15], [19].

VI. NUMERICAL ANALYSIS

This section presents the analytical results of a dual-hop DF
cooperative relay network, that matches with the simulation
results. At all the nodes, noise power is assumed to be same.
For covering feasible range of target secrecy rate, both low and
high target rate of Ry = 0.1 and R; = 1.0 are considered.
Fig. 2 shows the comparison of outage probability P,(R;)
of single i relay with total SNR 1/, as expressed in (7)-
(9) for the balanced case under three scenarios, 1) with MRC
at £ 2) with SC at F and 3) with no direct S — E link.
This figure has been plotted with different target secrecy rate
R; = 0.1,1.0 and fixed relay to eavesdropper average SNR
1/ay,e = 1/a = 6 dB. It can be observed from the figure that
the outage performance is better when no direct link available
as compared with the case of direct link available. This proves
that direct link has a significant impact on the system secrecy.
It is also found that the system secrecy performance is better
for SC at the E than MRC, as MRC has better diversity
performance than SC. The corresponding asymptotic analysis
as given in (12)-(14) is depicted by straight solid lines crossing
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Fig. 2. Comparison of outage probability under three scenarios, 1) with MRC
at F 2) with SC at F and 3) with no direct S — E link for 1/ = 6 dB and
Rs =0.1,1.0 of single balanced relay system.
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Fig. 3. Outage probability with MRC at E for 1/a = 6 dB and Rs =
0.1,1.0 with 1/8s,, = 25, 30,35 dB of single unbalanced relay system.

through the curves. Also, secrecy outage probability increases
with the increase in target secrecy rate R in all the three
scenarios.

Fig. 3 shows the outage probability P,(R,) of single i‘"
relay, as expressed in (7) for the unbalanced case under the
scenario when MRC at F is considered, with average SNR
of 1/5,,4 = 1/ at different 1/8,,, = 25,30,35 dB, target
secrecy rate R; = 0.1,1.0 and fixed 1/, = 1/ = 6
dB. It is observed that P,(Rs) tends to a fixed constant,
which is derived in (16) for a given 1/0,,4 or 1/0s,,, even if
1/5 increases. The fixed constants which are derived in (16)
are shown with horizontal dashed line. From the flooring of
curves, we can interpret that outage probability is constrained
by either of S — R; or R; — D link quality. Also, we can
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Fig. 4. Outage probability of balanced optimal relay selection scheme with
MRC at E for N =2,3,4, Rs =1.0 and 1/a = 3,6 dB.

observe from the plot that the asymptotically varying term of
(16) depicted by straight solid line, have crossed the dashed
lines exactly at the point, whereafter average SNR of one hop
exceeds the other hop [15].

Fig. 4 shows the secrecy outage probability P,(R) of opti-
mal relay selection scheme with different number of relays
N = 2.3,4 as given in (10) for the balanced case under
the scenario when MRC at E' is considered, with total SNR
1/p. This figure has been plotted with different relay to
eavesdropper average SNR 1/a,.,. = 1/a = 3,6 dB and fixed
target secrecy rate Ry = 1.0. It is clearly observed from the
figure that increase in number of relays N from N = 2 to
N = 4 improves the outage probability as diversity increases.
The corresponding asymptotic analysis as given in (17) is
depicted by straight solid lines crossing through the curves.
Also, secrecy outage probability of the system increases with
increase in eavesdropper channel quality. These observations
hold true for the other two scenarios also.

VII. CONCLUSION

In this paper, we have discussed the secrecy outage prob-
ability of the cooperative DF dual-hop relay system, both
with and without the direct source-eavesdropper link. We have
investigated the performance of the MRC and SC diversity
at the eavesdropper have shown that the system secrecy
performance is better for SC at the F than MRC, as MRC has
better diversity performance than SC. We observe that increase
in target secrecy rate and eavesdropper channel quality has a
significant impact on outage performance of the system. We
have provided the asymptotic and diversity gain analysis, when
average SNRs of source-relay and relay-destination links are
balanced or unbalanced. Outage probability is evaluated for
optimal relay selection scheme, when either full ICSI or SCSI
of all the links is available and have shown that the secrecy
performance improves with increase in the number of relays.
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