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Abstract—The integration of the internet of things (IoT)
concept into the traditional electricity grid introduces several
critical vulnerabilities. Intrusion detection systems (IDSs) can
be effective countermeasures against cyberattacks, however, they
require considerable computational and storage resources. As
IoT-enabled metering devices have limited resources, IDSs can-
not efficiently ensure security. To this end, trust evaluation
schemes have emerged as promising solutions toward protecting
resource-constrained metering devices. In this work, we proposed
a trust evaluation scheme for the smart grid, that is based
on direct trust evaluation and recommendation. The proposed
hierarchical scheme is able to evaluate the trustiness of each
metering device without requiring any significant modifications
to the already deployed infrastructure. Additionally, the proposed
scheme features is dynamic, meaning that it is robust against non-
adversarial events that negatively impact the device’s trustiness.
To validate the performance of the proposed scheme, we carry
out network-level simulations and investigate how the various
network parameters impact the trust evaluation performance.

Index Terms—cyberattacks, security, smart grid, smart meters,
trust management

I. INTRODUCTION

Due to the rapid population growth, the energy demands
of the 2Ist century are exponentially growing [1]. As a
result, considerable efforts are being focused on integrating
intelligence into the electricity grid. This novel electricity
grid, called smart grid, features improved efficiency, increased
reliability, and high adaptability to the energy demand. As
smart grid evolved, the internet of things (IoT) paradigm
has emerged as its main enabler. Through the deployment
and interconnection of multiple IoT devices, smart grid can
effectively monitor and manage the generation, distribution,
and consumption of energy.

The volume of data generated by the smart grid devices
is continuously increasing, introducing several scalability,
processing, and storage challenges [2]. In this direction,
novel technologies, such as Network Function Virtualization
(NFV) and Software Defined Networking (SDN), are being
incorporated into the smart grid in order to address these
scalability challenges [3]. By leveraging these technologies,
computation-intensive energy analytics can be placed closer
to the consumers.

The electricity grid relied on ’security through obscurity’ by
operating on isolated networks and proprietary communication
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protocols. As a result, the cybersecurity considerations of
industrial networks were trivial [4]. However, the integration
of IoT into the electricity grid has introduced a series of
vulnerabilities. As the IoT-based smart grid consists of a
multitude of nodes, it features a huge attack surface for an
IoT-focused cyber-attack.

To this end, several security countermeasures have been
employed [5] to enhance smart grid security, such as intrusion
detection systems (IDSs) [6], [7]. However, IDSs rely heavily
on previous knowledge of cyberattack patterns or network
behavior. Industrial honeypots have emerged as valuable assets
towards protecting industrial network devices and discovering
new attack patterns for IDSs [8].

Although these security measures can effectively increase
smart grid resilience against cyberattacks, they require con-
siderable computational and storage resources. Consequently,
they are inefficient in protecting IoT metering devices, due
to the limited computational and storage resources of these
devices. To address this, trust management has emerged as
a promising concept towards protecting devices with limited
resources [9]. As a result, various trust management schemes
for the smart grid have been proposed [10]-[14]. Particu-
larly, in [10], the authors presented a trust model based on
fuzzy logic for detecting malicious selfish nodes that drop
packets and investigated non-stable behaviors that affect the
model. In [11], the authors leveraged a hierarchical trust
score evaluation approach in order to discover and isolate the
nodes that participate in a blackhole attack, while in [12] and
[13], Velusamy et al. combined Bayesian, Dempster-Shafer,
Analytical Hierarchy Process, and Fuzzy theory to develop
a trusted routing framework for smart grid networks, where
each node is able to calculate the neighbors trust and forward
the data across a trusted path. Finally, in [14], the authors
developed a trust model based on Markov chains and explored
the behavior of smart grid devices, in terms of trust level, in
presence of different benign and malicious events with varying
criticality.

Different from the previous works, we present a layered
trust evaluation scheme for smart grid devices based on peer-
to-peer interaction for evaluating a device’s trust and formulate
the corresponding recommendations taking into account the
number of interactions. Additionally, motivated by the concept
of honeypots [15], we incorporate a new device type that can
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act as a smart grid device, as well as evaluate the trust of
other smart grid devices in its proximity. In more detail, the
contributions of this paper are as follows:

o We propose a three-layer hierarchical trust architecture
that is able to monitor and determine the trust level of
each device through the notion of trust value (TV).

e« We introduce a novel trust module that mimics the
operation and functionalities of a smart meter. It is able to
interact with the real smart meters, by requesting routes
and forwarding traffic from/to other meters. In addition,
TMs communicate with each other in order to verify if
their requests have been successfully completed.

« In the top level, the trust coordinator receives the assess-
ments from TMs and determines the TV of each device.
To achieve an accurate TV evaluation, the coordinator
uses the weighted average approach, where the weights
correspond to the number of interactions.

o We leverage a historical decay factor in order to main-
tain a dynamic TV behavior. As a result, the proposed
scheme is robust against temporary device failures due
to non-adversarial events, such as power surges, packet
collisions, and environmental interference.

o To protect the rest of the network when a device’s TV is
reduced to a specific value, an alert is broadcasted to the
smart grid operator.

o Due to the layered design, the proposed scheme features
high scalability. It is able to monitor a massive number of
devices through the deployment of additional monitoring
modules. In addition, the trust modules can be configured
to also operate as honeypots in order to attract adversaries
further protecting the rest of devices.

« Finally, by exploiting its layered architecture, the pro-
posed scheme can be deployed in various industrial
application scenarios that utilize distributed sensors and
actuators.

The rest of the paper is organized as follows: Section II
presents the architecture of the proposed scheme, as well as
the functionalities of the main components, while Section III
presents the evaluation results are presented. Finally, Section
IV concludes this work.

II. PROPOSED TRUST EVALUATION SCHEME
A. Architecture

The three-layered architecture of the proposed scheme is
depicted in Fig. 1. The top layer consists of the trust coor-
dinator (TC), which receives the recommendations from the
trust modules (TMs) and maintains the TV of each device in
the network. The middle layer is composed of Nzjps TMs,
which are deployed throughout the smart grid infrastructure
and interact with the smart grid devices, assess their trustiness,
and formulate the corresponding recommendations. Each TM
can interact with multiple devices in its proximity, as well as
communicate with other TMs in order to formulate the recom-
mendations. In this direction, VNF and SDN technologies can
be leveraged in order to create a secure and reliable virtual
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Fig. 1: Hierarchical Architecture

network to be used for the communication requirements of
the TMs and the TC. Finally, a number of smart grid devices,
denoted by Ngyps form the bottom layer. These devices carry
out metering functionalities that are crucial to the smart grid
operation.

B. Direct Trust Recommendation

A TM is a specialized device that is deployed alongside
smart meters and mimics their operation. The real metering
devices can communicate with the TMs in their proximity
and route their data through them, as if they were part of the
metering infrastructure. The TM interacts with the metering
devices, requesting them to forward data to other TMs. Also,
TMs communicate with each other in order to determine
whether their data have been forwarded without any issues
(e.g., tampering, dropped data, etc.). As a result, through the
interactions with metering devices and other TMs, each TM
can assess the trustiness of each metering device and formulate
the corresponding recommendation to the TC. The operation
of TM is summarized in Algorithm 1.

As described in the previous subsection, TMs are responsi-
ble for interacting with the smart grid devices and formulating
the corresponding recommendations to the TC. Based on the
interactions, the direct trust (DT) is determined as

DT;(j) =

nsucess

—————,1<j < Nsm,1 <i< Nry
Nsucess +nfail

(1)
where ¢ denotes the TM that evaluates the DT of the j-th de-
vice, while n4yccss and n g4 denote the number of successful
and unsuccessful interactions, respectively. Based on equation
(1), DT is a real number in the range [0, 1], where 0 indicates
total distrust and 1 total trust.

After assessing the DT, TM forwards a recommendation to
the TC, which consists of the DT value and the total number
of interactions, Niotal = Nsucess + N fail-



Algorithm 1 Trust Module Operation

Input: Ng,;: the sets of nodes that the TM interacts with
N7as: the set of TMs that the TM can communicate
1: while TM running do
. Select a random node N; € Ngj; and a random TM
™; ¢ Nty
3 Request from N; to forward data to TM;
4:  Verify with TM; if the data have been received correctly
5. if Data have been received correctly then
6: nfuccess — nfuCCESS + 1
7. else '
3 n{all _ n’{azl + 1
9:  end if
10:  if Trust coordinator requests recommendations then
11: for i € Ngy do
12: Send the recommendation DT; and the total num-
ber of interactions nfotal = pguccess 4 plad
13: end for
14:  end if
15: end while

C. Final Trust Value Evaluation

Algorithm 2 Trust Coordinator Operation

Input: DT;(j): the recommendations of all nodes from all
TMs
Niotal (7, 7): the total number of TMs-nodes interactions
tint the recommendation request interval
while TC running do
Request DT;(j) and nyptqi (4, j) from TMs
for j =1to N do
Calculate the temporary TV(j) using equation (2)
Calculate the t-th iteration TV(5)®) using equa-
tion (3)
if TV(j)®) < TV, epnse then
Notify the network administrator
end if
9:  end for
10: end while

BN

® 3 a

The TC is responsible for accumulating the recommenda-
tions from all TMs and determining the overall TV of the j-th
smart meter as

Z Ntotal (Za ])DTZ (])
i€ENsm

Z Ntotal (Za .7)

i€ENsM

TV(j) = 2

where Ngjs denotes the set that includes the devices that have
interacted with the ¢-th TM.

When the TV of a device is reduced to a specific value
an alert is broadcasted to the smart grid operator. This can
effectively protect the rest of the network against malicious
activities. However, this may lead to a device being falsely
isolated, due to non-adversarial events, such as power outages

TABLE I: Simulation Parameters

Parameter Notation Value
Number of smart meters Nsn 10
Number of TMs Nra 10
Number of malicious nodes N 1-5
Percent of traffic drop Ddrop 80%
Recommendation interval tint 10, 20, 50, 100 seconds
Initial TV TV 0.5
Detection sensitivity TVsense 0.3-0.5
Decaying parameters {a, 8,7} {0.1,0.5,0.5}
Simulation time Tsim 1000 seconds

or packet collisions. To this end, we utilize a historical decay
concept that enables devices to re-enter the network upon
legitimate behavior [16]. Therefore, the TV will be calculated
as

TV(H)"Y = (1= VTV + ATV G)

where ¢ and ¢t — 1 are the current and previous TV indexes,
respectively, while A\ denotes the decay factor and is calculated

as
«

C 14ehA
where «, (3, and ~y are the decaying parameters. In particular
« controls the impact of the previous TV on the new TV, 5
controls the impact of the difference between the previous and
new TV, and ~ is used to enforce the TV in the [0,1] range.
Finally, A is determined as

A =TV -1V ()Y (5)

A +7 (4)

1II. EVALUATION

To evaluate the proposed trust scheme, we developed a
simulator in Matlab and carried out extensive network-level
simulations. In this work, we consider the selfish behavior of
a smart meter. Once compromised, a smart grid device can
be configured to act as a selfish node that drops packets. The
selfish node can either drop all received packets, consisting of
both control and data packets, or drop a specific portion of
packets, making it harder to distinguish whether packets are
dropped due to a compromise or due to heavy network load
[17].

The simulation parameters are summarized in Table I. The
dropped traffic percentage of selfish nodes is set to 80%. The
numbers of smart meters and TMs deployed are 10, while the
number of malicious nodes ranges from 1 to 5. The recom-
mendation interval ranges from 10 to 100 seconds. All smart
meters are assumed to start with a neutral behavior, thus, the
initial TV is set to 0.5, while the detection sensitivity ranges
from 0.3 to 0.5. To achieve a rigorous TV update in each
iteration, the decaying parameters {«, 3,~} are respectively
set to 0.1, 0.5, and 0.5. Finally,the simulation time is set to
1000 seconds.

Figure 2 depicts two scenarios that evaluate how the TVs of
the nodes change over time when there are 10 TM and 10 SM.
In the first scenario (Fig.2a), an optimal propagation environ-
ment is simulated, where there are now wireless propagation
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Fig. 2: Trust value as a function of time when Npj; = 10 and
Ngar =10

losses, whereas, in the second scenario (Fig.2b), a propagation
environment with data loss due to obstacles is simulated. In
both scenarios, node 1 is configured to act as a selfish node
for the first half of the simulation, while nodes 5 and 7 have
been configured to act as selfish nodes for the second half of
the simulation.

Based on the simulation results, node 1 features a low
TV in the early seconds and as it begins normal operation,
the TV rises. At the same time, node 5 and node 7 start
behaving maliciously, and thus, their TV starts decreasing.
Therefore, the detection of behavior change, i.e., malicious
to benign for node 1 and benign to malicious for nodes 5
and 7, is successfully detected by the proposed trust scheme.
Additionally, the proposed scheme enables the quick re-entry
of a malicious device after showing a benign behavior.

100

Lk ea—— e
° 9 ’:* *- — @
S 80 ;
:q;; i
¥ ., . .
% 70 Sensitivity
'g ] —a—0.1
g o (.2
2 ] —4—03
A 60
v—04
50
40 : ; ; i ;

Number of Malicious Nodes

Fig. 3: Detection rate as a function of the number of malicious
nodes for various decetion sensitivity

As far as the suboptimal propagation environment is con-
cerned (as depicted in Fig.2b), a similar behavior change for
nodes 1, 5, and 7 is observed. Therefore, it can be deduced,
that the proposed scheme can successfully detect selfish nodes
even in suboptimal propagation environments.

Fig. 3 shows the detection rate of the proposed trust scheme
as a function of the number of malicious nodes when the
detection sensitivity is 0.1, 0.2, 0.3, 0.4 and the recommen-
dation interval is 20 seconds. It is expected that, when the
detection sensitivity is reduced, the detection rate will increase.
According to the results, the proposed scheme features a
detection around 85-90% when the sensitivity ranges from
0.2 to 0.4. Finally, the number of malicious nodes does not
considerably impact the detection rate.

The impact of the recommendation interval on the trust
scheme’s overall performance in a communication environ-
ment without interferences is presented in Fig. 4. Specifically,
in Figs. 4a-4d the TC receives recommendations every 10, 20,
50, and 100 seconds. In all four scenarios, node 1 behaves
maliciously from the beginning and starts the benign behavior
at 500 seconds, while nodes 5 and 7 behave normally and
start the malicious behavior (i.e., dropping 80% of the traffic)
at 500 seconds.

It is apparent, that in low recommendation intervals (i.e.,
Fig. 4a and Fig. 4b) the count of TV evaluations for each
node is high, contrary to the other cases. Therefore, we
can assume that lower recommendation intervals correspond
to a more accurate TV evaluation. As a result, the selfish
node detection latency is higher when the recommendation
interval is high because more time elapses until the next
TV evaluation. Therefore, malicious nodes have more time to
disrupt the normal network operation. The results indicate that
a low recommendation interval can guarantee a low detection
time. However, as the recommendation interval is reduced
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more energy is consumned as the TMs have to submit more
recommendations. Based on this remark, we can deduce that
the recommendation interval ¢;,; = 20 seconds offers the
best trade-off between the number of recommendations and
detection latency.

IV. CONCLUSION

In this work, we proposed a trust evaluation scheme for the
smart grid, that is based on direct trust evaluation and rec-
ommendation. The proposed scheme features a three-layered
architecture, consisting of the TC in the top layer, the TMs in
the middle layer, and the smart meters in the bottom layer. In
the proposed architecture, the TMs directly assess the trusti-
ness of each smart meter and send recommendations to the
TC. Consequently, the TC receives the recommendations and

Time (seconds)

(d) tint=100 seconds

various recommendation intervals

calculates the TV of each smart meter. To introduce a dynamic
trust evaluation and increase the scheme’s robustness against
non-adversarial events that impact the device trustiness, we
integrated a historical decay factor.

The layered architecture can achieve a more accurate evalua-
tion of each smart meter trust, as the TC, being at the top layer,
receives multiple recommendations for each smart meter. In
addition, the layered architecture can enable high scalability,
as additional TMs can be easily deployed to monitor more
smart meters. Finally, the TC can know the status of the whole
metering infrastructure.

To validate the efficiency of the proposed scheme, we car-
ried out network-level simulation and investigated the impact
of non-adversarial events on the TV, such as packet loss due
to obstacles and signal losses and the impact of the recom-



mendation interval on the TV. Furthermore, we evaluated the
scheme’s detection rate as a function of malicious nodes for
various detection sensitivity.

As future work, we aim to optimize the deployment of
the TMs, as well as their assignment to smart meters, in
order to increase the detection accuracy. Additionally, we
aim to investigate the tradeoff between the recommendation
interval and the detection latency and develop an appropriate
optimization solution. Finally, taking into account that the
layered architecture of the proposed scheme enables the be-
havior monitoring of a large number of distributed devices,
it suitable for deployment in various Supervisory Control and
Data Acquisition (SCADA) applications that utilize distributed
sensors and actuators. Consequently, we aim to explore the
deployment and configuration of the proposed scheme in
additional industrial application scenarios.
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