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Abstract—Most chip designers outsource the manufacturing
of their integrated circuits (ICs) to external foundries due to the
exorbitant cost and complexity of the process. This involvement of
untrustworthy, external entities opens the door to major security
threats, such as reverse engineering (RE). RE can reveal the
physical structure and functionality of intellectual property (IP)
and ICs, leading to IP theft, counterfeiting, and other misuses.
The concept of the threshold voltage-defined (TVD) logic family
is a potential mechanism to obfuscate and protect the design and
prevent RE. However, it addresses post-fabrication RE issues, and
it has been shown that dopant profiling techniques can be used to
determine the threshold voltage of the transistor and break the
obfuscation. In this work, we propose a novel TVD modulation
with ion-sensitive field-effect transistors (ISFETs) to protect the
IC from RE and IP piracy. Compared to the conventional TVD
logic family, ISFET-TVD allows post-manufacture programming.
The ISFET-TVD logic gate can be reconfigured after fabrication,
maintaining an exact schematic architecture with an identical
layout for all types of logic gates, and thus overcoming the
shortcomings of the classic TVD. The threshold voltage of the
ISFETs can be adjusted after fabrication by changing the ion
concentration of the material in contact with the ion-sensitive
gate of the transistor, depending on the Boolean functionality.
The ISFET is CMOS compatible, and therefore implemented on
45 nm CMOS technology for demonstration.

Index Terms—Reverse engineering, camouflaging, ion-sensitive
field-effect transistor, threshold voltage-defined

I. INTRODUCTION

Building and maintaining a semiconductor foundry is a
challenging and costly process. Increased demand for chips
and the competition for time to market has led many chip de-
signers to outsource the fabrication to third-party foundries [/1].
This acts as an enabler for security threats such as reverse
engineering [2], leading to the theft of the design’s valuable
intellectual property (IP piracy) [3]], and counterfeiting [4]]. In
RE-based techniques, the adversary de-layers the IC to obtain
information about the functionality of the gates and their wire
connectivity to reconstruct the netlist [5]]. To identify the gate’s
functionality and internal structure for post-manufacturing RE,
techniques such as probing and high-resolution imaging are
used to exploit critical information from the chip to perform
various attacks efficiently [6] [[7].

After de-packaging the IC, the attacker captures images of
the metal and base layers, which contain information about
the metal connections used for device interconnection and
gate identification, respectively. By compiling the informa-
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Fig. 1. Example of a standard NAND gate that can be easily identified by
looking at the top metal layers, reverse engineering, and reconstructing the
design to clone the IP.

tion obtained from the images, the attacker can eventually
reconstruct the netlist for IP overproduction and illegally sell
the cloned design on the black market (Fig. [I). Researchers
have proposed various camouflaging techniques to combat RE.
One such countermeasure is gate camouflaging. The primary
purpose of gate camouflaging is to hide the functionality of
particular logic gates and make RE impossible or very difficult
by solely observing physical characteristics.

The threshold voltage-defined (TVD) logic family is a gate
camouflaging technique to protect the design against post-
manufacturing RE. TVD uses a combination of transistors with
different threshold voltages (V;;) to define a gate functionality
within an identical layout. The procedure requires a one-time
mask that is programmed with different threshold implants de-
pending on the intended Boolean functionality. Consequently,
to understand the gates’ functionality, the V;;, of all transistors
must be probed for each TVD logic gate. Although information
about the threshold voltage of transistors cannot be obtained
from IC imaging or delayering, there are several dopant
profiling techniques for measuring channel doping, such as
spreading resistance profiling [8] and scanning capacitance
microscopy [9] [10]. To prevent the aforementioned attacks
and to protect the design against reverse engineering during
or after fabrication, the proposed ISFET-TVD gate has been
developed. The main contributions of this paper are as follows:

o Implementation of a reconfigurable ISFET-TVD gate us-
ing different solvents for different Boolean functionality.

« Introduction of an obfuscation scheme that allows post-
manufacture programming of the gates.

« Demonstration of different logic gates using ISFET-TVD,
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Fig. 2. V;j modulation technique: (a) V4, programmable switch; LVT: ON,
HVT: OFF, (b) IV characteristic of LVT and HVT transistors.

evaluated in 45 nm CMOS technology.

The remainder of the paper is structured as follows. Section
II discusses the operation and basic design of the conventional
TVD logic family as proposed in [6]. In Section III, by
taking advantage of emerging technology such as ISFET, we
described the proposed ISFET-TVD logic gate. Section IV
provides a comparison between the proposed design and the
conventional TVD. The conclusion is presented in Section V.

II. CONVENTIONAL TVD LOGIC FAMILY

The V;;, modulation technique (combining different voltage
thresholds in a circuit) is widely used in the semiconductor
industry to compromise between power, performance, and
robustness [[11]]. Based on the imposed 1, the transistors can
conduct or not. For example, the transistor conducts when low
Vi, (LVT) is assigned and stops conducting when high Vi
(HVT) is assigned during fabrication (Fig. 2[a)). Hence, for
transistors of the same size based on HVT or LVT, the amount
of current conduction between the transistors can be defined
as Ity > Igyr (Fig. |Zkb)). Such a characterization can be
used to implement different Boolean functions while having
the same circuit structure with different V;j;, implants.

The TVD technique is one-time mask programmed with
different threshold implants to realize different camouflag-
ing gates on the same physical structure. Hence, stacks of
transistors, including low (~300m V) and high (~600m V)
Vi, are used as a pull-down network (PDN) to provide all
possible input combinations (Fig. [3). A differential PDN pair
is replaced by the differential input of the sense amplifier.
After the gates are fired, the sense amplifier amplifies the
corresponding current difference to the full logic level. The
2-input TVD logic family (A, B) is shown in Fig. 3]

There are two modes of operation: when the clock is low,
the circuit is in precharge mode, and when the clock goes
high, the gate evaluates. While the clock is low, transistors
M, and Mp, are on, so Voyr and Voyr are high, therefore

TABLE I
TVD LOGIC OVERHEAD VERSUS STANDARD CMOS GATES [6]].
Delay (%) | Power (%) | Area (%)
TVD-XOR 10 9 80
TVD-AND 70 10 160
TVD-OR 37 10 160

Sense Amplifier Low Voltage High Voltage

Logic Gate | treshold (LVT) | Threshold (HVT)
CLK cLK
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Fig. 3. Conventional TVD logic family with 2-inputs (A, B); pull-down
transistors considered with all possible input combinations; different Boolean
functions can be realized by considering different arrangements of transistors
with low or high threshold implants (LVT or HVT), described in the table.

OUT and OUT are pulled down. On the other hand, during
the evaluation phase (CLK: High, M,3: ON), based on the
input combination, only one of the parallel branches from
each side of the differential PDNs is turned on. Since the
transistors with the LVT or HVT are placed in an asymmetric
manner, both branches conduct, but asymmetrically in the
differential pairs. Therefore, the current drawn by one of the
differential sides (the branch with the LVT) is greater than the
other, defining the output as low or high. The table in Fig. 3]
describes the transistors set up in differential PDNs. These
must be programmed as shown using LVT or HVT implants
to implement different Boolean functions.

For example, the operation for a 2-input TVD-XOR gate
is as follows. The precharge phase (C'LK: low) has already
been described. After CLK is set to high (evaluation phase),
for the input combination A/B = 00 (A/B = 11), only two
branches with M, and Ms (LVT) from one PDN and Mg and
Mio (HVT) from the asymmetric side are conducting. Since
Iyt > Igyr, more current will flow through M; and Mo,
thus the Voyr quickly drops (Vour = 0), but Voyr makes
a slight dip and stays high (Voyr = 1). After the inversion,
OUT goes high and OUT remains low. Table [6] describes
the overheads of the TVD logic family compared to standard
CMOS gates.

Accordingly, the same topology is used to implement other
gates. This TVD logic family can camouflage the gate by using
the same physical layout and design except for the threshold
implant of the devices. However, the V}; is not directly de-
tectable by solely observing the physical layer and delayering.
Still, there are several methods to measure the channel doping
and ultimately reveal the gate functionality [9] [10].

III. RECONFIGURABLE ISFET-TVD LoGIC GATE

This section introduces the TVD gate that uses ISFET
devices (ISFET-TVD) instead of MOSFET transistors with
different threshold implants. The proposed camouflaging gate
can be programmed after fabrication to perform different
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Fig. 4. Schematic of a field-effect transistor (a) MOSFET and an (b) ISFET.

Boolean operations, while having the same physical layout
and design’s schematic for all logic gates.

A. Emerging Technologies, ISFET

The ion-sensitive field-effect transistor (ISFET) operates
similarly to the metal oxide field-effect transistor MOSFET.
However, the gate is extended by a passivation layer that
is in contact with an external reference electrode (Ag/AgCl)
through an electrolyte [12]] [13]]. Fig. E| illustrates the schemat-
ics of a MOSFET (a) and an ISFET (b). For the ISFET the
reference voltage is provided by an electrode, which acts as
the gate voltage (V7). Compared to conventional MOSFET
structures, the threshold voltage of an ISFET (Vrg(rsreT))
device also depends linearly on the surface potential of the
oxide-electrolyte interface. The expression for the drain-source
current (Ipg) of an n-type ISFET transistor is [|14]]:

w 1
Ips = /J/ncomf(VGS' —Vruasrer)Vps — §V1:2;5- (D

Equation (I) shows that compared to the MOSFET, the
threshold voltage of the MOSFET is replaced by Vr g (1srET)>
which depends on the ion concentration of the liquid. There-
fore, the Vg (;sreT) can be changed and adjusted depending
on the aqueous electrolyte that is electronically in contact with
a reference electrode. This implies that Vry(;grpr) can be
changed and reconfigured to HVT or LVT after fabrication,
depending on the ion concentration of the sample solvent.

B. Proposed ISFET-TVD

Instead of using different threshold implants for transistors
in differential PDNs, a parallel configuration employing ISFET
transistors is proposed. We present a camouflaged logic gate
with the same schematic design and the identical layout for
all logic gates, which can be programmed after fabrication
depending on the Boolean functionality. After fabrication, the
devices’ V};, must be adjusted by choosing solvents with dif-
ferent ion concentrations depending on the Boolean function.
The ion concentration is proportional to the Vi, so a low
hydrogen ion strength electrolyte solution is used for LVT
and a high hydrogen ion strength solution is used for HVT.
Thus, the amount of charge depends on the concentration of
certain ions present in the solution (hydrogen ion concentration
or pH). This modulates the surface charge at the insulator-
semiconductor interface of the ISFET, resulting in interface
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Fig. 5. (a) Threshold voltage variation with respect to pH value when drain-
source voltage (Vpg) is 0.1V and channel thickness (t5;) is 50 nm [[15];
(b) drain-source current for different hydrogen ion concentrations (pH) at
electrolyte interface for a fabricated ISFET device having channel width of
15 um, channel length of 7um, and Vpg is 2V.

charge densities. Therefore, the pH response of an ISFET
device can be characterized as a threshold voltage shift when
the pH of the injected solution is varied (from 1 to 14).

Fig. Pla) shows the Vi, of an ISFET device as the pH
is increased from 1 to 7 [15]. In particular, for a single
ISFET device, the threshold voltage increases or decreases
in accordance with the pH of the device. The Ipg charac-
teristics are shown in Fi. [5[b) for a fixed Vpg and different
pH values. The Ipg is higher at lower pH values (lower
Vin); eg Ips—pHa9 > Ips—pHo2. Based on the Nernst
sensitivity limit, the threshold voltage shift for conventional
ISFET devices is 59m V/pH [16].

Note that instead of having a transistor whose threshold
voltage variation is a function of a transistor’s geometry
and doping, V;; of the ISFET depends on the pH of the
sample solution. The LVT or HVT can be easily adjusted
after fabrication by changing the pH of the solvent in contact
with the transistor. Furthermore, ISFET devices have a gate
structure that is compatible with the CMOS manufacturing
process. The proposed ISFET-TVD gate replaces the stack of
parallel n-type transistors that have LVT or HVT threshold
implants with ISFET devices in the PDN of the TVD logic
family. Different Boolean functions can be implemented using
the same schematic while injecting two different pH solutions
to perform LVT or HVT (low or high pH value, respectively).
With the ISFET-TVD, the gates can be reconfigured at any
time after manufacturing.

IV. EXPERIMENTAL RESULT AND COMPARISON

To demonstrate the correct functionality of the new cam-
ouflaging scheme, we simulated the ISFET-TVD logic gate
with 2 inputs and n-type ISFETs as it shows in Fig [f] The
conventional TVD logic family was evaluated in 65 nm CMOS
technology and the proposed ISFET-TVD was evaluated in
45nm CMOS technology and Verilog-A to model the surface
potential, reference electrode, and electrolyte of the ISFET.
All logic gates are designed using the same geometry of
NMOS and PMOS devices. A supply voltage of 1.8V and
a temperature of 27°C, and the frequency of 20 MHz are the
nominal conditions for the simulation. Cadence Virtuoso is
used for simulation and analysis.
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Fig. 6. 2-input (A,B) ISFET-TVD gate Schematic. Only differential PDNs
with n-type ISFETs are shown. Low and high pH values must be placed on
the ISFETs to operate as an LVT or HVT for different Boolean functionality.

The overall design with the proposed configuration is done
in the following order. First, two high and low-pH solutions are
considered to inject on the ISFET devices in the differential
PDNs. The pH solutions are then applied to the selected set of
ISFETSs according to the desired Boolean function. The input
combinations are provided to the reference electrode of the
ISFETSs, which is electrically connected to the gate surface
via the pH sample. The sense amplifier and operating phases
are then used similarly to the conventional TVD design.

The number of ISFET transistors required is the same as
for conventional TVD transistors. However, a single design
schematic can be used to implement different gates. The
ISFET-TVD can be considered a reconfigurable universal
gate that can operate as any Boolean function based on a
specific configuration of ISFETs with pH solvents. Fig[7]shows
the transient analysis of a 2-input ISFET-TVD configured to
operate as an XOR gate for inputs A and B.

From the results, we can observe that the ISFET-TVD
behaves in the same way as the conventional TVD logic
family. Therefore, in the precharge phase, CLK = 0 and the
p-type transistors in the sense amplifier are turned on, pulling
Vour and Vopr to VDD and thus OUT and OUT to VSS.
On the other hand, for the evaluation phase (CLK = 1),
depending on the combination of inputs, only one of the
branches from each side of the differential PDNs is turned
on. The use of asymmetric V}; causes more current to flow to
one side of the differential PDNs, namely to the branch with
LVT (low pH value), compared to its complementary branch
with HVT (high pH).

Compared to the conventional TVD logic family, the pro-
posed ISFET-TVD does not require transistors with different
threshold implants; the voltage thresholds are programmed
after fabrication. In addition, the ISFET-TVD gate provides the
same schematic and layout for all types of logic gates. Hence,
different logic gates can be programmed post-fabrication by
reconfiguring the ISFET devices with different pH values.

However, the complexity of ISFETs makes it challenging
to achieve an accurate, fast, and repeatable response, resulting
in additional overheads. The ISFET-TVD area consumption
is the same as conventional TVD (Table. [I) except for the
additional reference electrodes (depending on the size of the
reference electrode). There is also a relatively small delay

- accepted by 21st IEEE Interregional NEWCAS Conference - An IEEE CAS Society Interregional Flagship Conference

Precharge 1 Evaluation phase ! Precharge
phase p i phase P ] phase p
CLK
s |
B

1 Evaluation phase 1 Precharge 1 Evalu

[t 01 ooi P 1 01 ooi , P
ol = E. = =
e o 1 1 ‘
g i = 3 = ‘
VouT ;‘—l—l:' \—;‘:l 1\_

vouT ! : i ;
ouT | l l
out | ! !

time [ns] '

~

Fig. 7. Transient analysis of a 2-input TVD-ISFET XOR gate for the input
pH of 2 and 10, operating as devices with LVT and HVT, respectively.

based on the time it takes for the ISFET to sense the pH
(depending on the passivation layer). Furthermore, additional
power is initially required to allow the solvent to flow to the
ISFETs to configure/reconfigure the gate.

ISFET is an emerging technology, and there are a number
of research efforts underway to overcome these challenges and
to demonstrate a rapid response. On the other hand, there
are some other TVD logic techniques, including enhanced-
TVD (E-TVD) to reduce the amount of required transistors
to enhance the overall performance [17]]. This is important
because, in the TVD logic structure, the number of transistors
increases significantly with the number of inputs; this can
reduce the efficiency of the gate. The proposed design has
the same goals as the previous TVD designs, but uses ISFET
technology to hide the design intent.

V. CONCLUSION

Reverse engineering reveals the functionality of the chip by
effectively determining the gate-and-wire layout of the circuit.
In this work, we proposed an ISFET-TVD camouflage gate to
hide the functionality of the gate and make it RE-resilient. The
ISFET-TVD extends conventional TVD logic gate technology
with ISFETSs. The advantage of the ISFET-TVD is that it does
not require additional threshold implants and can be configured
and reconfigured after fabrication. Moreover, it contains the
same schematic and physical layout for all gate circuits. The
gate is defined by the injected electrolyte solvent. By replacing
some of the conventional gates with ISFET-TVD logic gates,
the circuit can be obfuscated to further enhance the security.
ISFET transistors are CMOS compatible. However, due to the
complexity of ISFETs compared to conventional MOSFETs,
ISFET transistors come with additional overheads. This results
in a larger delay, area and power consumption compared to
the conventional TVD logic family. In the future, we plan
to improve the ISFET-TVD gate by reducing the number of
ISFET transistors to keep the logic overhead of ISFET-TVD
low enough to allow large-scale replacement of conventional
gates with the proposed logic gate.
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