
!"#$%&'()*+,-. /&-0+0'1&'+%"
!220$+'1"3$0"4+5+6-7-58"$3
90&.,"+5.":-8;$0<,

=&+6$ >&$0-?-@A"B&'+0.$ :-&,,-@CCA"D&,+5.0$"90+5E&%%-FA
4+0&+"G+5&%'- !%7-&.+FA !&<$"#0+,@

! "#$%&'($)*+,-+./&#)&0+.1&+2&)1&'34#5(
6 7&5&'43+"#$%&'($)*+,-+8$,+9'4#5&+5,+:;3 <"789:=0+>'4?$3

@@ :;AA,')&5+B*+C2DE (F1,34'(1$A+G >'4?$3

!"#$%&'$

!r#ds are d#str#b+ted #n-rastr+ct+res t/at /a0e been +sed as an #m23rtant and 234er-+5 
res3+rce -3r d#str#b+ted c3m2+t#n67 8#nce t/e n3des 3- a 6r#d can 23tent#a559 be 53cated #n 
d#--erent adm#n#strat#0e d3ma#ns: t/e +nder59#n6 net43r; #n-rastr+ct+re t/at s+223rts 6r#d 
c3mm+n#cat#3ns /as t3 be 2r32er59 c3n-#6+red t3 2r30#de e--#c#ent n3de<t3<n3de messa6e 
exc/an6e7 >+rrent59: t/e mana6ement 3- 6r#ds and net43r;s #s 2er-3rmed b9 d#--erent and 
#nde2endent t335s? t/ere #s n3 t335 #nte6rat#3n t3 2r30#de: -3r exam25e: an a+t3mat#c net43r; 
c3n-#6+rat#3n7 T/#s -3rces 6r#ds adm#n#strat3rs t3 reA+est: #n a n3n<a+t3mated -as/#3n: t/e 
c3n-#6+rat#3n 3- net43r; de0#ces t3 net43r; adm#n#strat3rs7 In t/#s 2a2er 4e 2resent a 235#c9 
trans5at#3n mec/an#sm t/at 6enerates net43r; 235#c#es -r3m 6r#d reA+#rements ex2ressed #n 6r#d 
235#c#es7 T/e 2a2er a5s3 2resents a 2r3t3t92e t335 t/at a5534s 6r#d adm#n#strat3rs t3 de-#ne 6r#d 
235#c#es: and net43r; adm#n#strat3rs t3 de-#ne c3rres23nd#n6 trans5at#3n r+5es7 T/e 2r323sed 
trans5at#3n mec/an#sm and #ts #m25ementat#3n #n t/e ass3c#ated t335 s/34 t/at t/e mana6ement 
3- 6r#ds and net43r;s can be exec+ted #n an #nte6rated 4a97
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'44"1'./ '0012% ,()21"> 410#.#(% )1 *( '+)13')#.'006 5(,("')($ -"13 5"#$ 410#.#(%: ',$ )1 *( 
$(4016($ *6 ' 410#.6 %6%)(3 DOF #,%)('$ 1- -1".#,5 ' 3',+'0 #,)("'.)#1, *()2((, 5"#$ ',$ 
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P .1331,06 "(<+#"($ ,()21"> .1,-#5+"')#1, #, ' .1,-("(,.( 5"#$: #340(3(,)($ -1" #,%)',.( 
2#)/ P..(%%!"#$: #% )1 '001.')( ,()21"> *',$2#$)/ -1" 3+0)#.'%) '+$#1 ',$ 7#$(1 -012%8 A/#% 
.1,-#5+"')#1, 3+%) *( (;(.+)($ #, '00 '$3#,#%)"')#7( $13'#,% )/') '"( 4'") 1- )/( 5"#$: )1 
5+'"',)(( -('%#*0( '+$#1 ',$ 7#$(1 )"',%3#%%#1,8 A/( .+""(,) 7("%#1, 1- P..(%%!"#$: /12(7(": 
.1,%#$("% )/') )/( +,$("06#,5 ,()21"> "(%1+".(% 2#00 *( '7'#0'*0( 4"#1" ',$ $+"#,5 ' 
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+%#,5 )/( %'3( '..(%% 4"#7#0(5(% -"13 )/') +%("8
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3'44($8 =, %+./ ' )"',%0')#1, 4"1.(%%: )/( 5"#$ '$3#,#%)"')1" $(-#,(% 5"#$ 3','5(3(,) 410#.#(%: 
',$ )/( ,()21"> '$3#,#%)"')1" $(-#,(% )"',%0')#1, "+0(%8 A/(,: ', '+)13')($ 4"1.(%% 5(,("')(% )/( 
,()21"> 410#.#(% '4406#,5 )/( )"',%0')#1, "+0(% 17(" 5"#$ 410#.#(%8 =, )/#% ,(2 %.(,'"#1: )/( 
,()21"> '$3#,#%)"')1" ,1 01,5(" $(-#,(% %)')#. ,()21"> 410#.#(%@ /( 1" %/( #% ,12 #, -'.) 
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410#.#(% 5(,("')($ *6 )/( )"',%0')#1, 3(./',#%3 '"( )/(, )"',%0')($ )1 ,()21"> .1,-#5+"')#1, 
'.)#1,% ',$ (;(.+)($ *6 910#.6 C(.#%#1, 91#,)% M9C9%N D]F 1- )/( "(5+0'" =\AV 410#.6L*'%($ 
3','5(3(,) '"./#)(.)+"(8    

A/( ,(;) %+*%(.)#1,% 4"(%(,) )/( $(-#,#)#1, ',$ (;'340(% 1- 5"#$ ',$ ,()21"> 410#.#(%: '% 2(00 
'% )/( $()'#0% 1- )/( 3(./',#%3 +%($ )1 #340(3(,) )/( 3'44#,5 4"1.(%%8
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+%("%: "(%1+".(%: 4"1;#(%: ',$ ,()21"> B1? '00 ') )/( %'3( )#3(8 ?13( 1- )/( 0',5+'5(% 4"17#$( 
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*',$2#$)/ '001.')#1,8 

C+( )1 )/(%( "(%)"#.)#1,%: #, 1+" 21"> 5"#$ 410#.(% '"( $(-#,($ )/"1+5/ ' /641)/()#.'0 0',5+'5(: 
2/#./ #% *'%($ 1, ' 4"(7#1+% 21"> '*1+) 5"#$ 410#.#(% '% $(-#,($ #, DSF8 A/( #341")',) 41#,) 
'*1+) %+./ /641)/()#.'0 5"#$ 410#.6 0',5+'5( #% )/') #) (,'*0(% )/( $(-#,#)#1, 1- '00 5"#$ 
"(<+#"(3(,)% 3(,)#1,($ *(-1"(8 910#.#(% '"( $(-#,($ *'%($ 1, )/( .1,$#)#1,L'.)#1, 31$(0 -"13 
)/( =\AV: 2/("( ' 410#.6 "+0( #% .1341%($ *6 .1,$#)#1, ',$ '.)#1, %)')(3(,)%8 

P 410#.6 .1,$#)#1, .1,%#%)% 1- ' 0#%) 1- 7'"#'*0(% ',$ '%%1.#')($ 7'0+(% )/') 3+%) (7107( )1 )"+( 
#, 1"$(" )1 )+", )/( 410#.6 7'0#$8 P, '.)#1, #% ' 0#%) 1- 7'"#'*0( '))"#*+)#1,% )/') '"( )"#55("($ 2/(, 
)/( 410#.6 .1,$#)#1, _+%) )+",% )1 *( 7'0#$8 `1"( -1"3'006: ' 5"#$ 410#.6 #% .1341%($ 1- ' 
.1,$#)#1,'0 %)')(3(,) MifN .1,)'#,#,5 .1,$#)#1,'0 (0(3(,)% "(0')($ )1 5"#$ +%("% MuserN: 4"1;#(% 
Mpro)yN: "(%1+".(% MresourceN: ',$ )#3( .1,%)"'#,)% Mstart.ime ',$ end.imeN: ',$ '0%1 ' 0#%) 
1- '.)#1,% )/') "',5( -"13 ' %#340( '.)#1, %+./ '% '..(%% 4("3#%%#1, MallowAccessN )1 ', '.)#1, 
)/') 4"17#$(% B1? "(<+#"(3(,)% 5network7o8N8 A/( ,(;) 4'5(% 4"(%(,) %13( (;'340(% 1-  )/( 
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if (user )) *fioreze* and pro1y )) *3abTec Cluster: and
resource )) ;<ata =erver: and
startTime @) *ABCDECDBBE BBFBBFBB*  and 
endTime G) *ABCDECDBBE DHFEIFEI*)

K
allowAccess ) trueN
ma1Allowed=torage ) DBPBN
networkSo= ) highThroughput<ataIntensiveN 

V

9'$5+A,3$F*+&O4JA3&

A/#% 5"#$ 410#.6 (;'340( %/12% )/') )/( +%(" fiore9e #% '*0( )1 '..(%%: $+"#,5 ' %4(.#-#. 
4("#1$ 1- )#3(: ' 5"#$ .0+%)(" M:ab.ec <lusterN 01.')($ #, )/( $13'#, =>?@A>@>B ',$ ' 
%)1"'5( %("7(" MCata 8erEerN 40'.($ #, )/( $13'#, =>?@A>@>F 7#' )/( 5"#$ .0+%)("8 =, )/#% 
410#.6 )/( +%(" $1(% ,1) /'7( $#"(.) '..(%% )1 )/( %)1"'5( %("7(": *+) /( #% '*0( )1 #,$#"(.)06 %)1"( 
#,-1"3')#1, 5(,("')($ *6 )/( .0+%)(" #,)1 )/( %)1"'5( %("7("8 `1"(17(": )/( 5"#$ 410#.6 .1,)'#,% 
)/( B1? "(<+#"(3(,) GigG.GrougGputCataIntensiEe: 2/#./ 3(',% )/( ,()21"> $(7#.(% 
*()2((, )/( :ab.ec <luster ',$ )/( Cata 8erEer /'7( )1 *( .1,-#5+"($ )1 %+441") ' /#5/ 
)/"1+5/4+) 2/#0( )"',%-(""#,5 5"#$ $')'8 =, '$$#)#1,: )/("( #% ,1 %4(.#-#. ,()21"> $(7#.( 
.1,-#5+"')#1, )1 *( (;(.+)($ #, )/( 4')/ 0#,>#,5 )/( +%("a% /1%) ',$ )/( %)1"'5( %("7(": %#,.( ,1 
410#.6 $#"(.)06 *#,$#,5 )/( +%(" )1 )/( %)1"'5( #% $(-#,($ #, )/( (;'340(8
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! 2&)/,'K+A,3$F$&(+4'&+4;),J4)$F433*+
I&#&'4)&5+B*+)'4#(34)$,#+';3&(

! 9&#&'4)&5+#&)/,'K+A,3$F$&(+;(&+)1&+
(4J&+34#I;4I&+;(&5+),+5&-$#&5+I'$5+
A,3$F$&(

=)1*@3$5-%6*8-40'03#
P% 3(,)#1,($ *(-1"(: ,()21"> 410#.#(% '"( 5(,("')($ *6 )/( )"',%0')#1, 3(./',#%38 K( $(-#,( 

/("( ' )"',%0')#1, 31$(0 2/("( )/( ,()21"> '$3#,#%)"')1" #% '*0( )1 $(-#,( )"',%0')#1, "+0(% )1 
5(,("')( ,()21"> 410#.#(% 5#7(, 5"#$ 410#.#(% ',$ B1? "(<+#"(3(,)%8 A/') "(0('%(% )/( ,()21"> 
'$3#,#%)"')1" 1- /'7#,5 )1 3',+'006 ."(')( ,()21"> 410#.#(% '..1"$#,506 )1 5"#$ 410#.(% ."(')($ 
*6 )/( 5"#$ '$3#,#%)"')1"8

V#,'0 ,()21"> 410#.#(% 5(,("')($ -"13 %+./ )"',%0')#1, 3(./',#%3 '"( $(-#,($ )/"1+5/ )/( 
%'3( /641)/()#.'0 5"#$ 0',5+'5( +%($ #, )/( $(-#,#)#1, 1- 5"#$ 410#.#(%8

  



2&)/,'K+A,3$F*+&O4JA3&

if (srcAddress )) *AWH.EW.WY.DWD* and srcZort )) *[*   
and
dstAddress )) *AWH.EW.W\.AY* and dstZort )) *\B* 
and
<=CZ )) *[* and proto )) *TCZ* 
and
startTime @) *AACDECDBBH BBFBBFBB* and
endTime G) *AACDECDBBH DHFEIFEI*)

K
bandwidth ) AB]bpsN
<=CZ ) AN     

V

if (srcAddress )) *AWH.EW.WY.DWD* and srcZort )) *[*   
and
dstAddress )) *AWH.EW.W\.AY* and dstZort )) *\B* 
and
<=CZ )) *[* and proto )) *TCZ* 
and
startTime @) *AACDECDBBH BBFBBFBB* and
endTime G) *AACDECDBBH DHFEIFEI*)

K
bandwidth ) AB]bpsN
<=CZ ) AN     

V

A/( (;'340( '*17( %/12% )/( ,()21"> 410#.6 "(%+0)#,5 -"13 )/( 5"#$ 410#.6 4"(%(,)($ #, )/( 
%0#$( T8 A/( .1,$#)#1, 4'") 1- )/#% 410#.6 %)')(% )/') $+"#,5 )/( (,)#"()6 1- H17(3*(" GO)/: )/( 
)"'--#. 5(,("')($ *6 /1%) EJI8OJ8JT8GJG %(,) )1 /1%) EJI8OJ8JY8ET: 2#)/ ',6 %1+".( 41") MbN: 
'$$"(%%($ )1 )/( cAA9 41") M41") YWN: +%#,5 A^9 '% )/( )"',%41") 4"1)1.10 ',$ 2#)/ ',6 7'0+( '% 
C?^9 MbN 2#00 /'7(: '% '.)#1,%: )/( '001.')#1, 1- EW`*4% 1- *',$2#$)/ ',$ )/( 7'0+( E 3'">($  
#, )/( C? -#(0$8 =) #% #,)("(%)#,5 )1 ,1)#.( )/') )/#% ,()21"> 410#.6 21+0$ *( '440#($ #, ('./ 
C#--?("7 "1+)(" MP:Q:^ ',$ CN *()2((, :ab.ec <luster ',$ Cata 8erEer %/12($ #, )/( 
%0#$( T@

=, )/( ,(;) %+*%(.)#1,: 2( 4"(%(,) ', (;'340( 1- ' )"',%0')#1, "+0( )/') 21+0$ 5(,("')( )/#% 
,()21"> 410#.68
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if (srcResource.addressCDW )) AWH.EW.WY.BCDW and
dstResource.addressCDW )) AWH.EW.W\.BCDW and
dstResource.port )) \B and dstResource.protocol )) TCZ)

K
pA ) new _etworkZolicy()N
pA.addCondition(startTime,*@)*,schedule.startTime)N
pA.addCondition(endTime,*G)*,schedule.endTime)N
pA.addCondition(srcAddress,*))*,srcResource.address)N
pA.addCondition(dstAddress,*))*,dstResource.address)N
pA.addCondition(dstZort,*))*,dstResource.port)N
pA.addCondition(dstZrotocol,*))*,*tcp*)N

pA.addAction(<=CZ,A)N
pA.addAction(bandwith,requiredSo=.requiredBandwidth)N

inZbZs ) select pep withincsrcResource.address, AWH.EW.WY.Ad
directionc*in*d from device.typec*<iff=erv<evice*dN

outZbZs) select pep withincsrcResource.address, AWH.EW.WY.Ad
directionc*out*d from device.typec*<iff=erv<evice*dN

inZbZscBd.deployZolicy(pA)N
outZbZs.deployZolicy(pA)N

V

if (srcResource.addressCDW )) AWH.EW.WY.BCDW and
dstResource.addressCDW )) AWH.EW.W\.BCDW and
dstResource.port )) \B and dstResource.protocol )) TCZ)

K
pA ) new _etworkZolicy()N
pA.addCondition(startTime,*@)*,schedule.startTime)N
pA.addCondition(endTime,*G)*,schedule.endTime)N
pA.addCondition(srcAddress,*))*,srcResource.address)N
pA.addCondition(dstAddress,*))*,dstResource.address)N
pA.addCondition(dstZort,*))*,dstResource.port)N
pA.addCondition(dstZrotocol,*))*,*tcp*)N

pA.addAction(<=CZ,A)N
pA.addAction(bandwith,requiredSo=.requiredBandwidth)N

inZbZs ) select pep withincsrcResource.address, AWH.EW.WY.Ad
directionc*in*d from device.typec*<iff=erv<evice*dN

outZbZs) select pep withincsrcResource.address, AWH.EW.WY.Ad
directionc*out*d from device.typec*<iff=erv<evice*dN

inZbZscBd.deployZolicy(pA)N
outZbZs.deployZolicy(pA)N

V

=)=*A%&,#4&$0-,*%/43#

A"',%0')#1, "+0(% '"( $(-#,($ *6 ,()21"> '$3#,#%)"')1"% 1- ('./ '$3#,#%)"')#7( $13'#, )/')  
_1#,% )/( 5"#$ (,7#"1,3(,)8 =, )/( )"',%0')#1, "+0(%: )/( ,()21"> '$3#,#%)"')1" $(-#,(% )/( 
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A/( )"',%0')#1, "+0( %/12, #, )/( (;'340( '*17( $(-#,(% #, )/( ,()21"> 410#.6 p= )/( 3'">#,5 
1- 4'.>()% ',$ '001.')#1, 1- *',$2#$)/ #, )/( +,$("06#,5 ,()21">: 14("')#,5 2#)/ )/( =\AV 
C#--?("7 '"./#)(.)+"(: 4"(%(,)($ #, )/( %0#$( T8 c12(7(": p= #% 1,06 ."(')($ #- )/( 1"#5#,'0 5"#$ 
410#.6 %)')(% )/') )/( %1+".( "(%1+".( #% 01.')($ #, )/( '$3#,#%)"')#7( $13'#, =>?@A>@>B@JKL>
',$ )/( $(%)#,')#1, "(%1+".( *(01,5% )1 )/( '$3#,#%)"')#7( $13'#, =>?@A>@>F@JKL>8 A/( 
,()21"> 410#.6 p= 7("#-#(% )/( 01.'0 ',$ "(31)( '$$"(%%(%: )/( "(31)( 41") MYWN: ',$ )/( )"',%41") 
4"1)1.10 MA^9N 1- )/( ,()21"> 4'.>()% #, 1"$(" )1 3'"> )/( C? -#(0$ 2#)/ )/( C?^9 E ',$ '% 2(00 
'% )1 5+'"',)(( )/( "(<+#"($ *',$2#$)/ $()("3#,($ #, )/( 1"#5#,'0 5"#$ 410#.68
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A/( )"',%0')#1, '"./#)(.)+"( 14("')(% '..1"$#,5 )1 )/( -10012#,5 %)(4% '0%1 $(4#.)($ #, )/( -#5+"(
'*17(@
E8 A/( 5"#$ '$3#,#%)"')1" $(-#,(% 5"#$ 410#.#(% ',$ "(<+#"($ '%%1.#')($ ,()21"> .0'%%(% 1- 

%("7#.(% )/"1+5/ ' 5"#$ 410#.6 ($#)1" ',$ %)1"(% )/(3 #, ' 501*'0 5"#$ 410#.6 "(41%#)1"6d
G8 A/( ,()21"> '$3#,#%)"')1" 1- ('./ '$3#,#%)"')#7( $13'#, _1#,#,5 )/( 5"#$ (,7#"1,3(,) 

$(-#,(% ' %() 1- )"',%0')#1, "+0(% +%#,5 ' )"',%0')#1, "+0( ($#)1" ',$ %)1"(% )/(3 #, ' 01.'0 "+0( 
"(41%#)1"6d

I8 [,.( )/( 5"#$ '$3#,#%)"')1" 2',)% )1 $(4016 ' 410#.6: )/( )"',%0')#1, (,5#,( "()"#(7(% %+./ 
410#.6 -"13 )/( 501*'0 5"#$ 410#.6 "(41%#)1"6d 

J8 A/( )"',%0')#1, (,5#,( )/(, "()"#(7(% )/( %() 1- )"',%0')#1, "+0(% -"13 )/( 01.'0 "+0( 
"(41%#)1"6d

O8 A/( )"',%0')#1, (,5#,( )"',%0')(% )/( 5"#$ 410#.#(% *'%($ 1, )/( )"',%0')#1, "+0(% ',$ .1,%+0)% 
)/( 5"#$ )110>#) )1 $#%.17(" ,()21"> '$$"(%%(% ',$ 4"1)1.10% #,-1"3')#1,d

S8 [,.( )/( )"',%0')#1, (,5#,( *+#0$% +4 ,(2 ,()21"> 410#.#(% "(0')($ )1 )/( 01.'0 $13'#,: )/(%( 
410#.#(% '"( %)1"($ *'.> #, ' 01.'0 ,()21"> 410#.6 "(41%#)1"6d

T8 A/(, )/( )"',%0')#1, (,5#,( %#5,'0% ' %() 1- 9C9% #, )/( 01.'0 $13'#, #, 1"$(" )1 $(4016 )/( 
_+%) ."(')($ ,()21"> 410#.#(% #, ' %() 1- 9\9%d

Y8 ?#5,'0($ 9C9% "()"#(7( ,()21"> 410#.#(% -"13 )/( 01.'0 "(41%#)1"6d
]8 9C9% )"',%0')( ,()21"> 410#.#(% )1 .1,-#5+"')#1, '.)#1,% #, 1"$(" )1 $(4016 %+./ 410#.#(% #, 

)/( 01.'0 $13'#, 9\9%8
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9'$5+A,3$F*+&5$),'
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B)*C9#$3<*>%-$-$9>3
A/( %6%)(3 4"1)1)64( 2'% $(7(014($ '% ' 31$+0( 1- BP`\ MB1?LP2'"( `','5(3(,) 

\,7#"1,3(,)N DEJF: 2/#./ #% ' K(*L*'%($ ,()21"> 3','5(3(,) %6%)(3 $(7(014($ #, 9c9 ') )/( 
V($("'0 e,#7("%#)6 1- R#1 !"',$( $1 ?+08 =, )/#% K(*L*'%($ 4"1)1)64(: )/( 5"#$ '$3#,#%)"')1" .', 
$(-#,( 5"#$ 410#.#(%: 5"#$ .0'%%(% 1- %("7#.( ',$ )/( 01.')#1, 1- )/( %(7("'0 )"',%0')#1, (,5#,(% 
$#%4("%($ )/"1+5/ )/( ,()21"> '$3#,#%)"')#7( $13'#,% )/') .1341%( )/( 5"#$8 K( '0%1 4"17#$( #, 
)/( 4"1)1)64( ' 5"'4/#.'0 +%(" #,)("-'.( )/') '0012% )/( ,()21"> '$3#,#%)"')1" )1 ."(')( )"',%0')#1, 
"+0(% ',$ .1,-#5+"( )/( )"',%0')#1, (,5#,(: -1" #,%)',.(: %4(.#-6#,5 2/#./ 5"#$ )110>#) #% +%($8
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A/( #340(3(,)')#1, 1- 1+" %6%)(3 /'% *((, *'%($ 1, )/( K(* ?("7#.(% )(./,10156 )1 4"17#$( 
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K( /'7( *((, +%#,5 )/( !01*+% )110>#) )1 4"17#$( )/( 3','5(3(,) 1- 5"#$ "(%1+".(%8 A/( 
)"',%0')#1, 3(./',#%3 #% '*0( )1 .133+,#.')( 2#)/ !01*+% 7#' K(* ?("7#.(% 1--("($ *6 !01*+%
)1 (;)(",'0 .0#(,)%8
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