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Abstract. On-line monitoring is a useful technique for ensuring system reliability. By continuously supervising
the system’s operation, a wide range of problems, such as physical defects, transient faults and design errors,
can be detected. A monitor M*’s behavior can be viewed as an abstraction of the target system M’s behavior,
and can be represented by a homomorphic mapping from M to M*. We present a systematic procedure to select
homomorphisms for monitor design and measure their costs based on a behavioral fault model. Analysis of the
method shows that monitors with very few states and low area can provide high fault coverage. Experimental results
are presented which quantify the basic trade-off between area overhead and fault coverage. Simulation results under

the industry-standard single stuck-at fault model are also reported.
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1. Introduction

Increasingly, integrated circuits (ICs) are being used
in safety-critical applications, from anti-lock braking
in automobiles, to fly-by-wire aircraft, to prosthetic
systems in the human body. At the same time, ICs
are becoming more complex and compact, resulting
in their increased susceptibility to transient or in-
termittent faults. Such faults affect the behavior of
the circuits from time to time and must be detected
quickly, suggesting a need for efficient on-line er-
ror monitoring. An on-line monitor continuously su-
pervises the operation of a circuit and reports illegal
behavior.

On-line monitoring strategies can be applied at var-
ious levels of abstraction, ranging from the gate and
register-transfer levels to the system level. Run-time
errors can be caught if we can check whether the cur-
rent outputs are valid. In such approaches, the outputs
of a circuit are usually encoded with an error-detecting
code, and a monitor detects the occurrence of non-
code outputs. A straightforward approach [18] is to ap-
pend check bits to the normal output bits. The resulting

designs consist of functional logic, a check-bit gener-
ator, and a checker. The functional logic generates the
normal outputs, the check-bit generator generates the
check bits, and the checker determines if the outputs
are valid codewords. Various encoding methods, for in-
stance, group parity codes [20] and Berger codes [14],
can be used to encode the outputs. A basic disadvan-
tage of these methods is that a single fault inside the
circuit may change the outputs to other codewords and
so be undetectable.

We can also embed self-testing structures in the tar-
get design. Tests for functional modules can then be ap-
plied during the cycles when the modules are inactive.
If the module functions are simple and the free cycles
for each functional module can be pre-determined, we
can schedule the test and normal operations at the same
time without clearly defining a boundary between these
two modes [8]. On the other hand, if the cycles during
which a module is inactive are irregular, extra control
signals may be needed to switch between the testing
and normal modes [15]. The main disadvantage of this
type of self-testing is that it is not good at detecting
transient faults.
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Signature analysis [12] is another widely studied ap-
proach to on-line monitoring of programmable sys-
tems. A co-processor, often called a watchdog or
diagnostic processor, whose duties include signature
computation and checking, is usually employed. Error
detection by means of a watchdog is a two-phase pro-
cess. In the first phase, signatures are computed and
assigned to basic blocks of the target program, where
a basic block is a set of instructions with no jumps al-
lowed from or into these instructions. During the sec-
ond phase, the monitor computes run-time signatures
and compares them with the precomputed signatures
received from the target system. Differences between
these two sets of signatures reveal permanent or tran-
sient errors. Besides their limited ability to detect data-
related errors, such methods also cause performance
degradation by increasing the number of instructions
in a program.

In this paper, the system to be monitored M is mod-
eled as a finite-state machine (FSM), for which a simple
behavior fault model is defined. A monitor M* is then
abstracted systematically from the behavioral descrip-
tion of M using homomorphisms selected under the
guidance of appropriate cost measures. The effects of
the number of states in the monitor on its area over-
head and fault coverage are analyzed. It is shown that
one-state monitors, i.e. combinational monitors, have
small area overhead. Moreover, for FSMs with high
output/state ratios, such monitors also have very high
fault coverage under our behavioral fault model. Sim-
ulations under the standard single stuck-at fault model
are also performed.

The remainder of this paper is organized as follows.
After the introduction of some notation and our system
model in the next section, we propose an algorithm for
FSM behavior abstraction based on homomorphisms
in Section 3. Section 4 analyzes how the area overhead

and fault coverage of the monitors vary with respect
to the number of states in the monitors. Experimental
results are presented in Section 5, while some conclu-
sions are discussed in Section 6.

2. System Model

A finite-state machine (FSM) M is defined as a 6-
tuple {7, S, 8, O, A, Sp}, where I is the set of inputs,
S is the set of states, §: I x S — 25 is the state tran-
sition function, S is the set of outputs, A: [ x § — 20
is the output function, and Sy C § is the set of initial
states [11]. An FSM is deterministic if § and A are de-
terministic, that is, no input can map the machine to
two or more outputs or next states at the same time. An
FSM can be described using a state transition graph
(STG). The STG of M is denoted by Gy (Vy, Eny),
where V), is the set of nodes, representing the state set
of M and Ey; = {{u, v), u, v € Vy}is the set of edges,
representing the transition set of M. Each edge (u, v) is
labeled with a set of input-output pairs, each of which
denotes an input that triggers the state transition and
the corresponding output. The number of edges that
start from or end at a state u € V) is called the degree
of u. The maximum degree of all the states is called
the degree of the STG. For convenience, the degree of
the STG is also referred to as the degree of the corre-
sponding FSM. Fig. 1(a) shows a state transition graph
representing a seven-state FSM. The degrees of state
A, D, and F are two, while that of B is four, which is
the maximum degree of all these states. Therefore, the
degree of the STG is four.

Let M = {1, S, 6, O, A, So} be the specification of
an FSM, and M’ = {I, S, 48, O, X', Sy} be its imple-
mentation. M’ has a next-state fault on receiving input
[ in state s if 8(s, i) # 8'(s, i), where s € Sandi € I.

Fig. 1. (a) An example FSM M, (b) a next-state fault of M, and (c) an output fault of M.
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Fig. 2. (a) Base monitor Mg ; (b) monitor M| formed by applying a state homomorphism to M.

M’ has an output fault on receiving input i in state s
if A(s, i) # A'(s, i), where s € S andi € I. We refer
to next-state faults and output faults as behavior faults.
Two versions of M with behavior faults are given in
Fig. 1(b) and (c). The dotted rectangles highlight a next-
state fault and an output fault of M. For simplicity, we
assume that an FSM has at most one next-state or one
output fault at any time. We call this the single behavior
Sfault (SBF) model.

With the concepts defined above, we now in-
troduce our overall system model. Suppose M =
{1, 5,6, O, A, Sy} is the FSM to be monitored. We
first define a base monitor Mgy={I x O,S,4,
{0, 1}, A, So}, which is able to detect all the SBFs of
M, where (1) §5(ab, s) = é(a,s), fora € 1,b € O,
and (2) s € S and Aj(ab, s) = 0 if A(a, s) = b; other-
wise, the output is 1 indicating an SBF. For example,
the base monitor of the FSM M in Fig. 1(a) is shown
in Fig. 2(a). For brevity, only those transitions with out-
put 0 are shown, while those with output 1 are omitted.
Therefore, the indicated transitions correspond to all
valid transitions in M.

We next perform behavior abstraction on the base
monitor using homomorphisms, which provides the
theoretical foundation for our approach. A many-to-
one mapping H = (¢;, ¢s, o) is an FSM homomor-

Error E <——————  Monitor
e

State info.Y A

System Monitored
inputs X FSM M

(a)

phlsm from M] = {11, Sl, 81, 01, )\.1, So]} to M2 =
{12, Sz, 82, 02, )\.2, S()z} if and only if ¢1(i1) (S 12 for
it € I, ¢s(s1) € S for 51 € Si,¢0(01) € O
for o1 € Oy, ¢s(81(i1, 51)) = 82(¢1(i1), Ps(s1)) and
do(M1(ir, 1) = Aa(@r(ir), ¢s(sy)) for iy € I1,01 €
O,. M, is the homomorphic image of M. Fig. 2(b)
shows a homomorphic image of the FSM M in
Fig. 2(a). This particular homomorphism maps states A
and B of Mg into one state in its image, while all other
states, inputs and outputs are mapped to themselves.
Intuitively, a homomorphism reduces the number of
states and preserves the mappings of the next-state and
output functions; hence it is a precise form of behavior
abstraction.

The overall monitoring scheme is illustrated in
Fig. 3(a). The monitor M* operates in lockstep with
M, it can mimic the state transitions of M and report
SBFs with just a one-cycle delay. If the monitor is the
base monitor Mg, all possible SBFs can be detected.
If lower fault coverage is allowed, we can perform ho-
momorphisms on M} to obtain a smaller, and therefore
more economical, monitor M*. As shown in Fig. 3(b),
M* is composed of two parts: interface logic which
implements the homomorphisms from M to M*, and a
compact FSM M, which approximates the state transi-

tions of M.
Monitor M*
E
o FSM
Mc
Interface 1
logic IL
X »| 09 < z
_ System
outputs Z
Y

(b)

Fig. 3. On-line monitoring system: (a) overall structure; (b) monitor design.
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3. Abstraction Algorithm

To reduce the monitor area, we apply homomorphisms
to M{; in two stages called the state and input stages.
In the state homomorphism stage, we gradually reduce
the number of states in the monitor. The fault coverage
hence decreases due to the limited knowledge available
concerning target system states. While in the input ho-
momorphism stage, we only perform a simple trans-
formation, which does not hurt the fault coverage. We
do not consider output homomorphisms, since the base
monitor has only a single output. Note that the inputs
of M incorporate both the inputs and outputs of the
original machine M.

The state homomorphism stage involves construct-
ing a series of homomorphisms of the form: Mj —
M — M; — --- — M} = M*. Each homomor-
phism H: M} — M} (0 < i < n) maps two states of
M} to one state of M . Such mappings are referred
to as simple state homomorphisms. While H reduces
the number of states in the monitors, the number of de-
tectable SBFs also decreases because of the state merg-
ing. Homomorphisms that lead to as few undetectable
SBFs as possible are desirable, because our goal is to
obtain monitors with small area, capable of detecting
as many SBFs as possible. Furthermore, the number of
available simple state homomorphisms is proportional
to the square of the number of states in the monitor.
Therefore, to guide the selection of simple state homo-
morphisms, we define a homomorphism cost function
C(H) that measures the homomorphism’s impact on
fault coverage.

For a homomorphism H: M} — M} |, C(H) is the
number of SBFs that become undetectable if we replace

M; with M7, | as the monitor. In fact, those faults can
readily be enumerated. To facilitate the calculation, we
classify them into three types, which are defined next
via an example, along with a calculation method. We
denote the inputs that trigger transitions from state s; to
state s, by tr_input(sy, s»), and the states in M that are
mapped to s by pre-image(s). Let | T | be the cardinality
of set T'. Using the base monitor and its homomorphic
image in Fig. 2 as an example, the base monitor M}
in Fig. 2(b) is obtained by applying a simple state ho-
momorphism H to Mg, which maps states A and B
of M into one state AB of M. The three SBF types
introduced by H are as follows.

o Next-state-change faults. If the next state of a tran-
sition changes erroneously from B to A, this fault
becomes undetectable when we replace M; with M}
as the monitor. For example, the transition from E
to A on receiving input 01 or 10 is detectable in M.
This fault is, however, undetectable using M}. The
transition from G to B on input 11 also belongs to
this type. The associated cost C;(H) is defined as:

C\(H) = |pre-image(E)| * |pre-image(A)| x 2
+ |pre-image(G)| * |pre-image(B)| * 1

The constant coefficients 2 and 1 are the cardinalities
of tr_input(E, B) = {01, 10} and tr_input(G, A) =
{11}. In general, if states s; and s, are to be merged
and some inputs trigger the transition from a state s
to s; or sy, each input corresponds to a next-state-
change fault that will escape detection by the image
monitor. The general formula to compute the cost
C(H) is given in the first row of Fig. 4.

change fault | changes to
another state
having the same | +

tr_input(s, s,) # &

ses

Type Description Cost function

Next-state- | Next-state of a ses

change fault | transition > |pre-image(s)| X |pre-image(s,)| X |tr_input(s,s ;) — tr_input(s,s )|
changes to tr_input(s, s;)
another state ses
havingthesame [+ . lpre-image(s)| x |pre-image(s )| x [tr_input(s,s,) - tr_input(s,s )|
image tr_input(s, s,)

Current- Current state of

_ g s€S
state a transition > |pre-image(s )| x |pre-image(s)| x |tr_input(s,s,) — tr_input(s,s )|

|pre-image(s,)| x |pre-image(s)| x |tr_input(s,s ;) — tr_input(s,s )|

change fault | interchange ije{1,2}

1mage tr_input(s, s;) # &
Current- Current state
next-state- | and next-state z |"’_1"PW(Sp Sj) - "’J"PW(S,w S,-)| X |pre—tmage(s1)| X [pre—lmage(sz)l

Fig. 4. The three types of SBFs and the corresponding homomorphism costs.



e Current-state-change faults. State transitions with
current state A or B can also become undetectable if
their destinations are different, forming theo%econd
fault type. For instance, next-state fault A — C is
detected by M. After mapping A and B to one state,
M7 is not able to determine if the transition is ini-
tiated from A or B, causing undetectable next-state
fault A % C. Erroneous transitions falling into this
type also include A % Fand B2Y B. Similarly,
we can construct a cost function C,(H) for this fault
type as follows:

C>(H) = |pre-image(A)| * |pre-image(C)|
+ |pre-image(A)| * |pre-image(F)|
+ |pre-image(B)| * |pre-image(B)| x 2

The general formula for C»(H) is shown in the sec-
ondrow of Fig. 4. We can read the formula as follows.
If states 5| and s, are to be merged and some inputs
triggers the transition from s or s; to a state s, each of
the inputs introduces to a current-state-change fault
that will escape detection by the image monitor.

o Current-next-state-exchange faults. The existence of
a state transition from A to B causes undetectable
next-state faults, which change both the current and
next states of0 (t)hlel: transition. For example, erroneous
transition B —> A, which has different current and
next states from valid transition A 00—1>l B, becomes
undetectable in M. The cost contributed by this type
of fault is

C3(H) = |pre-image(B)| * |pre-image(A)| * 2

In general, suppose that states s; and s, are to be
merged into a single state s, and input i causes a
transition from s; to s, the faulty transition from s,
to s; on input i corresponds to a current-next-state-
exchange fault that cannot be detected by the image
monitor. The general formula of C3(H) is shown in
the third row of Fig. 4.

The total cost C(H ) of a simple state homomorphism
H that maps state s; and s into one image is the sum
Ci(H)+ Co(H)+ C3(H) of the costs specified above.
The formulas in Fig. 4 indicate the complexity of com-
puting C(H). Given a state pair, the only computation
is a group of set differences, whose complexity is O (d),
where d is the degree of the monitoring FSM. There are
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in total |S|? state pairs, resulting in a final complexity
of 0(d|S)?).

We turn next to the selection of the homomorphisms
used to construct M*. In general, a homomorphism
H can introduce non-determinism. For example, M}
in Fig. 2(b) is non-deterministic because applying in-
put 00 to state AB triggers transitions to itself and to
C. Such non-determinism is easily eliminated, but it
increases the number of states. Thus we want to se-
lect homomorphisms that have both low cost C and
deterministic images. To aid this heuristic selection
process, we introduce the state dependency graph. A
state dependency graph (SDG) G = (V, E) of an FSM
M* = {I,S,38, 0, A, Sy} is a directed graph, where
each node n; is labeled by two states (s; 1, si2) rep-
resenting a homomorphism ® = (¢;.;, ¢i.s. di.0)s
where ¢; 5(s;.1) = ¢; s(s;2) = s, and other states, in-
puts and outputs are mapped to themselves. There is
an edge (n;, n;) from n; to n; in G if there is an in-
put 7 such that A(s; 1, 1) = s;1 and A(s;2,1) = 52, OF
else A(si1,1) = s;2 and A(s;2, 1) = s;,1. Intuitively,
the edge (n;, n;) indicates that if we apply homomor-
phism @', we must also apply homomorphism &/ to
eliminate non-determinism due to ®. In the FSM in
Fig. 2(a), the next states of states A and B on input 00
are B and C, respectively. Therefore, there is an edge
from node (A, B) to (B, C), as shown in Fig. 5. For a
state pair (s; 1, 5;2), we have to compare the inputs for
every state pair that s; ; and s; » may transit to, result-
ing in d? comparisons in the worst case. The worst-case
complexity of constructing the SDG is hence O (d?|S|*)
since we have to make the comparison for every state
pair. The SDG is similar to the implication graph used
for FSM minimization [10]. The major difference is
that in an SDG, we only consider whether two states
have the same next states on all inputs, while in an

<

E.A

Fig. 5. Part of the SDG for M in Fig. 2(a).
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Heuristic_SH (FSM M, Cost C){
Construct base monitor M* ;
Compute the cost of each pair of states;
Construct SDG for M;; ;
while (C>0) {
Find valid homomorphism & with minimum cost 7}
if (T > C) break;
C=C-T,
M; 1= D(M);
i=i+1;
Construct SDG M, , 1;
}

Fig. 6. Heuristic algorithm for state homomorphism
selection.

implication graph, we take both next states and outputs
into consideration.

A strongly connected component (SCC) in a directed
graph is a set of nodes in which there are paths between
any two nodes. The dotted lines in Fig. 5 indicate some
SCCs in the SDG. SCCs that do not depend on other
SCCs represent sets of mappings that should be applied
together to avoid non-deterministic images. The homo-
morphism cost of an SCC is the sum of the costs of the
simple state homomorphisms represented by the nodes
in the SCC. We apply homomorphisms represented by
nodes in SCCs with the lowest cost during the abstrac-
tion process until no further homomorphisms can be ap-
plied without violating fault coverage constraints. The
algorithm is shown in Fig. 6. The complexity of the
algorithm is dominated by SDG construction, which
occurs in every iteration. Since each iteration reduces
the number of states by at least one, the maximum
number of iterations is |S|. Therefore, the worst case
complexity of the overall algorithm is O(d?|S|?).

After the state homomorphism stage, homomor-
phisms that map the inputs to a smaller input space
can be applied. Fig. 7 shows a monitor M* obtained af-
ter the state homomorphism stage on base monitor M
in Fig. 3 has been completed. Note that this monitor’s

00,10,01,11

11,01

00,10

Fig. 7. Sample monitor M*.

behavior is incompletely specified. For instance, the
transitions of state s¢2 on inputs 00 and 01 are not de-
fined. The reason for this is that valid inputs of the
target machine M are usually only a non-trivial sub-
set of the whole input space. We can think of this as
saying there is a dummy state serving as the next state
of the unspecified transitions, and the output of those
transitions is 1, indicating an error in M.

The input space is naturally partitioned into two
groups by the state transitions initiated from state szl
by inputs 00, 10 and inputs 11, O1. Similarly, state s¢2
also divides the input space into two groups based on
its transitions. The inputs that can be mapped to the
same image are those always in the same group for all
partitions. For example, inputs 01 and 11 of M* are in
the same group because they always trigger transitions
with the same next states and outputs for all current
states. On the other hand, inputs 00 and 01 cannot be
mapped to the same image input because they result in
the same next state when the current state is s¢0, but re-
sult in different next states when the current state is sz1.
Therefore, instead of considering inputs pair by pair,
we form a cross product of all the partitions made by
the states. All inputs in the same partition of the cross
products can then be mapped to the same image.

In the above algorithm, state abstraction starts di-
rectly from the base monitor. One can ask whether it is
beneficial to extend the two-stage approach (state ho-
momorphism selection followed by input homomor-
phism selection) to a three-stage one, where we first
apply some input homomorphisms. For example, given
the base monitor M5 = {I x O, S, &5, {0, 1}, A, So}
of the target system M = {I, S, 5, O, A, Sy}, we can
first map the input space of M to a smaller one. We
can use the input homomorphism H: I x O — [ x O/,
where O’ is obtained by a group parity checking code.
That is, we divide the signals of O into groups, com-
pute an even (or odd) parity check bit for each group,
and form O’ with these parity check bits. Thus, if 1101
is an output of M, and is viewed as two groups 11 and
01, then parity bits for these two groups are 0 and 1,
respectively. Hence 01 is a parity code for output 1101.
This process is analogous to first generating an FSM
whose outputs are the group parity check bits of M’s
outputs, and then constructing a base monitor M; for
the new FSM. The previous two-stage approach can
then be applied to M. Note that if we construct O’
by generating one even parity check bit for each bit of
M’s outputs, we obtain M(’) = M. Therefore, the two-
stage approach can be viewed as a special case of the



three-stage one, where an identity input homomor-
phism is applied. The area of M is almost certainly
smaller than that of M if the input homomorphism is
nontrivial, because it has fewer input signals. Starting
with a smaller monitor for state abstraction, we may ob-
tain a smaller final monitor that meets some bounds on
fault coverage. However, the number of available ho-
momorphisms with deterministic images may also de-
crease, leaving the potential benefits of this technique
an open question. Our experiments will show that it is
possible to obtain monitors with high fault coverage
and low area overhead following this approach.

4. Area/Fault Coverage Trade-Offs

The monitor design approaches proposed above trades
off fault coverage for area overhead. The area reduc-
tion primarily results from the reduction of the number
of states in the monitor. We now investigate how the
number of states in monitor M* affects its area over-
head and fault coverage. In Section 5, we will verify
this analysis experimentally.

As shown in Fig. 3(b), M* consists of the interface
logic IL and the compressed finite-state machine M..
Let n and / be the number of input and output bits
of IL, respectively, and S the number of states in M,.
We use L = 2' to denote the number of outputs. As
discussed in Section 3, the transitions initiated from one
state divide the input space into disjoint sets. Since a
state may change to any other state, the state transitions
initiated from a state divide the input space into (S +
1)/2 sets. The final partition of the input space has
L = ((S + 1)/2)5 sets in the worst case. In fact, the
compressed finite-state machine M, typically has only
a few states and inputs. Therefore, the interface logic
takes the major portion of the monitor area.

Let F be an arbitrary multiple-output Boolean func-
tion representing the interface logic, and having n input
bits and / output bits. The area of IL is approximated by
the number of literals in the following equations [5].

F=api+ap+---+ap (D
P11 =XnXn... X, 2
P2 = XX ... Xou, 3)
P =XnXn ... X, t+1

Here, X; is a literal representing an input variable or
its complement. p; is prime implicant of the multiple-
output function Fanda; e A={i |0 <i < L =2}.
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The probability that ¥;1X;5 . . . ¥i(,—) forms a prime
implicant is L2 (1 — L=2y"* where a k-cube is as-
signed a fixed value while all its n — k neighboring
k-cubes are not. There are altogether (’,1)2””‘ possible
k-cubes and L possible assignments to a k-cube. Con-
sequently, the average number of k-cube prime impli-
cants in F is

(Z)Z”‘kL‘zk(l S A

The above expression contains L — 1 rather than L so
that the prime implicants with a; = 0 can be removed.
Therefore, the average number of prime implicants in
Fis

n—1

()it

k=0

Since a k-cube has n — k literals, the average number
of literals in Egs. (2), (3), ..., ( + 1) is

n—1

3 <Z)2”kL2k(1 — L7 L - D —k)

k=0

In Eq. (1), p; occurs multiple times if the number of
1’s in @; is more than one. Since the expected number
of I’sin a; is [ /2, the expected total number of literals
for F is

n—1

K(I’Z, L) = Z (Z)zn—kL_zk(l _ L_zk)n_k
k=0
X(L—=1)(n—k+1-1)

The value of K (n, L) for several nL combinations is
plotted in Fig. 8. This figure shows that the expected

50000
45000
40000 /‘/‘
35000

30000 /‘/
25000

20000 /./-
15000
10000 -

5000 —r

0

—#—n=8
——n=10

—&— n=12

Expected number of literals

AL SRCIIP R G 6\'»\@}

Number of outputs L

Fig. 8. The expected number of literals K (n, L) of IL as a function
of its number of outputs L when /L has n = 8, 10 and 12 inputs.
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Target |. No. O.f No. Of. No. of Area | Duplication No. of N?’ ofinput | No. of Area Area  |SBFFault
FSM M input bits | output bits |states of M of M | overhead outpu’f bits of M* |states of M* of M* | overhead | Coverage
of M (1) | of M (w) ) check bits (n) )

7 16 4 95 63% 96.1%

ex] 9 19 20 150. 172% i 17 ! 7 S1% 95.6%

19 28 2 227 150% 99.9%

19 8 1 109 59% 96.8%

ex6 5 3 8 80 147% 3 8 2 109 122% 96.8%

8 13 1 38 52% 95.0%

me 3 5 4 28 185% 5 8 2 52 180% 93.8%

5 8 1 18 66% 80.0%

thk 6 3 32 215 138% 3 o 4 158 3% 86.7%

3 9 1 24 11% 15.6%

ima 7 6 2 17 126% 6 12 2 118 101% 93.6%

6 12 1 45 38% 88.3%

1488 g 19 43 342 132% 19 27 15 1000 300% 99.9%

19 27 1 128 37% 99.9%

Fig. 9. Experimental results for some MCNC benchmark circuits.

number of literals K (n, L) increases significantly with
the number of outputs L. Furthermore, the number of
the outputs increase exponentially with the number of
states in M. Therefore, the expected number of literals,
or equivalently, the monitor area decreases significantly
as the number of states in M, decreases.

We now consider the monitor’s fault coverage. Usu-
ally, the behavior of a system is not completely spec-
ified, leaving more optimization opportunities in the
design process. The don’t cares in the specification of
the target FSM M affect the complexity of both M and
its monitor. Therefore, it may be beneficial if we con-
sider the overall area of M and its monitor when the
don’tcares are exploited. This “design-for-monitoring”
problem is beyond the scope of the present paper, how-
ever. Since our monitors are designed to detect faults in
the final FSMs whose don’t cares have been eliminated
during the design process, we focus on completely
specified FSMs. For a completely specified FSM with
u inputbits, V states and w output bits, the total number
of single next-state faults is 2“ x V x (V — 1) since un-
der the SBF model, any incorrect next state for a given
current state and input is a fault. Similarly, the number
of single output faults is 2" x V x (2¥ — 1). Therefore,
the total number of SBFsis 2 x V x 2% +V —2).

When the monitor has a single state, we cannot dis-
tinguish the faulty next state from the correct one. In ad-
dition, if an input triggers different outputs for different
current states, we cannot identify a faulty output if the
output is valid for some current states. Therefore, the
total number of undetectable faultsis 2“ x V x (2V —2)
given that 2" > V in the worst case. Consequently, the

fault coverage is

2" x V x(2V =2)
UV ox (V42w —2)

-V -V
T Vi 2 1qve

If a target FSM has high output/state ratio 2*/V,
which means that V /2% is approximately 0, we can usu-
ally obtain single-state monitors with high fault cover-
age. For example, the MCNC benchmark circuit 7484
in Fig. 9 has 48 states and 19 output bits. On the other
hand, single-state monitors typically take much less
area than their multiple-state counterparts. Therefore,
for FSMs with high output/state ratios, we can often
reduce the area significantly by reducing the number
of monitor states to one with only minor fault coverage
loss.

5. Experimental Results

A set of experiments was performed on the MCNC
FSM benchmark circuits [2] to evaluate our monitor
design method and the foregoing analysis. Fig. 9 shows
the results on several representative benchmarks. The
FSMs to be monitored and their properties (number of
input bits, number of output bits, number of states and
area) are shown in columns 2 to 5, followed by the area
overhead of simple duplication. The next four columns
present the number of output check bits, inputs, states,
and area of the corresponding monitors, respectively.
The area overhead and fault coverage are shown in the
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FSMs | No. of input bits | No. of output bits | No. of states in target FSMs | Run time (s)
b03 6 4 2057 6700

1208) 3 36 70 0.2

b07 2 8 87 0.3

bl0 13 6 840 402

Fig. 10. Program run

times for some larger FSMs.
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last two columns, which are our main metrics of mon-
itor effectiveness. In the duplication case, we assume
that the outputs from the two copies of the target FSMs
are compared with dual-rail checker trees [19]. The
FSMs to be monitored, their monitors, and the dual-
rail checkers were all synthesized using the Synopsys
synthesis tools [17], which also reported the areas of
the FSMs and their monitors. Area is shown in Fig. 9 as
a multiple of the area of a standard two-input NAND.

The results demonstrate that monitors with a few
states and high fault coverage can be obtained. For ex-
ample, the first monitor for ex/ takes 63% of the area
of exl, while its fault coverage is above 96%. How-
ever, the monitors with only one state, i.e., combina-
tional monitoring circuits, almost always lead to mon-
itors with smaller area overhead. For example, when
the number of states of the monitors for ex/, ex6 and
tma increases from 1 to 2, the area overheads are al-
most tripled. This trend holds for all other examples,
too. On the other hand, the fault coverage of the one-
state monitors for ex/ and s7488 is still around 99%.
Even for ex6 and tma, their one-state monitors have
fault coverage around 90%. However, the fault cover-
age of circuit tbk’s combinational monitor is as low as
15.6%. As analyzed in Section 4, the fault coverage of
the combinational monitors depends on the output/state
ratios of the target machines. The ratios for all circuits
except tbk are high, leading to one-state monitors with
high fault coverage, which confirms our earlier anal-
ysis. The results also show that the overhead of most
of the online monitors is smaller than that of duplica-
tion. In particular, the overhead of the combinational
monitors is much smaller than simple duplication.

We also applied our method on some larger ITC’99
benchmark circuits [7] to investigate the scalability of
the proposed approach. We examined the benchmarks
from b01to b10,among which b01, b02, and b06 are ex-
cluded because they have fewer than 10 registers. Since
these circuits are given in blif format, we extracted their
FSM representations using the “stg_extract -e -¢” rou-
tine of SIS [16]. Circuits b08 and b09 have tens of

thousands of states, and require too much memory for
our current implementation. SIS also failed to generate
an FSM for b04 because of its huge number of states.
For the remaining circuits, we ran our program on a
SUN Blade-1000 with 512 MB of RAM and the run
times needed to obtain the combinational monitors are
reported in Fig. 10. We can see that the run times for
FSMs with tens of states are less than a second. Even
for FSMs with more than 2,000 states, the run times are
less than two hours. These data give us confidence that
processing even larger FSMs like 508 or b09 is feasible
given a more memory-efficient implementation of our
method.

In order to investigate the monitors’s fault detec-
tion capability under the standard single stuck-at fault
(SAF) model, we did another set of experiments. Since
the monitor has only one output signal, we can de-
tect an SAF inside the monitor if it forces the output
to 1; otherwise, the monitor will not report the error.
This problem can easily be solved by using dual-rail
logic, for instance, differential cascode voltage switch
(DCVY) [6] logic. DVCS has an inherent self-testing
property which can provide good coverage for stuck-at
faults [13]. Although it is also claimed to have advan-
tages over traditional static CMOS in terms of layout
area, its application is limited to small modules due to
transistor sizing and crossbar current problems. There-
fore, it is more appropriate to use it in the monitor rather
than the whole circuit. In our experiments, we only in-
ject SAFs into the target system and keep the monitor
fault-free. Because the monitors are designed to detect
transient faults, we assume that a fault will disappear
after a certain time. Since the duration of a transient
fault is usually only a fraction of a cycle [1], we limit
the fault duration to one cycle.

In this set of experiments, we studied the fault cover-
age of the monitors as a function of the fault detection
latency. Intuitively, we regard those SAFs that actually
lead to wrong outputs or might lead to wrong outputs
later as detectable faults. Therefore, we treat an SAF as
detectable if it satisfies one of the following conditions:
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Fig. 11. SAF fault coverage as a function of fault detection latency for the monitors of (a) ex/ (b) ex6 and mc, and (c) tbk, tma,
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(1) it produces a wrong output within a fixed time after
the fault occurrence, which is set to 32 cycles, or (2) it
leads to a wrong state in the 32nd cycle but does not
cause a wrong output. We enumerated all the SAFs in
the circuits and injected every fault 100 times. After a
fault is injected into the circuit, we randomly applied
input patterns until the fault was detected, or the cir-
cuit started to generate both correct outputs and correct
next states, or 32 cycles elapsed. We collected the num-
ber of faults detected by the monitor at a given latency
ranging from one to 32 cycles and divided it by the
total number of detectable faults; this is defined as the
fault coverage of the monitor under the given latency
assumptions.

The SAF fault coverage as a function of the fault de-
tection latency for all the monitors is plotted in Fig. 11.
This figure shows that the monitors detect most of the
faults in the first cycle after fault injection, and far fewer
in the following cycles. Furthermore, the fault cover-
age increases gradually in the first eight cycles and
flattens thereafter for almost all the monitors. Taking
the monitor me-Soutlstate’ in Fig. 11(b), for example,
we can see that 55% of the SAFs are detected at the
first cycle, and another 10% are detected in the follow-
ing seven cycles. Only a few percent of the SAFs are
detected after the eighth cycle. The fault coverage here
shows trends similar to the fault coverage under the
SBF model. Nevertheless, the fault coverage of SAFs
varies more than that of SBFs. The fault coverage of
the combinational monitors after eight cycles is 60 to
80%. In fact, detectable SAFs form only a small part
(10 to 35%) of all injected SAFs.

6. Conclusion

We have presented a systematic method to design on-
line monitors for finite-state machines. We first define
the single behavior fault (SBF) model and construct a
base monitor that detects all SBFs. A heuristic method
based on homomorphisms is then systematically ap-
plied to reduce the monitor area. The state dependency
graph is introduced to guide homomorphism selection.
We analyzed the effects of the number of states on the
monitor’s area overhead and fault coverage. Our results
show that monitors with a few states often have both
low area overhead and high fault coverage. In FSMs
with high output/state ratios, a decrease in the number
of monitor states can significantly reduce the area over-
head, while incurring marginal fault coverage loss. In
fact, it is often beneficial to compress the number of
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states in the monitor to one for these FSMs. Our exper-
imental results are consistent with the analysis. Simu-
lations under the standard single stuck-at fault (SAF)
model show similar trends. Furthermore, the simula-
tions also show that most transient faults are detected
quickly—usually within a few clock cycles.
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Note

1. This is the version of mc with 5 output check bits and a 1-state
monitor as defined in Fig. 9.
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