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Abstract—We investigate whether Facebook users have becomeFacebook users reveal about themselves on their publideprofi
more private in recent years. Specifically, we examine if the pages since early 2010. To this end, we have crawled the
have been any important trends in the information Facebook public profile pages ofi.4 million NYC Facebook users in
users reveal about themselves on their public profile pagesnee -
early 2010. To this end, we have crawled the public profile pazs March 20_10 and again in June 2011. Although NYC uslers do
of 1.4 million New York City (NYC) Facebook users in March ~NOt constitute a random sample of Facebook users, given the
2010 and again in June 2011. diverse demographics of the NYC population, trends among

We have found that NYC users in our sample have become Facebook users in NYC are quite possibly indicative of gainer
dramatically more private during this period. For example, in  {ands in the USA and perhaps in the world.

March 2010 only 17.2% of users in our sample hid their friend We h f dthat a | fracti f . |
lists, whereas in June 2011, just 15 months later, 52.6% of th € have foun al a large fraction of users in our sampie

users hid their friend lists. We explore privacy trends for several have become dramatically more private during this period. F
personal attributes including friend list, networks, relationship, example, in March 2010 only7.2% of users in our sample

high school name and graduation year, gender, and hometown. hid their friend list, whereas in June 2011, just months
We find that privacy trends have become more pronounced |ater 59 69% of the users hid their friend lists. In addition

for certain demographics. Finally, we attempt to determinethe to friend list | . trends f | pem
primary causes behind the dramatic decrease in the amount '© TM€Nd liSt, we explore privacy trends for several peeson

of information Facebook users reveal about themselves to ¢n attributes including networks, relationship, high schoame
general public. and graduation year, gender, and hometown. We also explore

whether privacy trends have become more pronounced for
certain demographics. Finally, we attempt to determine the
Facebook was launched in February 2004. During its firgtimary causes behind the dramatic decrease in the amount
few years, Facebook was largely restricted to university anf information Facebook users reveal about themselveseto th
high-school students, and not until October 2006 was it egengeneral public. As Facebook users become more private, not
to all Internet users. Facebook has been growing dramigticadnly will the interactions among members change signifigant
since these early stages. In August 2008 Facebook reachadit will also become more difficult for third parties to teadt
100 million users, and today it has over 800 million userand infer personal information about users, as describétkin
According to [1], the35+ demographic is growing rapidly body of the paper.
and represents aroursd% of all Facebook users. The ethnic The remainder of this paper is organized as follows. We
diversity of the U.S. Facebook users is now similar to theresent our data gathering mechanism and dataset prapertie
diversity of the overall population of the U.S. [2]. in Section Il. In Section 1ll we study the friend-list attute
Facebook allows users to control and customize the persoimaldetail, investigating trends in different demographiirs
information they make available to other users. For examplduding gender, age, and neighbourhood. We also investigat
a Facebook user — let's call her Alice — can configure héie primary causes behind the shifts in privacy for the ftien
account so that her friends can see her photos and interelis attribute. In Section IV we explore trends for severtdiley
but the general public can only see her name and profééributes, including networks, relationship, high sdhaame
picture on her public profile page. In particular, Alice hae t and graduation year, gender, and hometown. In Section V we
option of hiding her attributes such as friend list, age,dgen review related work and in Section VI we summarize our
relationship status, and political affiliation in her pubfirofile conclusions.
page. Facebook users thus have a wide-range of options in
deciding how public they will be to the Internet community
at large. In Facebook, when Alice visits Bob’s profile page, the
In this paper, we investigate whether Facebook users hamformation that is displayed to her depends on her relatign
become more private in recent years. Specifically, we examith Bob (for example, whether she is a friend or not) and on
ine if there have been any major trends in the informatidBob’s privacy settings. Roughly speaking, when Alice is a

|. INTRODUCTION

II. DATA SETS



Facebook friend of Bob, then she typically gets to see Bolreports the percentage of users for which the attributelidigu

full profile page, which includes the list of Bob’s friends asto the entire world (that is, in their public profile pages)
well as all of the information and photos that Bob puts intor each of the two periods. We see that for most of these
Facebook; if Bob is not a friend, Alice only gets to sgaublic  categories, NYC Facebook users have indeed become more
profile page which often includes no more than Bob’s fullprivate (either by explicitly setting their privacy setim or
name and his photo. by optionally not providing the information). In March 2010

We were given IRB approval from our university to crawfor 12.3% of the users, all of these attributes were private;
Facebook to investigate privacy leakages and trends chqyriv whereas in June 2011, f@33% of the users, all of these
consciousness. We developed a multi-threaded crawler th#ttibutes were private. This is a large shift, especidilwé
visits Facebook user profile pages and stores the pages iocoasider that Facebok changed its default settings toatiscl
MySQL database. We performed three crawls. Before Septemere information during this period. In the remainder ofthi
ber 2009 Facebook allowed all members of the same regiosattion, we analyse many of these attributes in greateil.deta
network to see each others’ full profile pages by default. In
July 2009 we joined the NYC network and crawled the full IIl. FRIEND LIST
profile pages for 1.67 million NYC users, which was the large |n this section we investigate whether users are becoming
majority of NYC Facebook users at that time. Facebook fullyore private with their friend lists and, if so, whether thend
deprecated regional networks as of late September 2009 [g]more pronounced for certain demographics. We also attemp
[4]. A user’s full profile is now, by default, only available t to determine the primary potential causes behind the privac
the user’s friends. trends.

In March 2010, we crawled these sarm&7 million users  Figure 1 shows the privacy trend for friend list. In this
and collected thepublic profile pagesfor 1.47 million user figure, the first column shows the percentage of users who are
IDs. We refer to this dataset as ttMarch 2010 dataset. hiding (depicted as H) and are not-hiding (depicted as NH) in
We then launched another crawl in June 2011, revisiting thgarch 2010. The second column shows these percentages for
public profile pages of users in our March 2010 data set. Ffiline 2011. From Figure 1, we see a dramatic change has taken
this third crawl, we were able to colled¢t41 million of the place, with users becoming much more private about who their
public profiles. We will call this data set thiune 2011 data  friends are. In particular, a relatively small fraction wémm
set. We believe that the missing00K users between the first hiding to not-hiding (3.6%), but a large fraction went from
and second crawl, and the missiBgK users between the not-hiding to hiding ¢3.5%). As of June 2011, less than half
second and third crawls either deactivated their accountstfe users made their friend lists public.
were removed by Facebook in the intervening period. OurThere are many recent studies that exploit the friend list to
privacy analysis is based on thet1M users found in all three yncover hidden information about users in OSNs. The paper
crawls. [9] uses friend list to predict the sexual orientation of &acok

In Table I, we show thelefaultprivacy settings that were in ysers. The paper [10] predicts the value of a user's at&ibut
place at the times of our two crawls for a number of differerﬂy using the most popu|ar value among the user’s friends.
attributes [5], [6], [7]. "All Facebook users” means vishio  Similarly see [11], [12], [13], [14], [15], [16]. If a user X
any one who has a Facebook account. From the table we pgfes his friend list, but many of the X’s friends do not hide
that the default settings were largely the same during tite tyheir friend lists, then many of user X’s friends can still be
crawls. There were only minor changes in Likes, Wall Postgetermined by intelligent crawling [17], [18]. But as more
Hometown, and Current City. For these attributes, Facebog@&ers choose to hide their friend lists in their public peofil
actually made the default settings less private, chandieg fpages, it becomes increasingly more difficult (for good ar fo

default settings from “Friends of Friends” to “All Facebookyadl) for third-parties to crawl Facebook, build a sociar,
users”. As described in the subsequent section, we have foyng infer hidden information about users.

that many users have explicitly changed their default psiva
settings for their public profile page. A. Demographic Analysis

Online Social Networks (OSN) recently began to introduce T take a closer look at the friend-list attribute, we cifyssi
new privacy controls. These new controls are not only MOy the users based on gender. For users who didn't publish
user friendly_, but also allow users to more precisely cdntrg,eiy gender publicly, we accurately determine their gende
the information they share with different sets of users. Foking the techniques in [16]. Figures 2 and 3 show that women
example, as of August 23, 2011 Facebook provides in-lifgare more private than men in March 2010 and continue to be
privacy control tools in profile pages [8]. The data and asdy 5o in June 2011. We document a greater concern for privacy
presented in this paper, although very recent, reflectssusefmong female users as compared with an earlier Facebook

privacy behavior before this change. study using a small data set [19].
Table Il provides the big-picture view of information praya

trends for nine attributes: friend lists, age, high-schaaine We also examined the privacy behavior among Facebook
and graduation year, network, relationship, gender, ésted users in the five boroughs of New York City (Manhattan,
in, hometown, and current city. For each attribute, Table Queens, Brooklyn, Bronx, and Statan Island). Facebooksuser



TABLE |

FACEBOOK’'S DEFAULT PRIVACY SETTINGS DURINGMARCH 2010AND JUNE 2011

Attribute Name

| Visible Audience (March 2010) | Visible Audience (June 2011)]

Name All Facebook users All Facebook users
Profile Picture All Facebook users All Facebook users
Gender All Facebook users All Facebook users
Networks All Facebook users All Facebook users
Contact Info Friends Friends

Friend List All Facebook users All Facebook users
Relationship All Facebook users All Facebook users

Interested In

All Facebook users

All Facebook users

High School Information

All Facebook users

All Facebook users

Birthday Friends of Friends Friends of Friends
Likes Friends of Friends All Facebook users
Wall Posts Friends of Friends All Facebook users
Hometown Friends of Friends All Facebook users

Friends of Friends

All Facebook users

Current City

TABLE Il
BIG-PICTUREVIEW OF PRIVACY TRENDS

[ Attribute | March 2010 | June 2011 |
% users with friend list public 82.7 47.4
% users with networks public 25.1 21.4
% users with relationship info public 11.3 4.9
% users with HS name and graduation year public 13.4 9.1
% users with gender public 58.9 52.8
% users with age public 1.5 1.4
% users with “interested in” public 7.7 6.4
% users with hometown public 10.4 24.0
% users with current city public 31.3 36.5

Friend List Friend List for Females

3\ 96.9%

f 96.4% £ y
17.29%| - { | 52.6% 19.5% |
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Fig. 1. Trend in hiding friend list from 3/2010 to 6/2011 Fig. 3. Trend in hiding friend list for females from 3/2010 62011
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Fig. 2. Trend in hiding friend list for males from 3/2010 t2611
Fig. 4. Hiding friend list in different boroughs in NYC (Bab®n Current

can list their hometown or current city at a neighborhood&levc'ty)
of granularity (such as Harlem, New York), at the borough
level of granularity (such as Queens, New York), or at th@m to the Manhattan borough. Users who indicated New
city level granularity (New York, New York). We classifiedYork, New York as their current city were not classified into
a user into a particular borough if he indicated he lives ia borough. Figure 4 shows the percentage of users who hide
that borough or in a neighborhood of that borough. Thus, ftireir friend lists in each borough who are currently living i
example, if a user indicated he lives in Harlem, we assignétyC.



clearly the user’s conscious decision, and not due to cteange

03 ."-'-,-""‘"'."’-'.-.-,.- in Facebook’s default settings.
osf e o "-""a-.,-.-..,- Figure 6 shows what we believe to be the two largest
02 ) factors behind this change: a growing awareness of the risks

associated with sharing personal information online, a we
as Facebook-specific privacy issues. Using the Factiva news

Percentage of hiders
o

2 o

5 R

oaf i, "" o e database, we retrieved the monthly number of news articles
oo y '-""""'--__ that included the terms 'facebook’ and ’privacy’ between
, h"'""-""."'.' January 2009 and September 2011. As can be seen, there is a

pHmmRSSRaEsmmnneEen persistent increase in the number of articles containiegeh
Fig. 5. Percentage of users who hide their friend list as atfon of age. words. By September 2011 this metric wh$ times greater
than in January 2009 arids times greater than in March 2010.

Table Il shows the average income and the percentagehidwever, this last data-point masks the avalanche of atent
foreign-born residents in each of the five boroughs [20]. Wehich Facebook received in May 2010 as criticism grew over
see that Facebook users from Manhattan — where the avertiigecompany’s December 2010 decision to make users’ profiles
income is the highest and percentage of foreign-born ratgdepublic by default. In late May, Facebook responded [21] to
is relatively low — are the most privacy conscious. We seé tHae criticism and redesigned its privacy settings intexfam
Facebook users currently residing in the Queens — where tduce the number of clicks necessary to change many default
average income is mid-level and the percentage of foreigsettings, including whether to hide one’s friends list. Whi
born residents is the highest — are the least privacy comsciot's likely that this greater awareness of privacy issues by
Although further research is required here, we conjectuag t the public and Facebook’s privacy page redesign were major
on average, the more money you make, the more private ydivers in the dramatic increase we document in the number
are! We also conjecture that foreign-born residents, oregag  of users who hide their friends list, we are also interested i
are less privacy conscious than US-born residents. We afgbether there was a social component to this shift.
observe that there is a marked trend to become more privatén order to concentrate on active users, we restrict the
in all five boroughs. sample to accounts with more than 10 friends in New York

We also investigate online privacy trends for different ageity and more than 10 friends total. Since we are interested i
groups. Figure 5 shows the percentage of users who hide ti{B decision to hide, we also restrict the sample to thosesuse
friend list as a function of age. For this experiment, we furwho didn’t hide their friends list in the 2010 dataset. This
452K users who provided birth year in their full profile pagedeaves us a little less thas00,000 users. We examine the
in the July 2009 dataset and increased the sample size witfange in the percentage of Alice’s friends who have hidden
the users who provide birth years in their public profile gagéheir friends list as a predictor of whether Alice decidesito
either in March 2010 or June 2011 dataset. To increase the same. We ran a logistic regression of the following form:
sample size further, we also estimate a user’s birth yean fro
his high-school graduation year, when high-school gradoat isHiddenso11 = fo + S1 A Y%oHiddenio 11 + BT
year is publicly available but birth year is not availableaih ) . .
of the three datasets, as discussed in [17]. After includihg where A% Hiddenyo,11 is the change in the percentage of
these users in the sample, approximatel§s of the users in Alice’s friends who have hidden their friends list between
our data set are assigned a birth year. We see all age groé40 and 2011 andf is a vector of covariates which capture
became more private (with respect to friend list) from Marcfhanges in privacy settings along other dimensions. Ounmai
2010 to June 2011. Focusing on 2011, we see that the youn@i@meter of interestj;, should be positive if an increase in
and middle aged users are more likely to hide their friertd lif1e percentage of friends who are hiding their friends Bst i
than older users (greater thaa years). Among the youngerassociated with Alice’s decision to hide her friends listtbg
users, the age group24 — 28 years of age, is the least |ike|ytime of our second crawl in 2011. The covariates are observ-
to hide. As of now, we do not have a good explanation f@ble attributes which we believe capture Alice’s prefeesior
age-dependent behavior. privacy. These variables include dummies indicating waieth
for a given year, a certain attribute such as gender, edunzti
information, relationship status, etc. is listed on Algpublic
Facebook profile. For example, one covariatg ia the change

In this section we take a closer look at the potential reasoimswhether Alice’s gender was made public between 2010 and
for the dramatic shift in the number of users who hid theR011. We subtract the 2010 value from the 2011 value so that a
friend list between our two crawls. Recall that during bothositive difference is associated with less concern ovieapy.
the March 2010 and the June 2011 crawls, a user’s friend listgeneral, we expect the coefficients on these variablegto b
was by default public to all of the Facebook users. (It is alstegative.
public by default at the time of this writing, November 2012. Table IV shows the results from this model. The first column
Thus for this attribute, if a user went from NH to H, it wageports the baseline model with only our variable of intgres

B. Analyzing factors behind hiding friend list



TABLE Il
PRIVACY TRENDS OF DIFFERENT BOROUGHS INNEW YORK CITY

Borough Name | Average Income (Dollars) | Foreign-born Population (%) |

Brooklyn 61,917 37.3
Bronx 47,276 32.0
Queens 69, 304 48.1
Staten Island 86, 162 21.0
Manhattan 126,035 28.5
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A%Hiddenyo 11, as an independent variable. We find that a i 78%
one standard deviation increase from the mean in this Veriab
is associated with 6.2% increase in the probability that a user i
hides her friends list. The second column reports the model AW
with our set of covariates. Once these are included, we fiad th e v 25%

the relationship declines and a one standard deviatioeaser
from the mean in the change in the percentage of a user

friends who are hiding being associated witR.a% increase , ) . .
in the probability that a user hides her friends list. If ther Fi9ure 8 shows the privacy trend for the relationship status

is a network effect whereby users decide to change privawrit_)me' I_:rom the fig_ure We can see tW&t% users who
settings based on the decisions of their friends, the egiglerpUblicly disclosed their relationship status in March 2010

presented here suggests that this effect is likely to belsmaf:hoSe to hide this informa_ltion in_ Jun_e 2011. As O_f 2011,
only 5% of users make their relationship status public to the

general public. Figure 9 shows the trend in hiding high-stho
IV. OTHER ATTRIBUTES graduation information (high school and year of gradution

In this section we examine the privacy trends for sorfdom the figure, we can observe that a significant percentage

other personal attributes. In Facebook, users can joinarsy (62.1%) of users who disclosed their high-school information

such as the network consisting of all the employees ofi% March 2010 chose to hide this information in June 2011.
company or the network consisting of all the students in %eca}use a pgrr]sohq shgraduanon ie;ar %"’.m be léseq”to pLed'.Ct a
university. Figure 7 examines the network attribute, tisat jusers age with high accuracy [17], this trend wi r'na et
whether or not users make the networks to which they belo re difficult to accurately estimate Facebook users’ ages i
public. During both time periods, the default settings we e future.

to make networks public (see Table I). For this attribute, we

int i “hiding” if he eith licitly ch Figure 10 shows the trend for the gender attribute. The
INterpret a user as -hiding™ it he e|, er explicitly thange€gqqts for this attribute are less intuitive than for theyous
the default settings or if he doesn’'t belong to a networ

o ; ttributes analyzed in this paper. Although on the whole NYC
O_b_ser\{e thae0.5% of non-hiding USers in 2010 converte_d Yacebook users have become more private about their gender
hiding in 2011, whereas onl§.6% of hiding users converting

¢ t-hidi This trend also has i tant oing from 41.1% in March 2010 to to48.2% in June
0 hot-hiding. This trend also has important consequern 11), surprisingly a significant fractioR4.3%) of users went
for inferring characteristics about users. For examplea if fro

Bob d ke hi . . K public. b m hiding to not hiding. Perhaps many of these users have
user Bob does not make his university network public, bt oy, qeq their gender can easily be inferred from theit firs

has many friends who publicly indicate attending the Foobﬁgme [16] or from their photo, and therefore hiding gender
Univesity network, then we can infer that user Bob most likel, ;

. . . information does not truly provide additional privacy.
also attends Foobar University. Because there is a promaunc yp P y
trend to hide network information, inference of schools and For each of the attributes discussed above, users are more

workplaces will become more difficult. private in June 2011 than they were in March 2010. But for

}gig. 8. Trend in hiding relationship information from 3/ZD1o0 6/2011



TABLE IV
RESULTS FROMLOGISTICREGRESSION MODEL

Model 1 Model 2
Estimate S.E. Estimate S.E.
(Intercept) -1.1081*  (0.0075) -1.4634**  (0.0204)
A%Hiddenio,11 2.3519*  (0.0227) 1.3132**  (0.0303)
ASex_Listedio,11 . -2.5617*  (0.0097)
ARelationship_Listedio,11 - -0.4237*  (0.0113)
Alnterests_Listed1o,11 . 0.0348* (0.014)
A Hometown_Listed10,11 . -0.9299**  (0.0079)
ACurrentCity_Listedio,11 - -1.1945*  (0.0058)
ANetwork_Listedy0,11 . -1.7035**  (0.0194)
ABirthY ear_Listed1o,11 . 0.904** (0.0109)
A FEducation_Listed1o,11 . -0.9772*  (0.0099)
log(Total_Friends_NY C) . 0.0506**  (0.0038)
N 790,081 790,081
*p <0.05 ** p<0.01
High School Hometown
y Y 95.4% y N . ; -
86.6% | % j a0.9% 89.6%| W B ) 76%
: 3 4 i ] { )

.
p

y 1

13.4% ‘ “NH ERES R b
37.9% w 10.4% N EE (T 249

39.5%
Fig. 9. Trend in hiding high school graduation informationri 3/2010 to

6/2011 Fig. 11. Trend in hiding hometown information from 3/2010642011
Gender Current city
411% L\ : ) 48.2% 63‘7%‘]\' \*L"\/ fw 63.5%

T 29.1% —

24.3%

58.9% 31.9%

Fig. 10. Trend in hiding gender information from 3/2010 t@@{1 Fig. 12. Trend in hiding current city information from 3/2D1o 6/2011

some attributes people are actually collectively lessgpeiv underlying demographic or behavioral differences between
than they were. Figures 11 and 12 shows the trend for tA@mbers and non-members and analyzed the impact of privacy
hometown and current city attributes. For both categorieggncerns on member behavior.

there is a significant fraction of users “crossing over” from In 2007 Strater and Lipford [24] surveyed 18 Facebook
hiding to not-hiding and from not-hiding to hiding. Here weusers, all students from University North Carolina Chaelot
can attribute much of the cross over from hiding to not hidinghey performed a formative study of the privacy concerns
to Facebook’s change in default privacy settings (see TRbleand strategies of Facebook users. In 2009 Stutzman et. al.
Indeed many users who were hiding by default in March 20185] surveyed 122 Facebook student users from University

became non-hiding by default in March 2011. of North Carolina. They explored how privacy settings and
privacy policy consumption affect the relationship betwee
V. RELATED WORK privacy settings and disclosure behaviors. In 2007 Lewialet

In 2005 Gross and Acquisti [22] studied patterns of in19] analyzed the factors that are predictive of a studeviriga
formation revelation in OSNs and their privacy implicaon a private versus public profile. Their experiment is based on
Their study evaluated Facebook privacy disclosure and pti-740 students at Harvard University. They proposed four
vacy settings for 4,000 Carnegie Mellon University (CMUhypotheses and concluded that privacy behavior is an upshot
students. In 2006 Acquisti and Gross [23] further survey@8 2 of both social influences and personal incentives.

Facebook users at CMU and compared the survey results tdRecently Liu et. al. [26] measured the disparity between
the information retrieved from Facebook. They also exanhinglesired and actual privacy settings, quantifying the magei



of the privacy-management problem. Their analysis is basgd] J. Becker and H. Chen, “Measuring privacy risk in onlisecial

on survey of 200 Facebook users who were recruited vig nNetworks,” inW2Sp 2009. .
A Mechanical Turk. Th | ith . &11] A. Mislove, B. Viswanath, K. P. Gummadi, and P. Drusch#&ou are
mazon iechanical Turk. ey explore neither privacy tien who you know: Inferring user profiles in online social netk&t in

nor information disclosure for different demographics. WSDM 2010.

With the exception of Liu et. al.. all of the above Surveyg.Z] E. Zheleva and L. Getoor, “To join or not to join: the #ilen of privacy
! in social networks with mixed public and private user prafilén WWW

took place in 2005-2007 with a relatively small number of  5gqg
users (under 2,000) in a narrow demographic (US undérs] R. Heatherly, M. Kantarcioglu, B. Thuraisingham, andLihdamood,

graduates). Since 2007, Facebook has experienced dramatic“Pr_even_ting Private Information Inference Attacks on @bdietworks,”
. . . . . University of Texas at Dallas, Tech. Rep. UTDCS-03-09, 2009
changes in both the size and diversity of its user base. QUi w. xu, X. zhou, and L. Li, “Inferring Privacy Informatio via Social

study took place in 2010 and 2011, and involved a large and Relations,” in 24th International Conference on Data Engineering
highly diverse user base of 1.41 million users from New Yorlﬁ Workshop 2008, pp. 154-165.

. . . 5] J. He, W. W. Chu, and Z. Liu, “Inferring privacy informah from social
City. Because of the diversity of the user base, we were a & networks,” inISl, 2006, pp. 154_165.9 privacy

to provide new insights into user privacy concerns for marnys] C. Tang, K. W. Ross, N. Saxena, and R. Chen, “What's in menaA

demographics based on age, gender, and neighborhoods. Westudy of names, gender inference, and gender behavior ébdak,” in
. . . DASFAA Workshop<011, pp. 344-356.
also identified a dramatic trend from 2010 to 2011, nameI[xq] R. Dey, C. Tang, K. W. Ross, and N. Saxena, “Estimating pgvacy

many NYC Facebook users are disclosing less information leakage in online social networks,” Tech. Rep.

i i : i ; i iH8] K. Thomas, C. Grier, and D. M. Nicol, “unfriendly: Mulparty privacy
in public profiles. Finally, we provide evidence that medié risks in social networks,” ifPrivacy Enhancing Technologie2010, pp.

attention and Facebook’s privacy page redesign are the most 535 555

important potential factors behind the trend. [19] K. Lewis, J. Kaufman, and N. Christakis, “The taste faivacy: An
analysis of college student privacy settings in an onlingametwork,”
J. Computer-Mediated Communicatjorol. 14, no. 1, pp. 79-100, 2008.

[20] “Demographic, social, economic and housing profilesath borough

We have found that NYC users have become dramatically ™ "v¢’ October 10, 2011, available at: hitp:/www.nya:gami/dcp/
. o . download/biggapps/DCRcs nyc_boros 001.xls.
more prlvgte. |n. Ma_\rch 2_010 only7.2 /0. of the users IN OUr [21] “Understanding your privacy controls on facebook,” }a7, 2010,
sample hid their friend list, whereas in June 2011, just available at: http://blog.facebook.com/blog.php?p894231632130.
0 ; ; ; ; [22] R. Gross, A. Acquisti, and H. J. H. lll, “Information relation and
months Iater,502.6A) of them hid their fr|end_ lists. _In March privacy in online social networks iVPES 2005, pp. 71_80.
2010, f0r123ﬁJ Of the USGFS, a” Of the attrlbuteS n Table ”[23] A. Acqu|st| and R. Gross‘ “|magined communities: AVWGS, infor-
were private, whereas in June 2011, 8380 of the users, all mation sharing, and privacy on the facebook,” Bmivacy Enhancing
; ; Technologies2006, pp. 36-58.
of these attributes were private. . [24] K. Strater and H. R. Lipford, “Strategies and strugghégh privacy in
We have found that women tend to be more private than™ an online social networking community,” iBCS HCI (1) 2008, pp.
men, and that young and middle aged people tend to be more 111-119. o
private than older users. We have found that people living ifp) F: Stutzman, R. Capra, and J. Thompson, “Factors nmiagiafisclosure
. . . in social network sites,Computers in Human Behaviovol. 27, no. 1,
the wealthier boroughs and in boroughs with more US-born pp 590-598, 2011.
users tend to be more privacy conscious. We have found ti#&l Y. Liu, K. P. Gummadi, B. Krishnamurthy, and A. Mislovinalyzing
people’s decisions to be private are not significantly inftuesd facebook privacy settings: User expectations vs. reality/MC, 2011.
by their friends’ decisions. We provide evidence that media
attention and Facebook’s privacy page redesign are the most

important potential factors behind the trend.

VI. CONCLUSION
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