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Abstract—Physical-layer security (PLS) is superior to classical
cryptography techniques due to its notion of perfect secrecy
and independence to an eavesdropper’s computational power.
One form of PLS arises when Alice and Bob (the legitimate
users) exchange signals to extract a common key from the
random common channels. The drawback of extracting keys from
wireless channels is the ample dependence on the dynamicity and
fluctuations of the radio channel. However, some radio channels
are constant such as line-of-sight (LoS) and can be estimated by
Eve (an illegitimate user), or can be quite static in behavior due
to the presence low-mobility users thus restricting the amount of
randomness. This in turn lowers the secret key rate (SKR) defined
as the number of bits of key generated per channel use. In this
work, we aim to address this challenge by using a reconfigurable
intelligent surface (RIS) to produce random phases at certain
carefully curated intervals such that it disrupts the channel
in low-entropy environments. We propose an RIS assisted key
generation method, study its performance, and compare with
benchmarks to observe the benefit of using an RIS while
considering various important metrics such as key mismatch
rate and average secret key throughput. Simulations are made
to validate our theoretical findings showing an improvement in
performance when an RIS is deployed.

I. INTRODUCTION

Physical layer security (PLS) provides means for informa-

tion transmission that is provably secure. It is more desirable

than classical cryptography [1] for several reasons [2]. First,

there is no assumption made on the eavesdropper’s computa-

tional power, they could have, in principle, unlimited compu-

tation power and still not be able to decipher the message in

some scenarios. Second, it gives rise to the notion of perfect

secrecy, where knowing the ciphertext at an eavesdropper tells

it nothing about the message being exchanged. Finally, it is

highly scalable [?], which is necessary for future generation

networks as devices connected to the nodes may have varying

power and computation capabilities.

Generally, for key-based secrecy, we face a fundamental

question in cryptography: how do two parties share a secret

key without compromising the key? In PLS, a key can be

extracted from the wireless channel which acts as a common

and unique source of randomness for Alice (the transmitter)

and Bob (the receiver). This idea of generating random, com-

mon, and secret keys at two legitimate points from wireless

channels is not new [3], [4]. It has been explored before but
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Fig. 1: System model with an access point Alice, receiver Bob,

RIS Rose, and eavesdropper Eve.

largely abandoned because of the fundamental limitation of

low-entropy environments where channels vary slowly thereby

producing low secret key rates (SKR) [5]. However, with

the emergence of a smart radio environment enabled by

the practical implementation of the reconfigurable intelligent

surfaces (RIS)s, this limitation may be overcome [6]. Here,

the RIS is abstracted as a large number of passive, scattering

elements, where each element can be reconfigured to change

the amplitude and/or phase of the impinging electromagnetic

(EM) waves to achieve a desired objective, such as inducing

channel variations in our case. Essentially, the RIS becomes

a building block for a programmable and software-defined

wireless environment [?]. Thus, this aspect in physical layer

security (PLS) is undergoing a resurgence, with a focus on

smart radio environment enabled secret key generation.

The authors in [7] present a novel wireless key generation

architecture based on randomized channel responses from an

RIS which act as the shared random source to Alice and Bob.

They present their results using two metrics which are SKR

and key mismatch rate (KMR). The authors in [8] propose a

joint user allocation scheme and an RIS reflection parameter

adjustment scheme to enhance key generation efficiency in a

multi-user communication scenario. They compare the result

against a scheme without an RIS and find that the RIS

indeed boosts performance by reducing channel similarities

between adjacent users and thus the enhancing efficiency of

key generation.

The authors in [9] derive an upper bound on the SKR using
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[2] and compare with another SKR upper bound without the

presence of an RIS in the system. The work in [10] studies

the minimum achievable SKR in the presence of an RIS and

multiple passive eavesdroppers, where the authors optimize

the minimum SKR by choosing appropriate RIS phase shifts.

Here, the RIS works in a capacity to combat deleterious

wireless channel conditions such as co-channel interference

and dead zones. Moreover, [10] consider an RIS as a new

degree of freedom in the channel, where the aim of the RIS is

increasing correlation between legitimate nodes’ channels and

decreasing correlation with eavesdropping channels. However,

[10] assumes that channel state information (CSI) is known at

Alice and the RIS which is not practical.

In this paper, we study a practical secret key generation

protocol, where CSI is initially unknown at all nodes. The RIS

perturbs the block fading channel to induce more randomness

in the channel. Then, channels are estimated and keys are

generated over multiple blocks using the perturbed channel

which changes faster than the original block fading channel,

thanks to the RIS. The contributions of the paper can be

summarized as follows:

• We formulate a theoretical achievable SKR lower bound

for the proposed protocol.

• For a practical implementation of the protocol, we study

the key mismatch rate (KMR) and the key throughput

defined as the average number of key bits generated per

transmission.

• We study the effect of the RIS in terms of several

parameters such as the number of elements and the RIS

switching rate.

In general, we notice a significant improvement in perfor-

mance compared to the scenario without an RIS, where the

key rate is limited due to the static nature of the channels

within a fading block. To delve deeper into the results, we

start by formulating the system model studied in this paper.

II. SYSTEM MODEL

Consider the setup depicted in Fig. 1, where a single

antenna access point (Alice) serves a single-antenna user

(Bob), in the presence of a passive eavesdropper (Eve) and

an RIS (Rose) equipped with N elements controlled by Alice

through a control link. To secure the communication, Alice

and Bob generate a key through exchanging signals over the

wireless channel, and use the key to encrypt the message

to be transmitted. Eve knows the cryptosystem and the key

generation protocol, and aims to discover the information

exchanged between Alice and Bob.

As can be seen in Fig. 1, we denote by hab, hba ∈ C the

channels from Alice to Bob and from Bob to Alice, respec-

tively, by hae, hbe ∈ C the channels from Alice and Bob to

Eve, respectively, by har,hbr ∈ CN the channels from Alice

and Bob to Rose, respectively, and by hra,hrb,hre ∈ CN the

channels from Rose to Alice, Bob, and Eve, respectively.

We assume block-fading channels in which all channels

maintain constant values for T symbols and vary indepen-

dently between blocks based on their respective distributions.
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Fig. 2: Key generation time Tk split into multiple RIS switch-

ing periods with duration Ts from each of which a channel

estimate is obtained at Alice (A) and Bob (B). The estimates

are then put through a process to generate a common key.

We also assume a time-division duplexing (TDD) scheme,

which implies that hba = hab, hra = (hH
ar)

T , and hrb =
(hH

br
)T (reciprocal channels). Moreover, we assume indepen-

dent Rayleigh fading so that

hij ∼ CN (0, βij) (1)

hri ∼ CN (0, βriIN ) (2)

for i, j ∈ {a, b, e}, where CN (0,Q) denotes a circularly

symmetric complex Gaussian distribution with mean 0 and

covariance matrix Q.

The transmission time is divided between Alice and Bob

for the sake of key generation and information transmission as

shown in Fig. 2. To realize secure transmission, a transmission

block of length T symbols representing a coherence interval

is divided into Tk symbols used for key generation, and Td

symbols used for data transmission. We focus on the key gen-

eration phase in this work. During the key generation phase,

Alice transmits during odd time slots, while Bob transmits

during even time slots. Denoting the transmitted symbols by

Alice and Bob by xa,t ∈ C and xb,t ∈ C, respectively,

which satisfy the power constraints
∑

t odd |xa,t|2 ≤ Tk

2
P and

∑

t even |xb,t|2 ≤ Tk

2
P , the received signals can be written as

yi,t = (hai + hH
arΦthri)xa,t + ni,t, i ∈ {b, e}, t odd, (3)

yi,t = (hbi + hH
br
Φthri)xb,t + ni,t, i ∈ {a, e}, t even, (4)

where

Φt = diag([ejθt,1 , . . . , ejθt,N ]) ∈ C
N×N , (5)

is the reflection matrix for Rose in time slot t, θt,n ∈
[0, 2π] is the random phase-shift applied by element n, and

na,t, nb,t, ne,t ∈ C are noise samples at Alice, Bob, and

Eve, respectively, which are independent of each other, and

are independent and identically distributed over time with

distribution CN (0, σ2). Using this transmission, Alice and Bob

can generate a shared key k = (k1, . . . , kr) ∈ {0, 1}r where

r is the total number of key bits. Since Tk is defined as the

total number of symbols reserved for key generation at the

two nodes, Alice and Bob split this portion in half for their



respective key generation as Tk

2
. Thus, the secret key rate

(SKR) in bits per symbol is defined as Rk = r
Tk/2

, which

is desired to be large. The end goal of Alice and Bob is to

perform this key generation and extract k while preventing

Eve from being able to discover the key.

III. KEY GENERATION AND SECRET KEY RATE

Alice and Bob use the random channel between them

as a source of shared randomness to generate a key. Since

the channel remains constant during a coherence interval of

length T symbols, the RIS can help disrupt the channel by

embedding additional randomness during a coherence interval.

[18] introduces the concept of random reconfigurable surfaces

(RRS) accounting for RISs that whose elements induce a time-

variant phase shift on the reflected signals and present it as

the diffusion function of an RIS. This is the same functionality

we use for the RIS implementation detailed next.

A. Channel Estimation

Alice and Bob generate keys by estimating their channels

(Fig. 2) and using the channel estimates as common random-

ness. To randomize the channel during a coherence interval,

we consider an RIS which switches its phase-shift matrix

Φt randomly every Ts symbols, with Ts ≤ Tk and θt,n ∼
Uniform[0, 2π]. Let the RIS phase shift matrix during switch-

ing period ℓ be represented by Φℓ. Alice and Bob estimate the

channel for each switching interval ℓ ∈ {1, . . . , Tk

Ts

}. Alice and

Bob send pilot signals xa,ℓ,xb,ℓ ∈ CTs/2 in switching period

ℓ during odd-indexed and even-indexed symbols, respectively,

such that ‖xa,ℓ‖2 = ‖xa,ℓ‖2 =
Ts

2
P . Alice and Bob receive

ya,ℓ = gbaxb,ℓ + na,ℓ, (6)

yb,ℓ = gabxa,ℓ + nb,ℓ, (7)

where gba,ℓ = hba+hH
br
Φℓhra and gab,ℓ = hab+hH

arΦℓhrb =
gba,ℓ, and na,ℓ and nb,ℓ collect the noise instances during

switching period ℓ during odd-indexed and even -indexed sym-

bols, respectively. Alice and Bob then estimate the channels

gba,ℓ and gab,ℓ to be used as shared randomness as follows

(using least-squares estimation)

ḡba,ℓ = yH
a,ℓ

xb,ℓ

‖xb,ℓ‖2
= gba,ℓ + n̄ba,ℓ, (8)

ḡab,ℓ = yH
b,ℓ

xa,ℓ

‖xa,ℓ‖2
= gab,ℓ + n̄ab,ℓ, (9)

where n̄ba,ℓ =
n

H
a,ℓxb,ℓ

‖xb,ℓ‖2 and n̄ab,ℓ =
n

H
b,ℓxa,ℓ

‖xa,ℓ‖2 are independent

CN (0, σ̄2) noises with σ̄2 = 2σ2

TsP
. During the same time, Eve

obtains the following estimates similarly

ḡbe,ℓ = gbe,ℓ + n̄be,ℓ, (10)

ḡae,ℓ = gae,ℓ + n̄ae,ℓ, (11)

where gbe,ℓ = hbe + hH
br
Φℓhre, gae,ℓ = hae + hH

arΦℓhre, and

n̄be,ℓ and n̄ae,ℓ are independent CN (0, σ̄2) noises.

Next, Alice and Bob use the estimates ḡba,ℓ and ḡab,ℓ (which

are dependent) to generate their shared key (as in [12, Ch.

22]). Note that since the channels are assumed to not vary

during a coherence block and to vary between blocks, the

channel estimates will not be independently and identically

distributed (i.i.d.) across multiple blocks. However, Alice and

Bob can use the ℓth switching period in multiple coherence

blocks to generate one key, making the estimates used to

generate a given key i.i.d. as desired. This means that Tk

Ts

keys

can be generated simultaneously. Alternatively, we can use

interleaving to obtain a pseudo-i.i.d. estimates by taking the

estimates from the first switching periods from a set of blocks,

followed by the estimates from the second switching period,

and so on. Next, we characterize the SKR.

B. Secret Key Rate

Let the estimates ḡba,ℓ, ḡab,ℓ, ḡbe,ℓ and ḡae,ℓ be represented

by random variables Ḡba, Ḡab, Ḡbe and Ḡae, respectively.

The SKR can be lower bounded by

Rk ≥
1

Ts/2
Rlb

k
,

where [2]

Rlb

k , I(Ḡab; Ḡba) (12)

−min{I(Ḡab; Ḡae, Ḡbe), I(Ḡba; Ḡae, Ḡbe)},

= −h(Ḡab|Ḡba)

+ max{h(Ḡab|Ḡae, Ḡbe), h(Ḡba|Ḡae, Ḡbe)},

I(X ;Y ) is the mutual information, h(X |Y ) is the conditional

entropy, and the factor 1

Ts/2
follows because there are Tk

Ts

channel estimates in key generation phase of duration Tk. To

simplify this lower bound, we need to study the distributions

of the channel estimates. We first note that Ḡba, Ḡab, Ḡbe

and Ḡae have zero mean. Moreover, the covariances of the

channels are given by

ρab = E[GabG
∗
ab] = E[GabG

∗
ba] = E[GbaG

∗
ba]

= βab +Nβarβrb, (13)

ρae = E[GaeG
∗
ae] = βae +Nβarβre, (14)

ρbe = E[GbeG
∗
be
] = β2

be
+Nβbrβre, (15)

Then,

Cov
(

[Ḡab Ḡba]
T
)

=

[

ρab + σ̄2 ρab
ρab ρab + σ̄2

]

, (16)

Cov
(

[Ḡab Ḡae Ḡbe]
T
)

= Cov
(

[Ḡba Ḡae Ḡbe]
T
)

(17)

=





ρab + σ̄2 0 0
0 ρae + σ̄2 0
0 0 ρbe + σ̄2



 .

Finally, we need the following statement to characterize the

distribution of the estimates.

Lemma 1: Given circularly symmetric complex Gaussian

channels, the aggregate channel gij,ℓ = hij + hH
irΦℓhrj , i ∈

{a, b}, j ∈ {a, b, e}, j 6= i, can be modeled as a circularly

symmetric complex Gaussian when N is large.

Proof: The statement is a consequence of the central limit

theorem, and can be proved similar to [14, Lemma 2].



Based on this, the lower bound Rlb

k
can be simplified as

follows.

Theorem 1: The SKR lower bound in (12) simplifies to

Rlb

k
=

1

Ts/2
log2

(

1 +
ρ2
ab

σ̄2(2ρab + σ̄2)

)

. (18)

Proof: The statement is obtained by evaluating (12)

with circularly symmetric complex Gaussian channel estimates

(using Lemma 1) and the covariance matrices in (16) and (17).

Next, we present a protocol for secret key generation using

this system.

IV. PROTOCOL FOR SECRET KEY GENERATION

In this section, we introduce a novel method for creating

keys using several coherence blocks. Over several blocks

f = 1, . . . , F , we create Tk

Ts

keys. The number of estimates

to be used for each key is F . In the ℓth switching period in

multiple F blocks, Alice and Bob generate keys ka,ℓ and kb,ℓ,

respectively. If ka,ℓ = kb,ℓ = kℓ, i.e., the keys match, they are

used for encryption. Otherwise, key ℓ is discarded. In general,

some of the Tk

Ts

keys generated during F blocks will match

and will be used for encryption. The process is repeated every

F blocks.

A. Quantization of Channel Estimates

Following [20], Alice generates key bits from each block f
by quantizing the phase of its channel estimate ḡba,ℓ given by

θba,ℓ = tan−1

(

imag(ḡba,ℓ)

real(ḡba,ℓ)

)

, ℓ = 1, . . . ,
Tk

Ts

. (19)

Bob also does the same using the estimate ḡab,ℓ. This happens

over the several blocks F until we obtain all the phases of

all channel estimates. We define the quantization of the phase

using a function fQ : R → {1, . . . , Q}, where Q is the number

of quantization levels, such that

θQij,ℓ = fQ(θij,ℓ) = q, if θij,ℓ ∈

(

2π(q − 1)

Q
,
2π(q)

Q

)

, (20)

for q = 1, . . . , Q, i ∈ {a, b} with i 6= j. Thus, one channel

estimate generates a random phase value that yields log
2
(Q)

key bits. The total number of key bits in key ℓ denoted by L
is thus

L = F log2(Q) bits. (21)

Note that a larger Q increases the number of key bits at the

expense of higher mismatch probability as discussed next.

B. Key Mismatch Rate and Throughput Analysis

For each of the Tk

Ts
keys, we can define key mismatch rate

(KMR) as

P (ka,ℓ 6= kb,ℓ) = 1− p, ℓ = 1, . . . ,
Tk

Ts

, (22)

where p is the probability that two keys match and amounts

to

p = [P (θQ
ba,ℓ = θQ

ab,ℓ)]
F (23)

Parameter Value

Tk 40 symbols

F 100 blocks

Noise level 30 dBm

P 1W

βab = βae = βbe 1

βar = βrb = βre 0.7

TABLE I: Simulation Parameters.

in which θQ
ba,ℓ and θQ

ab,ℓ are as defined in (20).1 After every

key extraction round which extends over F blocks, Alice and

Bob check whether they have matching keys. If not, the key is

discarded, so that only matching keys are used for encryption.

Thus, the number of trials n until a key match occurs for key ℓ
can be modelled as geometrically distributed random variable

X such that

P (X = n) = (1− p)n−1p, n = 1, 2, 3, . . . (24)

The average number of handshakes n̄ until success is given as

n̄ = E[X ] =
∞
∑

n=1

(1− p)n−1n =
1

p
. (25)

Then, the average key throughput R̄k can be found as the

length of key ℓ which is F log2(Q) multiplied by the number

of keys in F frames which is Tk

Ts

, divided by the total symbols

allocated per node (Alice and Bob) F Tk

2
divided by the

average number of handshakes 1

p , yielding

R̄k =
p log2(Q)

Ts/2
bits per symbol. (26)

Next, we show simulations that show the effect of RIS on

the key generation in terms of number of elements N and

switching period Ts.

V. SIMULATIONS AND RESULTS

To evaluate the performance of the proposed protocol, we

simulate it for a system with parameters provided in Table I.

We start by evaluating the KMR of the protocol. Fig.

3 shows the KMR of the protocol versus N for different

scenarios: a system without an RIS in which the channels only

consist of direct channels, i.e. gba,ℓ = hba and gab,ℓ = hab,

and a system with an RIS without switching where Ts = Tk,

RIS with switching where Ts = 10 symbols, and with switch-

ing with Ts = 2 corresponding to the maximum switching rate.

The results show that using an RIS with no switching garners

the smallest KMR because it leads to better channel estimate

due to the longer channel probing time, and still performs

better than a system without an RIS because the added RIS

channels improves the overall channel gains. On the other

hand, an RIS with Ts = 2 shows the worst performance in

terms of KMR because the number of channel probing time

is just one symbol for each of Alice and Bob, leading to poor

1After generating a key (quantization), information reconciliation takes
place [3] in order to detect and resolve key mismatch scenarios.
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Fig. 3: Key mismatch rate versus number of RIS elements N
for different switching rates of the RIS as well as a no RIS

scenario.

estimation accuracy and hence higher mismatch rate. However,

with increasing N , the performances improves to rival the

case with no RIS scenario due to the improved received signal

corresponding to the increased number of reflectors.

In Fig. 4, we plot the KMR versus the signal-to-noise

ratio (SNR) defined as SNR = P
σ2 , for different quantization

levels Q = 2, 4, 8. All considered simulation scenarios show

a downwards trend as SNR increases which is expected since

the channel estimation quality improves. Moreover, we can

observe the effect of quantization on the KMR in the figure.

The effect of Q on the KMR can be seen implicitly in

(23) where the match probability p decreases as Q increases

because the quantization resolution increases and it becomes

more likely that quantized phases extracted at Alice and Bob

do not match. This explains why the highest KMR in the figure

is for a system with an RIS with Ts = 2 and Q = 8. To

summarize, KMR is affected primarily by Q and Ts, increasing

Ts leads to lower KMR whilst increasing Q leads to higher

KMR.

The average key throughput R̄k defined in (26) is depicted

in Fig. 5 versus the number of RIS elements N . We see that

a system with an RIS with Ts = Tk has the lowest throughput

and is comparable with the case of no RIS in the system.

However, despite the higher KMR for the cases with Ts = 2
and 10, their average key throughput is higher. In the same

figure, we plot the theoretical secret key rate lower bound Rlb

k

given in (18) for the case with RIS Ts = 2 in order to compare

it against the experimental throughput. In all cases, the average

key throughput increases initially with increasing N due to the

dependence of channel gains on N , and then stagnates after a

certain N value. This is because the average key throughput

depends on N through the match probability p. After a certain

N value, p equals one and there is no gain in increasing N
further.
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Fig. 4: Key mismatch rate versus SNR for different quantiza-

tion levels.
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Finally, Fig. 6 shows the average throughput versus SNR,

for different quantization levels. Note that Q has an implicit

adverse effect on R̄k through p as well as an explicit positive

effect manifested by the increase of log
2
(Q) with Q. We see

that the log2(Q) term dominates in the expression as evident

by the RIS with Ts = 2, Q = 8 having the best average

key throughput. Note that at certain high SNR, the theoretical

secret key rate lower bound Rlb

k
exceeds the experimental

throughputs. This is because the simulated protocol only uses

the channel phases and neglects channel amplitudes, whereas

both are used in the derivation of the theoretical lower bound

on Rlb

k
.

VI. CONCLUSION

In this paper, we study the RIS effect in enhancing key

generation, where the RIS provides a two-fold enhancement

by adding additional channels and by perturbing the static
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channel in order to obtain a higher key rate. We formulate

an expression for the theoretical achievable SKR lower bound

using our proposed system model under block fading chan-

nels. Moreover, we derive the average key throughput for a

proposed protocol and further study the effect of changing

RIS parameters such as the number of elements N and the

switching rate of the RIS Ts, as well as system parameters such

as the quantization Q on the key throughput. Using theoretical

findings and simulations, we discover that increasing N and Q
while decreasing Ts yields the highest average key throughput.

Future directions and extensions include finding the optimal

parameters for the key throughput and investigating other

channel models such as Ricean fading.
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