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Abstract—Nowadays, honeypots are a key tool to attract
attackers and study their activity. They help us in the tasks of
evaluating attacker’s behaviour, discovering new types of
attacks, and collecting information and statistics associated
with them. However, the gathered data cannot be directly
interpreted, but must be analyzed to obtain useful information.
In this paper, we present a SSH honeypot-based system
designed to simulate a vulnerable server. Thus, we propose an
approach for the classification of metrics from the data
collected by the honeypot along 19 months.
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I. INTRODUCTION

Year after year, the security attacks on the Internet have
been increasing notably. Security sytems as IDS (Intrusion
Detection System) or IPS (Intrusion Prevention Systems)
have been developed to detect and prevent attacks and
malicious behaviors [1]. For this purpose, a honeypot is a
tool that provides an active defense against intruders [2],
creating servers that are attractive for attackers. Besides,
honeypots allow intruders to have access to ficticious
information in order to analyze their main goal, and finally
come to conclusions about their nature. This monitorization
prevents network administrators from future attacks.

Our main goal is to identify and classify attacks from the
large amount of data gathered through the honeypot.
Additionally, direct information may be obtained with simple
queries to the database; for instance, the number of total
sessions or different pairs user/password used. However,
how to interpret that information is a key aspect, considering
the large amount of selected data. Data mining tecniques and
graphics help us to obtain a quick and detailed global vision
of what can be found in a honeypot [3]. In spite of the fact
that honeypots are currently widely spread, only a few
detailed statistical reports are publicly available [4].
Fortunately, most of these available works follow common
patterns in order to analyze the results. From now on, we
propose to call these patterns metrics.
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In this paper, we suggest a general method for data
classification that may be obtained from IDSs. We also
recommend the creation of a test scenario with a real
implementation of the most significant metrics in our
opinion. Furthermore, we study and compare our results with
previous studies of the basic metrics, and we also implement
and interpret some of the new metrics.

The final data, resulting from a 19-month collection
work, makes this paper a good reference for future studies.

II. DEFINITION OF METRICS

As mentioned above, only a few detailed statistical
reports about IDSs are publicly available. The metrics we
propose represent the metrics for the collected data. Metrics
showing the most used combinations user/password, the
number of attackers’ attempts, and the IP addresses of the
intruders are repeated in most of the analysis [3-7]. We can
also find studies about the executed commands [3, 4, 6] as
well as metrics about downloads and geolocation [4, 6-9].

After analyzing all these unstructured sources of
information, we decide to propose a set of metrics to assess
the data collected in our scenario, which is descibed in
Section 3. The new metrics are grouped in four groups, based
on the distribution of Kippo database tables. The four
identified metrics are: Login (LOG), Inputs (INP),
Downloads (DOW) and Geolocation (GEO). We have
named all the metrics that are extracted from the Kippo
database tables “Basic metrics”, and they could be a
reference for future a more homogenous future analysis.

III. DESCRIPTION OF THE SCENARIO

In this paper, we describe a scenario where a honeypot
simulates a vulnerable SSH server, named Kippo. Kippo
offers a remote access, as well as logs how attackers access
the server and records the credentials they have used together
with their activity, once into the server. Kippo is a low-



interaction honeypot written in Python that emulates a SSH
shell [5].

A Virtual Private Server (VPS) is also installed and the
system runs into an OpenVZ container. The server does not
contain any aditional security components, what makes it
vulnerable to achieve more intrusions. SSH server
configuration is changed to use port 22. This also happens in
Kippo configuration file (kippo.cfg), which is listening at
port 2222 for testing. Authbind is used to run kippo at port
22 with user permissions. Otherwise, users should execute
Kippo as root to access the low-numbered ports. So our
server is more visible for network users. Besides, a weak
password is set (user: root; password: 123456). The events
collected by Kippo are recorded into a MySQL database,
instead of using the default text files, in order to achieve a
more flexible way of managing data.

This scenario is continuously operating from 20™ July
2014 to 4™ February 2016, thus we have 19-month attack
information. Figure 1 shows the network topology.
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IV. DATA ANALYSIS

In this paper, we have firstly defined a set of metrics, in
order to study the nature of the attacks. Then, we have
classified metrics in four groups: login metrics, input
metrics, download metrics and geolocation metrics. Besides,
we have built a system that could simulate a SSH shell,
based on Kippo, in order to study the attacks. The scenario
has been functioning for 19 months what has enabled us to
obtain a relevant amount of data. We have recorded up to
340,572 login attempts, consequently our study constitute the
most complete one in the literature about this topic.

To summarize, more than 340,000 login attempts have
been registered in 19 months, making possible to evaluate
the attacks in different seasons. We found that attacks
usually increase in holiday seasons. Techniques used for
attacks vary, but organized brute force attacks have been
common. As prior existing studies let us know, the password
and the username coincide in many cases, though the results
are quite heterogenous, due to the aforementioned brute force
attacks. “Root” has been the most frequent username by far.

Despite a later increase of Windows users, Linux has been
the most utilized operating system.

According to the input metrics, an average of 1.08
commands per user have been registered, what represents
very specific missions from attackers. Moreover, we have
observed that the higher success rate is, the fewer executed
commands are. Particularly, Passwd (in order to change the
password) has been the most used command, while Is was
the second one. Echo commands, the modification of Linux
firewall stand among the most common commands, too.
Getting information about the directory structure (cd and Is)
is quite important for attackers, but it is curious how
intruders try to modify the system with commands like
usermod, yum, password, useradd, chmod or service. This
means that there is a lot of “bad intention” on their part.
Instructions to install malicious sofware have been detected
(for example, denial-of-service attacks or adding our system
to a botnet). They have even tried to install game server
software or packs related to python, php, or teamviewer.
Intruders have entered 694 passwords using the command
passwd. 600 out of them were not filled in.

Another typical action is file downloading. Download
metrics show that executable files have been the most
downloaded ones. HTML or ZIP files are also quite present.

Finally, it is worth mentioning that most of the attacks
have come from China, although the system has identified
intruders from 74 different countries.
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