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Abstract—Scripts have been used in different disciplines to
characterize how individuals conceptualize the conduct of goal-
oriented tasks. Cornish introduced this modelling approach to
the field of environmental criminology as a more systematic way
to identify offenders’ decisions during the commission of crime.
Despite the growing number of articles about crime scripts, there
is limited information about the scripting process itself. In
particular, there is no publication describing all of the activities
involved in the scripting of crime in a comprehensive manner. As
a result, the procedural aspects of physical and cybercrimes are
predominantly modelled using intuitive rather than structured
methods. To fill in this gap, the current study introduces the
concept of crime script lifecycle and examine the stages involved
in crime scripting process. Following a bottom-up approach, the
research involved searching for information relevant to the
production of crime scripts and synthesizing the results into a
conceptual model. The resulting description of the crime
scripting process should improve crime scripting practice, and
create a roadmap for future research in this field.

Index Terms—crime script, crime requirements, business
process model, modus operandi.

|. INTRODUCTION

Situational Crime Prevention (SCP) aims ‘to reduce oppor-
tunities for specific categories of crime by increasing the asso-
ciated risks and difficulties and reducing the rewards’ [1]. This
crime reduction approach is usually implemented by modifying
environmental elements, processes and policies, and has been
used successfully in tackling a variety crimes, including cyber-
crime [2], fraud [3], identity theft [4], theft [5], and drug manu-
facturing [6].

Cornish [7] emphasised reducing crime requires taking a
crime-specific approach, drawing on detailed knowledge of
crime commission processes. To identify and analyse those
processes, he proposed to adopt a script-theoretic approach that
emerged from the field of psychology.

Schank and Abelson [8] defined script as ““a structure that
describes appropriate sequence of events in a particular con-
text. [...] It is a predetermined, stereotyped sequence of actions
that defines a well-known situation”. Scripts are mental struc-
tures that organise information about a sequence of predictable
actions, locations, and roles that constitute events [9].
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TABLE I. Computer abuse crime script — from Overcoming the insider by
Willison and Siponen [10]

Scene Crime Script Function

Preparation Deliberately gaining access to the organization

Entry Already authorised as employee

Pre-Condition Wait for employees absence from offices

Instrumental Pre-Condition | Access to colleagues' computers

Instrumental Initiation Access programmes

Instrumental Actualization False customer account construction

Doing Authorization of fictitious invoices

Post-Condition Exit the application

Exit Exit the system

By applying the scripting approach to the crime commis-
sion process, analysts can represent ‘very complex forms of
crime by breaking down the crime commission process into
different steps’ [6]. Providing ‘a way of highlighting the proce-
dural aspects of crime’ [7], crime scripts can then aid analysts
in identifying logical explanations for the occurrence of prob-
lematic (i.e. harmful and/or rule-breaking) events. In practice
this involves representing relevant activities occurring at dif-
ferent stages of the crime [11].

In addition crime scripts provide a better understanding
about the requirements that are required by the offenders in the
process of committing crime [7]. Crime scripts also can be used
to identify requirements of security measures/systems, where
they highlight the potential situations for applying interventions
to disrupt the crime commission process [12].

Table I shows a crime script found in Willison and Siponen
[10]. This script characterises the steps offenders follow to de-
fraud an organisation.

Recently, Leclerc [13] and Ekblom and Gill [14] have
drawn attention to the growing interest in crime scripting
amongst researchers. However, there is, to our knowledge, no
published crime study that contains a comprehensive descrip-
tion of the entire crime scripting process and the activities with-
in it. For this reason, providing guidelines to support analysts in
the use of a more systematic crime scripting method could po-
tentially enhance the quality of crime scripts, improve the result
of crime analysis, and support the design of more suitable secu-
rity measures.

Some of the activities involved in the crime scripting pro-
cess have been addressed by several authors of crime scripts:
(1) Willison [15] and Brayley, Cockbain, and Laycock [16]



provided details about the data needed to generate a crime
script, where they listed some typical data sources that were
used in police investigation, and argued the need for gathering
complementary data, (2) Cornish [7] and Ekblom and Tilley
[17] included some details about the components of a crime
script by listing those components, (3) Beauregard, Proulx,
Rossmo, Leclerc, and Allaire [18], and Cornish and Clarke[19]
illustrated scripts using different visualisation model-e.g. nar-
ratives, tables, or flowcharts-, and (4) Borrion [12], Hutchings
and Holts [20], and Dehghanniri, Letier, and Borrion [4] sug-
gested the need for assessing crime scripts.

Some of these publications contain information about iden-
tifying data, identifying components of crime scripts, selecting
visualisation model, or assessing crime script. However, these
details have not been synthesised, integrated or organised as a
whole and coherent framework, which motivated this article.

This research identified the activities that form the crime
scripting process, as described by different scripters. The re-
sulting description should allow analysts to better understand
what makes for a good crime script, and support the develop-
ment of a roadmap for future research in this field.

This report continues with a section describing the method
used to search the literature and map the proposed crime script-
ing process Section 111 presents the result and details the consti-
tuting activities identified in the reviewed studies. Section 1V
describes how the proposed model is verified. Finally Section
V summarises the finding and highlights the practical benefits
of the research along with directions for further work.

Il. THE METHOD

This study is part of a larger on-going systematic review
about crime script that involved searching all the articles con-
taining the keyword ‘crime script' or citing Cornish’s seminal
article published in 1994 [7]. Our initial search returned 473
studies, including 83 (18%) containing details about the crime
scripting process. The activities required to generate a crime
script were identified in those articles. The information found
was then compiled together and reviewed to determine whether
certain activities should be clustered together (when they were
considered semantically similar), or alternatively split into mul-
tiple activities (when one activity referred to more than one
sub-activity). An initial process model was then created, taking
into account the presence of order dependencies between all
pairs of activities. The process model was also verified by the
authors. This involved assessing whether (i) any important ac-
tivity had been omitted, comparing the listed activities and the
information extracted from the reviewed publications) and (ii)
there was any logical flaw, considering whether the different
steps could be carried out using the information provided by
the previous steps. Several iterations of the above method were
conducted to address issues identified during the verification
stage.

I11. CRIME SCRIPTING PROCESS MODEL

Figure 1 represents the crime scripting model generated us-
ing the aforementioned method. As shown in this Figure, the
model comprises eight stages. Not all these stages are neces-

sarily required or used in generating a crime script; they can be
omitted or repeated as appropriate.
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Fig. 1. Crime scripting process model.

1) Formulating the Problem

In the first instance, the crime phenomenon to be modelled is
identified (e.g., burglary). In this stage, analysts should also
specify how the resulting model will be used. This is because
what is expected from a crime script depends on its application.
For example, a crime script created to support the design of a
burglary prevention measure may need to be more detailed than
one used to assess the risk of a burglary occurring at a given
place.

2) Information requirements

The purpose of the second stage is to derive the requirements
concerning the information to include in the crime script (based
on the goal of the application). The output of this phase is criti-
cal to the quality of the future script as it informs the data col-
lection stage. The information requirements can be divided into
two categories: (i) those specifying what types of states, events
or activities should be modelled and (ii) those specifying what
aspects of those states/events/activities should be detailed.

As an example, let us consider a study previously published by
the authors [4]. First, after identifying the application of the
crime scripts (i.e., assessing the potential effects of different
interventions on a particular type of identity theft), we consid-
ered the purpose of the script, and concluded that it should rep-
resent successful attacks (e.g., sequences of actions that would
result in identify theft despite the presence of the authentication
system) as well as attacks that are unsuccessful as a direct or
indirect effect of the measure. Second, we decided that the el-



ements to model should be the actions contributing to the at-
tack, those conducting them, the resources involved, and how
the latter were used during the attack.

e Requirements concerning states, events and activities:
Cornish [7] made suggestions about the events that should
appear in crime scripts. He pointed to ‘knowledge about
procedural aspects of and procedural requirements of crime
commission’ and information about ‘offenders’ subjective
accounts of crime commission’ as the required information for
crime scripting. In many studies, the events to include in the
crime script were often defined through two questions: What
happened that is relevant to the crime? and How it happened?
[21, 22]

e Requirements concerning components: Following Schank
and Abelson's [8] work, Cornish [7] introduced a list of crime
script components: ‘scenes, paths, actions, roles, props, and
locations’. Scenes are high level components of scripts that
can be used for organising the structure of the scripts [23];
they were used in several studies to model the stages of the
crime commission process [7, 23]. Studies also identified
components such as actors and locations [6, 24]. In addition,
Tompson and Chainey [23] pointed to the description of the
required skills, resources, and the effort involved in carrying
out the crime process.

3) Data Source Selection

Once the information requirements are specified, analysts
should identify the source of the data from which this infor-
mation will be extracted. Most of the reviewed studies rely on
secondary data sources, including court data [6] and offender
testimonies in police reports [25, 26]. Some of them also gath-
ered primary data as a complementary source such as Brayley,
Cockbain, and Laycock [16].

4) Verifying and Improving the Data

In this step, the quality of the available data is assessed and
improved where appropriate. Crime scripts are often built using
secondary data sources that do not necessarily encompass all
the relevant aspects of the crime script, and their reliability may
be limited. In this case, better information can be obtained us-
ing more data. For example, if the initially selected data source
is not complete enough, the use of multiple secondary data
sources or collection of complementary data can be envisaged
to improve completeness [16]. As an example, Basamanowicz
and Bouchard [27] used court proceedings as their main source
of data, but also employed ‘secondary data sources to verify
and supplement the court case documents’.

5) Information Extraction

This step aims to identify and extract information from the
available data. For this, a targeted search can be performed
based on the specified information requirements. Among the
previous studies some authors used a structured method to
achieve this. For example, Cornish and Clarke [19] and
Tompson and Chainey [23] used a template for identifying the
information to appear in the final script. They first determined
the main scenes of the crime events, then they searched for
detailed information related to the each of them.

6) Selecting a Visualisation Model

Considering the application and users of the crime script, and
the available information, a visualisation model is selected to
represent the final script. Three visualisation models feature in
the reviewed literature: tables, flowcharts, and narratives. Most
of the reviewed studies relied on a single visualisation model
although some of them used a mixture of models [28, 29].

7) Organising Information

After identifying the source of information and selecting the
visualisation model, the extracted information must be organ-
ised to construct the final crime script. In this step, the infor-
mation is also reviewed and re-worded to improve the script’s
readability and consistency.

8) Evaluating the Generated Crime Script

This is the last step of the crime scripting process. The generat-
ed script should be assessed based on a selected list of criteria
(e.g. accuracy, traceability) [12]. Although the need for as-
sessing crime scripts was mentioned in several studies [4, 12,
20], none of the reviewed studies explicitly addressed this.

IV. VERIFICATION

The proposed stages and their organisation (as presented in

Figure 1) is based on the authors’ understanding of crime
scripting process. For example, assessment of crime script has
to be performed after a first version of the crime script is pro-
duced; extracting information should be done after identifying
the data source, so it came after identifying data stage; etc.
A verification phase was conducted involving two crime scrip-
ters as participants, and collecting information to determine
whether (i) the model is an accurate representation of the pro-
cess they previously followed to construct crime scripts; (ii)
any activity has been missed, (iii) any unnecessary activity was
included in the model, and (iv) the organisation of the activities
is sound.

Note to the reviewers: We are finalising the verification phase
and will include the results in this section.

V. CONCLUSION

This article is a first attempt to provide an overall descrip-
tion of the process used to generate high quality crime scripts,
including a description of the different stages and their logical
dependencies. This crime scripting process model was created
to support researchers and practitioners in generating crime
scripts and reporting the results. It should also support review-
ers in evaluating the methods described in future articles, for
example, by contributing to identify missing or poorly docu-
mented stages.

This model was inspired by publications in the fields of
business process modelling and software engineering lifecycle.
For example the first step of our proposed model (i.e., formu-
lating the problem) was not explicitly been considered by the



existing crime scripting studies. However, it was included in
our model, which was inspired from similar models, e.g. soft-
ware engineering or risk analysis where this activity aims to
define the problem and applications’ objectives; it is used as
the basis and direction of the other stages. Without doing this
step, it cannot be clear we should generate the crime script? Or
what are the objectives of the application?

To improve the scripting process and enhance the quality
of the final scripts, more research in this field of study is re-
quired. In particular, methods should be provided and evaluated
that could help to construct crime scripts more systematically,
and assess whether the generated scripts satisfy the require-
ments of their application.
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