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Abstract

We presenta temporal debugger, capableof examining
time flow of soft real-time applicationsin Unix systems.
Thedebugger is basedon a simulatormodellingan entire
workstationin sufficient detail to run unmodifiedoperat-
ing systemsand applications. It providesa deterministic
andnon-intrusivedebugging environment,allowing repro-
duciblepresentationof programtimeflow.

Theprimarycontributionof thispaperis virtual machine
translation,a techniquenecessaryto debug applicationsin
a simulatedUnix system.We showhow a virtual machine
translatormapslow-level data, providedby the simulator,
to datausefulto a symbolicdebugger. Thetranslatoroper-
atesby parsingdatastructuresin thetarget operating sys-
temandhasbeenimplementedfor theGNU debugger and
simulatedLinuxsystems.

1. Introduction

Thedebuggeris oneof themostimportanttoolsfor com-
puter programming. Traditional debuggers,however, are
inadequatefor real-timeapplications,asthey interferewith
programexecution,therebymodifying time flow. In em-
beddedreal-timesystemdesign,this problemhasbeenad-
dressedwith simulator-baseddebuggers.Until recently, it
hasnot beenpracticalto usesimulatorsto studycommod-
ity desktopandserver computersystems,asthesimulators
have beentoo slow. Recentadvancesin simulationtech-
nology have resultedin completesystemsimulators, mod-
elling anentireworkstationwith sufficientperformanceand
detail to run unmodifiedoperatingsystemsandlargework-
loads[2, 3].

In this paper, we presenta temporaldebuggerfor soft
real-timeUnix applications.It is basedon theGNU debug-
ger [1], modifiedto debug Linux applicationsrunningin a
completesystemsimulator. The debuggeris able to non-
intrusively debug applicationsin thesimulatedsystemand
presentprogramtimeflow usingthesimulator’stimemodel.

Thedebuggeruserinterfaceis shown in Figure1. Thefore-
groundwindow shows how GDB connectsto the simula-
tor andattachesto a process.Simulatedtime, measuredin
numberof cycles sinceboot, is available in the debugger
variablesim time. Thewindow in thebackgroundshows
the simulatedconsole,printing output from Linux during
boot.

Figure 1. Temporal debugger user interface .

2. Complete system simulation

Thecompletesystemsimulatorusedfor thiswork is Vir-
tutechSimics[4]. It modelsall hardwarecomponentsin an
UltraSPARC workstation,andrunsunmodifiedinstallations
of Solarisor Linux. The simulatorapproximatestime by
assumingthataninstructionexecutesin constanttime,plus



stall time from memoryaccesses.Simicssupportsefficient
programmingof the componentsmost important for per-
formancemodelling: cachehierarchies,synchronisationin
multiprocessormachines,andI/O devices. By focusingon
the majorperformancebottlenecks,the simulatorprovides
a usefultime modelwhile executingonly 100timesslower
thanrealmachines,allowing simulationof largeworkloads.

A simulatedcomputeris purelyartificial anddeterminis-
tic. Thus,a simulatedsystemwill alwaysexecutealongthe
samepathif theinitial stateis identicalandall input to the
simulatoris deterministic.Reproducibleexecutionis avery
desirablepropertyfor applicationdebugging. In order to
obtainreproducibility, the usermustprovide deterministic
modelsof applicationinput,andthedebuggermustoperate
withoutperturbingthesimulatedsystem.

3. Virtual machine translation

In general-purposeoperatingsystems,such as Linux,
eachprogramrunsin a protectedenvironment,with private
registers,memory, and operatingsystemresources.This
environmentis referredto asa virtual machine. In order
for a debuggerto debug a program,it mustbeableto con-
trol executionandprobestateof the correspondingvirtual
machine.Traditionaldebuggersrely on the operatingsys-
temto provide a controllingandprobingmechanism.As a
simulation-baseddebuggermustavoid modifying the sim-
ulatedsystem,it cannotuseoperatingsystemservicesto
probethetarget.

In order to supportdebuggingof processesin the sim-
ulatedsystem,we introducean intermediatefilter between
the debuggerandthe simulator, a virtual machine transla-
tor (VMT), that answersa debugger’s queriesfor virtual
machinestate.Queriesfor memorycontentrefer to virtual
addresses,andmustbetranslatedto physicaladdresses.The
VMT performsthis translationby parsingdatastructuresin
the operatingsystem,first looking up the headof the pro-
cesslist, which is a globalvariablewhoseaddressis found
in thekernelsymboltable.Theappropriateprocessentryis
found by following pointersreferringto datastructuresin
thesimulatedmemory. TheVMT proceedsby parsingthe
process’s pagetable until the mappingfor the virtual ad-
dressis found. If thepageresidesin physicalmemory, the
VMT queriesthesimulatorfor thecontentsandrespondsto
thedebugger. In orderto readpagesthathave beenwritten
to disk, the VMT needsto walk the kerneldatastructures
further to find which disk block it residesin andquerythe
simulatorfor disk contents.Otherusefulinformation,such
asvirtual registerandfile contents,is retrievedin a similar
manner.

The VMT supportsreproducibledebugging of multi-
threadedapplicationsby allowing multipledebuggersto at-
tachto differentprocessesin the simulatedsystem(shown
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Figure 2. Simulation-based debugging.

in Figure2). It keepsstatefor eachdebuggerconnectedand
mapsdebuggerqueriesto virtual machines.Simulatorex-
ecutionis controlledcoherentlyby forwardingsimulation
only when all connecteddebuggersare readyto execute.
The VMT also assertsthat all debuggerbreakpointsrefer
to physicalmemory. It maintainsa list of breakpointsin
useandinserts(removes)simulationbreakpointswhencode
pagesaremapped(unmapped)to physicalmemory.

4. Future Work

As the VMT exposesoperatingsysteminternals,it can
easily be enhancedto collect statisticson performance-
relatedoperatingsystemevents,suchaspagefaults,context
switches,andsystemcalls.Suchinstrumentation,in combi-
nationwith Simics’s statisticson cachemissesandGDB’s
supportfor programmingbreakpointhandlers,enablespre-
sentationof performancestatisticsfrom multiple abstrac-
tion layers in a system. The temporaldebuggeris there-
fore a suitableplatform for building a more sophisticated
tool, thatcouldcompareperformancestatisticsfrom differ-
ent periodsin a real-timeapplication. Sucha tool would
bevery usefulfor finding causesof misseddeadlines,asit
couldpresentdifferencesbetweenperiodswith andwithout
misseddeadlines.
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