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Abstract— In this paper, we first define the requirements on the source and the destination are disclosed during the rout
anonymity and security properties of the routing protocol in  discovery process. In SDAR [7], although the exact locatibn
mobile ad hoc networks, and then propose a new anonymous ye source is hidden, nodes en route have the knowledge about
routing protocol with the Iocal-rgpalr mechanism. Detaﬂed aqal- how far, i.e. the number of hops, they are from the source. In
ysis shows that our protocol achieves both anonymity and sedty L e . ! o :
properties defined. A major challenge in designing anonymos Particular, when adversaries know that the source is just on
routing protocols is to reduce computation and communicattn hop away, they can locate the source node using a directed
costs. To overcome this challenge, our protocol is design tequire  gntenna.
neithe_r asymmetric_ nor symmetric encryption/_decryption while A major challenge in designing anonymous routing proto-
updating the flooding route requests; more importantly, on@ . L
a route is broken, instead of re-launching a new costly floodig COI_S for MANET is t(_) reduce the Communlcatl_on and compu-
route discovery process like previous work, our protocol povides ~ tation costs. In previous works, once a route is broken, a new
a local-repair mechanism to fix broken parts of a route withot  route discovery process is launched, and the new route seque
compromising anonymity. will be flooding the whole network. Obviously, the route
maintenance process is very costly in dynamic environments
like MANET. Optimizations like a local-repair mechanisnear

Anonymity is an important part of the overall solution fordesirable.
truly secureMobile Ad-hoc Network§MANET ), especially  In this paper, we first define the requirements on the
in certain privacy-vital environments. For example, in dlba anonymity and security properties of the routing protocol i
field, we not only want to ensure that adversaries cann@ANET. Following that, we propose the Efficient Anonymity
disclose the content of our communications or disable tlad Security-Enabled (EASE) routing protocol that can not
communications, but also expect that the identities and-lomnly protect the privacy of nodes and routes, but also ensure
tion information of parties in communications are anonysowther properties, such as security and efficiency. Detailed
to adversaries. Otherwise, adversaries may deduce inmportanalysis in Section V shows that, EASE can achieve both
information about the location or mobility model of communianonymity and security properties defined. Moreover, te mit
cation parties, which can be used to locate the target of thigjate the communication and computation costs, EASE is
physical attacks, e.g. the commander, at a later time. Thelesigned to require neither asymmetric nor symmetric en-
have been several related works [12], [7], [21], [19] adsirgg cryption/decryption while updating the flooding route regts
the anonymity issue in terms of MANET. before rebroadcasting, and provide a local repair mechmanis

Anonymity achieved in most previous works, includindo repair the broken part of the route without compromising
SDAR [7], MASK [21], and AO2P [19], is insufficient. In the anonymity.

MASK [21], the real identity of the destination is open to all The rest of the paper is organized as follows. In Section Il
nodes in the network. In contrast, in SDAR [7], the idensitieand Section Ill, we present the goals and the framework of our
of the source and destination are anonymous to other nodaerks, respectively. The details of our protocol are presgn
but the identities of nodes en route are open to the desimatiin Section IV. In Section V, we analyze the anonymity and
Therefore, two cooperative adversaries can easily collext security properties achieved in EASE. The related work is
identities of other nodes and their relative locations. (D2&® presented in Section VII. Finally, in Section VIII, we draw
[19], the location of the destination and the distance betwethe conclusion.

I. INTRODUCTION



Il. DESIGN GOALS We assume that adversaries may launch both passive and

We define the expected goals or properties that we wantdgtive attacks at the same time, and the informatior) obdaine
achieve in EASE as follows: from the former can be used to enhance the effectiveness of

Ensure Privacy 1) Identity Anonymity(a) No one knows the latter. We consider attacks from both internal nodes (.
the real identities of the source and the destination, excé&f route) and external nodes (i.e. out of the route).
themselves; (b) The source and the destination have no ifgtwork Model We assume that, wireless links are sym-
formation about the real identities of intermediate nodes &etric. Namely, if noded is in transmission range of some
route. node B, then B is in transmission range ol as well. Each

2) Location Privacy (a) No one knows the exact locationode can change the source address of its outgoing MAC
of the source or the destination, except themselves; (be,Otﬁrame_s, so that adversaries cannot trace the node based on
nodes, including both those nodes outside the route disedveits unique MAC address.
and the intermediate nodes en route, have no mformatlgr) Outline of The EASE Protocol

about their distance, i.e. the number of hops, from either t ) )
source or the destination. This requirement is optional,itu 1he whole protocol consists of the following procedures:

is desirable in keeping both identity and location anonymifRouteé Request, Route Reply, Data Transmission, and Route

of the source or the destination, especially when the distarMaintenance
is just one hop. At the beginning of th&Route Requegtrocedure, the source

For a protocol satisfying (a), we say that such a protocBfoadcasts the request to its neighbors, and the request is
provides Weak Location Privacyfor a protocol satisfying forwardgd recursively and flopding the_whole network.. !Befor
both (a) and (b), we say that such a protocol proviggeng forwarding the packet, the intermediate node modifies the
Location Privacy packet in two ways: (1) replace the one-time public key of

3) Route Anonymity(a) Adversaries, either en route OIt_he upstream node with the one of itself; (2) update a specific
outside the route, cannot trace a packet flow back to its souftéld Of the packet denoted d%. As such, at the end of the
or destination; (b) For adversaries not in the route, thaxehaRoute Requestrocedure, each node has the one-time public
no information on any part of the route; (c) It is difficult forkey of its upstream node en route. Making use of the shared
adversaries to infer the transmission pattern and motittenpa S€cret with the source, the destination can deduce thehlengt
of the source or the destination; of the route.

Ensure Security The protocol should ensure that the dis- Similar to route request, route reply is forwarded recuaigiv
covered route could function properly (namely, the protocd!l reaching the source. However, since the reply is enteyp
can find the route correctly and efficiently) under differerith one-time public key of the upstream node, it will only be

attacks. forwarded along the route instead of flooding. Before foowar
Ensure Efficiency The protocol should be efficient in theiNd the packet, the intermediate node modifies the packet in
terms of both computation and communication costs. two ways: (1) generate a random secret, which will be used as
the shared secret with the upstream node during the session,
Il. THE FRAMEWORK OF EASE and encrypt it with the upstream node’s one-time public key;

In this section, we first present the framework of th€) update a specific field of the packet denotedVasAt
EASE protocol, including system model, adversary modad, athe end of theRoute Replyprocedure, each node en route
network model. Afterwards, we give an outline of the EASBas shared secrets with its upstream and downstream nodes,
protocol before presenting the details in Section IV. if exist. In addition, all the nodes en route hold the public
System Mode We assume that there are a large number kéy of the PKI pair generated by the destination for current
users in a mobile ad hoc network, a small part of which asession. Moreover, making use of the shared secret with the
adversaries. We assume that there is a shared secret betwiestination, the source can deduce additional informéditammn
the source and the destination by employing some anonymahs route reply, including the private key of the PKI pair and
end-to-end key agreement, e.g. TESLA [15]. the shared secrets between each pair of consecutive nodes en
Adversary Model We assume that, adversaries have theute.
same eavesdropping and computing capabilities as normalsing the shared secrets with the upstream and downstream
nodes and certain intrusion capability. Adversaries mgytdr node, each node en route can establish anonymous data
compromise their neighbors only when some evidence shoti@snsmission. The local repair mechanism is built on thé fac
that the source or destination is only one or two hops aw#tyat the source knows the shared secrets between each pair
or a node en route is one hop away. To find out a node eficonsecutive nodes en route, although it has no knowledge
route, which is a few hops away, does not provide sufficieabout their identities.
incentives for adversaries to compromise their neighbors.

We assume that adversaries have no prior information about IV. EASE ROUTING PROTOCOL

potential senders in the future. In other words, from thenoé The notions of the types of packets involved in the route
adversaries, each node in the network has the same pdgsibdiscovery process are shown in Table I. In this paperXlet)

of being a sender launching a route discovery process. denote a symmetric encryption/decryptiononsing X as the



key and{s}x denote an asymmetric encryption/decryption othe output is the result theff; or Sy XORs with the leasp,

s using X as the key. bits of U;_1 or U,iy, While the higher bits are the same as
the corresponding bits d;_; or U,.;y. The next step is to
RREQ | Route Request Packdt RREP | Route Reply Packet rotate the result of the first step right fpg bits.
DATA | Data Packet RERR | Route Error Packet Let I d h . b fh ha:
RRPR | Route Repair Packet| RUPD | Route Update Packe} et Hyq. denote the maximum number of hops that

wishes the route to be. Then, we have:
TABLE |

NOTIONS OFTYPES OFPACKETS INVOLVED IN ROUTE DISCOVERY
DPs = (Hmaz =+ 1) " Pz (3

We denote the source node, nodes en route, and the de%ﬁor mstanc_e, given that t_he length of the random_number
chosen byX,, i.e. S;, is 16 bits, the source wants to discover

zaggr?o?gg?hiﬁuﬁlbgr _of 1r’1§;jes ’lgle)'E\A?e neant'hée:gSfége;ﬁ' q 3 route between the destination and itself, and expects the
destination. length of the route is no more than 10 hops (F8... = 10).
According to Equation (3), we know that. = 176, and thus
A. Route Request generate a random numbeéf,,.;, with 176 bits during the
During the route request process, each node en route §gneration of the route request packet. _
noted asX; (i = 1,2,...,n) receives a route request with the Once receiving the RREQ packet, each forwarding n&de
following format; first checks whetheteq has been recorded in its RREQ buffer
table. If yes, it simply discards the packet. Otherwike tries
RREQ, seq, Kr(dest, Ks,Uorig), to decryptKr(dest, Ky, Uorig) by using all the secrets that it
Ks(seq, END), PK; 1, Ui shares with other nodes.
where X, succeeds only if it has a shared secret with the source and
seq — the session number. it is the intended destination of the route discovery preces
Ky __  the secret shared between the source a,l{dit fails, X; first adds a new record into the RREQ buffer
destinatiof. table. The format of a record in the RREQ buffer tableXof
dest — the identity of the destinatiaB. is shown as follows:
K, — a s_ession k_ey of current ses_sio_n. _ [seq, PKi_1, Ks(seq, END)|
END — a sign showing that the destination has received
the route request. Then X; generated/; as shown in Equation (1), and replaces

PK;_1— the public key of the one-time key pair generate® K, _, andU,_, with its one-time public ke¥/(i.e. PK;) and
by the upstream nod&,_;. PK, is chosen by the U, respectively. Finally,X; broadcasts the modified packet

sources. locally.
Uorig — arandom number chosen by the soufte If succeeds, it means thaf; is the destination of this route
Ui—1 — a number generated b¥; ;. Uy is generated request, since only the destination can successfully gecry
by the sources. the packet. Afterwardd) compared/,,;, to U, (i.e. the sixth
To avoid the collisiongseq is set to be a random number withelement of the RREQ packet), and figure out the exact distance
the sufficient length, e.g. 160 bits. from the source, if the lengths of the route found is less or
For U; (i = 1,2,---,n) in RREQ, X; computes it equalto the hop limit. Thereafter, depending on whether EAS
according to Equation (1): provides the multiple-path functionality) may send out a
RREP packet for each route with less thaf,,,. hops or
U= fUi—1,8) = (Ui_1 ® S;) > pa, (1) only for the first such route, and at the same time adds a

new record into its local route table. To counterattackfisyf

where S; is a random number chosen by; with size p.. p|ike AODV [14], the destination needs to forward RREQs
Wheni = 0, Uy is calculated by the sourc& according t0 | oceived like intermediate nodes.

Equation 2:
B. Route Reply

Uo = f(Uorig; So) = (Uorig & So) > pz, &) During the route reply process, each node en route denoted
whereU,,,.;, andS, are random numbers chosen by the sour@s X; (i = 1,2,...,n) receives a route reply with the
S with sizep, andp,, respectively. Note that, in Equation (1)following format:
o 210 mons 5 o 0, %, Xomed P 1
z i— orig- ) ] ’ - )
denoted by Equation (1) and (2) includes two steps. The outpu Tita(seq, Ko, TPK, Vita, Kr (Hroute, Vorig, TSK))
of the first step is a number with size. The leastp, bits of where

1There have been extensive research in key distribution ihilmad hoc 2The overheads of generating one-time public/private keyspean be
networks, which is beyond the scope of this paper. mitigated with pre-computation.



T;+1 — arandom number chosen B§,,, whichis used V; according to Equation (4). Following thaf; builds a
as the shared secret betwe¥n and X, after the new record in its route table. Then compu{&s}pxk,_, and

routing discovery process. T;(seq, K., TPK,V;, Kr(Hroute, Vorig, I'SK)), which are
K! — the proof thatD has recovered(, from the used to replace the last two elements of the RREP. Finally,
RREQ packet. the modified RREP packet is broadcasted locally.
TPK, TSK — the key pair generated for the current Upon receiving the RREP packet, by comparirjg; with
session. Vorig, the sourceS can extract theH,.,.. and the shared
Vi1 — anumber generated by, ;. V,,41 is generated secrets along the route (i.&3, T»,..., Ty,,,..) from the
by the destinatiorD. packet, and then record them into the local route table. In
H,oute — the number of hops that this RREP packet isur scheme, instead of only recording the shared secret with
forwarded before reaching the source. the first forwarding node, the source needs to record all the
Vorig — @ random number chosen 13y. shared secrets from itself to the destination. In Sectic|V
For V; (i = 1,2,---,n) in RREP,X; computes it according we present how this additional effort benefits the route main
to Equation (4): tenance process. Since these secrets are generated rgndoml
and are used only for this specific route fra$hto D, the
Vi=9(Viy1, Ti) = (Vipn & Ti) > gy (4) source cannot deduce the identities of those forwardingsiod

. . . with the knowledge.
whereT;,; is a random number chosen by;,; with size g

qy- Wheni =n+1, V,4, is calculated by the destinatiadl C. Data Transmission

according to Equation (5): To realize anonymous data transmission, we need to make

Vot1 = 9Vorigy Tnt1) = (Vorig @ Tnt1) > q, (5) sure that adversaries are not able to read or deduce infiormat
about the source and destination from data packets, and such
information is only open to entities holding corresponding
secrets. It is definitely not a good idea to encrypt the whole
data packet using the shared secrets, although this solistio
workable in theory; otherwise, each node has to try to ddcryp
the whole content of every packet received before deciding
whether to accept it or not. Consequently, this method requi

a huge amount of computation.

qda > Hroute - qy In EASE, we provide a solution by making use of the shared
secrets between any two consecutive nodes{j)e.Our idea

is to construct some small-size information (denoted ds>)

Vorig and T, 1 are random numbers chosen bBywith size
g4 andg,, respectively.

For the sake of anonymity, cannot be equal tél,oyze - gy -
Otherwise, adversaries can easily obtain the informatimut
the route length by sniffing the RREP packets. Therefgye,
should be set a few, bits longer thanH, ..,z - ¢,- Namely,
we have

For example, if we assume that ti#g.,,;. of a given RREP

packet is 7 andy, is set to be 128 bits, we may sk which is sent together with the data packet so that a forwgrdi

to be 1280 bits. Alternatively, we can sej according to ; .
Equation (6), in spite of what is the exact length of the rothOde only needs to verify AG instead of the whole packet. It

A o P IS similar to the construction of route pseudonym in ANODR
although it might be communicationally inefficient when th . . - :
. 12], but is more simple and efficient. THAG is constructed
route length is much shorter thdf,, ..., €.9. whenH .,z = 1 foll ; h d& d nod h
and I ~ 10 as follows. Given that, nod&; _; and nodeX; share a sec_ret
maw ' denoted ag;. Let Hx () be a keyed fast one-way function,
ga = Hmaz +1)-qy (6) which usesK as the key. The format di' AG on the packet
betweenX,;_; and nodeX;, denoted ag"AG;, is calculated as
1,(IN), whereN is a non-decreasing numbé¥.is initialized
0 1 at both sides (i.e. the two consecutive nodes en rout®) up
the establishment of the shared secret.

We assume that, before sending out the data packet, the real
RREGQ bufer bl 110, o discards e packet it TES5208 Ll 1o b P 10 s i nct o
any furtherer checking. Otherwis&]; extractsK’ from the ypted wi . W u

. . destination. The details about padding and encryptingehé r
recovered information. ThereafteX,; also needs to make sure . X
i - .Inessage into the data portion of the data packet denoted as
that the RREP packet is from the destination. It can be vdnﬂgD .
L are beyond the scope of this paper.

by Equation (7), because only the destinatiorcan recover During the data transmission, each node en route denoted as
K, from the RREQ packet. If Equation (7) is not satisfiéd) X; (i=1,2,...,n) receives a data packet with the following

simply discards this RREP packet. format:

Once receiving the RREP packet, each forwarding n&de
first tries to decryp{T; 1} px,, and recovers the last elemen
of the packet. Since the last element is encrypte@;hy, only
X, can decrypt it. ThenX; extractsseq from the recovered
information, and checks whetheeq has been recorded in its

K!(seq, END) £ K,(seq, END), @) [DATA, TAG:, Ti(PL)]

After successfully verifying the validity of the RREP patke Where
X; chooses a random numbér with size ¢,, and computes T AG; — the current TAG thatX; shares withX;_;.



T; — the secret tha; shares withX;_;. Tj4+1 ~— the shared secret thaf; shares withX;,,.

Once receiving the DATA packetX; verifies the validity =~ Zi+1 — the shared secret thaf; shares withX;,.
of the TAG,. If the packet passes the verification stage, Once receiving the RERR packe{; first verifies the valid-
replacesT AG,; by TAG;,, which is the currenT AG that ity of the TAG, . If the packet passes the verification stage,
X, shares withX;.;. In addition, before broadcasting theX; replacesT’AG;;, by TAG; which is the currenfl AG
packet, the content of the data packet should be shuffled, tleat X; shares withX;_;. In addition, before broadcasting
decrypt the last element of the DATA packet withand then the RERR packet, the last element should be shuffled in a
encrypt withT;, 1, so that the adversaries outside the rout@milar way as the DATA packet so that the adversaries oatsid
cannot match payload contents to trace data forwarding.thfe route cannot match payload contents to trace the rdute. |
the DATA packet fails to pass the verification, it is discatde the RERR packet fails to pass the verification, it is discdrde
Such a process is repeated until the DATA packet reaches fgch a process is repeated until the RERR packet reaches the

destination. source.
) After extractingT;; from the RERR packetS compares
D. Route Maintenance it with the record in its local route table, and finds out the

1) Motive of Providing The Local Repair Functionality: exact nodeX; here, reporting the route error. To discover a
In MANET, we wish that the discovered anonymous routeew route to the destinatior, sends out a RRPR along the
is robust and efficient against failures due to the followingrevious route. For a node en route between the source and
reasons: (1) node mobility; (2) join/leave operations oflesy X;, denoted asXj, it receives a RRPR with the following
(3) nodes en route are hacked, and refuse to provide the dé@amat:
forwarding function. A straightforward solution is to radnch
the route discovery process. All previous anonymous rgutin
protocols follow this method. However, we argue that routghere

[RRPR, TAG;, Tj(Ti11(Tii2))]

requests are broadcasted to flood the whole network, and thug AG; — the TAG thatX; shares withX,_;.
it is costly to launch a new route discovery process. T; — the shared secret thaf; shares withX;_;.
In EASE, we make use of the shared secrets along thefi+2 — the shared secret thaf;,, shares withX;.o.

route found, which are obtained during the previous route
discovery process, to find a usable route with less compxutat'ﬁt
and communication overheads, and at the same time, m

sure that the repairing process does not impair the anonymQ
property of the route. The idea of designing the locally-
repairing mechanism is based on two observations: (1) TE
two communication parties, namely the source and destimati

Once receiving the RRPR packef; first verifies the valid-

of the T'AG;. If the packet passes the verification staye,
laces"AG; by T AG 4, which is the currenl” AG that X;

ares withX ;. . In addition, before broadcasting the RRPR

acket, the last element should be shuffled in a similar way

§ the DATA packet so that the adversaries outside the route

h i il d ¢ Icannot match payload contents to trace the route. If the RRPR
can have some exira privieges over nodes en Toute, as ‘g, o fajls to pass the verification, it is discarded. Such a

as such privileges do not compromise the anonymity of oth i . : .
) ocess is repeated until the RRPR packet reaghese. the
nodes; (2) Knowing the secret shares along the route does 'S Tep unt P ©

not help the source deduce the identities of the forwarding\(/jveh;?]p?r:;enggFgogfcliaellu::échés X; decrypts it and
nodes en route, because shared secrets used by any part O&?r%ctsT , which becomes a sharec’i sécret betwasrand
route are totally randomly chosen and are used only for th i

%, 2. Following that,X; launch t t from itself
" o +2. g that,X; launches a route request from itse
specific route fromS to D. Similarly, for nodes en route, the 0 Xi.o. It is similar to the previous route discovery process

knowledge of the shared secrets along a middle part of &tweens and D but with fewer hops. The format of the local
route does not compromise the anonymity of nodes en rou}gpair RREQ packet is shown as follows:

2) The Local Repair MechanismiVe assume that, nodes
can detect route failures when re-transmission count ecee RREQ), seq, Tiy2(Broadcast, K, Usprig),
a predefined number. For example, a node en raytdetects Ks(seq, END), PK;_1, U1, Timerg
that the route toX;,; is not available any more. Upon
detection, it looks up the corresponding entry in its fordvag .
table, finds the current TAG information that it shares with t Broadcast— a broadcasting address.

previous node, i.€I' AG;, and the secret shared with the next TZmeLR._ the time that this IOC&_" rep.a|r RREQ tlm(.aout.s.
node, i.e.T;. 1, and then broadcasts a route error packet. ,:_OrOne major difference is that the identity of the destination

a node en route between the source afd denoted asY;, N the RREQ packet is replaced with a broadcasting address.

where

it receives a RERR with the following format; The other major difference is that in the local repair preces
we import a new element denoted 88mergr into the
[RERR, TAG 11, Tj1({Tiy1}rrK) RREQ packetl'imer g indicates when this local repair RREQ
timeouts. The setting &fimey g is related to the random jitter
where before sending out a packet. A receiver simply ignores the

TAG 41— the TAG thatX; shares withX ;. local repair RREQ packet, if it is timeout.



Here, we assume that a new route %, , is found. Upon against protocol-based analysis. Unless otherwise spegifi
the completion of the route discovery betwe¥pand X;,., therefore, in this paper we mainly focus on the protocol-
X, sends out a route update packet. For a node en robtsed analysis, and assume the existence of methods that
between the source and;, denoted as{;, it receives a RUPD prevent or mitigate traffic-based analysis (e.g. traffic imgx
with the following format: technique [16], [10], [3]) in all the anonymous routing and

, , communication protocols for MANET.
[RUPD, TAG 11, Ti1({Tiy1, Tiyo}rrr)] 1) Identity Anonymityin EASE, there is no identity-related
where information involved except the destination’s identitgnmely
dest, in the RREQ packet. Fortunatelyjest is encrypted by

T/ , — the shared secret thaf; shares withX; ;. the shared Cbet N 4 the dostinatit
- e shared secret between the source and the destinatn, an
T/ , — the shared secret thaf; , shares withX; .

thus it is known only to the two communication parties.
e 2) Location Privacy: Theoretically, it is possible that ad-
Versaries discover the location of the sender, if the sender
happens to be surrounded by adversaries (e.g. in a triangle)
ﬁ\réd they keep sniffing the traffic to and from the sender
long before it launches the route discovery process. As a
result, even if mixing techniques are employed, adversarie
can distinguish the route request originated from the sende
from that forwarded by it, given that the message delay is
V. ANALYSIS ON ANONYMITY AND SECURITY reasonable. However, in this paper we assume that the number
Firstly, we need to make clear that tiecurity term Of adversaries in the network is small, and they have the same

discussed in this section does not include issues aboutisectfavesdropping and computing capabilities as normal nodes.
of the content of data packets being transmitted. It is easyB€sides that, adversaries have no prior information about
see that security of the content of data packets is orthdgoRQtential senders in the future. Therefore, we argue that th

Once receiving the RUPD packeX; verifies the validity
of the TAG,4:. If the packet passes the verification stag
X, replacesT’AG,11 by TAG; which is the curren’ AG
that X; shares withX;_;. Again, the last element of the
RUPD packet should be shuffled before broadcasting. Suc
process is repeated until the RUPD packet reachdanally,
S updates the corresponding record in its route table Wjth
andTj,,.

to anonymity and security of the route protocol. possibility of such cases is negligible. . S
) ) The idea of current practical attacks bacation Privacyis
A. Anonymity Analysis to overhear the routing packets and make use of the semantic

Here, we want to check whether EASE has achievedeaknesses of the protocol to obtain the exact location or
anonymity-related goals defined in Section I, namielgntity deduce the relative location (i.e. the distance from thgetir
Anonymity Location Privacy and Route Anonymityln the of the source or the destination. A typical attack frequentl
context of anonymity analysis, we assume that all the nodesed by attackers is to observe the variation on the length
including nodes on the discovered route are potential advef the packet while it is forwarded, and a few anonymous
saries and are interested in the privacy information abloait trouting protocols proposed [7], [5], [4], [6] are vulneralib
two communication parties and discovered routes. these attacks.

Generally, the methods of breaking anonymity can be EASE is robust against attacks aiming at location privacy.
divided into two categories: traffic-based analysis [17fl anThere is no explicit location information involved in the
protocol-based analysis. The idea behind traffic-baselysina protocol. More importantly, for all kinds of the routing peats,
is to detect common information among sniffed packets, atite lengths of both the whole packet and each element inside
assume that any two packets are transferred along the saree constant when the packet updated and transmitted along
route, if they have information in common. The “common inthe route so that even internal nodes cannot deduce how far
formation” could be either identical content in sniffed pats, they are from the source or the destination. Moreover, we
or identical time consumed by handling sniffed packetssThnotice that, to deduce the distance, adversaries need tmhot
kind of analysis might be executed independently from thiiscover the pattern of variations but also find an anchantpoi
contexts of the protocols being analyzed. A typical traffionhich is corresponding to the source or the destination, so
based analysis is time analysis, where the adversary ¢hat they can measure the times of variations from the anchor
use temporal dependency between transmissions to tracpoat, i.e. the distance from the source or the destination.
victim message’s forwarding path. In contrast, in protecoEASE, the only pattern of variations that can be detected is
based analysis, adversaries try to deduce the informafionl§ in RREQ andV; in RREP. Fortunately, sinc&,,;, and
the sender through investigating the semantic context. Bdy.;, are secrets shared by the source and destination only and
example, they may obtain the identity-related informafrmm are indistinguishable from random numbers for other nodes,
the meaningful content of the packet sniffed, or find owtdversaries fail to find the anchor point.
certain pattern of variations based on the additional knowl 3) Route Anonymityin EASE, hop-by-hop shuffle is em-
edge/understanding of the targeted protocols. ployed to prevent adversaries from matching the content

There have been extensive research in protecting the rootepackets. On one hand, we use TAG to ensure efficient
protocol and data transmission from traffic-based analystata forwarding between consecutive nodes along the route
and most of them can be easily integrated with solutiorstablished. For adversaries without the secrets gengrihit



TAGs, both the TAGs generated between a pair of consecutihe route. In EASE, no adversary out of the route can construc
nodes for different data packets and the TAGs generatidte route error packets, because it does not hold any secret
between different pairs of consecutive nodes for the samith any node en route, which is necessary to generate the
data packet are deemed to be random numbers generdtetds in the route error packet.
independently. As a result, adversaries fail to link datekpts 4) Wormhole Attacksin Wormhole Attackg8], an attacker
sniffed using the TAGs. On the other hand, the meaningftécords packets received at one location in the network,
contents of all types of routing packets except RREAPe tunnels them to another location, and retransmits them into
encrypted with the shared secret between the consecutive network. Hu, Perrig, and Johnson proposed an approach to
nodes along the route. Thus, the content of the same padtetect wormhole attacks based on packet leashes [8]. The key
evolves hop by hop, and all the evolutions are deemed to in¢uition is that by authenticating either an extremelyqise
random numbers generated independently. timestamp (i.e.,temporal leashésor location information
Moreover, in EASE hop-by-hop shuffle prevents adversariesmbined with a loose timestamp (i.geographical leashégs
outside the route from detecting patterns of variations mreceiver can determine if the packet has traversed a destan
the meaningful contents of the routing packets. For infernat is unrealistic for the specific network technology used
adversaries, although they can discover the patterns @d-vaBoth of the solutions can be easily integrated into EASE
tions, they cannot trace a packet flow back to the source without any conflict.
destination due to the failure of detecting the anchor point
VI. SIMULATION RESULTS& EFFICIENCY ANALYSIS
B. Security Analysis In this section, we analyze the efficiency of EASE and
1) Passive AttacksThe simplest attack on the route procompare it with other generic anonymous routing protocols
tocol is that adversaries or selfish nodes silently refuse [t2], [7], [5], [4], [6] from two aspects: computation costs
perform functions requested in the protocol. In normaliraut and communication costs.
protocols, the watchdog model [13] can be employed to detect
such actions. However, in anonymous routing, the routeyrepfd- Computational Costs
is modified hop-by-hop and is supposed to be undistinguish-In Table I, we show the benchmark of typical symmetric
able from other route replies. Therefore, by nature, we cgAES) and asymmetric (RSA) decryptions on both low-end
not figure out which route a given sniffed route reply belongse. iPAQ3670 with Intel StrongARM 206MHz CPU) and
to, since it is a trade-off between anonymity and securitie T high-end (i.e. Pentium IV) devices.
only usable solution is to discover and maintain multipletes

at the stage of route discovery. TABLE Ii
2) DoS AttaCKS'According to the target of the attack, DoS CRYPTOGRAPHICBENCHMARK OF AES AND RSAIN DECRYPTION
attacks in the conte_xt of anonymous routing can be cI_assified AES (128 bis) | RSA (1024 bS)
into two types:Multiple-to-Oneattacks andOne-to-Multiple low-end device | 29.2 Mbps 900 ms
attacks. In the former attacks, multiple adversaries (cg on high-end device| 488.08 Mbps 4.77 ms

adversary with strong power) may cooperate to exhaust the

resource of a given target. The most critical step of suchThe computation costs required for an intermediate node
attacks is to identify the target, either its identity or ésact to handle a RREQ packet consist of three parts: generating
location. EASE is immune to this type of attacks, since bothne-time public/private key pairs, checking whether ithig t
Identity AnonymityndLocation Privacyare ensured in EASE. destination of this route request, updating the RREQ packet
As to the latter attacks, one adversary can send fake robgfore rebroadcasting. The first part of costs can be méibat
request or route reply packets which exhaust the computatiirough pre-computation. The second part is proportional
resources of other nodes, since those nodes would perfdmmthe number of nodes that have shared secrets with the
the cryptographic computation as requested in the protocwitermediate node and may launch route discovery towards
In EASE, such attacks are mitigated by (a) little computatioit, denoted ast. EASE and ANODR [12], [11] requires

i.e., a XOR operation and a rotation, is involved in updatingymmetric decryptions, while SDAR [7], [5], [4], [6] needs
the RREQ packet before rebroadcasting; (b) employ the hapie asymmetric decryption. The third part of cost is shown in
by-hop authentication on the RREP packet. Table III.

3) Attacks on Route Maintenanc@ne possible attack is In Table Ill and Table IV we compare the cost of updating
that adversaries send fake route error packets to fool tineso the RREQ packet before rebroadcasting and the cryptographi
to choose another route or even re-launch the route disgoveperations that intermediate nodes perform on a RREP packet
process. It makes no sense when adversaries en route laweshectively. AO and SO in Table Il and IV denote the
such an attack. Therefore, in the context of attacks on routembers of asymmetric and symmetric operations executed,
maintenance, we only consider adversaries which are notr@spectively. In all anonymous routing protocols, the namb

SPart of meaningful content in the RREQ packet, including, PK;_1, 4The results are obtained from [12] and [1], respectivelyteNthat, the unit
and U;_1, are not encrypted. Since the route has not been set up at tfmtthe benchmark of AES on the Pentium IV desktop has beevectad from
moment, adversaries cannot take advantage from such iafiom MB to Mbps for easy comparison.



of route requests is much higher that of route replies, bgeauo its expensive asymmetric operations. The last metrio is t
the route request is forwarded to flood the whole networkjeasure the overall network performance.

while the route reply is only forwarded reversely along the Given that, the speed of any node in the network is chosen
route found. Therefore, overall, EASE and ANODR haveandomly from 1 toV;,,.... Five different mobility settings, i.e.
better performance compared to SDAR. And EASE is slightly,,... = 16—20 m/s, are simulated to analyze the efficiencies
efficient than ANODR, since no cryptographic operation isf the two models. Figure 1 and 2 show that, SP-LR is more

involved while updating the RREQ packet. efficient than SP-NLR. More specifically, RDIS of SP-LR is
around 8% to 17% less than that of SP-NLR. Similarly, RREP
— AS SOO ?]t:r?és of SP-LR is around 7% to 17% under that of SP-NLR. As to
ANODR 0 T 1 none the success rate of transmission, Figure 3 shows that the SP-
EASE | 0 | 0 | one XOR and one rotatior] LR model provides a better network performance. SucRate
TABLE Il of SP-NLR is 1.40% to 2.55% smaller under all the settings
simulated.

OPERATIONS FORHANDLING A ROUTE REQUEST . .
According to the empirical results, as the only anonymous

routing protocol supporting the local-repair mechanisthSE
provides better efficiency than previous work.

AO | SO | Others
SDAR 0 1 none

x10

ANODR | 2 2 | none : e
EASE 2 2 none asl f B
TABLE IV =

CRYPTOGRAPHICOPERATIONS FORHANDLING A ROUTE REPLY

overy Packets Receive

B. Communication Costs

The routing protocols and related simulation models a T ===
implemented usingava in Simulation Time / Scalable Wire-
less Ad hoc Network SimulatddiST/SWANS[2]. We run
the simulation in a 1000m X 1000m network, and the node
transmission radius is set to be 225m. The Random W4dyg- 1. # of Route Discovery Packets Received under Diffeiability
point model [9] is applied to emulate node mobility patterr®™"9s
According to the model, a node travels to a random chosen
location in a certain speed and stays for a while before goi~~

# of Route Disc
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Mobility -~ Vmax (m/s)

to another random location. To avoid the problem indicate ! ‘ ‘

in Yoon et al’s paper [20], the minimum speed is set to B e e
m/s. In addition, the routing discovery process beginsraft e \
a 300-second warm-up period to eliminate the initial drop i § ol

average node speed [20]. For each test, a pair of source .
destination is randomly chosen, and 100 data messages t
been sent from the source to the destination at the speec
one message per second. |
In the simulation, we design and evaluate two simulatic w00 |
models:SP-NLR(only store the first route found, and do no % s ‘
employ the local repair mechanism) a®&dP-LR (only store
the f_II’St route founQ’ and employ the Ioca_ll repair meChamsrr?:ig. 2. # of RREP Packets Received under Different Mobiligtti@gs
provided). All previous anonymous routing protocols only
supportSP — NLR, and EASE can support both of them.
We evaluate anonymous routing protocols using the fol- VII. RELATED WORK
lowing metrics: (1) the number of route discovery packets In [12], [11], Kong and Hong designed the first anonymous
(including RREQ, RREP, RERR, and RRPR, RUPD, if anyputing protocol for MANET, i.e. the ANonymous On Demand
received (denoted as RDIS); (2) the number of route repRouting (ANODR) protocol. Similar to Hordes, ANODR [12],
packets (denoted as RREP); (3) the success rate of tramgmitf11] also explores multicast/broadcast to improve recipie
data messages (denoted as SucRate). The first two metricsamtnymity. However, ANODR is an on-demand protocol,
only measure the communication cost but also help indicaad it extensively explores trapdoor information in braastc
the overall computation cost of determining the route arithese features are not discussed in Hordes’ multicast mecha
transferring data packets. RREP is of particular interdaes nisms. Compared to [7], [5], [4], [6], Kong and Hong gave a

# of RREP Packets Re

18
Mobility -~ Vmax (m/s)



the destination nodes, and the forwarding nodes in the end-
_ to-end connections are kept private. However, in AO2P, the
© 1 position of the destination is exposed for route discovery.
In addition, because the distance from the source to the
destination is included in the route request, the locatithe
source in fact is also partially disclosed. AO2P assumes the
existence of a secure position service system, which resuir
a number of fixed servers, and thus is not suitable for purely
mobile ad hoc networks.
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VIIl. CONCLUSION

Anonymity is a very important part of the overall solution
for securing mobile ad-hoc networks. In this paper, we ddfine
more strict requirements on the anonymity and security fprop

. . . erties of the routing protocol in MANET, and proposed a new
more comprehensive analysis on the anonymity and securit

properties achieved, and provided detailed simulationligs a|¥onym_ous routmt_g pr(;)t;)_col(,j "e'dE'i‘?hE’ that cs;n provide thtﬁ
on the efficiency of ANODR. In addition, ANODR is moreanonymlty properties detined and at the same time ensure Ihe
security of discovered routes against various passive etina

efficient than [7], [5], [4], [6] at both the route discovery ) . .
and the data transmission stages. An insider can deduce QH cks. We also gave a detailed analysis on how anonymity

hop count between itself and the source in the old version ol security are achieved in EASE. Simulation results sbowe

ANODR presented in MOBIHOC'03 [12]. After June 2004, ai%at, compared to previous work, EASE is more efficient in

the UCLA PHD thesis [11] has fixed the problem, the curre.r'[]e sense of both computation and communication costs, and

is suitable for highly dynamic environments like MANET.

Fi

g. 3. Success Rate of Transmitting DATA Messages (%)

ANODR is not vulnerable to the attack.
In [7], [5], [4], [6], EI-Khatib et al. proposed a secure
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