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Abstract—The flexibility and openness of wireless networks
enables an adversary to masquerade as other devices easily.
Identity-based spoofing attacks are serious network threats as
they can facilitate a variety of advanced attacks to undermine the
normal operation of networks. However, the existing mechanisms
can only detect spoofing attacks when the victim node and the
spoofing node are static. In this paper, we propose a method for
detecting spoofing attacks in the mobile wireless environment,
that is when wireless devices, such as the victim node and/or
the spoofing node are moving. We develop the DEMOTE system,
which exploits Received Signal Strength (RSS) traces collected
over time and achieves an optimal threshold to partition the
RSS traces into classes for attack detection. Further, our novel
algorithm alignment prediction (ALP), when without the knowl-
edge of spatial constraint of the wireless nodes, utilizes temporal
constraints to predict the best RSS alignment of partitioned RSS
classes for RSS trace reconstruction over time. Our approach
does not require any changes or cooperation from wireless devices
other than packet transmissions. Through experiments from an
office building environment, we show that DEMOTE achieves
accurate attack detection both in signal space as well as in
physical space using localization and is generic across different
technologies including IEEE 802.11 b/g and IEEE 802.15.4.

I. INTRODUCTION

As computing and networking are shifting from the static
model of the wired Internet toward the new and exciting
"anytime-anywhere" service model of the mobile Internet,
wireless systems will become increasingly programmable,
interfacing with converged devices, and supporting new mobile
applications. One serious class of threats that will affect the
successful deployment of mobile wireless technologies are
spoofing attacks. Spoofing attacks can be launched with little
effort. The reason stems from the shared nature of the wireless
medium, where adversaries can perform passive monitoring of
useful identity information and then masquerade as another
device using the collected identity.

Spoofing attacks can facilitate a variety of advanced attacks
to significantly impact the normal operation of wireless net-
works [1]-[4]. Spoofing attacks on mobile wireless devices
may further inflict security and privacy damages on the social
life of the individual who carries wireless devices. There
has been active work in detecting spoofing attacks [3], [5],
[6]. [3] proposed the use of matching rules of Received
Signal Strength (RSS) for spoofing detection, [5] used K-
means cluster analysis of RSS, and [6] modeled RSS readings
as a Gaussian mixture model to capture antenna diversity.
However, these mechanisms only work in static wireless
environments, i.e., the victim node has a fixed location. In
this work, we focus on spoofing attack detection in mobile
wireless environments, that is, the wireless devices including
the victim node and/or the spoofing node are moving around.
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Thus, detecting spoofing attacks in mobile wireless networks
is important as it allows the network to further exploit a wide
range of defense strategies, and consequently helps to ensure
secure and trustworthy communication in emerging mobile
applications.

We propose a system called DEMOTE, detecting mobile
spoofing attacks in wireless environments, which exploits
the correlation within the RSS trace based on each node’s
identity to perform attack detection in either the signal space
or the physical space. DEMOTE utilizes an unsupervised
thresholding approach to find an optimal threshold to partition
the RSS trace of a node identity into two classes. Given the
RSS is distinctively correlated to a wireless node’s physical
location, the partitioned two classes will be highly correlated
if there is no spoofing attacks, whereas less or not correlated
when a spoofing attack is present.

The key challenge in DEMOTE is to reconstruct the RSS
trace based on the partitioned classes that belong to different
physical nodes accurately when a spoofing attack is occurring.
Although we are lack of knowledge of knowing the spatial
constraint of mobile wireless nodes, we found that there is a
temporal constraint that is unique to the RSS trace from each
physical node. We developed a simple algorithm, ALignment
Prediction (ALP), which utilizes the characteristic of the
temporal constraint and predicts the most possible RSS value
in the next time slot for accurate trace reconstruction over
time.

To validate our approach, we conducted experiments in
an office building environment across different technologies
including IEEE 802.11 b/g and IEEE 802.15.4. We deployed
our own traffic sniffers or utilized the existing access points
(APs) at fixed locations to collect RSS packets of mobile de-
vices. Our experimental results show that DEMOTE is highly
effective in detecting spoofing attacks in mobile environments
by using only one AP in the signal space. Further, if the lo-
calization process is conducted, DEMOTE can detect spoofing
attacks by using the physical position estimates obtained from
localization based on multiple APs.

We begin the paper in Section II by putting our work in
the broader context of related research. In Section III, we
specify the attack model and present the theoretical approach
used in the DEMOTE system. We describe our experimental
methodology and present the validation results across different
wireless technologies in Section IV. Finally, we conclude in
Section V.
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II. RELATED WORK

The traditional security approach to prevent identity fraud is
to use cryptographic authentication [7], [8]. As it is not always
desirable to use authentication due to limited resources on
wireless nodes and infrastructural overhead involved, recently
new approaches utilizing wireless transmission properties such
as RSS and the wireless channel have been proposed [4],
[9]. [4] introduced a security layer that is separate from
conventional network authentication methods. They developed
forge-resistant relationships based on packet traffic to detect
spoofing attacks. [9] utilizes properties of the wireless channel
to support security objectives.

To detect mobility of wireless nodes, [10] determined mobil-
ity from GSM traces using Euclidean distance in signal space.
[11] used RSS collected in wireless LAN to detect wireless
device mobility. In [12] signal variance is used with Hidden
Markov Model (HMM) to eliminate oscillations between the
static and mobile states for mobility detection. Further, [13]
proposed to use correlation coefficients on RSS traces to detect
wireless devices that are moving together.

The works that are most closely related to us are [3], [5],
[6]. [3] proposed the use of matching rules of singalprints
such as differential values, max-matches, and min-matches
to detect identity-based spoofing. [S] implemented a spoofing
detector by utilizing K-means cluster analysis in the signal
space. Further, [6] captured the effects of antenna diversity and
used Gaussian Mixture Modeling (GMM) for RSS profiling to
detect spoofing attacks. Although these methods have varying
detection and false alarm rates, none of these approaches can
detect spoofing attacks in mobile wireless environments. Our
work is novel as it is the first to explore methods for spoofing
attack detection when wireless devices are moving around.

III. DETECTION SYSTEM APPROACH
A. Attack Model

In this paper, rather than considering that the victim nodes
are static, we focus on the situation when the victim nodes are
mobile. We consider the spoofing nodes to be either mobile
or static. When both the victim node and the spoofing node
are static, spoofing attacks can be detected by using the tech-
niques in previous works [4]-[6] mentioned in Section II. For
detecting the mobility of wireless devices, we can use existing
metrics, such as the variance of RSS and the techniques
presented in [10]-[12]. Thus it is possible to distinguish the
mobile nodes from the static nodes in wireless networks.

We deploy traffic observers or use the access points (APs)
directly that are at fixed locations to record the Received Signal
Strength of packets in the network. When a spoofing attack
is conducted, we assume that the victim node, whose identity
is cloned by the adversary, is also present in the network.
In addition, when the attacker is moving around, we assume
that the attacker is not moving together with the victim node,
which means that the victim node and the spoofing node have
different movement patterns. It is a reasonable assumption
because it requires bigger efforts for an attacker to move
together with the victim node by tracing the victim node in
all the time intervals. In addition, if the spoofing device is
co-moving with the victim node, the attacker also increases
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the possibility of exposing itself to the victim node. We note
that under the case that the spoofing attack is present in
a different network region of the victim node, a high-level
domain management server should be able to detect the attack
since the same node identity has appeared in more than one
networks.

B. DEMOTE System Overview

DEMOTE performs spoofing attack detection by analyzing
the RSS trace for each mobile node identity. RSS is widely
available in wireless communication networks and governed
by the distance from a device to an AP. This implies that
RSS readings are highly correlated with the physical location
of a wireless device [5], and thus RSS readings represent a
means to distinguish between devices as they move around an
environment.

The main idea of the DEMOTE technique is to use the
relationship between the RSS and the physical location of
a mobile device to perform spoofing attacks detection. If a
spoofing attack is present, the RSS trace from claimed node
identity is the mixture of two RSS traces: one belongs to the
victim node and the other belongs to the spoofing node. These
two RSS traces are correlated to the different locations of the
two physical nodes and are thus not highly correlated to each
other. Under normal situations, i.e., there is no spoofing attacks
present, the RSS trace from one node identity belongs to one
physical node. If the RSS trace is separated into two traces,
those two traces are highly correlated to each other as they are
determined by the movement pattern of a single mobile node.

To obtain a high detection rate, the key challenge in
DEMOTE is to accurately partition and reconstruct the RSS
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trace that belongs to different physical nodes under a spoofing
attack. When the nodes are static, the RSS readings are usually
modeled as a Gaussian distribution [14]. The mixed RSS
readings from two different nodes can then be modeled as
two mixed Gaussian distribution and they can be separated by
using the method of Gaussian mixture models [15]. However,
when a wireless device is moving around, the distribution of
RSS readings is highly dependent on the movement pattern
of the node, such as the speed and the direction of the
wireless node. Further, it is prohibitive to derive a closed
form distribution of RSS trace even with the knowledge of
the movement pattern of the wireless node.

Thus, instead of trying to model the RSS readings as
any estimated distribution, DEMOTE utilizes an unsupervised
thresholding approach to achieve an optimal threshold when
performing trace partitioning and separates the RSS readings
into two classes. Further, from the two partitioned classes,
in order to reconstruct the two RSS traces that belong to
two different physical nodes under a spoofing attack or one
physical node under a normal situation, we develop the
ALignment Prediction (ALP) algorithm that makes use of
the temporal constraints inherited from the RSS readings
over time, which result from assumptions on the speed and
continuity of a mobile device’s movement, and helps to predict
the most probable RSS value for the next time interval. Finally,
DEMOTE computes the correlation coefficients either of the
two reconstructed RSS traces in the signal space or of the
localization estimates in the physical space based on these
two traces. Under a spoofing attack, the two RSS traces come
from two different physical devices and thus the value of
the correlation coefficient should be low. DEMOTE contains
three components: RSS Partitioning, Trace Reconstruction
and Correlation Coefficient Calculation. The system flow of
DEMOTE is shown in Figure 1. In the following, we describe
the theoretic approach of each component in DEMOTE.

C. RSS PFartitioning

Suppose the RSS trace from one node identity within time
window T of a single AP is S. We equally divide the trace S
into n non overlapping time intervals. Let the RSS readings
in the '™ time interval be denoted as S;. Then, S can
be represented as {Si,S55...,5,}. The objective of the RSS
Partitioning component is to partition the RSS readings within
one time interval, .S; into two classes .S,; and Sj;, one belongs
to the victim node and the other belongs to the spoofing node
under a spoofing attack. In this subsection, we first analyze
how to obtain the optimal threshold that can minimize the

partitioning error of the RSS readings. We then describe a
nonparametric and unsupervised method to obtain the optimal
threshold for RSS partitioning in DEMOTE.

1) Optimal Thresholding: Let s denote the random variable
governing the RSS readings. Suppose the probability density
function (PDF) of S; is p(s). Under a spoofing attack, the den-
sity function p(s) is the mixture of two probability densities,
one for the victim node and the other for the spoofing node as
illustrated in figure 2. Whereas under a normal situation, p(s)
is the probability density of a legitimate node. If the form of
the densities is known, it is possible to determine an optimal
threshold for partitioning the mixture of RSS into two classes
in terms of minimum partition error.

Figure 2 shows two probability density functions, the left
side one p;(s) describes the RSS of victim node, while the
right side one po(s) corresponds to the spoofing node. Then,
the mixture PDF describing the overall RSS variation is

p(S) = Prlpl(s) + Pr2p2<s)7 (1)

where P.; and P,o are the probabilities of occurrence of two
classes of RSS values respectively. Since any given RSS value
either belongs to the victim node or to the spoofing node, we
have

Pr1+Pr2:]-' (2)

Now, our objective is to select the value of threshold 7 that
minimizes the average error in making the decisions that a
given RSS belongs to the victim node or the spoofing node.
Thus, the probability of erroneously classifying a spoofing
node’s RSS as a victim node’s RSS is

M) = [ pas)as. )
—o0
This is the area under the curve of ps(s) to the left of the
threshold. Similarly, the probability of erroneously classifying
a victim node’s RSS as a spoofing node’s RSS is

+oo
My(r) = / pa(s)ds, @

which is the area under the curve of p;(s) to the right of 7.
Then the overall probability of partition error is

M(T) :Pr2M1(7)+PT1M2(T). (&)

Note that the quantities M; and M, are weighted by the
probability of occurrence of the RSS from either the victim
node or the spoofing node.

To find the threshold value for which this error is minimal
requires differentiating M (7) with respect to T and equating
the result to 0:

Prlpl (T) - Pr2p2(T) =0. (6)

This equation is solved for 7 to find the optimum threshold.

Obtaining an analytical expression for 7 requires that we
know the distributions for the two PDFs which are the p;(s)
and po(s) in equation (6) [16]. However, obtaining closed-
form solutions of these densities in practice is not feasible
when the wireless devices are moving around. Without a
priori knowledge on the distribution of each node’s RSS
distribution, we obtain an optimal threshold by applying the
Otsu method [17].



2) Trace partitioning approach: We sort RSS values in 5;
for the i*" time interval. The distinct RSS values are denoted
as s; with j € {1,2...,L} and L is the number of distinctive
values in S;. Further, the number of RSS samples whose value
is s; is denoted as n; and the total number of RSS is N =
ny + no + ... + ny, within the *" time interval. Then the
probability distribution of each value can be denoted by

L
p(sj) = %, with p(s;) > O,Zp(sj) =1. (7

j=1

Under a spoofing attack, s; can either belong to the RSS
class of the victim node or belong to the RSS class of the
spoofing node. The values of these two RSS classes usually
have overlaps. We use the Otsu method, which uses the
discriminate criterion [18] to choose the optimal threshold,
in order to make the partitioned classes as tight as possible
and thus minimize their overlap. The search criteria for the
optimal threshold 7 is the minimization of the weighted sum
of the variances of two classes (i.e. within-class variance):

83 (1) = Pra(1)03(7) + Pra(7)05(7), ®)

where P, (1) = 257;11) p(s;), Pro(T) = Z]L:T p(s;) are the
probabilities of two classes separated by a threshold 7 and
52.(7)(m = 1,2) is the RSS variance in each class.

To reduce the computational complexity of calculating
the within-class variance for each possible threshold when
searching for the optimal threshold, we subtract the within-
class variance from the variance of the mixture of RSS. We
then obtain the between-class variance:

3(r) = 82 = 83(7)
= Py (7)) (1) = p? + Pra(7)[pa(7) — . (9)

where 62 is the variance of the mixture of RSS, 1 is the mean
value of RSS samples in S; and p,, (m = 1,2) is the mean
of each class. Note that yu = Py (7)u1(7) + Pra(7)p2(7).
Substituting p and simplifying, we get the between-class
variance:

84(7) = Pra (1) Pra(7) [ (1) — pia (7)) (10)

Thus, the problem of minimizing the within-class variance is
simplified and transferred to maximizing the between-class
variance, which utilizes only the zeroth- and the first-order
cumulative moments of the RSS value histogram. Further, by
using simple recurrence relation we can update the between-
class variance as we successively test each threshold:

Poa(t+1) = Pq(r)+ p(r) 11
PT‘2(T + 1) = PT'Q(T) _p(T) (12)
(T +1) = Nl(szl((TTrrlf(T)T (13)
pa(r +1) = NW); 22((:1—1 )p(T)T (14)

Compared with other unsupervised thresholding methods
such as K-means, the Otsu optimal threshold approach is
more accurate in when partitioning two classes. Since K-means

just measures distances between RSS samples and centroids
of classes, while Otsu also takes care of obtaining compact
clusters using the inter-class variance [19].

D. Trace Reconstruction

From the RSS Partitioning component, we obtained two
RSS classes in each time interval, one belongs to the victim
node and the other belongs to the spoofing node under a
spoofing attack. For spoofing detection, we further need to
reconstruct two RSS traces that are associated with two
different nodes respectively over the whole time window 7.
Thus, the objective of the Trace Reconstruction component is
to reconstruct two RSS traces, S; = {s4;} and S, = {sp;} in
the time window 7' such that one trace is associated with the
victim node and the other associated with the spoofing node.

Based on the partitioned two classes: S,; and Sy; for each
time interval, since the time interval is small, we can simply
use the average value of RSS of each class in a time interval,
represented as S,; and 5p; respectively, for trace reconstruction
in T. Then in the " time interval, trace reconstruction needs
to determine whether to assign 5,; t0 sg4; and 5p; to sp; or the
other way around.

Since we don’t have a priori knowledge of the movement
patterns of wireless devices, we cannot apply spatial constraint
when constructing the RSS trace of a moving node. However,
there is a temporal constraint presented in the RSS trace,
that is, the RSS samples in the consecutive time intervals are
correlated. Thus, although the RSS trace in the whole time
window 7" may not follow any form of curve in practice, the
RSS trace within several small time intervals can be modeled
to follow a conic curve [20]. In the i*" time interval, we can
use the RSS values of s4; and s,; to predict the RSS values
in the (i + 1) time interval using conic curve fitting. We
then compare the predicted values with 5,(;1) and Sp(;41),
and decide how to assign 5,(;41) and Sp(;41) 10 Sg(;11) and
Sp(i+1)-

We developed the ALignment Prediction (ALP) algorithm
to predict the RSS values during the trace reconstruction. ALP
uses the determined RSS values in the last K time intervals
ranging from i*" to (i — K — 1) time intervals to perform

conic curve fitting and predict the RSS values, 35 (i+1) and
Sp(iy1) in the (i +1)"™ time interval:

Shiipn) = Agoi +agi(i + 1) +agi(i+1)%, (15)
and

shivny = apoi +api(i + 1) + apoi(i +1)%, (16)
where the coefficients {ag0i, @g1i, ag2i } and

{apoi, ap1i, ap2;} are determined by the latest K values
{Sgia Sg(i—1)s s Sg(ifol)} and {Spn Sp(i—1)s s Sp(ifol)}
according to the Least-squares polynomial approximation [20].
K is an adjustable variable. In our study, we set KX = 4. We
further define the prediction error as

Per = (sh 51y = Sa41)* + (shiny = Sbrn)®s (A7)

and

Py = (55,1 = Se(i+1)” + (5p(i1) — Saqian)®> (18)
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in the physical space when using the reconstructed RSS traces for spoofing
detection.

If Poy < Pe2, we assign Sq(i41) t0 Sg(i41) and Sp(;41) to
Sp(i+1)- Otherwise, we assign 5p(;1) 10 Sg(;41) and Su(i41)
10 Sp(it1)-

In the initial setup, when i = 1, we set S41 = 541, Sp1 = 5p1
and 552 = 541, 522 = sp1. When 1 < i < K, we use the first
1 values of s4; and s,,; to fit conic curves and then predict and
determine the (i + 1)*" RSS value.

The pseudo code of the ALP algorithm is shown in Algo-
rithm 1.

Algorithm 1 The ALP algorithm
Input: {34;} and {5p;} with i = {1,2...,n}, K;
Output: {sg;} and {sp;} with ¢ = {1,2...,n};
Initialize: Set sg1 = Sq1, Sp1 = Sp1, 352 = s¢1 and 352 = Sp1;
for i = 2 to n do
/I Calculate prediction errors P.1 and Pe2;
P = (ng — gai)2 + (ng — gbi)Q;
Peo = (551 - gbi)2 + (ng - gai)2;
/I Assign Sq;, 8p; t0 sg; and sp; according to prediction errors;
if P.1 < P.o then
Sgi = Sais Spi = Sbis
else

Sgi = Sbis Spi = Sai}
end if
// Calculate coefficients of conic curves;
if (i < K) then
Obtain {a Qi,agli,aggi} and {apol-,apli,apgi} using the first ¢
values of {sg;} and {sp;}:
else
Obtain {ag0, ag1i, ag2i} and {apoi, ap1i, ap2i} using the latest K
values of {sg;} and {sp;};
end if
g P P
//pCalculate prediction val'ue Sg(i+1) anq Sp(i+21)
Sg(i41) = Ag0i T ag1i(i 4+ 1) + ag2; (i + 1)%;
Sg(iﬂ) = apoi + ap1i(i + 1) + ap2; (i + 1)%;
end for

for (i41)*" interval;

E. Correlation Coefficient Calculation

Once the RSS traces are reconstructed, intuitively we can
calculate the distance between two nodes either in the signal
space or in the physical space to detect spoofing. However, due
to the high variance of RSS that is caused by random noise,
environmental bias, and multipath effects [21]. It is not feasible
to derive a threshold and distinguish the normal situation from
the attack situation most of the time as illustrated in Figure 3.
We thus turn to examine the correlation coefficient of the two
RSS traces.

Correlation Coefficient. The correlation coefficient mea-
sures the degree of linear relationship between two random

variables [22]. Instead of calculating the absolute difference of
two random variables, the correlation coefficient captures simi-
larities in the changes of two values of random variables. Thus,
the correlation coefficient is suitable in determining whether
two RSS traces are correlated or not in both signal space
and physical space. DEMOTE uses the Pearson correlation
coefficient [23] to measure the degree of linear relationship
between two partitioned traces or their localization results.
Given a series of n measurements for random variables X
and Y, written as x; and y;, where ¢ = 1, 2, ..., n, the Pearson
correlation coefficient of X and Y is written:

Yoy (@i — %) (yi — 7)
(n—1)6,6, ’

where Z and g are the sample means of X and Y, ¢, and
0, are the sample standard deviations of X and Y. The r,,
value ranges from -1 to +1. A value of r,, near +1 or -1
indicates a high degree of linearity between X and Y, whereas
a value near O indicates a lack of such linearity. A positive
value indicates that X and Y tend to change together (i.e.
decreasing or increasing), whereas a negative value indicates
that Y tends to decrease when X increases.

Signal Space. When examining the correlation coefficient
in signal space, the random variables X and Y correspond
to the constructed RSS traces S, and S,. Under normal
situations, these two RSS traces should be highly correlated
since they are from one mobile wireless node and determined
by the same movement pattern of the node. However, under a
spoofing attack, these two RSS traces are uncorrelated as they
come from two different mobile nodes and determined by the
movement pattern of each node separately.

Physical Space. We further study the correlation coefficient
in physical space. We can conduct localization [14] to perform
location estimation utilizing the two separated RSS traces. The
random variables X and Y then correspond to the localization
estimates obtained. Under a normal (non-attack) situation, the
localization results obtained in physical space are correlated
and directly reflect the movement pattern of the wireless node,
whereas they are uncorrelated under a spoofing attacks as the
movement patterns of the victim node and the spoofing node
are different.

Therefore, by examining the degree of correlation of the
RSS traces in either signal space or in physical space, we
can determine whether there is spoofing attack present in the
network.

19)
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IV. EXPERIMENTAL EVALUATION

In this section, we first describe our experimental methodol-
ogy and metrics that we use to evaluate our approach. We then
present the experiment results of detecting mobile spoofing
attacks.

A. Experimental Methodology

1) Experimental setup: To evaluate the effectiveness of
DEMOTE, we conducted experiments using both an 802.11
(WiFi) network as well as an 802.15.4 (ZigBee) network
in the Wireless Network Laboratory (WINLAB) at Rutgers
University. Figure 4 depicts the layout of experiment site,
where the floor size is 219 x 169ft. All experiments were
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conducted in the yellow shaded area, which is the WINLAB
space. We deployed four access points (APs) which were used
to observe packet traffic at fixed locations in our experiment.
Each access point is shown as a red star in Figure 4 and
denoted as A, B, C and D. For the 802.11 (WiFi) network,
each access point is a Linux machine with a 1-GHz CPU, 512
MBs of RAM and a 20-GB disk. We used Atheros miniPCI
802.11 wireless card, which connected to an external 7 dBi
Omni directional antenna to monitor packet traffic. Whereas
for the 802.15.4 (ZigBee) network, we attached a Tmote Sky
mote on each access point, which is used in 802.11 (WiFi)
network, and each Tmote Sky mote connected to an external
7 dBi Omni directional antenna. We configured each attached
mote as an access point to monitor the traffic of the 802.15.4
(ZigBee) network.

To collect RSS traces over time, two people carried one
laptop each with a Tmote Sky mote attached to the laptop.
During the experiment, these two people either stood or
randomly walked around. The experiment was one-hour long
and each walking/standing period was ten-minutes long. The
walking speed was about 4ft/sec (i.e. normal human walking
speed) in the yellow shaded area in Figure 4. The laptops
transmitted packets at the rate of 10 packets/sec. Each access
point recorded the transmitter’s MAC address (for WiFi) or ID
(for ZigBee), RSS and timestamp of each packet transmitted
from the mobile laptops, and then forwarded to a central
server to store. We choose one transmitter as the victim node
and the other transmitter as the spoofing attacker. Using this
experimental setup, when the victim node is mobile, we can
evaluate the effects when the adversary is either static or
mobile. Under non-attack situations, the RSS trace from one
node identity (i.e. one MAC address or one mote ID) is from
one mobile transmitter. Under a spoofing attack, the RSS trace
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Fig. 4. Layout of the experiment floor and the deployment of access points.

(b) The spoofing node is static, rc = 0.1

(c) The spoofing node is mobile, ¢ = - 0.19

The reconstructed RSS traces for access point C under different scenarios in the 802.11 network.

from one node identity is the mixture of two RSS traces from
two different transmitters. We choose 20 minutes as the time
window 7" of the RSS trace for both the 802.11 (WiFi) network
and the 802.15.4 (ZigBee) network. And the time interval is set
to 1 second, thus there are total 1200 intervals (i.e. n = 1200)
in our experiment.

2) Localization Algorithm: We used a scene-matching
localization algorithm, called Gridded-RADAR [14], which
builds an interpolated radio map to perform localization utiliz-
ing the reconstructed RSS traces in each time interval. There
are two phases in the algorithm: off line training phase and
runtime testing phase. During the off line training phase, a
mobile transmitter with known position broadcasts beacons
periodically, and the RSS readings are measured at those
four access points shown in Figure 4. Collecting together the
averaged RSS readings from each of the access point for 101
known locations, shown as small dots in Figure 4, in our
experiment provides an interpolated radio map, which serves
as training data. During the runtime testing phase, localization
is performed by comparing RSS values in the reconstructed
RSS traces to the interpolated radio map. The record in the
interpolated radio map whose signal strength vector is closest
in the Euclidean sense to the observed RSS vector is declared
as the location estimation.

3) Metrics: The effectiveness of the detection capability in
DEMOTE lies in two aspects: accuracy and efficiency. We will
evaluate the detection accuracy in terms of the detection rate
and the false positive rate. The detection rate is defined as
the percentage of spoofing attack attempts that are determined
to be under attack. We declare the presence of a spoofing
attack when the computed value of the correlation coefficient
is less than a threshold. Further, we define the detection time
as the duration of a RSS trace that is needed to calculate
the correlation coefficient for spoofing attack detection. The
detection time versus the detection rate will be studied to
evaluate the efficiency of DEMOTE.

B. Detection in Signal Space

1) Effectiveness: Figure 5 illustrates the reconstructed RSS
traces for AP C under three different scenarios: a mobile
wireless node under normal situations, under a spoofing attack
with a static spoofing node, and under a spoofing attack with a
mobile spoofing node. Figure 5(a) shows that under a normal
situation the two reconstructed traces are changing together
and reflect one movement pattern of the wireless node. We
observed a high value of the correlation coefficient of 0.92.
Under a spoofing attack, Figure 5(b) and (c) show the RSS
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Fig. 7. ROC curves under different detection time for each AP in the 802.11
network.

traces when the spoofing node is static or moving around
respectively. In both figures we were able to extract two
distinct RSS traces indicating two different movement patterns,
and consequently the corresponding values of the correlation
coefficient were low, only 0.1 and -0.19. Since the situation
where a spoofing node is static is a very simple case to handle,
we focus the rest of our discussion on the harder case where
the spoofing node is mobile.

Figure 6 presents the values of the correlation coefficient
of the reconstructed RSS traces from each AP for both the
802.11 network and the 802.15.4 network in normal situations
and under a spoofing attack respectively. Under non-attack
situations, we observed that the values of the correlation
coefficient for both networks are consistently high across all
access points, above 0.85. Whereas under a spoofing attack,
the values of correlation coefficients are much lower. In
particular, the correlation coefficients are all below 0.3 for
access points B, C and D under a spoofing attack. However,
the value of the correlation coefficient of AP A is around 0.5
which is slightly higher, but still much less than those under
normal situations. Therefore, in DEMOTE, by choosing an
appropriate threshold of the value of the correlation coefficient
(e.g., 0.6) we will be able to detect the presence of a spoofing

attack effectively.

2) Detection performance using single AP: Figure 7
presents the Receiver Operating Characteristic (ROC) curves
under different detection times in the 802.11 network for each
AP. We observed that when the detection time is over 160
seconds, the detection rates are above 95% and the false
positive rates are below 6% for APs B and D. Further, it
takes 190 seconds to achieve 100% detection rate and 0%
false positive rate for these two APs. The performance of AP
C is slightly worse than the APs B and D. The detection rate
is above 90% and the false positive rate is below 6% when the
detection time is over 160 seconds. And it takes 200 seconds
to achieve 100% detection rate and 0% false positive rate.
Thus, the results from APs B, C, and D are encouraging as a
high detection rate, over 90%, can be achieved within a short
detection time around 160 seconds.

However, for AP A, its performance is worse than other
access points in terms of the detection time to achieve a high
detection rate. In particular, it takes more than 270 seconds to
achieve a detection rate above 90% and 320 seconds in order
to achieve 100% detection rate. Additionally, our results of the
detection rate and false positive rate versus various detection
time for the 802.15.4 network in Figure 8 are similar to that of
the 802.11 network. APs B and D have the best performance
and AP A has the worst performance. More specifically, it
takes 160 seconds for APs B and D to achieve 100% detection
rate and 0% false positive rate, whereas AP A needs a longer
time, 320 seconds, to achieve the same performance.

This is inline with our observation of the correlation coeffi-
cient for AP A (around 0.5) in Figure 6, which is higher than
that from other APs under a spoofing attack. This indicates
that bias exists within the RSS traces from each AP when
applied to perform spoofing attack detection. Usually, in order
to distinguish an unique physical location and consequently
determine different moving patterns of nodes in the physical
space, we need more than one access point to obtain a
distinctive RSS reading in signal space. Using only one access
point, we may observe similar RSS traces in signal space even
if the moving traces of wireless nodes in the physical space
are different.

Therefore, in our experiments, due to the challenges faced
when using only one access point, AP A needs to accumulate
enough distinctive RSS samples in signal space before it
can infer different moving patterns under a spoofing attack.
Consequently, we observed that AP A needs the longest time
to detect the spoofing attack. An interesting future work item is
that when changing the movement patterns of wireless devices,
different access points may present longer time to detect an
attack.

3) Detection performance using multiple APs: We further
study how likely a spoofing attack can be efficiently detected
by combing multiple APs. Suppose the value of the correlation
coefficient of the reconstructed RSS traces from i*" access
point is r;, then the combined correlation coefficient of n

access points is
n
T'm = H Ti-
i=1

We further normalize r,,, as needed.

(20)
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Fig. 9. (a), (b) and (c) are ROC curves under different detection time when
using different number of access points for detection; (d) is the detection time
versus different number of APs when achieving 100% detection rate and 0%
false positive rate in both networks.

Figure 9(a), (b) and (c) present the ROC curves under
different detection time for the 802.11 network when combing
2, 3 and 4 access points, respectively. We observed that the
detection rate increases and the detection time decreases when
increasing the number of combined access points. Particularly,
under the detection time of 80 seconds, the detection rate
increases from 94% to 96.8% and further to 97.7% when the
number of combined access points increases from 2 to 3 and to
4. Moreover, to achieve 100% detection rate and the 0% false
positive rate, the detection time decreases from 160 seconds
to 140 seconds and further down to 130 seconds when the
number of combined access points increases from 2 to 3 and
then to 4.

Figure 9(d) presents the comparison of the detection time
when combining different number of access points for both
the 802.11 network as well as the 802.15.4 network under
the detection rate of 100% and the false positive rate of 0%.
We observed that the detection time decreases sharply as the
number of combined access points increases. Compared to
using single AP for attack detection, the key observation is that
the detection time is significantly reduced when using multiple
APs. Particularly, we observed that the detection time reduced

from 225 seconds to 160 seconds in the 802.11 network and
from 215 seconds to 140 seconds in the 802.15.4 network.
Further, the detection time decreases gradually when further
increasing the number of multiple APs from 2 to 4. This is
inline with our discussion in Section IV-B2, that is, using a
single access point cannot determine the unique location of a
wireless device in the physical space, and thus using a single
access point takes more time to distinguish the movement
patterns for different nodes. Moreover, by using multiple
APs the detection time presents a consistent decreasing trend
indicating that the bias in RSS traces introduced by individual
AP has been smoothed out. Therefore, combining multiple
APs for spoofing attack detection helps to achieve a high
detection rate and a low false positive rate quickly, which is
a critical factor in a spoofing attack detection system such as
DEMOTE.

C. Detection in Physical Space

In this section, we perform localization using the recon-
structed RSS traces and study the spoofing attack detection
capability of DEMOTE in the physical space. Figure 10
presents the ROC curves under different detection time of
detecting a spoofing attack in physical space. The location
estimation is conducted using the Gridded-RADAR algorithm.
Figure 10(a) and (b) show the results by calculating correlation
coefficients over the estimated X coordinate and Y coordinate
respectively. We found that the results of the X coordinate are
similar to those of the Y coordinate. In particular, the detection
time that achieves over 90% detection rate with less than 6%
false positive rate for the X coordinate is 180 seconds, whereas
it is 200 seconds for the Y coordinate. Further, the detection
time that achieves 100% detection rate and 0% false positive
rate is 220 seconds for the X coordinate, while it’s 230 seconds
for the Y coordinate.

Figure 10(c) presents the detection results by combining the
X and Y coordinates. We use the same method as combining
multiple APs to combine the correlation coefficients of X
and Y coordinates. We observed that the performance of the
combined results is better than the performance using separate
X and Y coordinates. This is because our experimental site is
a 2D space, it needs both X and Y coordinates to determine
an unique location in the physical space. Thus we observed
that the detection time is reduced when determining different
movement patterns in the physical space by combining X
and Y coordinates. Specifically, we found that the detection
time can be reduced from 220 seconds to 190 seconds when
achieving 100% detection rate and 0% false positive rate and
using 160 seconds is enough to detect a spoofing attack of
about 96% detection rate and 0% false positive rate.

Compared to the performance in the signal space, the detec-
tion performance in the physical space is slightly worse, which
is mainly due to the location estimation errors introduced by
the localization process. The advantage of conducting spoofing
attacks in the physical space is that the localization process
can provide additional location information of the victim node
as well as the spoofing node, which will further help to infer
the movement patterns of these nodes. Once the movement
pattern of the spoofing node is traced, one can neutralize the
attacker through human intervention.
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V. CONCLUSION

As wireless networks are integrated with our daily social
lives, there is an increasing need to support emerging mobile
wireless applications. One serious class of threats that will af-
fect the successful deployment of mobile wireless applications
are spoofing attacks. In this work, we proposed an approach
to detect spoofing attacks in mobile wireless environments,
which is a problem that has not been addressed in previous
work. We developed the DEMOTE system, which utilizes an
optimal thresholding scheme to partition the RSS readings
and further reconstruct the RSS traces over time for attack
detection. Our alignment prediction (ALP) algorithm exploits
the temporal constraint in the RSS readings and predicts the
best RSS alignment of partitioned RSS classes for RSS trace
reconstruction.

To validate the effectiveness of our approach, we conducted
experiments using mobile wireless devices across different
technologies including IEEE 802.11 b/g and IEEE 802.15.4 in
an office building environment. We investigated the detection
performance of DEMOTE in terms of detection accuracy and
detection efficiency both in the signal space, using either single
access points or multiple access points, and in the physical
space, using the localization results. Our experimental results
provide strong evidence that our system and algorithm is
highly effective and efficient in detecting spoofing attacks in
mobile environments. Further, we found that under normal
(non-attack) situations the reconstructed RSS traces are highly
correlated since the traces are originated from one mobile
device, whereas under a spoofing attack the RSS traces are
much less correlated because of the presence of the spoofing
node that is not moving together with the victim node.
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