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Abstract—iBeacon protocol is widely deployed to provide
location-based services. By receiving its BLE advertisements,
nearby devices can estimate the proximity to the iBeacon or
calculate indoor positions. However, the open nature of these
advertisements brings vulnerability to impersonation attacks.
Such attacks could lead to spam, unreliable positioning, and even
security breaches. In this paper, we propose Wi-attack, revealing
the feasibility of using WiFi devices to conduct impersonation
attacks on iBeacon services. Different from impersonation attacks
using BLE compatible hardware, Wi-attack is not restricted
by broadcasting intervals and is able to impersonate multiple
iBeacons at the same time. Effective attacks can be launched
on iBeacon services without modifications to WiFi hardware
or firmware. To enable direct communication from WiFi to
BLE, we use the digital emulation technique of cross technology
communication. To enhance the packet reception along with its
stability, we add redundant packets to eliminate cyclic prefix er-
ror entirely. The emulation provides an iBeacon packet reception
rate up to 66.2%. We conduct attacks on three iBeacon services
scenarios, point deployment, multilateration, and fingerprint-
based localization. The evaluation results show that Wi-attack
can bring an average distance error of more than 20 meters on
fingerprint-based localization using only 3 APs.

I. INTRODUCTION

Over the last decade, we have witnessed the explosive
growth of the Bluetooth Low Energy (BLE) technology [1]-
[4], which can be used to achieve communication and locate
everyday objects around us. Moreover, top technology com-
panies like Apple, have invested much research into this field
through iBeacons [5]. Since Apple introduced the protocol in
2013, various vendors have manufactured iBeacon compatible
hardware, called iBeacons. With the help of these iBeacons,
services such as “check-in service” or “notifications on newly
released products” [6] are provided in the mall or sports hall.

Nowadays, iBeacon is widely deployed to provide location
services in indoor positioning systems (IPS) based on BLE [3].
Specifically, an iBeacon periodically broadcasts BLE frames
containing a received signal strength indicator (RSSI) value
at one meter from the iBeacon station. BLE-equipped smart-
phones can detect them and estimate the distance to the iBea-
con station. For example, to create a more engaging shopping

experience, item information will appear on a user’s phone
when the user nears a store. However, the estimation accuracy
can not be guaranteed due to channel noise, signal attenuation,
and multipath propagation. Therefore, different from the accu-
rate tracking or localization method [7], [8], iPhone provides
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only proximity to the iBeacon, (e.g., immediate, near, far).
Another method of building a fingerprint database for each
point of interest (Pol) provides relatively accurate and reliable
positioning. It leverages the RSS information from multiple
iBeacons and achieves a meter-level accuracy [3].

Whereas the open nature of iBeacon advertisement brings
vulnerability against impersonation attacks [9]. Since iBeacon
broadcasts its unique ID and transmission power publicly, any
third party can obtain the content using a cellphone. This
gives a chance for anyone to make a replica of the target
iBeacon. The attacker utilizes a BLE compatible hardware to
mimic an iBeacon device by broadcasting the same packet. It
leads to severe consequences such as spam [6], misdirection
[9], or even security breaches [10]. For example, for indoor
localization systems based on iBeacon, fake iBeacons can
bring higher distance error or even mislead users.

In this paper, we propose Wi-attack, which leverages the
wide-deployed WiFi devices (such as WiFi APs) to conduct
poisonous impersonation attacks towards iBeacon services.
The attacker only needs to obtain the ID of the iBeacon with
a cellphone first. Then, he can launch the attack by using
WiFi APs under his control. The WiFi packets transmitted
by the WiFi AP are regarded as legitimate BLE packets on
the iBeacon devices and normal WiFi packets on the WiFi
devices, respectively. In this way, Wi-attack mimics iBeacons’
behavior and is considered to be communicating with another
WiFi device normally at the same time. This makes it hard
to be detected. Moreover, Wi-attack has the ability to be
implemented on any WiFi device with no modification on
hardware or firmware, which provides high attack efficiency
with extremely low overhead.

In order to perform impersonation attacks on iBeacon ser-
vices with WiFi devices, we face several challenges. Firstly,
due to the strict decoding mechanism of the BLE receiver,
any bit error will immediately lead to a reception failure.
The existing signal emulation method [11]-[13], however,
relies heavily on the error tolerance technique (DSSS) in
ZigBee. They cannot provide a Wi-Fi to BLE link due to
the inherent high emulation errors. Therefore, a high-precision
emulation method is necessary. Secondly, considering the
practical application, our method needs to be able to attack
effectively under different iBeacon scenarios.

To solve the above challenges, we develop a novel cross-
technology communication (CTC) system called Wibeacon.
Then, we provide methods of attacking existing iBeacon
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services by using wide deployed WiFi APs to transmit fake
iBeacon packets. The contributions of this work are as follows:

- By analyzing the transmission and reception of the iBea-
con packet as well as the working mechanism of iBea-
cons, we reveal the feasibility of using the WiFi device to
conduct impersonation attacks on iBeacon services. The
WiFi AP is able to transmit fake but legitimate iBeacon
packets without any hardware modification.

- To enhance the attack efficiency, we propose Wibeacon
to improve the packet reception rate (PRR). Compared to
the two existing approaches WEBee [12] and WIDE [13],
Wibeacon improves the PRR of the emulated iBeacon
packet to 66.2%, while the value is 0% on both WEBee
and WIDE. We also present the attack methods under
three different scenarios.

- We implement Wi-attack and evaluate the performance
of impersonation attacks on the real-world deployment
of iBeacon services. The results show that Wi-attack can
bring an average distance error of up to 20 meters in a
common fingerprint-based localization system.

The rest of this paper is organized as follows. We present
the motivation of this work in Section II. Section III introduces
our threat model. Section IV presents the main design of Wi-
attack. We show the evaluation result of our system in Section
V. Section VI discusses related works. In Section VII, we
make some discussion. We conclude this work in Section VIII.

II. MOTIVATION

In this section, we introduce existing attack approaches
against iBeacon and their limitations. Further, we analyze what
it takes to perform an effective attack.

A. Existing Approaches

There are two common types of attacks on iBeacon services,
namely the jamming attack and impersonation attack.

For the jamming attack, the attacker utilizes a jammer
device (usually a WiFi device) to prevent BLE communication
by occupying the channel or colliding their packets [14], [15].
It’s easy to use a commodity WiFi device to launch such
attacks because it only requires modifications to the chip’s
parameters. To defend against such an attack, many works
have been proposed to recover the collided packets or protect
legitimate communications [ 16]—[18]. Moreover, such methods
have limited ability as they can not launch advanced attacks
such as providing a false location.

For the impersonation attack, the attacker first sniffs the
UUID (Universally Unique Identifier) of an iBeacon. Then he
uses a BLE device to mimic an iBeacon by broadcasting the
same advertisement. This fake iBeacon could send spam to the
user or introduce a higher distance error to the localization.
However, the ability of these fake iBeacons is limited. On
the one hand, many fake iBeacons need to be deployed
first to mislead the user effectively. On the other hand, the
broadcasting interval of the BLE peripheral devices restrains
the attacker from sending out advertisements as desired. The
small region of the fake iBeacons also limits the influence.
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Fig. 1: The illustration of attack model: Information of the deployed
iBeacons are obtained by a sniffer. Then, impersonation attack is
launched to alter the localization result of the user. The attacker’s
WiFi devices is regarded to be communicating with legitimate WiFi
during the attack.

B. Analysis

Since the above two attack methods are both limited, we
now explore how to conduct a truly effective and poisonous
attack while being hard to be detected.

There are three values used to perform operations in the
iBeacon service: the unique ID of the iBeacon, the reference
TX transmission power, and the RSSI value. A BLE device
uses unique IDs to identify different iBeacons and measures
the strength of the received signal to obtain RSSI. Comparing
this value with the reference TX power value, the device is
able to estimate its distance to the iBeacon.

Therefore, manipulating these values is the key to effective
attacks. The only way to achieve this is by impersonating
trusted iBeacons because the receiver ignores packets con-
taining unknown IDs. In order to provide such attacks with
high effectiveness, a few features are required: 1) low imple-
mentation overhead with the ability to impersonate multiple

iBeacons at the same time, 2) the ability to alter the TX
power reference freely, 3) the ability to manipulate the RSSI
value experienced by the user in a wide range, especially for
fingerprint-based positioning system, and 4) high concealment.

The method we propose, Wi-attack, has all the above fea-
tures. 1) Any iBeacon can be impersonated by only modifying
WiFi’s payload. Moreover, with no intervals required between
broadcasting, it can impersonate multiple iBeacons at the same
time. 2) The strong signal strength provides a wider attack
range. It also enables us to manipulate the RSSI in a wide
range. By carefully choosing the broadcasting scheme on the
WiFi AP, effective and advanced attacks can be achieved on
iBeacon services. 3) These attacks are hard to be detected

because the WiFi device is transmitting legitimate packets
and is considered to be communicating with other devices
normally.

III. THREAT MODEL

We now introduce the threat model of Wi-attack. Wi-attack
aims to conduct attacks on common deployments of iBeacon,
as depicted in Fig. 1. One or more iBeacons are deployed
in the area to provide services such as pushing notifications
or localization. The BLE device receives advertisements and
performs corresponding actions. The attacker first uses a BLE
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compatible device, such as a cellphone, to collect IDs of
iBeacons in the area. After obtaining these IDs, the attacker
decides the target iBeacons to be attacked. By modifying the
payload, the WiFi device can transmit BLE advertisement
packets to the victims. Then, the attacker sets the WiFi device’s
transmission power according to his aim to initiate the attack.
Because the WiFi device sends out legitimate WiFi packets
and impersonates normal iBeacons, it is difficult for others to
detect and defend against such an attack.

IV. DESIGN

This section introduces the design of our system. Based on
the digital emulation method proposed in [13], we present how
to send out BLE packets with WiFi first. Then, we introduce
attacks under three typical scenarios. Finally, to make the
attack more effective, we introduce an enhanced emulation
method from WiFi to iBeacon.

A. Wibeacon Generation

In order to enable direct communication from WiFi to
BLE so that the advertisement packets could be received, we
design a CTC system called Wibeacon. Based on the digital
emulation technique of CTC [13], Wibeacon further splits
each phase ladder into fine-grained ones. It emulates legitimate
iBeacon packets simply by modifying the payload of the WiFi
frame.

BLE uses Gauss Frequency Shift Keying (GFSK) to mod-
ulate data bits with frequency shifts of the signal. It can be
converted to a phase shift modulation:

s(t) = AcosRn(f + Af)t) = Acos2Tift + (b)) @)

where the phase shift “+” and “-” of two continuous
sampling points in () correspond to bit “1” and “0”. These
phase shifts are constructed to a ladder-shaped phase sequence
and input to the digital emulation process shown in Fig. 2.
The WiFi frame is then obtained by reversing its modulation
procedure including copying the cyclic prefix and finding the
closest constellation points in Quadrature Amplitude Modula-
tion (QAM). One example result is shown in Fig. 3. For the 8
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Fig. 5: Phase sequence of BLE Packet

bits signal that lasts for 8 us, we use 2 WiFi symbols. The last
0.8us of each symbol is exactly the same as the first 0.8us,
which is the cyclic prefix (CP) in WiFi. The existence of CP
brings errors during signal emulation. Fig. 2 shows another
source of error known as QAM error. In Fig. 3, two bits of
error occur in the digital emulation, which is unacceptable
because any bit error leads to packet reception failure in BLE.

To address the above question, we find that BLE uses
downsampling for decoding where every two sampling points
are used to decode one bit in every 1us. The downsampling
leads to two different decoding cases called “early decoding”
and “delayed decoding”. Therefore, we split each 1-us-long
ladder into two fine-grained ladders as shown in Fig. 4. This
makes the result of “delayed decoding” also correct and is the
same with “early decoding”. Taken the more refined sequence
as the input, WiFi is able to emulate in a more precise manner.
As shown in Fig. 5, every 4-us-long WiFi symbol corresponds
to a 4-bit BLE symbol, which is formed by 8 phase ladders.
However, to meet the requirement of CP in WiFi, part of phase
Xxe and the entire x7 cannot be altered freely. They must be
exactly the same as the first 0.8us (phase xo and part of x).
To analyze the influence on the decoding result, we build a
probability model.

BLE samples in every 0.5us, which means there exists one
sampling point in every phase ladder in Fig. 5. Also, the
position of each point on every ladder is the same. We denote
the possibility that the sampling point falls into A section of
phase x, (the first 0.2us) as P (A) and B section as P (B).
Then, P (A) = 40% and P (B) = 60%. We use P (W| A) and
P (W|B) to represent the error probability under situations A
and B, respectively. The probability of a correctly decoded
BLE symbol is:

P =1-P (AP W|A) - P(BP (W|B) )

For different types of BLE symbols, the decoding rate given
by this model is different. For the symbols that satisfy bp = b3,
including “0000”, “0010”, “1011”, and etc. As an example
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shown in Fig. 6, its phase shift of b3 is the same as bo. No
matter the sampling point is in case A (the blue triangle)
or case B (the green square), the decoding result is always
correct.

However, for the bop = b3 symbols, including “0001”,
“00117, “10107, and etc. As the example of symbol “1010”
is shown in Fig. 7, b3 will not be obtained correctly under
delayed decoding for case A and case B. Neither the phase
shift meets the requirement of bit 0, a negative shift. Therefore,
we have P (W|A) = P (W B) = 50% because the probability
of early decoding case is 50%. To improve this, we make an
adjustment to the phase ladder in 3.0-3.2 us as shown in Fig.
7(c). When the sampling point is in case A, the result will be
correct under delayed decoding after the adjustment. In this
way, we improve P (W,A) to 0. Now the probability of correct
decoding is P =1 O_O.é} 0.5 =70%.

As it’s not possible to avoid using bo = bz symbols to form
an iBeacon packet. We now provide the ability to transmit
iBeacon packets with WiFi under a PRR of 70% without
considering QAM error. Later, we show the actual PRR is
34.4% in this case.

B. Attack Initiation

After having the ability to emulate iBeacon packets with
WiFi devices, we introduce preparations before the attack.
This includes information gathering, channel coordination, and
decisions on setting the parameters.

For information gathering, the attacker needs to grasp the
iBeacon deployment plan for a target region. This can be done
by using a sniffer such as a cellphone. The attacker first obtains
the iBeacon IDs and then matches the received IDs with the
specific deployed iBeacons through observing the RSS value
while approaching it. If he desires to launch advanced attacks
on fingerprint-based positioning systems, such as misleading
the user from one spot to the other. More information needs to
be gathered such as the whole RSS fingerprint database. The
authors in [9] have shown this is achievable.

Then, the attacker needs to coordinate the channels to
transmit emulated packets. There are three broadcasting chan-
nels for BLE, namely 37, 38, and 39, located on 2402MHz,
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Fig. 8: The broadcasting and scanning procedure of BLE

U

Frequenc\esg 5 5 § z2klel

T HHHTHTHHHE

Fig. 9: Channel coordination between WiFi and iBeacon

Chan'nels

2426MHz, and 2480MHz, respectively. Each of them has a
2MHz bandwidth. When a BLE device scans for advertise-
ments, it sweeps from all three channels and scans each of
them for a short period as shown in Fig. 8. To address this,
iBeacon transmits one packet on all three channels every time.
Therefore, each emulated packet also needs to be transmitted
on multiple channels. As shown in Fig. 9, 802.11 g/n/ac and
BLE share the spectrum between 2.402 to 2.480 GHz. WiFi
channel 4 and 13 are able to cover the entire spectrum of BLE
channel 38 and 39. But channel 1 overlaps only 1IMHz with
BLE channel 37, which is not sufficient for packet emulation.
In this way, Wi-attack can only transmit advertisements on
BLE channel 38 and 39. This coverage is enough in most
cases because the BLE device only scans on each channel for
a short period (eg. tens of milliseconds).

Finally, the attacker needs to decide three parameters to
launch certain attacks: 1) the ID of the iBeacon to impersonate,
2) the TX power value, and 3) the actual transmitting power of
the WiFi AP. Note that the attacker can impersonate multiple
iBeacons by broadcasting their packets at the same time. The
TX power value is contained within the packet as a fake power
reference while the actual transmitting power of WiFi AP can
be set arbitrarily. By manipulating these values, the attacker
is able to tell the device a false distance or location.

C. Attack Scenarios

We consider three typical scenarios of iBeacon deployments
for the attack to take place.

Point deployment is the simplest deployment plan. One
iBeacon is deployed to provide services such as “push noti-
fications nearby”. The device uses the measured RSS value
and the TX power value to approximate the distance to the
iBeacon. As shown in Fig. 10, Wi-attack interferes with the
distance estimation process between iBeacon and its customer.
The distance between the device with the iBeacon is given by:

p-s
d =10 1on (3)
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where p stands for the TX power reference, s stands for the
RSS value measured by the device. n is a signal propagation
factor which is a constant.

We show that in order to launch an effective attack, the
attacker needs to set a high transmit power along with a high
reference power. Firstly, if the attacker desires to affect as
many devices as possible, he needs to increase the range of
WiFi AP by increasing the actual transmit power. Secondly,
the attacker wants the customer to believe he is far from the
shop when he is actually near. This is achieved by setting a
high fake TX power reference. Because according to Eq.3, a
longer distance is obtained when the p s value is large.

Multilateral localization uses multiple measured distances
to calculate a relative position as shown in Fig. 11. The
attacker attempts to tamper with the localization result by
affecting the distance measurement as much as possible and
as far as possible. Here, we show that the attacker is able to
provide any distance to any iBeacon.

We define the true TX power reference which is the RSS
value one meter away as po, and define the fake power
reference we inject to the packet as pr . When the true
distance between the user and the attacker’s AP is do, the
RSS value measured by the device can be represented as
s = po 10n lg(do). The distance we make the device to
believe would be:

bf=s do

= 0on = T
df =10 dso

where dfo stands for the distance where the measured RSS
value equals the injected pr. As we can inject the RSS value
of any distance in range, the fake distance can be of any value
to result in a faulty position.

Fingerprint-based localization achieves a more precise
localization by storing all RSS values for the points of interest
as a database. The location is calculated using the database and

the collected RSS value from all iBeacons.
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Many works achieve effective RSS attacks on fingerprint-
based systems [9], [19]. All of them can be used in our
case. We also highlight that using WiFi AP to conduct these
attacks on iBeacons has several advantages. 1) Having higher
maximum transmit power, WiFi AP can provide a wider RSS
range that further increase the attacker’s ability. 2) A WiFi AP
can impersonate multiple iBeacons at the same time without its
interval restriction, which reduces the AP number needed for
an advanced attack. 3) With much more multipath propagation,
the measured RSS value is more unstable over time, which
brings higher dynamic distance error for the returned location
at one spot.

In the practical attack scenario, one important problem is to
decide the specific iBeacon device for each AP to impersonate.
A reasonable assignment can lead to a higher distance error
under attack, such as choosing an iBeacon that is in a faraway
location. Since the WiFi APs are widely deployed, the attacker
is always able to obtain an effective impersonation plan. It
is worth noticing that we leave the problem of obtaining
such a plan in our future work. We conduct a series of
experiments to evaluate the performance of using WiFi AP to
attack fingerprint-based systems, which can be seen in §V-E.

D. Attack Enhancement

Although the above method is able to launch impersonation
attacks, we find that the effectiveness is low due to the low
PRR Wibeacon provides. BLE devices are always able to re-
ceive the “good” packets from iBeacons but only successfully
decodes our emulated packets with low accuracy. Therefore,
we find it critical to enhance the packet reception.

The 70% decoding rate provided by Wibeacon will be
reduced to around 30% after QAM emulation in Fig. 2.
However, the error brought by QAM is inherent and fixed
in emulation. We still seek to eliminate the error brought
by CP. We notice that the missing 30% theoretical PRR is
caused by failure to decode bo = b3 symbols under delayed
decoding case when the sampling point is located in segment
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tion stability

B (0.2-0.5us in phase x4) in Fig. 5. But the decoding result is
always correct when the sampling point is located in segment
A. We attempt to drag the sampling points out of segment B
to segment A by providing delays in the decoding process.

Considering that the original phase sequence can no longer
be changed, we add supplementary packets after the original
as shown in Fig. 12. The latter packets contain the same
information but have a built-in delay in the time domain.
When the decoding fails for beaconl, beacon2 delays 0.2 us
to let the sampling point jump out of segment B and jump into
segment A. The reason for using two supplementary packets
is that segment A is shorter than segment B and cannot cover
all sampling point positions after the delay.

We take the symbol “1010” in beacon2 as an example to
show the new phase generation method. To provide such a
built-in delay, we move the phase sequence to the right by
0.2us as shown in Fig. 13. To meet the requirement of CP, we
replace the sequence in [0, 0.2]us by copying the sequence in
[3.2, 3.4]us. The phase sequence in beacon3 can be generated
in the same way by moving 0.3us.

As shown in Fig. 14, the error once brought by fragment B
and delayed decoding is now eliminated in beacon2. But it’s
not enough using only beacon2. If the sampling point is in
[0.4, 0.5]us in beaconl, it will be dragged to [0.3, 0.4]us by
beacon2, which is still in segment B. Therefore, beacon3 is
needed to resolve this. After this, we obtain a 100% decoding
accuracy by eliminating all CP errors. Note that the decoding
accuracy here is only for square wave signal including CP.
The emulation error brought by QAM modulation is not
considered, and it will result in a PRR lower than excepted.
Also, bringing the supplementary packets will not reduce the
attacking efficiency. Because the packet period is less than 1
ms which is neglectable compared to packet interval.

D stance (m)
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V. EVALUATION
A. Implementation

We implement Wi-attack on the USRP platform and use
cellphones to evaluate its performance. We use a USRP N210
device with 802.11 g/n PHY to transmit Wibeacon packets.
For the standard iBeacon services, we use HackRF devices
with BLE PHY. We set the advertisement interval for both
devices to be 100 ms. The reason to use USRP and HackRF
is that we are able to obtain the packet level information and
change the broadcast schemes easily with them. Wi-attack can
be realized by many commodity WiFi devices (e.g. Atheros
AR9485, AR5112, and AR2425) since it only modifies WiFi’s
payload. We set the channels of the WiFi transmitter as shown
in Fig. 9. To receive iBeacon packets and measure its RSS,
we use a commodity BLE chip CC2650, and an iPhone Xs
Max running the iOS version 12.5.

We deploy iBeacons and WiFi APs in two environments as
shown in Fig. 15 and 16 to implement multilateral localization
and fingerprint-based localization. We implement multilateral
localization so that it finds the optimal coordinates by mini-
mizing the error function. For fingerprint-based localization,
we implement a weighted-kNN matching algorithm presented
in [3].

B. Wibeacon Benchmark

1) Performance comparison: First, we evaluate the effec-
tiveness of the Wibeacon packets compared to previous CTC
methods. We compare the performance with WEBee [12]
and WIDE [13] by sending 1000 packets under the same
channel and calculate the packet reception ratio (PRR), as
shown in Fig. 17. The basic Wibeacon (with fine-grained
phase ladder) generated with digital emulation reaches a PRR
of 34.4% while WEBee and WIDE packets can hardly be
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received. However, as we have mentioned that Wibeacon can
only be transmitted on BLE channel 38 and 39, the PRR for
iPhone and other BLE devices reduces to about two-thirds
of the original. Hence, we find it unacceptable and propose
the enhanced Wibeacon that has a PRR of 66.2%. Enhanced
Wibeacon resolves errors brought by WiFi CP entirely, but
the inherent QAM error prevents it from reaching the level of
standard iBeacon.

2) Receiving stability: Another problem with Wibeacon is
that it provides a very unstable reception. To compare the
stability between basic and enhanced Wibeacon, we transmit
the emulated packets for 30 seconds using 100 ms intervals.
The number of received packets in every second is shown
in Fig. 18. While the number jumps between 1 and 5 with
Wibeacon, the reception of enhanced Wibeacon is much more
stable over time.

C. Point Deployment

1) RSSI Range: We first verify whether fake iBeacon using
WiFi provides a wider range of RSSI experienced by the user.
We place the fake iBeacon in an indoor area and set the
transmission power of the fake iBeacon to different levels. Fig.
19 shows the average RSS under these levels. We see that a
fake iBeacon using WiFi provides an RSSI ranging from -90
to -30, while the range on a normal iBeacon is from -95 to
-65. In this way, the attacker is able to manipulate the RSSI
experienced by the user in two times wider range.

2) Attack performance: We now evaluate the attack perfor-
mance under point deployment. We place a standard iBeacon
and a fake iBeacon in a wide indoor area. We set the WiFi’s
transmission power to a high level as explained in §IV-C. The
TX power reference in the standard iBeacon is -64, which is
the RSSI measured one meter away. For the fake iBeacon,
we use two values: -40 and -64. -40 stands for a normal
reference power for WiFi AP, while -64 is a lower power
reference. We randomly choose positions and estimate the
distance to the iBeacon. Fig. 20 shows the estimated distance
under different settings. With a high reference power such as
-40, the estimated results are greatly affected under attack.
However, the reference power -64 is close to or even lower
than the measured RSSI. Therefore, the estimated result is
always low.

Error Distance (m)

Fig. 22: Attack on Multilateral Local-
ization: error distance
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Fig. 23: Case study: impact of Tx
power of localization result

3) Impact of TX power setting: In the previous experiment,
the TX power reference is a fixed value, now we evaluate
how it affects the estimation error. By setting different TX
reference power, we calculate the average distance error under
attack. As shown in Fig. 21, the estimation error increases
exponentially with TX power reference. The reason is that the
distance calculated in Eq.3 increases exponentially with value
p s. This suggests that using a higher reference power is a
better option. However, setting the value too high could expose
the attacker. Therefore, we recommend setting the value to
around -40, which always brings a few meters error.

D. Multilateral Localization

In this section, we conduct attacks on multilateral local-
ization systems. Note that due to the existence of multipath
propagation, the multilateral localization system based on
iBeacons usually has suboptimal performance. Therefore, we
choose a wide indoor area with few barriers. We place the
iBeacons and fake iBeacons as shown in Fig. 15.

1) Attack performance: In this experiment, we evaluate the
attack performance while the TX Power reference is still fixed
to -40. Fig. 22 shows the CDF of error distance with different
numbers of APs used. With more fake iBeacons engaged to
conduct the attack, the distance error increases significantly.
The result also shows that using only one fake iBeacon
is enough to conduct an effective attack. This is because
multilateration relies heavily on each estimated distance. If
one of them is compromised, the estimated location will be
greatly affected.

2) Case study: The TX Power reference is still fixed in the
previous experiment, we now conduct a case study to figure
out how it affects the localization result. By using different
TX power references of the three fake iBeacons, we record all
possible estimated locations under attack, as shown in Fig. 23.
Since the estimation algorithm does not provide an extremely
close distance, we see very few attacked positions nearing
iBeacons. For other places, fake positions nearly cover the
whole area. This indicates a high ability to mislead the user.

E. Fingerprint Localization

In this section, we conduct attacks on fingerprint-based
localization. We place iBeacons and fake iBeacons in an office
building shown in Fig. 16. 7 iBeacons are used to build the
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Fig. 24: Distance error of AP number
with fingerprint attack

RSSI database and 6 WiFi APs are used to conduct attacks.
We collect the RSSI fingerprint and locations of 120 spots.

1) Attack performance: Firstly, We show the performance
of using different numbers of APs to conduct the attack. The
distance error result is shown in Fig. 24. If only one or two
WiFi APs are used, the average distance error will only raise
from 2.7 meters to 5.2 meters. This is because the system
is deployed in a large area and the effective range is small
with few fake iBeacons. By adding more APs to attack, the
effective range gradually expands to the whole area and the
error increases significantly.

2) Multiple impersonation performance: In this experi-
ment, we evaluate how multiple impersonation benefits the
attack. We let three fake iBeacons broadcast two iBeacon
packets each. In this way, we obtain 6 virtual fake iBeacons.
We compare the distance error by using 6 true APs. The result
is shown in Fig. 25. With the ability to impersonate more
than one iBeacon, the estimation error greatly increases at the
places where the attacker is able to affect. But for the spots
out of the effective range of the 3 fake iBeacons, the error is
still not very high. However, the error we provide is already
enough to invalidate the localization system.

3) Impact of multipath propagation: Compared with iBea-
con, WiFi AP provides a much more unstable RSSI measure-
ment in the same environment. In this experiment, we verify
the effect of more multipath propagation in WiFi. We select
15 spots in the area and record their RSSI for 20 seconds.
The standard variation of the estimated location is shown in
Fig. 26. It is clear that more multipath propagation of WiFi
APs brings more uncertainty during localization, and therefore
benefits the attack.

VI. RELATED WORK
A. Attacks and Countermeasures on RSS-IPS

RSS-based indoor positioning system has been studied
extensively during the last two decades. Most of the work
focus on how to match the measured RSSI fingerprint in the
database to acquire higher localization accuracy [20], [21].
Many works have also been proposed to attack these indoor
positioning systems (IPS). The authors in [22] formulate all-
around signal strength attack where similar attacks are
launched at all transmitters. In [19], false data injection attack
in the crowdsourced IPS system is presented. More recently,

Fig. 25: Distance error of using one
AP to impersonate multiple iBeacons

Fig. 26: Impact of multipath propaga-
tion on localization result

the authors in [9] study impersonation attacks on WiFi-based
IPS systems. They present algorithms to achieve specific attack
aims and provide countermeasures for their attacks. These
algorithms can all be applied using Wi-attack.

To defend from attacks, the authors in [23] use K-means
clustering to distinguish “good” APs from the attacked ones
based on geometric relationships between estimated results.
Similarly, the authors in [24] propose to localize using selected
reliable APs based on their scores. In [25], the authors propose
a voting method to improve robustness where all WiFi APs
give a vote on the reference location after receiving the
user’s RSS measurement. However, existing countermeasures
encounter difficulties when one attacker AP is able to imper-
sonate multiple transmitters.

B. Cross Technology Communication and attacks

Cross-technology communication enables direct commu-
nication for heterogeneous wireless protocols and has been
applying to hybrid networking [26], [27]. Early works utilize
packet-level information to communicate, such as broadcasting
intervals [28], signal strength [11], or channel state information
[29], [30]. These methods often provide low throughput.
To improve it, WEBee [12] proposes direct analog signal
emulation from WiFi to ZigBee, which is then enhanced by
WIDE [13] using digital emulation. However, none of these
works can be used on WiFi to BLE communication. In this
work, we propose to split the phase ladder in WIDE into fine-
grained ones and transmit with an enhanced method. The
result in Section V-B shows that Wi-attack increases the PRR
significantly. We notice that [31] also enables WiFi-BLE CTC,
but it is implemented based on 802.11b. It can not be extended
to up-to-date WiFi standards (e.g., 802.11g/n/ac).

There are also works that conduct attacks between different
technologies or provides countermeasures. The authors in [16]
show that it is easy to conduct jamming attacks from WiFi
to ZigBee by simply adjusting transmission parameters. They
propose the method to decode ZigBee packets while being
jammed. In [32], the authors attack ZigBee nodes by transmit-
ting control packets from WiFi. To defend it, an identifying
method is proposed which distinguishes emulated packets
from normal packets by constellation diagram analysis.



VII. DISCUSSION

In this section, we discuss the possible ways to detect and
defend against Wi-attack. There are two possible ways of
detecting the existence of Wi-attack. First, if the attacker raises
the transmission power as suggested in point deployment to
an abnormal level, emulated packets can be filtered easily
based on the RSSI value. Therefore, in order to hide from user
detection, the attacker should carefully select the transmission
power and put the RSSI within a normal range. Second,
considering that Wi-attack provides only 70% PRR in total,
it is possible to detect it by monitoring the received packet
number over time. However, we argue that this is difficult
in practice. On one hand, since the user may be moving,
localization should be done instantly after receiving the packet.
It is demanding and wasting to require a long monitoring
phase before each positioning. On the other hand, even if a
lower PRR is detected, the application cannot judge if any of
the received packets is from an attacker’s AP, since the AP
is transmitting the same iBeacon packet. The same situation
could occur if the user is far away from the Beacon or the
channel condition is bad. Therefore, detecting and defending
Wi-attack remains to be difficult in a real-world situation.

VIIL

This work reveals the feasibility of conducting imperson-
ation attacks on iBeacon services using commercial off-the-
shelf WiFi devices. By emulating redundant iBeacon adver-
tisements, Wibeacon provides a high packet reception rate (up
to 66.2%) and stability in order to launch effective attacks. We
consider three typical scenarios and propose corresponding
attack methods. To evaluate Wi-attack, we implement point
deployment, multilateral localization, and fingerprint-based
localization systems on the real-world deployment. The result
of our attack method shows that Wi-attack conducts a highly
effective attack on all three deployments. Especially, Wi-attack
can bring an average distance error of more than 20 meters
on fingerprint-based localization, which can invalidate such
systems with extremely low overhead.

CONCLUSION
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