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Abstract—In this work, we consider the computer security
and privacy practices and needs of recently resettled refugees
in the United States. We ask: How do refugees use and rely on
technology as they settle in the US? What computer security and
privacy practices do they have, and what barriers do they face
that may put them at risk? And how are their computer security
mental models and practices shaped by the advice they receive?
We study these questions through in-depth qualitative interviews
with case managers and teachers who work with refugees at
a local NGO, as well as through focus groups with refugees
themselves. We find that refugees must rely heavily on technology
(e.g., email) as they attempt to establish their lives and find jobs;
that they also rely heavily on their case managers and teachers
for help with those technologies; and that these pressures can
push security practices into the background or make common
security “best practices” infeasible. At the same time, we identify
fundamental challenges to computer security and privacy for
refugees, including barriers due to limited technical expertise,
language skills, and cultural knowledge — for example, we find
that scams as a threat are a new concept for many of the
refugees we studied, and that many common security practices
(e.g., password creation techniques and security questions) rely
on US cultural knowledge. From these and other findings, we
distill recommendations for the computer security community
to better serve the computer security and privacy needs and
constraints of refugees, a potentially vulnerable population that
has not been previously studied in this context.

I. INTRODUCTION

Recent years have seen a number of crises around the world

in which individuals flee their home countries in the hopes of

ultimately resettling somewhere else. As of 2016, there were

22.5 million refugees worldwide, and 84,995 were resettled

to the US in 2016 alone [1], [2]. Prior work suggests that

technologies play a critical role in the lives of these refugees

in refugee camps, in transit, and once resettled (e.g., [3]–[8]).

Our research is driven by the following questions: To what

degree must refugees, once resettled, depend on technology in

their efforts to integrate into their new societies and reestablish

their lives? On which technologies do refugees depend, and

how could they be harmed if they are unable to adequately

secure their digital footprint? What computer security and

privacy practices do refugees have, and what barriers do they

face that prevent them from implementing stronger security

and privacy practices? And, perhaps most importantly, what

could be done to empower refugees with greater capabilities

to protect their computer security and privacy?

We hypothesize that refugees — a vulnerable population

according to the United Nations High Commissioner for

Refugees (UNHCR) [2] — may be different from other user

populations in terms of their interactions with technology

and their computer security needs and practices. Refugees,

by definition, are fleeing from real threats, and hence might

have unique perspectives on threats and adversaries. Further,

there might be a range of cultural, linguistic, and technological

challenges that refugees must overcome in order to sufficiently

protect their computer security and privacy.

Thus, in this work we study the computer security and

privacy needs, practices, and challenges among refugees —

specifically, refugees from East Africa and the Middle East

who resettle to the United States. While we believe that the

inquiry into this population and our results are of scientific

interest, we also believe that our work can provide a foun-

dation for helping refugees have a secure and private digital

presence.

Methodology Overview. Refugees around the world are a

large and heterogeneous population. We study specifically

Middle Eastern and East African refugees in the United

States — allowing us to both focus our efforts and dive deeply

into the concerns of these populations, while still considering

refugees from a variety of backgrounds. We conducted semi-

structured qualitative interviews and focus groups to broadly

explore the computer security and privacy challenges, needs,

and opportunities for this population. As is common for

formative studies of this type [9], [10], we focused in-depth

on a small number of participants.

Through initial contact with an NGO committed to assisting

refugees and immigrants, we learned that arriving refugees

are assigned case managers (who help their assigned refugees

find jobs and otherwise matriculate into society) and English

teachers. Both case managers and teachers play a central role

in the lives of refugees, and they often introduce refugees to

or help them with technologies necessary for their lives in the

US (e.g., setting up an email account to communicate with

potential employers). Similar to other work studying reset-

tled refugees [11], [12], we conducted interviews with case

managers and teachers because of the broad perspective they

have across the many refugees they work with, and because

refugees themselves are a potentially vulnerable population.
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We interviewed four teachers and five case managers, four of

whom were refugees themselves.

We then used the results of the interviews with case

managers and teachers to help guide our direct interactions

with refugees, which complemented and corroborated the

interviews with case managers and teachers. At the suggestion

of a case manager, rather than interview refugees individually,

we conducted several small focus groups, where each focus

group had participants who fled from the same country (Syria

or Somalia), and the discussions largely took place through

an interpreter. Our use of focus groups, rather than one-on-

one interviews, enabled free-flowing conversations with the

refugees, and in less intimidating settings than one-on-one

interviews. In total, we conducted three focus groups, one with

four Syrian refugees and two with five Somali refugees each.

Foundations for Refugee Computer Security. Our interview

and focus group results shed light on the computer security and

privacy needs of the refugee population we study, as well as

the unique barriers they face to protecting their digital security

and privacy. Example themes that emerged include:

• Consistent with our hypotheses, we find that refugees

today are highly dependent on technology in order to

establish themselves in the US. However, we did not

anticipate just how dependent on technologies they are.

Whether to apply for jobs, or to find housing, it is

impossible for them to escape the need to use technology.

This reliance on technology makes computer security

both critical as well as (in some cases) in tension with

other, primary goals (such as finding a job).

• When refugees enter the US, they must learn not only

how to use technology, but must also overcome language

and cultural barriers. Critically, we find that many com-

puter security and privacy related practices include deeply

embedded US or Western cultural knowledge and norms,

including the use of birth dates as authenticators and

common techniques for creating memorable passwords.

Indeed, the very notion of a scam seems foreign to some

refugees.

• We know, from our preliminary conversations with a local

NGO focused on refugee and immigrant support, that

case managers play a central role in helping refugees

establish themselves in the US. However, we did not

anticipate the extent to which refugees must trust their

case managers, even when in some cases they do not

want to trust them. The computer security practices of

refugees are thus intimately tied to the security practices

of their case managers, and their relationships with them.

From these and other findings, we make concrete recom-

mendations to bridge gaps we observe in how refugees are

able to protect their digital security and privacy — for example,

to support more secure use of public computers or account

management solutions that explicitly support access by trusted

parties like case managers.

Ultimately, by providing a broad basis for understand-

ing how recently resettled Middle Eastern and East African

refugees in the US interact with technology, our work provides

a foundation for future, deep-dive investigations into specific

technical needs, which may also apply more broadly to other

groups sharing some of the same characteristics.

II. BACKGROUND ON REFUGEES

The processes surrounding how people become, and how

countries accept, refugees are complicated. We provide essen-

tial background about refugees and the refugee process here,

focused on — given the scope of our study — refugees who

resettle in the US.

Definition of a Refugee. Refugees are people who have left

their home country due to a “well-founded fear of being per-

secuted for reasons of race, religion, nationality, membership

of a particular social group or political opinion” [13]. In 2016,

there were an estimated 22.5 million refugees worldwide, and

an additional 2.8 million asylum-seekers (people who want

refugee status but have not received it yet) [1].

Resettlement Process. Before arriving in the US, refugees

must pass extensive background checks and interviews.

Refugees will, in many cases, have also spent years in in-

termediate countries or refugee camps before arriving in the

US [2]. Before resettling, refugees attend a cultural orientation,

which provides a breadth of information about the US.

Aid after Resettlement, Case Managers, and Teachers. The

US State Department assigns each refugee to one of nine

national resettlement agencies [2]. To assist in their transition,

refugees are also paired with local NGOs, like the one we

recruited from. The NGO we recruited from, and others, as-

signs refugees case managers and offers English classes. Case

managers refer to their assigned refugees as clients, a term that

we will also use interchangeably. Case managers, who may be

refugees themselves, can have diverse responsibilities, but in

general those responsibilities include helping their assigned

refugees (clients) find jobs and otherwise matriculate into the

US [14]. Case managers typically speak their clients’ native

language. The English classes are taught by English as a

Second Language (ESL) teachers and are intended to help

refugees communicate in their new environment.

III. MOTIVATION AND RESEARCH GOALS

There is a growing body of work considering diverse

populations in computer security literature, with recent studies

focused on specific potentially vulnerable user groups, in-

cluding low-income people in the US [15], domestic abuse

victims [16], [17], and journalists [18]. Refugees are a popu-

lation with unique backgrounds (e.g., fleeing threats in other

countries) and constraints (e.g., at least initially, lack of

familiarity with the English language, and highly dependent

on the US government and NGOs for support).

Our ultimate goal is to help refugees protect themselves

from computer security and privacy threats. To address this

goal, however, we cannot blindly set out to design and build se-

curity tools, or develop security education campaigns, intended
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[Case managers and teachers]
Participant Description # Participants Avg Years in Job (Range)

ESL teachers 4 1.9y (0.5y - 3y)
Case managers 5 2.4y (0.4y - 5y)

[Refugee focus groups]
Participant Description # Participants Avg Years in US (Range)

Syrian refugees 4 0.5y (0.4y - 0.6y)
Somali refugees 10 8.1y (2y - 18y)

TABLE I
SUMMARY OF ALL PARTICIPANTS.

for refugees. First, we must deeply understand the world in

which resettled refugees operate, and how they interface with

technology. We use interviews and focus groups to form this

deep foundation (Section IV).

For our interviews and focus groups, we do not want to

presuppose that refugees should use technology, or, if they

use technologies, that the so-called security best practices for

most users are the optimal security best practices for refugees.

This perspective — both valuing security, but not wanting to

assume that our views of security will match the views

of refugees — guides us to formulate the following specific

research questions for our interviews and focus groups:

1) How do refugees use technology as they settle in the

US, if at all, and how might their relationships and life

goals influence that use?

2) What barriers inhibit the implementation of strong se-

curity and privacy practices among refugees?

3) What computer security and privacy practices do

refugees have?

4) What do refugees learn (e.g., from case managers and

teachers) about computer security and privacy?

These research questions are intentionally broad and ex-

ploratory, enabling us to step back, ask, and answer higher-

level questions, such as: Are refugees exposing themselves

to unnecessary computer security and privacy risks? If they

are, is it due to a lack of awareness, a language barrier, a

lack of education, or something else? Is conventional wisdom

about computer security best practices sufficient to enable

secure practices for refugees, or are unique solutions needed?

And, if there are any shortcomings, what could be done by

the computer security and privacy community to empower

refugees with greater computer security and privacy?

IV. METHODOLOGY

We use semi-structured interviews with case managers and

teachers and focus groups with refugees to answer the research

questions outlined in Section III. We conducted interviews

and focus groups between May and September of 2017.

All our activities were approved by our institution’s IRB,

and we discuss human subjects ethics further below. Table I

summarizes our participants.

Semi-structured interviews with case managers and teach-
ers. We conducted semi-structured interviews with four ESL

teachers (T1-4) and five case managers (CM1-5) from a local

NGO that provides support to refugees and immigrants. Each

interview was conducted by two interviewers, and all but

one of the interviews were audio recorded and transcribed

for later data analysis. One case manager interview was not

audio recorded because the interviewee did not wish to be

recorded; one interviewer took detailed notes, which served

as the basis for that interview’s later data analysis. Interviews

were conducted in English, in which all participants were

fluent, and lasted 1-2 hours. We conducted interviews until

reaching thematic saturation, and then turned to focus groups

of refugees to corroborate and complement the teachers’ and

case managers’ perspectives.

By asking teachers and case managers for their observations

of their clients, we elicited a broad view of refugees’ technol-

ogy usage and threat models: case managers had between 42

and 50 clients, and class size for teachers varied from 12 to 34

clients. After accounting for the overlap between teachers and

different case managers, we conservatively estimate that we

talked about approximately 150 refugees from 22 countries,

with the most common countries being Eritrea, Ethiopia, Iraq,

Somalia, and Syria. Since the case managers and teachers drew

on many years of experience, they likely drew their answers

from experiences with a far greater number of refugees.

Additionally, four of the five case managers were themselves

refugees, and provide personal insight into refugees’ views as

well as a high level view of their clients’.

Driven by the research questions in Section III, each inter-

view covered the following broad topics: technology usage,

threat models, and technology education. We asked about

each of these topics in the context of both refugees’ lives

currently in the US and — to develop an understanding of

why refugees might have whatever practices and beliefs they

currently have — we asked about each of these topics in

the context of their lives prior to the US, including time

spent in refugee camps, home countries, and any intermediary

countries. We waited for participants to bring up security and

privacy organically; if they did not, we brought it up about

halfway into the interview.

We note that case managers’ and ESL teachers’ view of

refugees may be skewed towards those who do not yet have

jobs, or who do not have the technological or English skills

to independently get a job yet; therefore our results are biased

to apply more strongly to the population of refugees with

weaker English and technology skills. However, this sub-

population — refugees who do not have jobs or are not fluent

with technology — is a critical population to assist.

Focus groups with refugees. To complement the case man-

agers’ and teachers’ interviews, we conducted three focus

groups with refugees. All focus groups had two researchers

and a professional interpreter, and the focus groups were

audio recorded and transcribed for later data analysis. We

chose to use focus groups with the refugees, instead of semi-

structured one-on-one interviews, because focus groups —

unlike interviews — would allow refugees the opportunity for

free-flowing conversations amongst themselves, and because

we wanted to create a non-intimidating environment where the
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refugees could follow the norms of their peer group regarding

what to share.

The first focus group was with four Syrian refugees (R1a-

d), and the second and third groups were each with five

Somali refugees (R2a-e, R3a-e). To facilitate discussions,

we asked participants to arrive in groups with whom they

were already comfortable (e.g., families or friends). However,

asking participants to arrive in groups resulted in a lack of

diversity. For example, the Somali subjects spanned multiple

generations, but all ten were female, commensurate with most

case managers’ and teachers’ observations that most of their

clients were female (T1, T3, CM1, CM2, CM3, CM4).

Interviewing Syrians and Somalis allowed us to speak to

refugees who represented the majority of the clients that the

case managers and teachers were discussing.

Data analysis. To categorize and coalesce the data from our

interviews, we iteratively developed a codebook with hierar-

chical descriptive codes through several rounds of coding, first

using open codes, and then combining them to create axial

codes. Each interview was then coded by two members of

the research team, one of whom coded every interview (the

primary coder). Intercoder agreement was high: using Cohen’s

Kappa, a standard measure for two coders, our average inter-

coder agreement was .98. When we report raw numbers in this

paper, we use numbers based on the primary coder’s codes in

the case of (rare) disagreement between coders.

For the focus groups, when reporting on the number of

people who mention a topic, the reported numbers will be

lower bounds on the views of the participants since, if one

participant says something and another agrees, that second

participant may not say anything. Additionally, because each

audio recording reflected multiple voices, particularly when

refugees had a discussion in their native language which

was then summarized by the interpreter, it is in some cases

difficult to attribute individual comments to specific partic-

ipants. Instead of coding for each refugee, the researchers

developed a consensus on all themes across the full group and,

when reported on in this paper, worked to attribute specific

statements to individual participants.

Human subjects and ethics. Our entire study protocol was

approved by our institution’s IRB. Because we were working

with a vulnerable population, we took care to design our study

to protect participants’ privacy and treat our subjects ethically.

We did not unnecessarily collect personally identifying infor-

mation, we asked participants to anonymize names in their

own stories, and we redacted names and other personal details

in our transcripts. With explicit consent, we audio recorded

all interviews except for one, because the participant was not

comfortable with it.

In developing the interview and focus group protocols, we

focused on technology use as much as possible and avoided

asking about potentially sensitive or emotionally difficult

topics. Participants were explicitly not required to answer

questions (and some exercised the option not to answer).

In presenting our results, we do not name the NGO from

which we drew participants, and we omit some details (such

as gender) so that they cannot deanonymize each other.

V. RESULTS

We now turn to the results from our interviews with case

managers and teachers, as well as our focus groups with

refugees. We organize our results around the four core research

questions raised in Section III: (1) How do refugees use

technology as they settle in the US, and how might their

relationships and life goals influence that use (Section V-A),

(2) What barriers inhibit the implementation of strong security

and privacy practices among refugees (Section V-B), (3) What

computer security and privacy practices do refugees have

(Section V-C), and (4) What do refugees learn (e.g., from case

managers and teachers) about computer security and privacy

(Section V-D).

A. Refugees and Technology

We begin by considering the technologies that refugees

use (Section V-A1), their relationships with case managers

and teachers (Section V-A2) and others in their community

(Section V-A3), and their life goals (Section V-A4). These

findings provide context for later subsections, in which we

also consider how those relationships and goals might interface

with their technology use and computer security behaviors.

Some results, such as those about technology use, may apply

to groups beyond refugees, such as non-refugee immigrants

from the same regions. Other results, such as those about

refugees’ relationships with their case managers and teachers,

are more specific to refugees. Future work could explore these

issues more deeply, to better understand which issues are

inherent to refugees, and which issues are faced by other

groups.

1) TECHNOLOGY USE

Overall, we find that there is a dichotomy between refugees

who are fluent using technology, and refugees who are not.

Over both groups, prior email usage is low. Despite the

diversity in technical and educational backgrounds, the goals

for their lives are similar now that they are in the US.

Experience with technology prior to the US. T4 and CM3

observed a clear division between refugees who use phones

and computers fluently, and refugees who are much less tech

literate. The first group is typically refugees from modern

cities who are comfortable with technology, smartphones,

computers, have social media, and are well-versed in mes-

saging and VoIP apps but still may not have experience with

email (CM3). These refugees are likely to be from wealthier

countries like Syria or Iraq, and some from larger cities in

Ethiopia (CM1, CM3).

In contrast, refugees who grew up in rural areas or spent

many years in refugee camps have little to no experience with

technology. Some have never used a computer or a mouse

before: “Somebody that comes from a refugee camp. . . you
have to explain to them what e-mail is, what does it do for
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Common Smartphone Uses Participants
Connecting with friends/family
Messaging T*, CM*, R2{bde}, R3{ab}
Social media T*, CM{135}, R1{ab}, R2e, R3{cde}
General everyday use
Navigation T{124}, CM{125}
Translation T{124}, CM{35}
Photos of important documents T2, CM{123}, R1a
Other
Email T*, CM*, R1{cd}, R2{bce}, R3b
Watching videos T{24}, CM1

TABLE II
CURRENT SMARTPHONE USE BY REFUGEES. NOTATION: T{24} DENOTES

PARTICIPANTS T2 AND T4; CM* MEANS ALL CASE MANAGERS (CMS).

you? How do you communicate with people that you don’t
see, but you’re still talking, e-mail. What kind of information
should I share with them?” (CM3). This quote also points to

circular issues around teaching email and information security

and privacy to refugees whose mental models of computers

and the internet are not well-developed.

While some refugees have not used a computer before,

many do arrive in the US familiar with smartphones (T3,

T4, CM2, CM3). In both groups, refugees were unlikely to

have email addresses; instead, refugees with more technical

experience used apps like WhatsApp and Viber (CM2).

The majority of refugees that the teachers and case man-

agers spoke about were in the latter group — uncomfortable

using computers, and with a varying amount of smartphone

experience. Refugees in the focus groups were more tech-

nologically proficient. We hypothesize that this difference is

due to the country of origin for the first group (Syria), and

the length of time in the US for the second and third groups

(Somalia). (Table I summarizes these demographics.) This sup-

ports the case managers’ and teachers’ view of Syrians having

more experience with computers, and shows that refugees who

may enter with less tech fluency, such as Somalis, go on to

incorporate technology in their daily lives after living in the

US for years — suggesting that teaching computer security and

privacy practices is critical early on.

Tech use in the US: Computers. Teachers and case managers

said their clients typically do not have computers at home

(except some Iraqi and Syrian families). Thus, the majority of

their computer usage is on public or shared computers, e.g.,

at a library, a community center, or in a computer room in a

local NGO (T1, T2, T3, T4, CM2, CM4). Refugees use these

shared computers for job searches and job applications, raising

potential security concerns for their personal information due

to the shared nature of public computers. These practices

have implications for both the administrators of the machines

and teachers and case managers who are teaching computer

etiquette and security.

Tech use in the US: Smartphones. All teachers and case

managers said that most if not all of their clients have smart-

phones; all the refugees in our focus groups had smartphones.

Because many refugees own smartphones, but not computers,

it is important to understand that their smartphones are the

connection to their digital lives.

Table II shows the most common smartphone uses, includ-

ing connecting with family and friends abroad via WhatsApp,

Viber, and Facebook (among other platforms): “I like to use
Facebook to communicate with my parents and my family
members back home. . . If the apps were not there, I would
have to buy phone cards and call people overseas, but now
because of the technology and the apps, it’s easier for me to
communicate without purchasing those phone cards” (R3c).
They also use smartphones for everyday tasks like navigation,

translation, and storing photos of important documents, a

practice that we will return to in Section V-C.

Notably, we have put “email” in the “other” category in

Table II, since teachers and case managers told us that a main

use of email for refugees is to contact potential and current

employers (T4, CM2, CM4, CM5), and, depending on the

refugee’s English level, they may wait for their case manager

to help respond (CM3). Although one case manager observed

that refugees may also get personal emails, this case manager

was adamant that case managers should ignore those emails

when accessing a clients’ account to help with job-related

activities (CM5); we return to a deeper discussion of email

use in Section V-C.

2) ROLE OF CASE MANAGERS AND TEACHERS

Refugees must trust their teachers and case managers in

order to leverage their knowledge and services, but this also

puts them at risk, since in doing so they must trust the

security measures of every person or organization they give

their information to. While case managers and teachers gave

us every reason to think they were trustworthy, there is always

the potential for mistakes or for a malicious insider — making

this requirement to give out information a significant and

unavoidable potential vulnerability for refugees.

Case managers help refugees settle into their lives in the US;

the main responsibility of the case managers we interviewed

was helping their clients find a job. Because their employer

(the NGO) requires it, case managers must collect sensitive

and personal information from clients such as photocopies of

their social security card and first paycheck, but are required

to adhere to strict confidentiality agreements (CM1, CM2).

Teachers and case managers indicated that they trust their

colleagues completely, and that their clients should as well.

However, T2 said that refugees sometimes do not trust their

case managers with their personal information; T2 attributed

this to trauma from their past. “It’s not every day, it’s kind of
like a wave, where one day they’re totally fine with their case
manager and the next day it’s like, ‘I don’t know this person,
I don’t trust them.’ ” This causes problems for both refugees

and case managers because refugees have to share sensitive

information with their case managers in order to get the case

manager’s help. This trust relationship with teachers and case

managers extends to trust in the digital domain, a topic we

return to in Section V-C.

Teachers do not have as much interaction with clients

that revolves around their own personal information. At the
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NGO we recruited from, the ESL curriculum covers practical

English skills (T2). Some ESL teachers devote a small amount

of time per week or month to teaching computer skills, such as

typing, logging onto email, and clicking on links (T1, T3, T4).

ESL classes can also include discussions about security, like

how to avoid scams or how to understand if a news source

is reliable, but security is not the main goal of the class.

Nevertheless teachers report that refugees do share with them

their passwords, so that the teachers can help them log into

their email accounts (T2, T3). This act raises questions of

refugee autonomy when interacting with computers, as well

as the question of who else they must share their passwords

with in order to achieve their computing objectives.

Case managers and teachers reported that refugees had

complete trust for teachers; T2 suggested that “because I have
a relationship with the students on a day-to-day basis, they
trust me maybe more so than they trust their case managers.”

3) ROLE OF THE COMMUNITY

Newly resettled refugees find communities of others from

their country who speak their language. These communities

are a major source of cultural and security knowledge. R3a

said she heard of scams from her community, but only after it

was too late and she had already been scammed. This situation

speaks both to the role of communities in sharing security-

related knowledge, and the fact that scams may be an unknown

concept to refugees.

In addition to explicit security advice, participants told

us that that refugees receive advice about American culture

and “official” offenses. CM2 said that relatives, friends, and

people in the community “will tell you, ‘Okay, never make
any mistake with parking or traffic accidents,’ or anything like
that. Never have any illegal things. Immediately they will try
to scare you or train you mentally like that.”

Both these examples speak to the broader observations that

refugees form their security practices in part from the advice

of others in their communities, in addition to advice from their

case managers, teachers, and official resettlement orientations.

4) REFUGEE GOALS IN THE US

Finally, we provide additional context about refugees’

broader goals once they arrive in the US. Understanding these

goals is critical to our efforts to understand and improve

computer security and privacy for this population, since, as

we discuss further below, commonly recommended security

practices can be in tension with these core goals.

• Establish their lives in the US. Teachers and case man-

agers expressed that the foremost concern for refugees is

reestablishing their lives: obtaining housing and, most of

all, getting a job (T1, T2, CM3, CM4, CM5). Achieving

these goals requires navigating web pages filled with

jargon, filling out online forms, and sending emails to

various agencies and companies.

• Keep in touch with family and friends. Refugees’ families

and friends are often scattered around the world. Partic-

ipants often described refugees’ use of messaging apps

or social media in the context of exchanging news with

distant friends and family (T2, T3, T4, CM2, CM3, CM5,

R1ab, R3ce).

• Learn US culture and English. Refugees need a working

knowledge of English to thrive in a job, so they attend

ESL class four times a week to learn English. Sometimes,

T3 speculated, their desire to learn English and US

culture leads them to be insufficiently skeptical of people

speaking English. We also observe throughout our results

that both technical and US cultural knowledge are needed

for many common security features.

• Increase technology use. Although teachers and case

managers said that they sometimes had to pressure their

clients to use technology (T2, T3, CM3, CM4), we also

heard about clients who were excited about using email

and the internet to connect with faraway friends and

family (T2, T3, T4, CM1). “For students who understand
it, it’s really exciting because it’s a new way to connect
with the world. They’ll get a new email address and
they’ll be like, ‘I hear my brother has an email,’ and
we’re like, ‘Yeah, you can write your brother now.’ ” (T4).

With increased proficiency on the computer, refugees can

apply for jobs by themselves, but may also increase their

risk to computer security threats.

B. Refugee Security Barriers

Given the above context, we now turn to our second core

research question: what barriers inhibit the implementation of

strong security and privacy practices among refugees?

Past Experiences: Trauma. Many refugees feared surveil-

lance and government-perpetrated violence in their home

countries. Among our study population, the countries about

which we heard concerns expressed included Eritrea, Syria,

and Iraq; by contrast, we heard that there were not such

concerns in Somalia (CM2, R3c).

Case managers identified a fundamental difference with

“[those who] were born in, for example, a stabilized country,
they are different than people who come from a war, who are
suppressed,” (CM5) such as those from Eritrea, Syria, and

Iraq. CM5 said that in Iraq, “the walls have ears,” meaning

that anyone, even the neighbors, could be reporting back to the

government. “You never know who’s listening and you could
be killed for it, you could disappear overnight for it” (CM3).

CM2 drew a distinction between Somali clients, who “talk
[about] anything they want” and Eritrean clients, who “you
never see. . . talking about the government or anything like
that.” Compared to a country with censorship, CM1 explained,

“in Eritrea. . . you can use [any website]. There is not any
problem. The problem is on what things you are writing
or you are speaking.” T2 and CM4 additionally identified

trauma from the past as an irrational but unavoidable factor

in refugees’ decisions to trust certain people or entities. As

we discuss in Section V-C, refugees must trust people — such

as their case managers — for assistance, when establishing

themselves in the US.
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Language: Dependence on Assistance. Refugees face lin-

guistic barriers (T1, T2, T3, T4, CM2, CM3, CM5), increasing

their reliance on others for help with tasks that must be

completed in English, like a job or housing application. The

impact of this language barrier manifests in multiple ways,

ranging from email account management, to website validity

verification, to scam avoidance.

Culture: Awareness of Risks. We also found that while

certain types of security risks are well-known within US

culture, they are new concepts to many refugees. Consider,

for example, scams and identity theft. From our interviews,

we observed that a concern for identity theft and scams was

typically instilled by case managers, teachers, or others over

time, or through direct experiences (e.g., R3a was scammed

twice before learning to be cautious), rather than a concern

refugees brought with them from their home countries. Case

managers and teachers suggested that refugees were surprised

by the possibility of such threats: “They always ask me why.
‘Why would they do that? Why would they take my social
security?’ . . . They’re surprised that [on] this side of the
world, somebody will go through all this hassle just to destroy
somebody’s identity or life” (CM3). T3 remarked, “I don’t
think they have the idea that there might be something that
could be potentially risky for them in their inbox” (T3). CM4

suggested that the novelty of these types of threats may cause

refugees to treat their personal information with insufficient

caution: “Imagine someone who has no exposure or little
knowledge about computer hacking.1 They can’t believe, and
they can simply provide all information.”

Case managers emphasized that there are refugees who are

already skeptical of putting their information on the internet

(though they may be a minority), such as the participants

in R3, who together listed identity theft, catfishing, being

taken advantage of by a trafficker, and having their locations

tracked through the use of various apps on their phones: “the
internet has benefits as well as risks” (R3a). We further discuss

perceived threats like these in Section V-C5.

Culture: Exploiting Barriers. Our interviews surfaced the

fact that refugees’ lack of awareness of risks, and their de-

pendence on assistance, make them particularly vulnerable to

scams. For example, we heard anecdotes about scam websites

and phone calls asking for information for a (fake) low-

income housing application, ads for (fake) minimum-wage

jobs, (scam) phone calls about utility bills being overdue or

arrest warrants, or tax scams around tax day (T2, T3, T4,

CM4). Refugees — particularly recent arrivals — are only just

learning the US bureaucratic processes, as they do not have

experience living in the US, paying US taxes, or applying for

jobs in the US, and hence can have a particularly difficult

job distinguishing a legitimate request from a fake request.

Indeed, T5 observed that when someone calls a new refugee

on the phone, and speaks to them in English, they assume that

1In this case, CM4 — not a technical expert — used the term “computer
hacking” generically to include attackers like scammers.

the person must be someone of authority who is there to help

them.

Culture: Secrecy and Sharing of Information. Case man-

agers and teachers said that refugees from some areas, particu-

larly more rural areas, have a different set of personal informa-

tion, and may share that information more or less freely than

is commonly expected in US culture. For example, in some

cultures birthdays are not awarded the same significance they

are in mainstream US, so when refugees arrive from these

cultures and do not know their actual date of birth, they are

assigned a birthday of January 1. Even with refugees whose

children do have officially documented birthdays, the parents

may have difficulty remembering the precise day: “You know,
when they come here, the last thing they want is to remember
. . . if you have, especially seven, eight kids, to remember, each
one of them, the day the month and the year. ‘Cause you
worried about getting them housing, and you worried about
food stamp doesn’t get cut, worried about getting the work,
and just standing on your feet. The last thing you want to
know is who was born in July, who was born in December.”

Security mechanisms that rely on a high-entropy distribution

of birthdays will not be as secure for refugees from these cul-

tures (i.e., East Africa, but not Syria); relatedly, other security

mechanisms or common password generation algorithms may

use other information, such as the personal information of

close family members, which may be shared to a different

set of people. R3a, from Somalia, expressed concern that

matching birthdays and other information like name with

someone else could cause issues: “You will find someone with
the exact same birthdate, name, whatever, the only difference
is the address. And maybe this person did something . . . and
now . . . [the government] just hold your identity on hold, and
maybe travel, like traveling out of the country, and someone
with same information as you has been flagged to travel out of
the country . . . And if you need to cross the border, to another
country, that name is going to pop out because it is flagged.
And you matched with them so you’re going to have to go
through the questions to identify if this is the official person
or not.”

Technical: Lack of Experience. As Section V-A1 observed,

refugees can have varying degrees of experience — some have

had prior technology experience, whereas other do not have

experience with computers or keyboards. And, as noted above,

email is a new concept to many refugees, even those with prior

technical experience. When encountering a new technology,

refugees naturally focus on the primary goal of trying to learn

how to use that technology to accomplish a task (e.g., read

email, or use YouTube to learn English), rather than how to

use it securely and privately.

C. Refugee Security Practices

We now turn to our analysis of the security and privacy

practices that refugees have. One salient observation we have

is that computer security is not a priority for refugees, due to a

combination of the barriers they face: for example, if initially
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they do not know about scamming, they do not prioritize

securing themselves and their assets against scammers. But,

even when they are well aware of scamming as a threat, they

may not be able to prioritize security against scammers, for

multiple reasons: (1) even if they want to prioritize security

goals, they may not have the technical knowledge to do so, and

(2) other goals under the umbrella of establishing their lives

in the US, such as going to appointments or getting jobs, may

take priority over security.

1) ONLINE AUTHENTICATION

We find that refugees face significant hurdles with online

authentication. These challenges cause them to rely on their

case managers and teachers for help with account creation

and access, particularly in the case of email accounts (which

refugees need in order to obtain many jobs). Broadly, these

challenges indicate that text-based passwords and security

questions do not allow refugees’ accounts strong security

because of the barriers that refugees face in implementing

them.

While case managers and teachers focused their discussions

on email account creation and access, since that fell under the

scope of their jobs, many of the issues raised below apply to

authentication in general.

Password Creation. One initial challenge refugees encounter

when trying to create email accounts — and likely other ac-

counts as well — is password creation. There are two key

challenges with password creation for refugees: the privacy

of passwords and the entropy of passwords.

For email accounts, case managers frequently help create

usernames and passwords for their clients. In doing so, some

case managers rely on password creation strategies that scale

for their purposes but are “not. . . unguessable” (T2), including

simple algorithms based on personal information about the

client (for some case managers) as well as the same password

for all their clients (for other case managers).

While there are natural security concerns with having

someone else pick passwords for refugees, T3 also expressed

concern about refugees picking their own passwords: “They
need to be a little more careful of passwords. . . if they don’t
do that very generic password [set by their case manager],
they will pick their child’s name, the year they were born,
something like that, that they can remember easily.” Indeed,

this practice is confirmed by R1a, when discussing how to

pick a password: “As much as I know, lots of people use their
birthdays, but it doesn’t mean they put it in a proper way. They
put the birthday, but they make some changes in it. Maybe we
add a star or a zero or something extra.”

Password Memory. Case managers and teachers commonly

identified forgotten passwords as an issue (T1, T2, T3, T4,

CM1, CM2, CM3, CM5, R1a). CM3 attributed this partly to a

cultural and language barrier: “So, the last thing they want to
remember is numbers, passwords, usernames, all this new to
them. And add to that, is a different language. So it’s a really
a challenge.” Typically, the case manager or teacher helps the

client recover the password, either by setting a new one, or, in

some cases, by logging in with the real password that the case

manager or teacher has saved. In extreme cases, clients lose

access to their email accounts permanently if they forget the

password, recovery phone number, recovery email address, or

security question answers (T4).

Password Entry. Even when refugees know and remember

their own passwords and security question answers, typing

them correctly can present difficulties for refugees with limited

prior experience with computers (CM2, CM5, T2, T3, T4).

T3 said that capitalizing letters, i.e., with the shift or caps

lock key, is sometimes difficult, especially if the password

is not visible. Attempting to avoid this challenge may result

in refugees creating weaker passwords (e.g., using only one

character set).

Security Questions. Though security questions for account

recovery provide questionable security [19], they are never-

theless common. However, we find that security questions

are designed with implicit US cultural knowledge and norms

embedded — sometimes making these questions inapplicable

to refugees. For example, questions about a mother’s maiden

name are not useful for people from cultures in which women

do not take their husband’s name (T4). Other questions are

difficult or impossible for people with limited English skills or

who did not grow up in the US: some refugees have never gone

to school or owned a car, and small villages in East Africa,

for example, may not have street names. Similarly, some

questions may ask about information that is typically private

in the US but common knowledge in other cultures (e.g.,

family or childhood details), or may ask about information not

considered important or distinct (e.g., birthdates). As a result,

refugees’ responses to security questions may be insecure or

easily forgotten: “For a newcomer, they might not be used to
keeping that kind of information in their heads, so I think that
they might make up answers and then forget, or forget what
the question was asking” (T4).

2) EMAIL ACCOUNT MANAGEMENT

Since a primary goal of case managers is to help their clients

find jobs, and since email access is critical to refugees’ job

search, we now turn more deeply to the relationship between

case managers and their clients’ email.

Case managers and teachers often become primary users of

these accounts, maintaining credentials as well as reading and

responding to job-related emails on behalf of their clients. This

practice (particularly when a refugee also uses that email ac-

count for personal purposes) trades off potential vulnerabilities

with the critical utility of an email account as part of the job

search process. In short, refugees rely heavily on their case

managers and teachers for help with email use and account

management, which means that refugees must trust their case

managers significantly.

Password Management Across Refugees. In order to effi-

ciently check 40-50 clients’ emails every day, and to help
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clients in the (frequent) cases where they forget their pass-

words, case managers have developed certain password man-

agement strategies to streamline their process. Three case man-

agers keep spreadsheets with all their clients’ email usernames

and passwords, and another case manager keeps the credentials

“on a paper in the [client’s] file,” which “gets locked up every
day.” One of the case managers who keeps a spreadsheet also

uses the same password for all clients for whom they create

a password. Likewise, teachers keep copies of clients’ email

credentials to help with email account access and recovering

from forgotten passwords.

These password management strategies — including storing

and reusing passwords — do not conform to many common

password “best practices” and are vulnerable to certain classes

of attackers. However, these strategies reflect the tensions

inherent in the time constraints and main goals of case

managers and teachers: to efficiently and effectively help

refugees find jobs. Thus, for case manager and teachers, the

benefits of insisting on more secure password strategies may

be outweighed by the benefits of efficiently logging in to their

clients’ email accounts.

Email Content Access. Because case managers and teachers

often have access to their clients’ email accounts, the contents

of these accounts are not private, and are also subject to

the security and privacy decisions of the teachers and case

managers. CM5 mentioned seeing clients’ personal emails, but

ignores them out of respect for the client’s privacy: “when
I check emails. . . they’re sometimes sent from friends, back
home. I don’t care about them. I look for ones that are
job related. I can tell when they are personal. Sometimes
the emails are in [their native language, which CM5 fluently
speaks], so I can tell it’s from a friend or relative.” Though

CM5 ignores these emails, this speaks to the power that case

managers and teachers have to access these accounts.

3) WEB SITE LEGITIMACY

Earlier we note that teachers and case managers try to help

clients understand the importance of protecting against scams

and identity theft. But even if refugees know it is important,

teachers and case managers said that many of their clients lack

the technical experience to protect themselves online and with

their digital assets. Teachers and case managers felt that their

clients need to be more careful giving out information online

(T1, T2, T3, CM2 CM3) and indicated that their clients often

do not look for technical clues of illegitimate websites, like

inspecting URLs or domains (T2, T3, CM3, CM4).

Although case managers and teachers generally did not

observe refugees directly inspecting URLs to judge the legiti-

mately of websites, refugees do sometimes employ strategies

to ensure that they only visit trusted websites. For example,

R3c discussed only visiting websites that she already knows,

and CM1 advises their clients to only trust websites printed

on a job application or a business card. Over the course of

our interviews, standard security measures — like HTTPS or

browser phishing warnings — did not come up.

We also find that refugees commonly turn to their teachers

and case managers for help determining whether a website is

legitimate. CM1 recounts: “Most of [the] clients, they don’t
want to put their private things on the internet, they don’t
trust that much. They are new, they say, ‘oh, is it okay to put
in this, I try to apply this job on this website, is it proper to
put my social security here?’ ”

However, other case managers and teachers observed that

caution with website identity was rare. For example, T3 was

happily surprised to see that some of their clients did not

fill out their social security number on a job application, but

emphasized that they were a minority.

Even those who know to be cautious do not have the

technical expertise and experience to independently decide

whether a website is legitimate. R3a explained that she puts

her information into websites when necessary, even knowing

risks: “Everything has risks – social worker, case managers –
whoever you share your information with, you have no idea
what they will do with that information. But if you do not
provide your information, you cannot get what you are trying
to get from them. It’s a gambling situation. In order to gain
something, you have to give up.”

4) PHYSICAL DOCUMENTS SECURITY

Because refugees frequently interact with various bureau-

cratic processes (e.g., with government agencies or potential

employers) requiring identifying documents, they frequently

carry these documents on their person. In some cases —

and sometimes on the advice of case managers or teachers

who encouraged refugees not to carry the original copies —

refugees instead keep social security numbers and other PII

stored on their phones, as well as photos of documents like

passports and social security cards.

Whether carrying physical documents or photos of docu-

ments on (potentially unlocked) phones, the need to carry

this information creates a risk for identity theft when this

information is compromised. Further, the practice of storing

these documents on the phones makes the protection of

these phones — and their digital contents — important. Indeed,

participants told anecdotes about lost phones (T2, CM2, CM3,

R1a) and CM3 expressed concern about the resulting potential

risk of identity theft (though none of the scam anecdotes we

heard were due to lost phones or documents): “She’s like,
‘When I go to these appointments, whether it’s electric help,
whether it’s the housing help, they need the information, and
I can’t grab all the papers all the time, so I have on my
phone.’ And I said, ‘Oh, you have a bigger problem on your
hand than just losing your phone.’ And it was unlocked, no
code. I said, ‘No.’ I told her . . . ‘hopefully you don’t get your
identity stolen that way but social security, date of birth, and
name, and addresses, you gave it to them on a golden plate”
[emphasis added].

5) SAFETY OF COMMUNICATIONS

Despite fleeing very real threats of state-sponsored vio-

lence, many refugees are no longer worried about violence or

417



surveillance from their home governments once they resettle

in the US because they feel sufficiently protected by the US

government (T1, T2, T3, T4, CM1, CM2, CM3). In general,

refugees also trust the US government since it brought them

to the US, and say that they are not concerned about any

potential surveillance from the US government (T1, T3, T4,

CM1, CM2, CM3). “They feel safe saying whatever they want
to say because they come to this country, they know they have
that freedom of speech and stuff. They’re okay to say whatever
they want to say . . . Once [they]’re here, they feel like, ‘Okay,
I can voice myself now’ ” (CM3).

For example, T3 told a story about a refugee who was in

great danger in his country for filming human rights violations

on his phone, but felt very safe in the US. In answer to a

question about whether they or any of their clients would

talk about politics outside Eritrea, since talking about politics

inside Eritrea is dangerous, CM1 said: “Outside, yeah. As you
like, yes.”

However, these concerns remain for some refugees, though

case managers and teachers said that these refugees are excep-

tions to the rule. CM1 did indicate that some refugees censor

themselves in the US as they did in their home country, out

of fear of informants or other surveillance from their home

country. The Syrian refugees we spoke with indicated that

they would not talk about politics for fear of something bad

happening to their friends and family who are not in the US:

“Here, we don’t feel, you know, we aren’t afraid of anything,
we feel very comfortable here, but we are worried about our
relatives in different countries, in Syria, to say something that
might affect them” (R1d).

Although few participants directly said so, some indicated

that there was concern about the US government as well.

For example, while deciding whether to consent to audio

recording, one focus group participant asked whether the

interview data would make its way back to the CIA. (We note

that this participant did consent, and we received permission

from our IRB to include this observation.) And although

teachers and case managers said refugees were not worried

about surveillance from the US, they told anecdotes in which

refugees were uncomfortable with the information that they

had to give out. CM4 said that Muslim refugees in particular

might censor their speech or actions due to recent US politics,

but also indicated that was not the majority.

Finally, some participants said that refugees preferred to

conduct business in person. Related to refugees’ attention

to physical security, we found that they use non-digital and

in-person information exchanges as a strategy for protecting

information. R3a, for example, conducts business in person if

at all possible after being scammed twice because she does not

know how to truly verify identity over the phone or online:

“In person, yeah. If it’s an office, I try to visit way ahead of
time. If it’s making a payment, I like to visit the actual location
I need to submit my payments to instead of doing it online or
over the phone. Because even over the phone you have no idea
what they’re going to do with that. Scary thing” (R3a).

CM1 said that in general, when asked for information that

could be given over multiple media, clients “feel comfortable
to give the paper rather than to send the picture” but because

they are extremely busy, “they send the picture because of
the time limit” (CM1). The decision to share information only

in person may have perceived or actual security benefits, but

it can also create barriers to refugees’ other goals, including

establishing a life in the US (CM4).

D. Computer Security Advice Given to Refugees

Finally, we consider computer security and privacy advice

given to refugees, either directly by case managers or teach-

ers, or by others with whom refugees interact (e.g., friends

or family). Similar to prior work on security advice more

generally, understanding this advice helps shed partial light

on the sources of refugees’ concerns and practices [20], [21].

Because most or all of the people from whom refugees receive

advice are not themselves technology or security experts,

this advice reflects the (potentially incomplete or inaccurate)

threat models or mitigation strategies of these people. Thus,

interventions to improve security and privacy for refugees must

consider this broader ecosystem of technology users.

General Constraints on Security Advice. All teachers give

some security advice (physical or computer) to their students

in class, but T1, T2, and T3 expressed a desire to include more
security advice in their classes (though we note that these

statements may have been influenced by the fact that they

were speaking to us, security researchers). They, along with

T4, CM4, and CM5, identified time and resources (i.e., access

to computers for teaching) as a limitation. CM4 explained

that both time and the clients’ own prioritization of computer

skills (including secure behavior and mental models) are both

limitations: “They’re adults. It’s very hard in one shot to
convince them that this is very important for your life, in day
to day life. Just only delivering that information doesn’t make
them change, it has to touch their heart, it has to touch their
soul, they have to feel it. Just giving them one lecture about
the use of computers. . . It has to go beyond that.”

Some of the same case managers and teachers indicated

that they have advice that they do not give, either because

their clients are not technically ready for it (T1, T2, T3), or

because they, the case managers, prefer to let their clients make

their own decisions (CM3).

Now, we turn to the concrete advice that case managers and

teachers do give their clients about protecting themselves.

Advice about Protecting Personal Information from Scams.
Recall from Section V-B that case managers and teachers

identified scams and identity theft as potentially new risks

for refugees, and said that they try to instill an awareness

of these risks. T4 and T1 talk to their classes specifically

about phone scams. T1 advises their clients to “just hang up”

if “you get a call from a number that you don’t know and
they’re saying something and asking you questions,” and T4

tells them about “information that you never tell anybody over
the phone because nobody will ever ask you for it,” like “your
social security number.”
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Like T4, CM3 also emphasizes the importance of not giving

out social security numbers, and CM1 and CM2 said that

refugees hear about the importance of keeping their social

security number private from other sources, such as other,

more experienced refugees from the same community.
The cultural orientation that refugees receive before re-

settling in the US also includes information about potential

scammers and the importance of keeping certain personal

information private. The orientation “let[s] you know that
there could be scammers, you should keep your personal
information safe and in a secure place, you shouldn’t share
your personal information with others” (CM1).

Advice about Website Identity. Beyond general advice about

protecting personal information, case managers and teachers

also attempt to teach their clients how to avoid scam websites

in particular. T1 and T3 send emails to their classes with links,

and try to get their students to actually read the emails before

clicking on links. CM1 tells their clients to “use the link that
they trust,” such as on websites that they already know, or

printed on a business card.
CM1 alluded to a whitelist of company websites and job

application URLs which they can send to clients, but when

a company or job is not on their list, they either verify it

themselves, or recommend the following strategy for checking:

“I google it, the nearest address of that company. I told him,
this place is 15 minutes drive from here. I give him the
directions — I mean, I printed out the map. Then I told him
you can drive to the address, you can go in, and you can ask
them for their business card. Or you can ask them how to
apply on the website. If you get it from them, it’s trustful. . . ”

However, no participant explained how they learn a new

URL is safe, or what advice they would or do give to their

clients about trusting a new URL without verifying it in

person or on paper — perhaps because they themselves are not

aware of foolproof strategies to recommend. This is a difficult

problem even for digital natives, who may be more accustomed

to looking for browser-level signs like HTTPS indicators or

searching through search engine results.

Advice about Account Security. Though teachers generally

support their clients’ security and privacy by teaching them

how to protect themselves from scams, they typically do not

include (email) account security or password hygiene. Their

main goals with computer education are for clients to log in to

their email addresses in a browser, send emails, read emails,

attach documents, and log out, but creating the accounts or

picking good usernames and passwords is a one-time process

so it is not a priority (T1).
When case managers and teachers do convey advice about

keeping email accounts secure and private, they advise their

clients to remember their passwords and not to share pass-

words with anyone else (T1, T2, T3, CM5). We note that

this latter piece of advice may be directly counter to the case

managers’ and teachers’ own practices of retaining access to

clients’ passwords — again highlighting the tension between

security “best practices” and the day-to-day requirements of

their work, as well as subtle differences between whom a user

may reasonably need to trust with a password and from whom

passwords should be protected.

Case managers and teachers also impart advice about pass-

word creation, often while helping create or reset a password.

This implicit (or sometimes explicit) advice comes in the

form of the password creation algorithms the case managers

or teachers themselves employ: “I try to help them create
something that’s easy to remember, so I’m like, ‘your birthdate,
your child’s name, or your child’s birthdate’ ” (T1). These

strategies focus more on creating memorable passwords rather

than creating secure passwords, reflecting the teachers’ and

case managers’ assessment of their threat model for their

clients’ email accounts: they often encounter cases where

clients have forgotten their passwords and need help accessing

their accounts, but told no anecdotes about accounts that had

been compromised.

Two teachers also mentioned teaching their clients to log

off of their emails when they are done on the computers, “so
that when someone else gets on the computer, they don’t open
up your email address” (T1).

Summary of security advice. Overall, in Section V-D, we ob-

serve that case managers and teachers seem aware of common

security best practices around account management and avoid-

ing suspicious websites — however, their technical knowledge

may be incomplete, they may struggle with fundamentally

hard usable security challenges (such as identifying phishing

websites), and they may trade off teaching and practicing

hypothetically stronger security measures with the need to

achieve other goals (e.g., helping their clients find jobs as

quickly as possible).

VI. DISCUSSION

We now step back to highlight key lessons and develop

recommendations for the computer security community and

other technologists designing for refugees; since refugees have

significant overlap with other underserved populations, these

lessons and recommendations may apply more widely to

populations other than refugees.

A. Lessons

Refugees have heterogeneous technical expertise and threat
models, and intersect with other vulnerable populations.

In our interviews, we encountered and learned about

refugees with highly variable technical skills and experi-

ences. This heterogeneity leads to a diversity of threat mod-

els, security-related actions, and effectiveness of existing or

proposed security solutions. Some refugee subgroups share

concerns and threats with other vulnerable populations in the

US — e.g., people with low incomes, low literacy, limited

technical expertise, or limited English skills — while others

may not. The observation that “one size does not fit all” echoes

recent work within the computer security community studying

the needs of particular user groups (e.g., [15]–[18], [22]). For

example, the importance of studying vulnerable populations
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like refugees is highlighted by anecdotes from our study about

scams targeted particularly at people looking for low-income

housing or minimum wage jobs; similarly, many of the account

practices of refugees are unique to their situations and relation-

ships with case managers. Computer security researchers may

not be aware of these threats or challenges without specifically

studying the vulnerable populations that they affect.

Computer security is not a primary concern. Echoing a

common lesson in usable security, we observe that security is

generally not a primary concern for refugees. However, unlike

other user populations, refugees are often trading off security-

related decisions not with convenience or functionality, but

with existential needs that include finding a job, making

an income, and establishing a life in the US. Thus, any

computer security solutions or advice that impact the efficiency

with which refugees can achieve those primary goals will be

ignored or circumvented.

Common security mechanisms require cultural knowledge.
Many refugees share in common the fact that their entry

and integration into the United States involves a major cul-

tural shift. In addition to language and other barriers, these

cultural differences can create barriers to establishing their

new lives. We find that these cultural barriers also directly

affect computer security. We observe that many common

end user computer security practices rely heavily on US-

based cultural knowledge and norms, including: the fact that

social security numbers must be kept private except under

certain circumstances (e.g., when applying for a job); the

existence of scams and identity theft as a common threat

(and the language skills needed to identify likely scams); the

information requested by account recovery security questions;

and the use of one’s birth date as an authentication token.

It is critical to identify such cultural assumptions embedded

in computer security technologies and account for them in

technology designs.

Common security advice and assumptions may be inap-
plicable to refugees. Among the heterogenous experiences

and needs of refugees, we observed cases in which common

security advice may be inapplicable to them, or even counter-

productive. For example, we found that refugees commonly

share email account access with their case managers, due

to the importance of finding a job quickly in the face of

limited cultural, linguistic, and technical skills. However, this

practice contradicts common security advice which instructs

people, without regard for their situation, never to share access

to accounts or account credentials. (For example, Apple,

Google, and Microsoft all officially advise not sharing account

credentials, even with friends or family members.2) However,

following this advice can be counterproductive — for example,

leading to refugees who are locked out of their email accounts

due to forgotten passwords — and directly conflicts with a

2https://support.apple.com/en-us/HT201303,
https://support.google.com/accounts/answer/46526?hl=en,
https://www.microsoft.com/en-us/safety/online-privacy/prevent.aspx

refugee’s primary goal of quickly finding a job and settling

in the US.

Refugees’ computer security practices are limited by their
sources of advice. We find that refugees’ computer security

threat models and practices are heavily influenced by their

case managers and teachers, who act as key facilitators of their

establishment of a life in the US. Other refugees, friends, and

family also provide security-related advice. As a result, the

security-related beliefs and practices of refugees are composed

of a patchwork of advice and anecdotes shared by people who

themselves are typically not technology or computer security

experts, and are thus limited by the gaps in their threat models

or technical knowledge (echoing findings about a digital divide

in prior work on security advice more generally [20], [21]). For

example, though case managers and teachers often discussed

attempting to teach their clients to be cautious about which

links to click on and which websites to trust, they often did

not describe concrete strategies for how to make these trust

judgments. It is not reasonable to expect that everyone working

with refugees (or other vulnerable populations) be a computer

security expert — instead, this observation further emphasizes

the need for usable security more generally.

B. Recommendations

Informed by our findings, we make recommendations for

concrete technical directions that can better serve the security

and privacy needs of recently resettled refugees in the US.

Security for public computer users. Since many refugees do

not have computers at home, we found that they frequently

use public computers for personal activities, including email

and job applications, raising a number of potential security

concerns. Ideally, administrators of public or semi-public

computers should anticipate that some of their users may

leave behind sensitive artifacts (and may rely on accessing

them later), like resumes, or logged-in email accounts, and

implement technical protections to protect the users’ privacy

between sessions. This solution relies on the individual admin-

istrators of these machines, however, and to our knowledge,

research methods for secure, trustworthy kiosks have not been

widely deployed [23]. By contrast, we found that refugees

frequently do have smartphones. One potential opportunity

for future work is to leverage these personal devices to help

provide security for personal accounts and artifacts on public

computers.

Security education and training. Refugees typically learn

computer skills and security from people who are not them-

selves computer security experts, and thus whose advice is

subject to the gaps in their own knowledge and threat models.

While it would be unreasonable to expect refugees or their case

managers and teachers to become computer security experts,

there may be targeted education and training interventions

that could be effective. Future work should consider how to

most effectively train and educate non-experts, such as case

managers and teachers, who educate, in high volume, a less
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technically-adept population. For example, we suggest that

security advice take into account the unique needs and tensions

of technology use in this population, such as the reliance on

case managers for handling job-related emails — i.e., rather

than advising people never to share account access, directing

people to more secure alternatives that may better balance their

security and access needs (such as mail delegation in Gmail3).

Password and account management. Our results reveal that

refugees need to share their email accounts with their case

managers, and case managers need to be able to efficiently

access many different email accounts — causing them to en-

gage in practices that may violate common security “best

practices,” such as reusing passwords, using weak passwords,

or storing them in plaintext files. We observe that there already

exist technologies that case managers and refugees could
use to balance these efficiency and security goals, such as

password managers and email account delegation. However,

we also observe that these existing solutions may not serve

this particular use case. Password managers, for instance,

may be difficult to use on a public computer, and not every

password manager allows sharing credentials. Some email

providers, such as Gmail, allow email account delegation3,

but this feature seems designed more for use cases where the

primary account owner has an assistant — it would not allow

the case manager to actually act as the refugee when replying

to emails, and would not give the case manager direct access

to the password, which they sometimes need for account

recovery purposes. Furthermore, we observe that other account

security measures, such as two-factor authentication, may be

entirely impractical for refugees’ use cases, as they would

prevent intended access by case managers. These observations

raise several challenges for future directions: When existing

password and account management solutions are appropriate,

how can knowledge of these solutions be imparted to refugees

and case managers? And when existing solutions are not

appropriate, how should other, more appropriate mechanisms

be designed?

Design to leverage refugees’ trust in case managers and
teachers. We learned that many refugees trust and rely on

their case managers and teachers, who pass on a lot of

technical and cultural knowledge. An area for future research

is how to effectively leverage that trust and use technology

to help case managers and teachers pass on their knowledge

asynchronously and effectively. One example of existing work

along this line is Lantern [12], a smartphone application that

helps newer refugees leverage the expertise of more experi-

enced members of the community by scanning strategically

placed NFC tags in places like resettlement agencies, bus

stops, or grocery stores. Based on our findings, we observe

other such opportunities — for example, a browser extension or

smartphone application — that could allow refugees to consult

remotely with their case managers about their impression of

the trustworthiness of a particular website, or check a site

3https://support.google.com/mail/answer/138350?hl=en

against a whitelist precompiled by the case manager, a practice

that we observed occurring manually in Section V-C.

Security for digital documents. Another area where tech-

nology may be helpful for refugees is in providing security

for digital documents, such as photos of sensitive documents

that we learned refugees may carry on their (potentially un-

locked) smartphones. There do exist smartphone applications

for storing encrypted or hidden photos (e.g., KeepSafe4), as

well as digital wallet applications (e.g., DigiLocker5). Future

work should study these types of applications in detail to

determine whether they have the security, functionality, and

convenience properties needed for refugees’ use cases — and

if not, develop new applications or other approaches that do.

C. Limitations

Finally, we present several limitations of our study that

should be considered when interpreting our results.

First, although qualitative methods can be insightful probes

into vulnerable or hard-to-access populations, such as ours,

they do not allow for statistically significant results. How-

ever, qualitative work on the security needs and concerns

of various populations is valuable, e.g., [15]–[17], and the

depth of the results forms recommendations and lessons for

future researchers. Additionally, there is inherent bias in any

interview study, particularly about security and privacy, from

the fact that participants self-select to participate. For example,

it is possible that highly privacy-conscious individuals may be

less willing to speak with researchers about technology usage

and concerns, and this might skew our results.

Further, as discussed in Section IV, our sample skews

towards refugees who rely on assistance from case managers

and teachers, and may thus have lower English, technology,

or other skills than others. Furthermore, our case manager

and teacher interviews reveal their third-person perspective on

the refugees they work with, rather than those refugees’ own

views directly. We valued the case managers’ and teachers’

perspectives spanning experience with many refugees and

grounded in a deeper understanding of US culture. We also

found that our refugee focus groups corroborated information

we learned from the case managers and teachers. Because of

our focus on resettled refugees who rely on case managers

and teachers for assistance, many questions still remain about

how resettled refugees’ use of technology evolves, and what

similarities they have to other groups, such as groups with

low-income.

Finally, while we attempted to establish good rapport with

all subjects — teachers, case managers, and refugees — it is

possible that participants did not fully trust us. Although

our interviews and focus groups surface numerous findings

(Section V), these results should be interpreted with the

knowledge that our participants might have omitted more

sensitive information.

4https://play.google.com/store/apps/details?id=com.kii.safe
5https://digilocker.gov.in
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VII. RELATED WORK

Finally, we present related work on refugees and technol-

ogy in particular, and on computer security and privacy for

different populations more generally.

Refugees and Technology. Prior work studied refugees’ use

of technology in various stages of the refugee process; Talhouk

et al. [24] broadly consider the role of the Human-Computer

Interaction community in responding to the refugee crisis.

Prior work does not consider computer security and privacy

in particular, but provides broader context and in some cases

surfaces security or privacy related findings. For example,

Gillespie et al. [6] thoroughly overview refugee technology

usage in and en route to Europe, including surveillance

and physical risks as well as the use of social media to

spread trusted information; Flemming [3] and Peterson and

Fisher [25] study technology use among resettled refugees,

particularly for communication with family and friends. Other

work has studied technology usage within refugee camps, such

as works that surveyed smartphone usage of Syrian refugees in

a refugee camp [4], [7], works that studied a computer club in a

Palestinian refugee camp [5], [26], [27], and work that broadly

examined barriers to technology usage [8]. Other groups [28],

[29] have examined the role of technology specifically for

education in refugee camps.

Yafi and Said [30] consider WhatsApp usage by resettled

refugees, and Almohamad and Vyas [11] more broadly ex-

amine the challenges faced by refugees and asylum seekers

integrating themselves into host communities and present

possible technical design interventions.

There also exist efforts to develop technology specifi-

cally to help refugees navigate their new communities, in-

cluding Lantern [12], a smartphone app that connects new

refugees with experienced refugees via NFC tags placed

physically around the community; Rivrtran [31], a human-in-

the-loop translation platform for recently resettled refugees;

and RefUnite [32], a social network.

Computer Security and Privacy for Different Populations.
Our research echoes other recent work in computer security

and privacy that has observed the importance of understanding

the nuanced needs and constraints of different user popula-

tions, in order to best serve the security and privacy needs of

those populations. For example, recent work has considered

potentially particularly vulnerable user groups, including low-

income people in the US [15], domestic abuse victims [16],

[17], older adults [22], journalists [18], and activists [33]–

[35]. Sawaya et al. [36] conducted a large-scale cross-cultural

survey of security habits of people from seven countries, and

find that security habits and knowledge vary across cultures.

Similarly, Redmiles et al. [37] and Wash et al. [38] found

difference in security beliefs and behaviors among different

demographic groups within the US. Like many of these prior

works, our work suggests that the population we study —

recently resettled refugees in the US — have distinct computer

security and privacy needs and constraints that must be un-

derstood before technologies can best be designed for this

population.

VIII. CONCLUSION

Refugees are a potentially vulnerable population, relying

increasingly on technology while attempting to establish lives

in their new homes. We studied East African and Middle

Eastern refugees recently resettled to the US to understand

their interactions with and reliance on technology, the bar-

riers they face in implementing strong computer security

and privacy practices, as well as their existing security and

privacy practices and the guidance they receive from their

case managers, teachers, and others. We conducted in-depth

semi-structured interviews with case managers and teachers

who work with these refugees, as well as focus groups with

refugees themselves. We find that refugees are highly depen-

dent on technology and on their case managers and teachers to

help them navigate that technology, and we identify numerous

cultural, language, and knowledge barriers that impede or are

otherwise in tension with commonly recommended computer

security best practices. We draw lessons and recommendations

for the computer security community, laying a foundation for

technologies that can help overcome these barriers and better

meet the computer security and privacy needs for refugees and

other potentially vulnerable populations with similar barriers

and needs.
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