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Abstract— This paper demonstrates how the Insider Threat
Cybersecurity Framework (ITCF) web tool and methodology help
provide a more dynamic, defense-in-depth security posture
against insider cyber and cyber-physical threats. ITCF includes
over 30 cybersecurity best practices to help organizations identify,
protect, detect, respond and recover to sophisticated insider
threats and vulnerabilities. The paper tests the efficacy of this
approach and helps validate and verify ITCF’s capabilities and
features through various insider attacks use-cases. Two case-
studies were explored to determine how organizations can
leverage ITCF to increase their overall security posture against
insider attacks. The paper also highlights how ITCF facilitates
implementation of the goals outlined in two Presidential Executive
Orders to improve the security of classified information and help
owners and operators secure critical infrastructure. In realization
of these goals, ITCF: provides an easy to use rapid assessment tool
to perform an insider threat self-assessment; determines the
current insider threat cybersecurity posture; defines investment-
based goals to achieve a target state; connects the cybersecurity
posture with business processes, functions, and continuity; and
finally, helps develop plans to answer critical organizational
cybersecurity questions. In this paper, the webtool and its core
capabilities are tested by performing an extensive comparative
assessment over two different high-profile insider threat incidents.

Keywords—Insider  threat; cybersecurity  framework;
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L INTRODUCTION

All organizations face security risks. In 2011, former
President Obama issued Executive Order (E.O.) 13587 —
Structural Reforms to Improve the Security of Classified
Networks and the Responsible Sharing and Safeguarding of
Classified Information [1]. This was quickly followed in 2012
by the National Insider Threat Policy and Minimum Standards
for Executive Branch Insider Threat Programs [2]. The Order
and the Policy provide additional guidance for the development
of insider threat programs in federal agencies to improve the
security of classified information on computer networks.
Despite the formulation of an insider threat strategy and policy,
federal agencies nonetheless still grapple with how to
implement their own programs and in the process, better
understand the human and organizational issues surrounding
the insider threat problem. As of 2016, 23% of electronic crime
events were suspected or known to be caused by insiders [3].
Insider attacks can be technically sophisticated or markedly
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low-tech and have caused significant damage to organizations
across sectors. More than 1000 cases of significant malicious
insider activity have been documented with fraud, sabotage,
and theft of intellectual property being the most common forms
[4]. An average organization can expect to spend $4.3 million
annually to mitigate, address, and resolve insider threats [5].
Overall, insider threats inflict $40 billion in losses across the
US economy [6]. Several high-profile incidents perpetrated by
insiders have raised the level of attention given to this important
issue. Directed by E.O. 13587 and the National Insider Threat
Policy, the National Insider Threat Task Force is responsible
for the development of the United States government-wide
policy for the deterrence, detection, and mitigation of insider
threats [7]. This paper presents the Insider Threat Cybersecurity
Framework (ITCF), which is designed to address various
insider threat challenges that increasingly threaten organization
owners and operators.

The following sections will demonstrate the ITCF webtool;
a maturity model with four levels of increasing maturity, each
level embedded in the one above, that address measures to
address security in five domains of defense: (1) identify, (2)
detect, (3) protect from, (4) respond to, and (5) recover from an
insider attack. The webtool’s dashboard displays that provide a
window into the level of preparedness across each of these five
domains, data analytics capabilities are discussed in section-II
and through the use cases in section-IV.

II. ITCF WEBTOOL

The ITCF webtool was developed to provide a detailed set
of guidelines to help organizations that own and operate critical
infrastructures identify, detect, protect, respond and recover to
emerging cyber-physical insider threats and vulnerabilities.
This is especially challenging as modern critical infrastructure
facilities weave together cyber-physical systems that are
increasingly connected to the internet and are vulnerable to
complex, non-linear and evolving cyber threats [8]. The ITCF
helps operators understand the cybersecurity posture and
maturity of those complex connected systems. The ITCF is also
designed to meet the goals of E.O. 13800, Strengthening the
Cybersecurity of Federal Networks and Critical Infrastructure
[9, 10]. The ITCEF is available online at www.cybersecfw.org (a
passphrase may be requested from the authors).

The ITCF webtool is complemented by a “how-to”
document that discusses the roles of the cybersecurity domains
and their respective core elements in managing cybersecurity




risks for organizations, the details are described in [11, 12]. The
ITCF also has the capability to compare the current and post-
cybersecurity posture of an organization before and after cyber
mitigations, assessments, and investments. Such capability is
vital for efficient security management and to make business
continuity decisions based on cybersecurity investments [13].
Moreover, this feature helps answers several critical questions
that most cybersecurity assessment tools fail to answer: What
is my return on investment? Where should I focus my
cybersecurity investments? What are the “low hanging fruit” or
areas that my organization can secure today in absence of
additional resources? Answering these questions is imperative
to establish a cybersecurity value proposition for any tool or
methodology.

The ITCF is organized into five domains: Identify, Protect,
Detect, Respond and Recover. These domains are further
classified into their unique organizational blocks (or core
elements or sub-domains), each of which has a set of questions,
termed as core-checklist. The core-checklist questions are
divided into four Maturity Indicator Levels (MILs): MILO,
MIL1, MIL2, and MIL3. Every question has four options: Fully
Implemented (FT): Complete, the practice is performed as in the
Framework; Largely Implemented (LI): Complete, but with a
recognized  opportunity for  improvement; Partially
Implemented (PI): Incomplete, with multiple opportunities for
improvement; Not Implemented (NI): Absent, the practice is
not performed by the organization.

During assessments, diverse stakeholders, from an
organization such as systems engineers, managers, IT and
cybersecurity staff, are assembled to answer a set of critical
questions based on industry best practices. Instead of physically
reviewing best practices documents, many of which are often
over 100 pages in length, the ITCF assessment distills key
elements of each methodology and presents them as a simple
questionnaire (sample questions can be seen in the Appendix).
Assessments take about 2 hours on average and conclude with
the generation of an automatically generated detailed
assessment report identifying vulnerabilities and gaps based on
responses to assessment questions. Next, identified
vulnerabilities and gaps are analyzed and a list of prioritized
mitigations are recommended. Using that information, an
organization’s management can develop a plan to eliminate
security gaps, measure their current cybersecurity posture and
compare different groups within an organization. To measure
progress, it is recommended to repeat the assessment at least
every six months. This process, tool, and methodology will help
stakeholders, operators, and owners manage their cybersecurity
risk and increase their cybersecurity organization posture.

A. Design and Features

The ITCF was built from the ground-up with a focus on ease
of use and functionality. Some of the design features of the
webtool include:

1. Cybersecurity CORE: This contains 100+ critical insider
threat questions that are tailored towards technical and
non-technical/management aspects of an organization.
These are divided into five domains: Identify, Protect,
Detect, Respond, and Recover that are further divided into
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sub-domains. The CORE framework questionnaire is
inspired by a conglomerate of NIST cybersecurity standard
documents and frameworks.
Cybersecurity Checklist: This checklist focuses technical
and managerial aspects of the organization from high-level
policy and procedures to component and device levels
security controls. The checklist contains 200+ items.
Cybersecurity Qualitative Risk Assessment: This facilitates
the organization owners to inventory their assets, estimate
their vulnerability, impact. The tool generates a qualitative
risk graph that estimates the risk category of an asset.
Cybersecurity Compare Tool: This lets the organization
operators and owners compare the current assessment with
any number of past assessments to analyze the overall
improvement of the organization’s cybersecurity posture.
Cached Progress: Responses to the assessment questions
are saved in the browser cache. If needed, the assessment
can be completed as time permits instead of in one sitting.
Load/Save Progress: The assessment progress can be
saved to a file which facilitates comparison over time.
Export PDF Report: At the end of an assessment, the ITCF
webtool generates a report with interactive graphics and
data visualizations in the web portal. In addition, the report
can also be exported as a .pdf file for portability.
The ITCF provides a core-checklist that includes a
combined list of 200+ key insider threat questions and items
that target various aspects of an organization’s cybersecurity.
Each question has four options signifying a degree of
implementation level: a) Fully Implemented; b) Largely
Implemented; c) Partially Implemented; d) Not Implemented.
Based on the responses to the core-checklist questions, the
ITCF webtool generates a detailed insider threat assessment
report with identified vulnerabilities and gaps through a variety
of data visualizations. This information can be used to prioritize
the actions based on business processes to mitigate gap.

B. Data Visualizations

1. Fluid Gauges: The fluid gauges are a way of showing more
specific data from the evaluation. Specific domains, or all
domains can be selected with any combination of MILs.
Throughout the ITCF webtool, the cybersecurity states in
each visualization are color coded as: green for fully
implemented, blue for largely implemented, purple for
partially implemented, and red for not implemented

Fig. 1. Illustrative Fluid Gauge summary

Pie Summary: The pie summary is a brief overview of the
evaluation results. The pies are organized by domain and
MIL. By default, the pie summary is depicted as follows:
MIL2 pie includes the responses to both MIL1 and MIL2
questions. Similarly, MIL3 pie includes the responses to
MIL1, MIL2 and MIL3 questions. Although, the tool also
generates a second version of this summary which does not
combine lower MILs (independent pie summaries). In the



ITCF, MIL1 indicates that the initial practices performed
may be in ad hoc manner; MIL2 indicates that the practices
are documented, stakeholders are involved, and adequate
resources are provided and used; MIL3 indicates that the
procedures and systems are reviewed in conformance and
are guided with policies. MIL3 also emphasizes on strict
access controls, roles and responsibilities. Section III-A
discusses more about the MILs
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Fig. 2. Tllustrative Pie summary

Isometric Map: The isometric map provides another
method of visualizing the overall data. Various user
interface options are provided to adjust the graphics. Some
of those sub-features include changing the size and
viewing angle of the organizations. In Fig.3, the domains
(Identify, Protect, Detect, Respond, and Recover) and
shows on the Y-axis, the cybersecurity states (Not
Implemented to Fully Implemented) are shown on the X-
axis. Section III discuses more about the domains.

Fig. 3.

Tllustrative Isometric map with domains and cybersecurity states

Cumulative Median Bar Graph: The cumulative median
bar graph provides a deeper method of data visualization.
Through this, the owner/operator can see the median
maturity level of each sub-domain in a domain. It is
“cumulative” because in this case, MIL1 is subset of MIL2
and MIL2 is subset of MIL3.
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Fig. 4.

Illustrative Cumulative median bar graph

Maturity Indicator Level Gauge: This visual helps the
owner and operator see the status (cybersecurity posture)
of the organization at each MIL.
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Fig. 5. Illustrative Maturity Indicator Level gauge

Non-Cumulative Median Bar Graph: The non-cumulative
median bar graph provides a method of data visualization
that is very similar to the cumulative median bar graph.
Through this, the owner/operator can see the median
maturity level of each sub-domain in a domain. It is “non-
cumulative” because in this case, MIL1, MIL2 and MIL3
are independently represented
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Fig. 6. Tllustrative Non-Cumulative Median Bar Graph

Comparative Summary Tables: This summary table is
generated from the “cybersecurity compare tool” plugin.
When the owner/operator imports multiple assessment
files, this plugin generates a tabular summary of maturity
of each both domain and sub-domain level. This
comparative analysis is shown in percentages.



Fig. 7. Tllustrative Comparative Summary Tables

Timeline Bar Graph: This graph is generated from the
“cybersecurity compare tool” plugin. When the
owner/operator imports multiple assessment files, this
plugin generates a bar graph with a “total implementation”
line of maturity of all domains. The Y-axis for this graph
is “percentage implemented”.
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Fig. 8. Tllustrative Timeline Bar Graph

III. ITCF WEBTOOL REPORT STRUCTURE

The ITCF webtool generates a post-assessment report that
shows the identified gaps and vulnerabilities, directions to
develop a mitigation plan, along with options to visualize data.
The core elements and the architectural background of the
questions in ITCF are discussed in [11, 12]. Currently, our
research team has been iterating with NIST in verifying the
comprehensiveness of ITCF’s questionnaire.

IDENTIFY PROTECT

* Asset Management * |dentify Management and Access Control
* Business Environment * Awareness and Training
* Governance * Data Security
* Risk Assessment * Information Protection Processes and
* Risk Management Strategy Procedures
* Supply Chain Risk * Maintenance
Management * Protective Technology

Respond Recover

EESPO"SE_ P':_““'“g ¢ Recovery Planning
ommunication ¢ Improvements

Analysis
Mitigation

DETECT
* Anomalies and Events
Security Continuous
Monitoring
Detection Processes

* Communications

* Improvements
Fig. 9. Core elements of the ITCF (Critical domains and subdomains)

A. Maturity Indicator Levels

ITCF defines four maturity indicator levels (MIL), MILO
through MIL3, which apply independently to each domain in
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the ITCF. Four aspects of the MILs are important for
understanding and applying the ITCF.

The MILs apply independently to each domain. As a result,
an organization using the ITCF may be operating at different
MIL ratings in different domains. For example, an organization
could be operating at MIL1 in one domain, MIL3 in another
domain, and MIL2 in a third domain.

The MILs are cumulative within each domain; to earn a
MIL in a given domain, an organization must perform all of the
practices at that level and its predecessor level(s). For example,
an organization must perform all of the domain practices in
MILI1, MIL2 to achieve MIL2 in the domain. Similarly, the
organization would have to perform all practices in MILI,
MIL2, MIL3 to achieve MIL3.

Establishing a target MIL for each domain is an effective
strategy for using the ITCF to guide cybersecurity program
improvement. Organizations should become familiar with the
practices in the ITCF prior to determining target MILs. Gap
analysis activities and improvement efforts should then focus
on achieving those targets.

Striving to achieve the highest MIL in all domains may not
be optimal. Companies should evaluate the costs of achieving
a specific MIL against potential benefits, business objectives,
and the organization’s cybersecurity strategy. However, the
ITCF was developed so that all companies, regardless of size,
should be able to achieve MIL1 across all domains.

B. Using the Evaluation Results

The ITCF is meant to be used by an organization to identify
and execute a cybersecurity risk management strategy to
protect information technology (IT) and operational technology
(OT) from insider threats. Fig. 10 summarizes the
recommended approach for using the ITCF framework. An
organization conducts an assessment; uses it to identify and
analyze the vulnerabilities and gaps; prioritizes mitigation;
establishes plans, and lastly, execute those plans to fill gaps. As
plans are executed, objectives change, and the cybersecurity
risk evolves, therefore the process is repeated.

To aid in the analysis of identified gaps, survey questions
that were recorded as either Partially Implemented or Not
Implemented are consolidated in “Summary of Identified Gaps”
section of the webtool report. The detailed evaluation process
is depicted in Fig. 10.

C. Summary of Identified Gaps

The ITCF is designed such that the questions also reflect the
answer to the problem. Organization operators and owners can
use this information to develop an organizational plan to
increase their cybersecurity posture. This section of ITCF web
tool report depicts all the Partially Implemented and Not
Implemented questions for each of the five domains while
displaying their MILs (see Table-I for an example). The
organization’s management can use this information to connect
the existing posture with business processes, functions, and
eventually, estimate the reflection on business continuity.

That information can also be used to find answers for critical
resource allocation questions such as 1) What are the critical
(based on security concerns) areas for this organization? 2)
What kind of resources are available (both monetary and



human) to invest in those areas? 3) What are the post-
investment outcomes (another assessment)? 4) How do those
investments reflect on business processes, functions, and
continuity? 5) What is the improvement/diminishment in the
organization’s cybersecurity posture over a period (self-
assessment and self-evaluation)? Answering those key
questions may aid the organization to make cybersecurity
decisions that could positively impact their business structure
while estimating the long-term monetary benefits by investing
resources up front. Future work will focus on developing
capability to perform cost-benefit analysis to estimate return on
investment relating to the identified gaps and vulnerabilities.

INPUTS

ITCF Assessment B

Gondiies Understanding of defined Policies

IV. ITCF CASE STUDIES

This section presents two use cases based on recent insider
threat related events. Specifics from those events are combined
with a fictitious organization [14] with the goal of validating
and verifying the efficacy of ITCF’s methodology and
capabilities. An ITCF assessment is performed on this
organization to examine the cybersecurity posture and maturity
level of the organization. In this section, an initial assessment
is performed for each of the case studies. Then, the organization
adapts to improve its security posture based on ITCF results to
address specific cybersecurity gaps and a second assessment is
performed. Finally, both the assessments are compared to
depict differences.

ACTIVITIES OUTPUTS

Conduct ITCF
Assessment
workshop with

| ITCF Assessment

R and Procedures

Understanding of Organizational
Cybersecurity posture and risks

appropriate and
needed
personnel

report

ITCF Assessment report u

Analyze Identified vulnerabilities and gaps;

Vulnerabiliti
es and Gaps

Analyze the identified vulnerabilities and
gaps in the organization’s context
Evaluate the potential consequences from

List of identified
vulnerabilities,

Prioritize
actions and
establish
plan Organization based cybersecurity
and organizational constraints I

AR S the identified vulnerabilities and gaps = gaps, and
mapped organizational objectives S B i
Prioritize the vulnerabilities and gaps; potential
Impact of those vulnerabilities and determine those require the highest consequences
gaps on the organizational - attention
cybersecurity posture
| Detailed list of identified gaps and List of actions to be taken to address
their consequences on H vulnerabilities and gaps
organization operations Perform Cost-benefit analysis (CBA) on the Prioritized

actions to be taken.

Prioritize the CBA actions based on
prioritized consequences

Establish a plan to implement prioritized
actions

implementation
plan through CBA
based actions

Prioritized execution of

Execute plan

cybersecurity enhancement plans

Constant tracking
of the data during
—»  and post the
process of plan
execution

Track progress to plan, amend, and
evaluate as needed

Periodically reexamine plan, especially in
response to major changes

Fig. 10. Recommended approach for using ITCF

TABLE 1. ILLUSTRATIVE GAP ANALYSIS (IDENTIFIED GAPS) — PROTECT
[ st fwe] ________ Queston |
PT3. The principle of least functionality is incorporated by configuring systems to provide only

AC1. |dentities and credentials are issued, managed, revoked, and audited for authorized
Partially
Implemented
essential capabilities?

devices, users, and processes?

n DS2. Data-in-transit is protected?

- DS5. Protections against data leaks are implemented?
AC4. Access permissions and authorizations are managed, incorporating the principles of
least privilege and separation of duties?

I PT1. Audit/log records are determined, documented, implemented, and reviewed in

accordance with policy?

AC2. Physical access to organization assets is managed and protected?

DS1. Data-at-rest is protected?

AT2. Privileged users understand roles & responsibilities?

DS3. Assets are formally managed throughout removal, transfers, and disposition?
DS4. Adequate capacity to ensurs availability is maintained?

IP6. Data is destroyed according to policy?

PT2. Removable media is protected and its use restricted according to policy?

A. Case-Study — 1

Based on the review of several insider attacks, we identified
that a number of key patterns and security gaps were exploited:
1) Trusted staff members have administrative access, but their
usage is not carefully monitored and logged; 2) Minimal/ no
access control for employees with access to sensitive data; 3)
Minimal/no monitoring and restrictive measures in the areas
where employees can share sensitive information; 4)
Administrator privileges are not verified when changed and/or
elevated; 5) Lack of asset classification and inventory
management; 6) Lack of audit and review of system
configurations; 7) Employee privileges and access controls are
not updated as needed based on “requirement to access;” 8)
Physical security measures are strictly implemented including
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strong procedures to access restricted areas; 9) Cyber and
physical security monitoring systems are not properly
implemented; 10) Technical controls such as least privilege
system, entitlement management system, and asset
classification system are partially implemented; 11) Staff
reviews access logs, trained to prevent access escalation.

In addition to the security gaps noted above, the underlying
nature of the organization’s security posture [14] is retained for
the purposes of this use case. Below are the retained aspects of
the organization. To capture and illuminate key security gaps in
the above use case, modifications to the fictitious organization
are italicized and underlined:

1. As of current date, management has prioritized the
organization mission, objectives, and activities. The
organization’s role in the supply chain and critical
infrastructure are mostly identified but the details of the
organization dependencies and critical functions for
delivery of critical services, and organization resilience
requirements to support the delivery are not established.
No methods are in place to determine the risk tolerance.
The organization has inventoried, prioritized critical cyber
assets and resources (hardware, devices, data, software).

e Monitoring methods are only partially implemented.
Internal, external communication/Info. systems, data
flow management are only partially implemented.
The employees are given physical access to key
organizational assets and remote access to critical cyber
assets based on their issued identities and credentials.
Access (control) permissions are not managed by
incorporating the principles of least privilege and
separation of duties.

All employees are trained and they (including third-
party _stakeholders, _privilege employees, senior
executives, physical/information security personnel)
are well informed of their cyber/information security
roles and responsibilities (legal and regulatory).
Cybersecurity practices are strongly incorporated in
Human Resources activities and a vulnerability
management plan is being developed.

The organization’s information security policy, including
the governance and risk management processes to address
the cybersecurity risks are well established. Potential
business impacts, likelihoods, risk responses are identified,
prioritized. Asset vulnerabilities and threats (both internal
and external) are mostly identified and documented, but
they are not used to determine/understand risk, attack
methods and impact of events on business continuity.

The organization’s risk (or, cyber supply chain risk)
management processes are established, managed, mostly
agreed upon by organization stakeholders. Organization
owners and operators have identified and prioritized their
suppliers and partners. Their contract to meet the
objectives of information security program/cyber supply
chain risk management plan is still in progress. The
evaluations of suppliers/providers are not yet conducted.
Protections against data leaks (data-at-rest and data-in-
transit) are moderately implemented. Integrity checking
mechanisms to verify integrity of critical cyber assets,
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organization automation and energy management/
technology systems are not put into practice yet. Assets are
mostly managed throughout removal, transfers and
disposition and adequate capacity is partially supported.
The development and testing environment(s) are separate
from the production environment.

Maintenance and repair of organizational assets are
performed and logged in a timely manner, but their remote
maintenance has not been approved. Audit/log records are
partially documented. Removable media and organization
IT and OT networks are protected in certain areas of the
organization. Systems operate in pre-defined functional
states but have not been configured to incorporate the
principle of least functionality. Backups of information are
conducted and tested periodically. The organization has a
baseline configuration of organization information
technology, system development life cycle, configuration
change control processes, and policy & regulations
regarding the physical operating environment. 4/l data is
retained, and no strong data destruction policies are
implemented. Protection and detection processes are tested
and updated except for some of the access control policies.
Incident alert thresholds are partially established. Event
data is mostly aggregated and correlated from multiple
sources and sensors. Detection roles and responsibilities
are partially defined. Detection activities partially comply
with all applicable requirements.

The network, physical environment and personnel activity
to detect potential cybersecurity events are monitored
occasionally. The system is constantly updated to detect
malicious code and periodic vulnerability scans are
performed. The system monitors for unauthorized
personnel, connections, devices and software. Therefore,
unauthorized mobile code is strictly detected.

Response and recovery planning documents are up to date.
Response and recovery plans would be executed/
implemented during an event. Personnel knows their roles
and order of operations when a response is needed. But the
events are not reported consistently with an established
response plan. Information is partially shared; Voluntary
information sharing and coordination with stakeholders
mostly occurs with a response plan to achieve broader
cybersecurity situational awareness. Notification from

10.

detection systems are investigated; foremsics are
performed; incidents are expected to be contained,

mitigated and categorized with response plans; newly
identified vulnerabilities are documented. Response plan
and recovery strategies are updated periodically. Response
and Recovery plans mostly contain lessons learned.
Recovery activities are communicated to stakeholders and
management teams. Protocols required for post-event
reputation repair are established.

B. ITCF Evaluation: Results

The illustrative responses above are illuminated as ITCF
questions are answered by various organization staff. The ITCF
webtool is used to answer a total of 100+ questions covering
various aspects discussed in previous sections. It is evident




from Fig. 11 and Table II-VI that the organization has gaps. C. Post Investment Cybersecurity Assessment

Management can use this analysis to prioritize strategic | Inyestments are made to prioritize critical cyber assets
investments to address improving those areas identified as based on their classification, criticality, and business value.
Partially Implemented and Not Implemented. Although this has not been fully achieved, it is largely
| identify | Protect | Detect | Respond | Recover | achieved throughout the organization. All the
a ol y. - organization’s communication and data flows are mapped.
_ i 2. The organization has had high reputation in their ability to
monitor suppliers and partners regarding their obligations
towards the organization. But, in the past, audits were not
conducted periodically. Investments are directed towards
ensuring this gap is mitigated.
3. Strong focus towards ensuring the enforcement of strong
protection systems in the organization: A) Asset access

mei . ©

ML 3 47 € management is strictly monitored and managed through
= multiple layers of authorities; B) Periodic credential

Mean Line management systems are implemented; C) Permissions are

Py ophrneted . [ Loty vpiormarted [ Portaty nptemaried [ ot inplomerted managed through least privilege and separation of duties
principles; D) Periodic training platforms and sessions are

18.9% 57% established to train the privileged users about their roles

Parvaly Impiementer Not Impremented

and responsibilities. Random periodic security checks are
implemented to ensure the integrity of the employees; E)
Large investments are directed towards achieving high
data security. Some principles focusing data-at-rest and

Fig. 11. Summary of the organization’s cybersecurity posture and gaps

TABLE II. GAP ANALYSIS (IDENTIFIED GAPS) — IDENTIFY data-in-transit protection are prioritized. Protection against
[ status ML Queston | data leaks has been highly prioritized and fully

n AM3. Are organization's communication and data flows mapped? . . .
I AMS, Critical Cyber Assets and resources (e.g., hardware, devices, data, and software) are 1mplemented' Other arcas arc Work-ln-progress, F)

iexjisee e on haticon ston, ki, o b ness Yolo although data destruction is not acceptable at the

SC4. Suppliers and partners are monitored to confirm that they have satisfied their obligations

as required. Reviews of audits, summaries of test results, or ather equivalent evaluations of organizational level, data containment methods have been
suppliersiproviders are conducled?

Implemented
enhanced with strict monitoring systems around the

TABLE IIL GAP ANALYSIS (IDENTIFIED GAPS) — DETECT storage locations/systems; G) New rules have been
imposed to ensure periodic reviews of audit/log records.

CMT. Monitoring for ized I i devices, and software is

performed? Absolute prohibition of the use of removable media has

DP3. Detaction processes are tested? . - I . . .
e W B o7 osecton P been 1mp1ementeq in critical areas of the organization; H)
i AES. Incident alert thresholds are established? Currently, work is in progress to fully implement the
CM3. Personnel activity ssrvrnrnnilured to dcj:lect potential cybersecurity events? - principle Of least functionality by conﬁguring SyStemS tO
DP1. Roles and responsibilities for detection are well defined to ensure accountability? d 1 t l blt
m- DPA4. Event detection information is communicated to appropriats parties? provide On.y e.ssen.la capabili 1e.s, .
4. The organization improved their detection systems and
TABLEIV.  GAP ANALYSIS (IDENTIFIED GAPS) — PROTECT mechanisms as the next on the prioritized list of actions:
A) A new team has been set in motion to ensure constant
i o oSS SRR, thanogsd vk oo B 2 micro-monitoring. All personnel activity is monitored.
P e L E Incident alert thresholds are established; B) Currently, the
DS1. Data-at-rest is protected? . . . - . . .
‘ T T organization is pgorously focqsmg on improving the ?oles
Im:alemrha'r?led DS3. Assets are formally managed throughout removal, transfers, and disposition? and reSpOnSlblhtleS for deteCtlon and the tests aSSOClated
I‘;?'DT”:"’“:""“ B;‘?“T“"“:f"”;'“y“‘““"“‘“‘““? with detection processes; C) Rules are set in motion to
. Data I1s destroyed according 1o policy? . . . .
BT bl bl et aoriig Gk improve communication processes about event detection.
n s T T T T 5. Event reporting rules and related criteria are established.
. DS2. Data-in-fransi s protected? Mechanisms to contain the incidents are set in motion but
= DS5. Protschions agaist daka (eake 2rs implemenied? are not fully implemented. Methods to manage public
= AC4. Ace issi nd izations d, i ing the princi of . . .
(BRI (oaci niviage and separaton of dutles? ¢ prerles relations are improved and established across several
:Earggggnwg"r;;r‘isygm determined, documented, implemented, and reviewed in Secti()ns in the organization.

TABLEV.  GAP ANALYSIS (IDENTIFIED GAPS) — RESPOND D. Pre-investment vs Post-investment
m Pre- and post-investment cybersecurity assessments are
'al . . . . . . .
- e compared using ITCF’s built-in comparative analysis plugin.

€O2. Events are reported consistent with establisned crieria? These comparative analyses are shown in figures below.

TABLE VI GAP ANALYSIS (IDENTIFIED GAPS) —RECOVER

Partiall - :
7
nplemented - CO1. Public relations are managed?
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Fig. 14. Positive investment reflection across all domains

Organizations can use the above data analytics capability to
estimate return on investments. Currently, our team is also
developing the capability to perform these calculations and
generate a summary of cost-benefit analysis.

E. Case-Study -2

Over the last decade, there have been many highly
publicized insider cyber & physical attacks against critical
infrastructures. A number of these attacks included critical
water infrastructure, such as treatment and distribution
plants[15, 16]. Analysis of these case-studies provides valuable
insight into the security defenses that are needed to prevent
insider and other complex cyber-attacks.

Description of this case-study: Between March and April of
2001, a third-party utility contractor carried out an insider
attack on his employers that caused over 200,000 gallons of
sewage water to spill. While employed, he worked on a team to
install SCADA radio-controlled sewage equipment at the water
treatment plant. Towards the end of the project, he left his job
over some disagreements with his employer. Even though his
employment was terminated, the third-party contractor’s
credentials and access to the plant’s critical control systems
were not revoked. He still had access to these critical systems
and was able to issue radio commands to disable the alarms at
four pumping stations and spoof the network address. Through
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those exploits, he executed a cyber-attack that caused a physical
impact. Forensic analysis of the attack, suggests that the third-
party contractor could exploit vulnerable SCADA systems and
issue malicious commands without any actionable alarms or
monitoring. The utility lacked basic cybersecurity policies,
procedures and systems to prevent such an attack. Notable
among them, and included in the ICTF, the water treatment
plant’s control systems lacked basic access controls defined in
NIST SP 800-53 [17]. The attack on the water utility may have
been prevented if the utility had conducted an ICTF assessment
and implemented even a basic level of its recommend controls
found in [15, 18].

Based on the brief analysis on the incident, the illustrative
organization in case-study-2 is modified to include the
vulnerabilities identified in the water treatment plant. Changes
to the organization posture from case-study-2 include:

e Identify: Asset management is partially implemented;
minimal to no risk assessment principles are in place — lack
of documented threats and vulnerabilities; the organization
has minimal monitoring methods of the partners

Protect: Access control management is poorly
implemented. There are critical gaps in managing remote
access, lack of network segregation; employees are trained
periodically; data security measures are implemented; does
not have strong configuration management systems;
remote maintenance measures are not up-to-date

Detect: Continuous monitoring measures are partially
implemented; detection processes are poorly implemented,
and they are not updated periodically.

Respond: Overall, the organization has well-defined
response plans, but it lacks forensic methods, incident
containment and mitigation measures.

Recover: All processes are up-to-date — no gaps are found.

F. ITCF Evaluation: Results

An ICTF assessment is performed for the above fictitious
organization that may emulate the cybersecurity posture of the

water treatment plant.
Protect

Recover

Mean Line

[ Fuly implemented [l Largely implemented [l Partially implemented [Jl] Not Implemented

Fig. 15. Summary of the organization’s cybersecurity posture and gaps

It is evident that the organization has gaps and those gaps are
further detailed in Fig. 15 and in Table-VII — XI. The



organization’s management could decide the path to direct their
investments towards turning some of the partially implemented
and not implemented areas to largely implemented or fully
implemented.

TABLE VII.  GAP ANALYSIS (IDENTIFIED GAPS) — IDENTIFY

AM1. Are physical devices and systems within the organization inventoried?
RA4. Potential business impacts and likelihoods are identified?

RM1. Risk processes are bl and agreed to by arganization
stakeholders

AM3. Are organization's communication and data flows mapped?

RAB. Risk are identified and

RM2. Organization Risk r
by organization stakeholders?

AMS5, Critical Cyber Assets and resources (e.g., hardware, devices, data, and software) are
prioritized based on their classification, criticality, and business value?

RM3. Determination of risk tolerance is informed by its role in critical infrastructure and by
sector specific risk analysis?

SC3. Suppliers and partners are required by contract to implement appropriate measures
designed to meet the objectives of the Information Security program or Cyber Supply Chain
Risk Management Plan?

SC4. Suppliers and partners are monitored to confirm that they have satisfied their obligations
as required. Reviews of audits, summaries of test results, or other equivalent evaluations of
suppliers/providers are conducted?

RA1. Asset vulnerabilities are identified and documented?

RA2. Threat and vulnerability information is received from information sharing forums and
Not sources?

Implemented
RA3. Both internal and external threats, are identified and documented?
RAS. Threats, vulnerabilities, likelihoods, and their impacts are used to determine risk?

are established, and agreed upon

Partially
Implemented

TABLE VIII.  GAP ANALYSIS (IDENTIFIED GAPS) — PROTECT

n AC2, Physical access to organization assets is managed and protected?
IPG Data is destroyed according to policy?
PT2. media is p
Partially MA1. Maintenance and repair of organizational assets is performed and logged in a timely
Implemented ‘manner, with approved and controlled tools?
MA2. Remote maintenance of organizational assets is approved, logged, and performed in a
manner that prevents unauthorized access?

Not IP1. A baseline configuration of organization information technology/industrial control systems
Implemented is created and maintained incorporating appropriate security principles (e.g. concept of least
functionality)?
IP7. Protection processes are continuously improved?
AC4. Access permissions and are managed,
least privilege and separation of duties?
IP3. Configuration change control processes are in place?

PT1. Auditllog recards are determined, documented, implemented, and reviewed in
accordance with policy?

and its use

according to policy?

PT3. The principle of least i is incorp by systems to provide only
essential capabilities?

AC1. Identities and credentials are issued, managed, revoked, and audited for authorized
devices, users, and processes?

ACS. Network integrity is i ing network segregati
OT assets?

AC3. Remote access to critical cyber assets is managed?

ACB. Identities are verified and bound to credentials, and asserted in interactions when
appropriate?

between critical IT and

the principles of

TABLE IX.

CM1. The network is monitored to detect potential cybersecurity events?

GAP ANALYSIS (IDENTIFIED GAPS) — DETECT

CM7. personnel, devices, and software is
performed?

DP3. Detection processes are tested?

DP5. Detection p are impi ?

AES. Incident alert thresholds are established?
CM3. Personnel activity is monitored to detect potential cybersecurity events?
DP2. Detection activities comply with all applicable requirements?
‘CMB8. Vulnerability scans are performed?
n DP1. Roles and responsibilities for detection are well defined to ensure accountability?
‘CM2. The physical enviranment is monitored to detect potential cybersecurity events?

Not CM4. Malicious code is detected?
Implemented CMS. Unauthorized mobile code is detected?

n CM6. External service provider activity is monitored to detect potential cybersecurity events?

TABLE X.

GAP ANALYSIS (IDENTIFIED GAPS) — RESPOND

Partially
Implemented

n Mi1. Incidents are contained?
E20 Miz. incidents are mitigated?
n AN3. Forensics are performed?

G. Post Investment Cybersecurity Assessment

o Identify: A team is set in motion to inventory, manage all
the assets, to identify associated threats, vulnerabilities and
risks; monitoring methods are implemented over partners.

e Protect: As the organization identified that the lack of
strong access control was the biggest security gap, large
investments are directed towards improving these
mechanisms; next, the organization focused on improving
the configuration management methods; maintenance
procedures are now updated periodically and as needed

e Detect: Physical, network, personnel monitoring systems
are implemented; roles and responsibilities and detection
processes are implemented and updated periodically;

e Respond: Incident containment, mitigation methods are
highly improved; the organization’s next goal is to improve
forensics but not implemented at current state.

H. Pre-investment vs Post-investment

Pre- and post-investment cybersecurity assessments are compared
using ITCF’s built-in comparative analysis plugin. These comparative
analyses are shown in figures below.

dentity | _Go% | 779 Jisentry ) | 5% |
[om 5[ 5o | 7o [oest ~| 6m |
o
e [ % |

Fig. 17. Improvement in Cybersecurity posture in Respond, Recover
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Fig. 18. Positive investment reflection across all domains



V.

Insider cyber-physical threats will continue to be a major challenge
for organizations. The case studies of insider cyber-attacks suggest
that organizations with mature, proactive insider threat programs are
better positioned to identify, deter, detect, and mitigate insider threats
before they are able to cause serious harm [19].

This paper helped validate and verify the effectiveness of the
Insider Threat Cybersecurity Framework (ITCF) webtool and
methodology can help defend against these complex, non-linear and
evolving cyber-physical threats. Applying ITCF to two case-studies
further demonstrated the efficacy of ITCF’s approach to combating
insider cyber-physical threats and realizing cybersecurity risk
management goals for critical infrastructure organizations. Effective
cybersecurity is often not a single solution, but a continuous process
that requires a holistic, agile approach. ITCF provides a webtool,
methodology and various features to help organizations realize their
cybersecurity goals and combat cyber-physical insider threats. ICTF
features include but are not limited to: an easy-to-use rapid assessment
tool to perform an insider threat self-assessment; determines the
current insider threat cybersecurity posture; defines investment-based
goals to achieve a target state; and, finally, connects the cybersecurity
posture with business processes, functions, and continuity.

The ITCF also comprehensively addresses technical indicators of
insider threat and cybersecurity risk in accordance with NIST guidance
and federal legislation. Robust insider threat programs require
collaboration between and among many disparate information sources.
Future research will be focused on expansion of the Identify, Protect,
Defend, Respond and Recover domains to include additional
organizational factors which can contribute to a comprehensive risk
management strategy. Organizational factors such as task difficulty,
time and budget constraints, and lack of career advancements [20] are
identified as key contributors to actions perpetrated by a malicious or
unintentional insider. These workplace characteristics influence a
variety of things including employee morale, job satisfaction, and
safety culture. The integration of human factors into the ITCF will
provide an improved tool for organizations to leverage when
developing a defense-in-depth security posture against insider and
other complex cyber-physical threats. As showed, an advantage of
ITCF over other existing frameworks [21] is that the ITCF follows
NIST cybersecurity framework to meet EO 13800, addresses both
policy level and systems level cybersecurity challenges, and provides
an easy-to-use interactive webtool. Future work would focus on
performing ITCF assessments on real facilities that may lead to the
development of further case studies that focuses on specific
organizational type. Lessons learned from those assessment as well as
other existing frameworks [21] will be used to further improve the
ITCF webtool.

CONCLUSION
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APPENDIX

Below are a representative sample of questions from the ITCF in the Protect
domain.

MIL1:

Are identities and credentials issued, managed, revoked, and audited for
authorized devices, users, and processes?

Is Physical access to organization assets managed and protected?

Is data-at-rest protected?

Is data-in-transit protected?

Are protections against data leaks implemented?

MIL2:

Do priveliged users understand roles and responsibilities?

Are assets formally managed throughout removal, transfers, and disposition?
Is there adequate capacity to ensure availability is maintained?

MIL3:

Is the principle of least functionality incorporated by configuring systems to
provide only essential capabilities?

Are access permissions and authorizations managed, incorporating the
principles of least privilege and separation of duties?

Are audit/log records determined, documented, implemented, and reviewed in
accordance with policy?



