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Abstract—In the era of emerging Smart Built Environments
(SBEs), a smart house, unlike regular houses with static “compo-
nents”, consists of numerous interconnected and often actuated
devices, capable of executing tasks independent of user super-
vision. Living in such a SBE, where for example, the furniture
can rearrange itself, and the doors open and close of their own
volition, may be difficult and unpredictable. Furthermore, cyber-
security attacks and intrusion could allow attackers to assume
control of the SBE, damage its components and to potentially
harm its inhabitants. Such novel characteristics of SBEs present
developers with several unique challenges with regards to imple-
menting the needed safety and security measures and protocols
that go along with them. With such environments, therefore, there
is a need for a system that is capable of monitoring user activities
in real-time, identifying the safety and security hazards to users in
their immediate local context, warning users of these hazards, and
perhaps even taking preventative and mitigative action against
the hazards that it identified. In this paper, we survey some
of these challenges and explore the design and implementation
of a system designed around the safety and security of SBE
inhabitants. We propose an approach to modeling SBE safety
that combines the three laws of robotics and the swarm behavior
model. We also present a preliminary prototype and discuss a
case study.

Index Terms—Internet of Things, Smart Built Environment,
safety, security

I. INTRODUCTION

A Smart Built Environment (SBE), like a smart house,

augments the traditional home by adapting new technology

into the existing patterns of use to provide a rich computa-

tional and communication infrastructure that provides services

to its inhabitants. This infrastructure includes smart things,

devices and sensors that can not only observe the physical

environment, but also interact with the environment and its

inhabitants in novel ways. However, the physical and social

structures within a home are subject to continuous change that

creates the need for reconfigurable spaces within the SBE.

The concept of Internet of Things (IoT) describes the

pervasive presence of things or objects which use a unique

addressing scheme to interact with each other and cooperate

with their neighbors to reach common goals. These physical

objects have a social existence that could be supported through

the IoT. Designing and deploying IoT into the SBEs provides

infrastructure capacities that can change how SBEs behave and

how users interact with them. IoT-enhanced SBEs can improve

the lives of individuals, groups, and the broader community by

enabling mobile, actuated, flexible and collaborative spaces.

For example, a reconfigurable space requires reconfigurable

objects (furniture, walls, lights, etc.) to adjust to changing

floor plans and room sizes. This is something that can be

accommodated by an SBE. While this has been an ongoing

trend for office spaces, it is now becoming more relevant for

residential spaces as well, especially for smaller apartments

and houses. Residential SBEs could include reconfigurable

social spaces for dining, entertainment or other activities. A

major challenge then, is incorporating this spatial and func-

tional reconfigurability within SBEs while supporting security

and safety.

When multiple devices in the same space become a part of a

network of connected devices, several issues that could affect

user safety begin to arise. Almost everything within the SBE

could be a smart device, from faucets to stoves to doors and

windows. Because of the sheer number of devices that can act

independently, there exists the very real possibility of actuators

activating in such a way that they put the SBE inhabitants in

harm’s way. Clearly, there is a need to ensure the prevention

of such situations in a proactive and predictive fashion. The

SBE infrastructure should be designed in a way to restrict

certain actions from occurring within the house under the right

circumstances. The main problem then, is to determine how to

effectively use IoT to detect safety hazards before they occur

and enforce safety rules to preemptively mitigate any damage

they might cause, thereby, creating a much safer environment

for the occupants.

A potential solution to this problem is to use biologically-

inspired computation techniques. These techniques use ani-

mal behavior, communication methods, family structure and
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features for inspiration, as similar features are often needed or

observed by computing and networking systems in the physical

world [1]. An example of this is the use of swarm intelligence

for biologically-inspired computation [2]. In the context of the

SBE (or smart home) we can provide ambient assisted living

(AAL) while applying bio-inspired computing to leverage

available information and communication technologies, for

example to help seniors benefit from independent living [3].

We can go beyond computing and communication to lever-

age smart materials [4] and ecosystem biomimicry for design

of SBEs [5]. While there has been significant recent interest

in biologically-inspired security [6], the related safety efforts

are limited. In the following sections we discuss some of the

challenges, related work as well as recent biologically inspired

approaches towards security and safety.

II. RELATED WORK

A. Safety

One of the major challenges when supporting safety is the

process of getting, processing, and returning data quickly and

efficiently. Since SBEs incorporate multiple devices, a single

second can mean the difference between the prevention or

the occurrence of a devastating safety hazard. When trying to

keep the user safe, these systems must be designed in such a

way that the time between sending data, processing the data,

and returning a mitigative action is minimal. This not only

concerns the backend side of the system, but also the physical

world where the data is coming from. The real-time constraints

and requirements of deeply embedded devices with limited

resources can be addressed by virtualization [7]

A malfunctioning sensor could cause a failure in data

transmission, which could potentially result in harm to the

users. Similarly, the accuracy of the collected data is very

important. If data collected by sensors is frequently inaccurate,

then the actuator devices within the SBE could activate at

inappropriate times, or not at all. There is a much broader

context of building safer built and urban environments [8]

where IoT-based solutions must be integrated on a larger scale.

Designing the SBE infrastructure to support safety poses de-

velopers with a significant challenge. This is because doing so

requires a considerable knowledge of the components present

within SBE, as well as the knowledge of how to process the

data received from these devices. To keep inhabitants safe

in a largely-automated environment, there need to be clearly

established rules that the smart home can abide by to determine

whether it is safe for a certain action to be performed at any

given time. This requires the collection of a significant amount

of data, and an expansive set of rules, to evaluate whether a

safety threshold is broken. The processing of all this data in

a timely manner is paramount to keeping the user safe. We

need simulation and modeling tools that can inform the design

process and evaluate IoT-based systems [9].

Household members interactions are expressed through se-

quences of practical actions. Those sequences identify do-

mestic routines and communication characteristics that form

a locally produced system of communication. Such commu-

nications must be considered for design and the deployment

of new computing devices and applications in the home [10].

Usability of end-user composition interfaces for SBEs play an

important role in safety consideration. Some of the factors

include predictability of composition model, readability of

composition representation, overview and means for planning

compositions, and attractiveness and desirability [11]. When

dealing with smart things like smart appliances, usefulness is

the strongest predictor for the intention to use. However, the

emotional response of the inhabitant user is also an important

explanatory variable [12]. These indicators can be used to

inform the safety features.

An example of a biologically-inspired approach is a dy-

namic stereo vision sensor can be integrated into an alarm,

security, and monitoring system for the seamless analysis

and tracking of elderly persons’ behavior at home. This real-

time information can be utilized towards incident detection

(e.g., fall detection), and instantaneous alarming the concerned

parties [13]. Another example includes telehealth services

[14].

B. Security

The IoT-based infrastructure for SBEs has requirements that

are not directly supported by the Internet. A huge number

of devices and resources connected to the Internet form the

Internet of Things (IoT). Those devices and resources can be

grouped together to create new self-regulating IoT applications

such as SBE [15]. Such grouping of devices and resources

(things) is more general and complex due to specific chal-

lenges. Those challenges include “heterogeneity of devices,
diversity of protocols, variety or none established standards,
self- manageability, self-organization, dynamic architectures,
mobility, intermittent availability, distributed computing, se-
curity and privacy” [16]. Future Internet of Things (FIoT) is

emerging concept that indicates development and inclusion of

new techniques into IoT. An overview of IoT and FIoT, the use

of computational intelligence to FIoT and swarm optimization

inspired intelligent data management framework [17].

IoT security solutions must support different IoT platforms

and large number device and resources, as well as the interac-

tions that take place between devices and users. In doing so,

protecting user privacy is essential since personal information,

including preferences, actions, pattern of behaviors, will be

used to customize user interactions with IoT-enabled systems.

IoT implementations must include mechanisms that protect

and monitor personal data, both locally (devices, services) and

in the cloud. Some of the threats and concerns for security and

privacy arising from IoT services, as well as approaches to

solve these security and privacy issues in the industrial field,

are described in [18].

Due to the distributed nature of IoT-based systems, security

mechanisms are usually decentralized, However, with the

proliferation of IoT systems there is an increased risk of

security attacks that can have very serious consequences, for

example, safety violations and physical injuries to inhabitants
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in SBEs. Humans beings and animals have developed many

natural forms of protection for survival. Those biological

instincts and predispositions can be replicated and applied to

cyber security systems to enhance a system’s resilience in

the face of an attack [19]. Therefore, there are similarities

between the biological phenomenons and the operations of the

IoT systems that can be used to develop biologically inspired

models for security mechanisms for IoT-based systems. Var-

ious biologically-inspired approaches to security in IoT and

significant findings, as well as a brief illustration of research

gap for various robust and computationally efficient security

techniques in IoT is provided in [20].

There are many routing algorithms for efficient communi-

cations within wireless networks and IoT. It is possible to

investigate of biological systems, such as ant colonies, to

improve the route selection mechanisms in such networks.

An example of such approach is EICAntS (Efficient IoT

Communications based on Ant System) [21]. Existing service

discovery and selection approaches rely mostly on centralized

architectures. However, such approaches do not work well

for the IoT-based systems. Biologically-inspired computing

paradigms have emerged due to their inherent capability to

operate without any central control and thus work well when

decentralization of decision-making is necessary, An example

of such an approach is the biologically-inspired Response

Threshold Model [22]. Many cybersecurity projects can benefit

from implementing different nature-inspired solutions [6].

III. APPROACH

While there is an emerging emphasis on IoT security,

the safety aspects are not yet addressed at the same level.

Therefore, in the proposed approach we start with the safety

requirements and then describe the corresponding security

implications. Without proper security, the safety of an IoT-

based SBE cannot be guaranteed.

A. Safety

Merriam-Webster dictionary defines safety as “the condition
of being safe from undergoing or causing hurt, injury, or los”

as well as “a device (as on a weapon or a machine) designed
to prevent inadvertent or hazardous operation”. The safety

related factors can act on different time scales:

• Short-term: a movement of a automated door can result

in almost instantaneous injury.

• Medium-term: a build of carbon monoxide could, over a

period of time, result in a serious health issues or death.

• Long-term: an elevated presence of radon can over time

result in lung cancer.

The safety requirements apply not only to the inhabitants

but also to the SBE they live in. Due to mobility and

reconfigurability of SBE components, it is possible to cause

damage to the SBE.

Here we consider the three laws of robotics created by Isaac

Asimov and their modifications [23]:

1) A robot may not injure a human being or, through
inaction, allow a human being to come to harm.

Fig. 1. An illustration of the swarm behavior model and three laws of SBE
safety. The SBE navigates in the SBE state space avoiding inhabitants (the
first law). A request from an inhabitant can change the SBE trajectory as
long as all inhabitants are avoided (the second law). The SBE must avoid
prohibited areas in the SBE state space unless to avoid inhabitants (the third
law). The position and shape of the SBE in the SBE state space changes over
time (e.g., from t1 to t2) reflecting the change in the SBE configuration.

2) A robot must obey orders given it by human beings
except where such orders would conflict with the First
Law.

3) A robot must protect its own existence as long as such
protection does not conflict with the First or Second Law.

In that context an SBE is a distributed robotics system and

the three laws of SBE safety can be formulated as:

1) An SBE may not injure an inhabitant or, through inac-

tion, allow an inhabitant to come to harm.

2) An SBE must obey viable service requests given it by

inhabitants except where such orders would conflict with

the First Law.

3) An SBE must protect its own existence as long as such

protection does not conflict with the First or Second

Law.

As with the laws of robotics, in a general case, an inhabitant

can intentionally damage or destroy the SBE without harming

inhabitants. Therefore, the SBE designers must include some

protection mechanisms that define what is a viable service

request given the SBE state.

Fundamentally, these laws can be viewed as obstacle avoid-

ance requirements in the SBE state space (includes spa-

tial, temporal, environmental and other attributes/dimensions).

SBEs are distributed, “multi-robotics” systems with au-

tonomous mobile components. Mobile robotics can be applied

to create automated, self-moving furniture components that

can be controlled, coordinated and configured based on the

actions taking place in SBEs [24]. An example of a self-

reconfiguring modular robotic system are Roombots that can

move in their environment and that change shape and func-

tionality during the day [25].

We can use swarm behavior as a biologically inspired

model. Such behaviors are demonstrated by flocks of birds,

schools of fish, and swarms of insects have been used for
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distributed network of mobile sensor platforms [26] and can

be used for SBEs. The combination of three laws of SBE

safety with swarm behavior model provide a foundation for

the SBE safety, as illustrated in Figure 1.

The first law of SBE safety essentially considers a human

being as an obstacle that needs to be avoided in the real-

time in the SBE state space. For that, the SBE needs to

track all human beings within its reach when performing

autonomous actions or maintenance. The tracking is based on

human traits, particularly the static, intrinsic traits, that are

the “ground truth” that can be used to determine occupancy

and location [27]. A robot control framework can be based on

biological data (spinal-cord stimulation in frogs) and human

behavior to empirically describes how human beings avoid

obstacles [28].

The second law of SBE safety means that the SBE must

provide requested services to inhabitants as long as meeting

the requests does not violate the first law for any inhabitant.

That means that the SBE must avoid multiple obstacles in the

SBE state space.

The third law of SBE safety means that the SBE must

avoid damaging its infrastructure (e.g., a collision between

two mobile components) as long as it does not conflict with

the first or second law. The same swarm behavior model can

be used [26] for requested SBE services while providing safe

separation between SBE components.

The real-time obstacles (inhabitants, SBE damage) avoid-

ance in the SBE state space is achieved by adjusting the

trajectory using the swarm model that also results in the

change of the SBE shape. The examples of shape change

include physical attributes (re-arranging mobile components),

environmental attributes (air quality), and others.

There are three basic controlling behaviors describing

swarm particles movements [26] in the swarm model, separa-

tion, alignments, and cohesion. Separation describes avoiding

collisions with nearby particles. Alignment describes matching

velocity with nearby particles. Cohesion describes staying

close to nearby particles. As a consequence, the swarm for-

mation remains stable even in a dynamic environment.

B. Security

This model of SBE safety depends on the ability to con-

tinuously, reliably and accurately collect and process data and

control its components. Any security breach can interfere with

the SBE’s ability to follow the three laws. In Section I IoT was

identified as the enabling technology for SBE infrastructure.

IoT security is an emerging discipline that must take into ac-

count all components, including people, infrastructure, things,

processes, and data. There are several layers of IoT security,

including firewalls, intrusion detection systems, policies, the

rules, regulations, and procedures (remote access, physical se-

curity, password policies, education, training, and awareness).

We need to reexamine the whole idea of security and leverage

the biologically-inspired approach, as described in Section II.

Securing IoT is different from traditional security due

to additional challenges such as social engineering attack

or inferring information (also compromising privacy). Fur-

thermore, manufacturers often release new devices, without

proper testing so many have critical flaws. It is imperative

to test for vulnerabilities and consider security risk before

SBE implementation. Designing IoT security must include

confidentiality, integrity and availability as first principles.

Confidentiality means that the data should not be accessible to

anyone without appropriate permissions. Integrity means that

the code should be stable and not mutable to anyone without

appropriate permissions. Availability means that the device

should be available to anyone with appropriate permissions.

C. Performance

The SBE safety performance can be measured. Some of the

swarm performance metrics proposed in literature [26] use

connectivity and coverage efficiency. Connectivity describes

swarm particle separation distance and coverage efficiency

describes the ability of a swarm to efficiently cover a region.

One of the critical underlying factors determining the overall

safety characteristics and performance are the characteristics

of the SBE communication infrastructure. Network latency and

its variability (jitter) introduce uncertainty in the timing of the

collected data samples and the performed actions. In terms of

the SBE state space, latency increases the effective volume of

obstacles thus reducing the operating envelope of the SBE. If

latency is large enough, the SBE will no longer provide safety.

In terms of the swarm model, the swarm particles have reduced

ability to maintain separation, alignments, and cohesion thus

diminishing connectivity and coverage efficiency.

IV. PROTOTYPE SBE SAFETY TESTBED

Implementing an IoT-based SBE involves interconnecting

a variety of devices, some of which with limited resources,

through a communication network. Those devices rely on

some communication protocol to exchange messages over the

network. Different IoT applications tend to have different

safety requirements, which in turn imply different QoS re-

quirements that need to be met by the communicating devices.

Several lightweight communication protocols are used in IoT-

based systems, such as MQTT Protocol and the Constrained

Application (CoAP) Protocol [29].

We describe a proof-of-the concept SBE safety testbed that

can used to design and model SBEs as well as to test the

actual systems. We use the MQTT protocol as representative

communication protocol for the IoT systems. However, other

protocols can be used instead.

We created an example that models SBE safety in a sim-

ulated small physical environment, a kitchen (Figure 2 top).

The example is based on an SBE prototype currently under de-

velopment. Figure 3 shows the previous version of the kitchen

module. The SBE system (swarm) contains several SBE

components (swarm particles) that includes various sensors

and actuators installed in individual components (represented

as circles). The SBE components (sensors and actuators) are

modeled using Node-RED [30] (Figure 2 bottom).
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Fig. 2. Top: A proof-of-the concept implementation of the SBE safety testbed.
The MQTT Broker provides support for security and Quality of Service
requirements. The Safety Module monitors the messages and updates the
state space information accordingly. The latency control allows the Safety
Module to control network characteristics by introducing additional delay in
the MQTT Broker. The safety metrics determine the corrective actions of the
Safety Module. Bottom: An example of a Node-RED configuration for the
kitchen module simulation.

Fig. 3. A previous version of the SBE’s kitchen module. Cabinet doors in
different configurations.

The sensors provide data to the MQTT Broker about the

state of the environment and its users [31]. The actuators will

respond to messages from the MQTT broker and affect the

state of the environment to provide services to inhabitants or

to react to safety hazards. In the case of an actual SBE, the

SBE components communicate using MQTT protocol.

In Node-RED, multiple sensors were implemented, includ-

ing inhabitant position trackers and a sensor to detect the state

of the SBE components. These sensors publish data about their

state to the MQTT Broker just like physical sensors in the

house would. A few actuators were also implemented in Node-

RED. These included actuators to halt and alter the motion of

moving SBE components, such as opening/closing of warmer

drawer, cabinets and refrigerator doors.

The MQTT Broker receives messages that are published to it

and passes the messages on to any devices that are subscribed

to the topic of the message. It uses a publish/subscribe model

that provides for authentication and security.

The Safety Module (a rule engine) contains all the logic of

the safety rules that the SBE enforces. The logic for the Safety

Module is based primarily around the three laws of SBE safety

and can easily be expanded upon, i.e., new rules and hazard

conditions can easily be added and safety measures updated.

The Safety Module subscribes to all the sensor data topics

on the MQTT Broker. When it receives a message containing

new sensor data, the Safety Module updates the state space

information, which represents the state of the environment, and

checks for any safety violations. If it detects such violation, the

Safety Module will publish the corrective action (message) to

the MQTT Broker. That message is intended to be consumed

by an actuator that will fix the safety violation.

For example, if the Safety Module receives a message that a

moving inhabitant has been detected, while SBE components

are moving in the same space, it would identify this as a

hazard condition and publish a warning message to the broker.

The MQTT Broker will pass on this message to the actuators

that subscribe to it, which cause the moving SBE components

to cease their activity, until the space is clear of the human

inhabitant.

With the MQTT Broker on the same computer or local

network, the latency introduced by the MQTT infrastructure

is small, 2-3 ms, thus having minimal effect on the safety

performance. However, in real-world SBE system that are

cloud based, the latency is much higher. We tested the latency

using a cloud based implementation, which gave us insight into

the kind of response time threshold that we would require for

the system to be effective. We performed our latency testing

by having sensors in Node-RED publish a timestamped start

value to the broker. The Rule Engine then subscribed to this

topic and published a message back to the broker under a

different topic name.

These messages from the Safety Module were subscribed

to a local actuator via Node-RED. This actuator client then

obtained the difference between the original timestamp value

from the publishing sensor and the current time, upon receipt

of the message from the Safety Module, to get the overall

latency of one message through the system. The average

latency was around 400ms. However, we also noted a rather

high variance (jitter) in these values; they ranged from un-

der 200ms to 1000ms. This significantly reduced the safety

margins. As a consequence, we added the latency control to

the Safety Module used to introduce additional latency in the

MQTT Broker thus changing the effective communications
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performance. That allows for testing various network scenarios

in terms of latency and jitter for individual SBE components

and message types.

In this example the state space was limited to the spatial

attributes (and time). That allows the direct use of the results

from [26] to determine connectivity and coverage efficiency

for different network scenarios and different scenarios of SBE

use by the inhabitants.

V. CONCLUSION

We presented challenges faced by IoT-based SBEs related

to the design and implementation of a system designed around

the safety and security of SBE inhabitants. While there is an

emerging emphasis on IoT security, the safety aspects are not

yet addressed at the same level. We proposed an approach to

modeling SBE safety that combines the three laws of robotics

and the swarm behavior model. Safety is maintained by the

real-time obstacle (inhabitants, SBE damage) avoidance in the

SBE state space by adjusting the trajectory and the shape of

the SBE in the state space. A preliminary, proof-of-the-concept

implementation is described. The future work will focus on

formalizing the proposed model to support more general SBE

state space for a SBE safety and security testbed that can

inform the design of an SBE with fully functional safety and

security features. The ongoing SBE development will provide

ground truth and allow for iterative improvements of the SBE

testbed based on real-world testing.
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