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Abstract—In the last decade, mobile ad hoc networks
(MANETSs) have emerged as a major next generation wireless
networking technology. However, MANETs are vulnerable to
various attacks at all layers, including in particular the network
layer, because the design of most MANET routing protocols
assumes that there is no malicious intruder node in the netwdé.

In this paper, we present a survey of the main types of attack
at the network layer, and we then review intrusion detection
and protection mechanisms that have been proposed in the
literature. We classify these mechanisms as either point dection
algorithms that deal with a single type of attack, or as intrusion
detection systems (IDSs) that can deal with a range of attask
A comparison of the proposed protection mechanisms is also
included in this paper. Finally, we identify areas where futher
research could focus. Fig. 1. Ad hoc architecture using IEEE 802.11 IBSS

Index Terms—Intrusion detection and prevention, mobile ad
hoc networks, network layer attacks, securing ad hoc netwdss.

offsite, or during an offsite meeting. Researchers are also
. INTRODUCTION investigating the technicalities of application scensirior

The concept of mobile wireless devices working togeth®8ANETs in commercial areas. For example, MANETs can
was proposed in the 1990s, since when a significant amo@t used in communication dispatch systems for taxis in a
of research has been conducted on mobile ad hoc netwoi®4n to inform individual taxis about passenger pickupsifeo
(MANETS). The IETF established the Mobile Ad hoc Netdirections, weather conditions etc. Finally, they can dso
works Working Group [1] in 1997, with the aim of stan-Used in personal networking: for example, PDAs, notepads,
dardizing routing protocols for MANETs. They developednd cell phones can form an ad hoc network to communicate
two standard track routing protocol specifications, namefd achieve other networking capabilities using IEEE 802.1
the reactive and proactive MANET protocols. Another IETF Noting these wider applications of MANETS, much research
working group, called Ad Hoc Networks Autoconfiguratiorhas been conducted since 1990 on various aspects such as
(autoconf) [2], had as its main aim considering the issugguting, security, quality of service, IP addressing, fiplgtac-
in the addressing model for ad hoc networks. MANETs ugess, and management of these networks. A significant part of
IEEE 802.11 architecture components as described in [3]. T#e research work has focused on providing security sesvice
Basic Service Set (BSS) defines an architecture in which #r MANETS, because security is the main obstacle for the
stations can communicate between themselves using IE®Eespread adoption of MANET applications. MANETSs are
802.11 wireless LAN technology. A BSS consists of an accegglnerable in their functionality: intruders can compremthe
point (AP) and all the stations associated with it. Figure @peration of the network by attacking at any of the physical,
shows the alternative ad hoc network architecture using tNAC or network layers. The network layer, especially the
IEEE 802.11 independent basic service set (IBSS). In thiguting protocol, is vulnerable because of the use of ceoper
mode no access point is required, and nodes communicat@live routing algorithms, the limited computational aiilof
a distributed peer-to-peer manner. The minimum requirémdipdes, the exhaustible node batteries, a lack of clearlpeffi
for IBSS operation is that two nodes be within radio range @hysical network boundary and the transient nature of sesvi
each other. in the network. Standard information security measures suc

MANETs have wide applications in various fields. Foms encryption and authentication do not provide complete
example, they have been used in a military context since tpeotection, and, therefore, intrusion detection and prtwa
1970s to ensure the timely flow of information and commar(@DP) mechanisms are widely used to secure MANETS.
in battle, contributing to the success of a mission. Givairth  IDP systems have been used for the last three decades as
desirable characteristic of fast and easy deployment, MANEone of the main layers of security in organizational netvgork
are also ideal for establishing communication networks amksearch in this area started with Anderson’s paper [4] in
providing rescue services following natural disastershsag 1980. Since then, a significant number of intrusion detactio
earthquakes or floods. Another major application of MANETsystem prototypes and proposals have been published, 92 of
is on-the-fly collaborative computing outside an office erwhich have been recorded by Sobirey [5]. The authors in [6][7
vironment, for example during fieldwork, in a team projegbresented a comprehensive taxonomy of intrusion detection



systems (IDSs) for fixed networks, and classified existirgy scalable architecture based on cross-layer design tatdete
IDS proposals. Although the networking technology hasesinthese attacks effectively. [15] surveyed and classifiedsIiS
evolved and the networking paradigm has shifted from fixddANETS based on their architecture and the addressed type
to wireless networks in the last decade, intrusion detectiof attack. A number of mechanisms for detecting black hole
and prevention is still considered as one of the basic layetacks were reviewed in [16]. Our paper extends all the abov
of defence. Indeed, in infrastructure-less wireless neka/o work and draws on the significant amount of research that has
such as MANETs where network firewall implementation iseen conducted since these papers were published, to provid
complex, intrusion detection and prevention is now congide an up to date view of the current state of the art in MANET
as the first layer of defence [7][8]. intrusion detection. In particular, as we have noted, wesifa
Intrusion detection (ID) in MANETSs is more complex andhe defence mechanisms as either point detection algaithm
challenging than in fixed networks, because of the difficirity that deal with single types of attack, or as IDSs that dedi wit
fulfilling the requirements of IDS (namely the ability to tedt @ wide variety of attacks.
audit data from the network, and apply ID techniques to detec The rest of our paper is organized as follows. In Section
intrusion with a low rate of false positives and an effectivd we present a classification of network layer attacks and
response to intrusion) and because some characteristicghehn illustrate some of the main types. Section Ill reviews
MANETS create operational and implementation complesitiethe point detection algorithms that have been proposed to
Additional challenges for IDSs in MANETSs are as follows: secure MANETSs from specific network layer attacks. Section
« MANETSs lack concentration points where monitoringiv th.en conS|d§rs p_ropo_sals that detect a range of _attack
ypes; the section first introduces the main categories of

and audit data collection can be performed . . . .
. MANET routing protocols require nodes to cooperate ar{atrusmn detection systems, then describes the chaltenfe

act as routers, creating opportunities for attacks implementing IDSs in MANETS, and finally reviews proposed

; - . IDSs and their architectures. Finally, Section V presents a
« Due to the nodes’ mobility, the network topology is dy- : .
: . : . .summary, considers some open questions and suggests future
namic and unpredictable, making the process of intrusign -
. : research directions.
detection complicated
o IDSs in MANETs are more complex because of the

limited computational ability of most of the nodes Il. ATTACKS IN MANETS

To cover the wide range of intrusion detection and preventi?mvarlous types of network layer attacks or intrusions are

techniques in MANETS, in this paper we divide the tech-. own for MAN.ETS' In this Section we first present a clas-
sification of major network layer attacks and introduce some

niques into two categories: those that are designed to de‘rj(qividual attacks. We then illustrate some major netwasker

with a single type of attack (which we call point detectior'ginttaCkS
algorithms), and those that can identify a range of attacks, '
which we consider to be true IDSs. In addition, this paper
only considers network layer attacks. Consequently, gitien A. Classification of Network Layer Attacks
importance of security services in MANETSs and the challsnge Network layer attacks in MANETSs can be divided into two
of protecting them from different types of attacks, in thiopr main categories, namely passive attacks and active aftasks
we present a survey of network layer attacks, a criticalen@vi shown in Figure 2.
of their protection mechanisms and their classificationastp 1) Passive Attacks Passive attacks are those where the
detection algorithms or intrusion detection systems. attacker does not disturb the operation of the routing aito

A number of surveys of intrusion detection for MANETsbut attempts to seek some valuable information througfidraf
have been published. For example, [9] discussed the clgaenanalysis. This in turn can lead to the disclosure of critical
of IDSs and presented a survey of a number of IDS proposaiformation about the network or nodes such as the network
in both MANETSs and WSNSs. In [10], a description of networkopology, the location of nodes or the identity of important
layer attacks and a survey of defence mechanisms for speaifarles. Some examples of passive attacks are as follows:
attacks were given. The authors of [11] presented a surveyEavesdropping
of anomaly-based intrusion detections systems (ABID) for Because of the wireless links in MANETS, a message sent
MANETs. They compared eight ABID systems, consideringy a node can be heard by every device equipped with a
detection techniques, attack types addressed and sipnlatransceiver and within radio range, and if no encryption is
environment, and discussed the advantages and disadeantaged then the attacker can get useful information. The sende
of the proposed mechanisms. In [12] the authors presentedral receiver usually have no means of knowing that this
survey of MANET IDSs that deal with specific attacks, andttack has taken place. Although in most cases eavesdigpppin
analyzed some of the challenges of IDSs. The authors of [18] not considered to be a severe attack, it could provide
surveyed countermeasures proposed for various netwoek layital information in some scenarios and therefore reseasch
attacks, structuring their survey by attack type. In [14¢ thhave focused on minimizing it. For example in [92] the
authors presented a survey of IDSs in MANETSs and wireleasithors analyzed the risk of eavesdropping as a function of
mesh networks, mostly from the preceding four years. Thélye transmission range of the nodes and their geographical
compared IDSs based on the type of attack addressed and tHsitribution.
underlying architecture. They also suggested that IDS sieed Traffic Analysis and Location Disclosure



and all source nodes. However, a malicious node might decide
to drop these packets instead of forwarding them; this isvkno
as a data packet dropping attack, or data forwarding misbe-
haviour. In comparison to deliberately malicious behaxigu

Passive Active some cases nodes are unable to forward data packets because

they are overloaded or have low battery reserves; alteaigti
| | ?7—‘ _the nodes may be selfish, for examp_le saving their batt_ery
Cavesdropping || Locaton || Tetic Routng PSR in order to process their own operations. Packet dropping

BIEEESTE) |)| GuERTEE Dropping attacks differ from black hole and grey hole attacks (seevbel
because there is no attempt to “capture” the routes in the

network.
| ‘ ‘ ‘ Routing Attacks

Sieep I P ‘ - ‘ ‘ o ‘ Both the rea<_:tive and proactive routing protocols are vul-
Beprivadon nerable to routing attacks because they route based on the

assumption that all nodes cooperate to find the best path. Con
sequently, a malicious node can exploit the vulnerabdlité

the cooperative routing algorithms and the lack of certedli

) _ i ) control to launch routing attacks. In particular, the omdad
_Attackers can I_|sten to the traffic on erele_ss links t reactive) MANET routing protocols, such as AODV [19] and
discover the location of target nodes by analyzing the COlBsR [20] allow intruders to launch a wide variety of attacks

munication pattern, the amount of data transmitted by nodesy,q foliowing we give examples of how different intrusive

Endlt?_e lgharacte.nsncls of the transrnf|SS|on. ior ?cf{(amgla, 'activities can cause various attacks in MANETS, illustrati
attlefield scenario, a large amount of network traffic ndlyna g \uith AODV as the routing protocol.

flows to and from the headquarters. Traffic pattern analy5|sSleep Deprivation Attack

therefore allows an intruder to discover the commanding Sleep deprivation (SD) [21] is a distributed denial of seevi

nodes 'g l;he network. EV;,” if t?e.data |n."ab MESSage dhack in which an attacker interacts with the node in a
protected by encryption, traffic analysis can still be perfed ., ner that appears to be legitimate, but where the purpose

to extract some useful information. Although passive ilmacof the interaction is to keep the victim node out of its power-

do not directly affect the network’ functionality, in SOmeconserving sleep mode. In [22] the authors consider andetru

MANET application scenarios, such as military commu_nicqhat can cause SD of a node by exploiting the vulnerability of

tion: important informlation disclosure through traffic Bs&s 4 o (oute discovery process of the protocol through maliio
or simply eavesdropping could prove costly. Examples OMNOFoute request (RREQ) flooding in the following ways:

on analysis and protection against these attacks can bel founMaIicious RREQ Flooding 1: an intruder broadcasts a

in [92][17][18]. RREQ with a destination IP address that is within the network
2) Active Attacks :In active attacks, intruders launch in-address range but where the corresponding node does ot exis
trusive activities such as modifying, injecting, forginfgb- This compels all the nodes to forward this RREQ because no
ricating or dropping data or routing packets, resulting iBne will have the route for this destination IP address.
various disruptions to the network. Some of these attackspalicious RREQ Flooding 2: After broadcasting a RREQ
are caused by a single activity of an intruder and others cgf intruder does not wait for the ring traversal time, but it
be caused by a sequence of activities by colluding intrudegpntinues resending the RREQ for the same destination with
Active attacks (as compared to passive attacks) disturb igher TTL values. This is a significant denial of service

operations of the network and can be so severe that th@yack when we consider the energy constrained operations
can bring down the entire network or degrade the netwogf MANETS.

performance significantly, as in the case of denial of servic Bjack Hole Attack

attacks. Therefore, in this paper we have focused on activgntruders can exploit the vulnerability in route discovery
network layer attacks. Active attacks can be further dmd%rocedures of on-demand routing protocols, such as AODV
into malicious packet dropping attacks and routing attaeks and DSR, when a node requires a route towards the desti-
shown in Figure 2. nation. The node sends a RREQ and an intruder advertises
Malicious Packet Dropping itself as having the fresh route. By repeating this for route
A path between a source node and a destination node ineguests received from other nodes, the intruder may sdccee
MANET is established using a route discovery process. Onicebecoming part of many routes in the network. The intruder,
this has been done, the source node starts sending the daize chosen as an intermediate node, drops the packetsdnste
packet to the next node along the path; this intermediate naaf forwarding or processing them, causing a black hole (BH)
identifies the next hop node towards the destination alof23] in the network. The way the intruder initiates the black
the established path and forwards the data packet to it. Thisle attack and captures the routes may vary in different
process continues until the data packet reaches the déstinarouting protocols. For example, in AODV, the destination
node. To achieve the desired operation of a MANET, it isequence number (dest_seq) is used to represent the fssshne
important that intermediate nodes forward data packetarfgr of the route. A higher value of dest seq means a fresher

Fig. 2. Classification of network layer attacks in MANETS



route. On receiving a RREQ, an intruder can advertise its@f lIllustration of Network Layer Attacks
as having the fresher route by sending a Route Reply (RREP]
packet with a new dest_seq number larger than the curr

dest_seq number. In this way, the intruder becomes parteof

route to that destination. The severity of the attack depemd
the number of routes in the network the intruder succesy'sfugI
becomes part of.

n this subsection we illustrate the operation of some of the
jor network layer attacks that were introduced in sulisect

1) Sleep Depriviation Attack IllustrationWe start with the
eep deprivation attack defined in section II.A, using AODV
as the routing protocol as an example to illustrate in déteail

Grey Hole Attack ways this attack can be introduced in the network.

A grey hole attack (GH) [24] is a special case of the When a node needs a route towards a destination, it initiates
BH attack, in which an intruder first captures the routes, i.8 route discovery process by broadcasting a RREQ with its
becomes part of the routes in the network (as with the Beurrent destination sequence number. If an intermediatie no
attack), and then drops packets selectively. For examipte, that receives the RREQ knows the route, it unicasts a RREP
intruder may drop packets from specific source nodes, orbiack to the source node, otherwise it rebroadcasts the RREQ
may drop packets probabilistically or drop packets in somEcket. To control the dissemination of RREQs, AODV uses
other specific pattern. As we noted above, BH and GH attackg expanding ring search technique, where the source node
are different in nature from packet dropping attacks, whefigst sends a RREQ with its Time to Live (TTL) field set to
the attacker simply fails to forward packets for some reasggpme initial value, TTL_start. The source then waits for the
BH and GH attacks on the other hand comprise two tasks: tieg_traversal_time. If this time expires without receiyia
attacker first captures routes and then either drops allgtackRREP the source node may send a RREQ again with increased
(BH attack) or some packets (GH attack). TTL value. This process can be repeated until the TTL value

Rushing Attack reaches some value TTL_threshold, where TTL_threshold >

o TTL_start. Now consider Figure 3, which shows a snapshot
In order to limit the control packet overhead, an on-demang ¢ network, where circles represent nodes and the dotted

protocol only requires nodes to forward the first RREQ thahes show direct links between the nodes. Suppose that node

arrives for each rogte discovery. An attac_ker can explog ti’\,ﬁ is an intruder, and suppose it launches a SD attack using
property by spreading RREQ packets quickly throughout the. icious RREQ flooding as follows:
network to suppress any later legitimate RREQ packets. For

example, in AODV an intruder can forge and forward a rushed *
RREQ, assigning a higher source sequence (src_seq) number
to it; the intruder will also transmit the packet earlier ntha
specified in the AODV protocol (this is the sense in which it

is a “rushing” attack). This causes any later legitimate RRE

to be suppressed, and increases the probability that rthaes
include the intruder will be discovered instead of otheiidsal
routes. Hu et al. [25] first described the rushing attack, and
proposed its prevention through a set of generic mechanisms
such as secure neighbour detection, secure route delegatio

Ve generates a RREQ with a destination IP address for
some non-existent nodesy (i.e. the IP address is within
the network’s address range but the node does not exist).
Intruder s broadcasts this RREQ (we assume here that
the TTL value is sufficiently large to allow the RREQ
to propagate across the network). Figure 4 shows the
network after this initial broadcast. Nodes w; , vs and

Vg, Which are within the radio range ofwvill receive the
RREQ (the solid arrows show the RREQ flow), and check
their routing table entries for routes to the destination

f . node \ss.
and ra.ndomlzed RREQ forwarding. « Because nodesyyvvy, vs and w do not have the route
Sybil Attack for node s, they will rebroadcast the RREQ initiated by

Each node in a MANET requires a unique address to the intruder.
participate in routing, through which nodes are identified. « Nodes that receive RREQs from y vy , vs or vg will
However, in a MANET there is no central authority to verify  first check whether they have processed earlier copies of
these identities. An attacker can exploit this property sexid these requests; if not, then they will also broadcast this
control packets, for example RREQ or RREP, using different malicious RREQ further.
identities; this is known as a sybil attack (SY) [26]. This is « Since no nodes know the route for this destination node,
an impersonation attack where the intruder could use either this process continues across the network.

random identities or the identity of another node to create Figure 5 shows the state of the network after the RREQ has
confusion in the routing process, or to establish basefoles peen proadcast for three hops. The part of the network shown
other severe attack. in the figure is flooded with malicious RREQs, and eventually
In summary, we note that the motivation of intruderthe entire network will be flooded with these RREQs. Nodes
behind launching either packet dropping or routing attacksocessing these unnecessary packets drain their batéerik
is to achieve a certain goal such as denial of service (if&ence, may no longer be able to provide services in the
making certain resources or services, such as applicationgtwork.
web access, printing, or routing, unavailable to the ingehd In [27], the authors proposed neighbour supervision as a
users). In addition, other goals of intruders might includsolution to this problem. Here, the neighbours maintain a
partitioning the network, creating routing loops, discdwg priority queue of incoming RREQs and reduce the probability
valuable information, or theft of resources. of processing RREQs from a node if a high number of
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Prevention of malicious RREQ flooding [27]

incoming RREQs are received from this node. If the number
of RREQs received from a node exceeds a threshold the node
neighbours cut off the path. For example, in Figure 6 if the
number of RREQs received by the neighbours of noge v
exceeds a threshold, each neighbour ignogasd cuts off the
path. However, in some applications of MANETS, such as in
networks formed for a seminar, some nodes might reasonably
generate more data, for example if nodéssthe seminar chair.

Yet the method proposed in [27] based on a static threshold
will cut off the path of node ¥ as shown in Figure 6. Node
mobility will further degrade the performance of this apaeb;

for example if intruder yafter a few broadcasts moves and
continues the attack from another location, it can easiyasg

this protection mechanism.

2) Black Hole Attack lllustration:We now consider the
network in Figure 7 and illustrate how an intruder can launch
a black hole or grey hole attack. We suppose that noges v
and v each need routes to nodegz\vand v, respectively.
Therefore, nodesgvand v broadcast RREQs and the initial
flow of RREQs is shown in Figure 8. Now assume nogésv
an intruder and wants to capture the routes in the network to
cause either a black or grey hole attack, by using false RREP
packets in the following way:

The two RREQs from nodesgvand v will be heard by
node \, which then checks its current destination sequence
numbers for y3 and .

« Intruder s prepares RREP packets for these RREQs with
destination sequence numbers higher than the current
destination sequence number for nodesand v.

¢ Vg sends these false RREPs back to the source nagdes v
and \ as shown in Figure 9.

After receiving the false RREPS, source nodesard v will
select the route throughsysince the received RREPSs suggest
that w has the freshest routes. By repeating this process,
intruder \ can successfully capture other routes in the network
and force most of the network traffic flow through itself. Now
the intruder ¢ is in control of the network data traffic and
can drop data packets to cause either black hole or grey hole
attacks. For instance, source nodgsand 4 will send data
packets to their destination node which will reach node v
instead of forwarding these data packetg,can drop them

all, causing a black hole attack as shown in Figure 10.

3) Grey Hole lllustration : Figure 11 shows an example of
a grey hole attack, where intrudeg decides to drop packets
for vi3 and forward all other packets as shown.

4) Rushing Attack lllustrationin a rushing attack the in-
truder exploits the property of an on-demand routing protoc
according to which nodes are only allowed to forward the first
RREQ that arrives for each route discovery and are required t
discard RREQs later received for the same route. An intruder
will “rush” (i.e. transmit early) the RREQ to suppress angfa
legitimate RREQs. We again consider the network in Figure
7 as an example. Suppose that nodebwadcasts a RREQ
for node vz and node y, knows the freshest route toja
Now, on hearing the RREQ, intrudeg vushes the RREQ to
suppress the later legitimate RREQ in the following way.

« Intruder v ignores the request forwarding delay (this is
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Fig. 12. Snapshot of the network with rushing attack

a randomized delay used by the routing protocol to avoid
collision of broadcast packets).

« Intruder g rushes (i.e. transmits without delay) the RREQ
with a higher source sequence number.

This rushed RREQ from intruderg\arrives first at node 1y,
and therefore nodey will discard the legitimate RREQ from
Vg when it arrives later via 3 and \g4, as shown in Figure
12. This will not only suppress the legitimate route disagve
but will also increase the probability that routes that il
the intruder will be discovered rather than other valid esut
This then allows the intruder to perform its attack on other
routes.

IIl. POINT DETECTIONALGORITHMS

In Section Il we classified and illustrated major network
layer attacks. In this Section, the focus moves to the review
of algorithms and mechanisms that have been proposed in
the literature to protect from these attacks. We categalise
the intrusion detection mechanisms reviewed in this paper
according to the taxonomy of network layer protection mech-
anisms given in Figure 13. We initially divide the mecharssm
according to the number of attack types they can identify. We
define point detection algorithms as those that can detect a
single category of network layer attacks, and general éidru
detection systems (IDSs) as those that can detect a range of

Fig. 10. Snapshot of the network: intrudey drops all data packets to createattack types. Within the point detection algorithms we sifys
a black hole

them according to the type of attack that they protect: these



Network Layer Protection dropping in MANETS, Marti et al. [29] proposed a mechanism
Mechanisms ..
; consisting of two parts: watchdog and pathrater. Watchdog
| uses promiscuous listing to identify the nodes that drofxgisc
| | and pathrater maintains the path of every node and decreases

e i e its rating when it learns its packet dropping behaviour from
watchdog. To mitigate the effect of packet dropping, pathra
Classification based Classification based selects the path based on the nodes’ rating_
on type of attacks on ID technique

il . . o
De:r,ie;,t,ion Biac ey Pa:ke;t Rushing Y [ P B. Protecting Against Sleep Deprivation Attacks
Dropping We now review protection mechanisms against a SD attack.

Yi et al. [27] considered a route request (RREQ) flooding at-
tack in MANETS. They proposed a RREQ flooding prevention
mechanism based on neighbour’s supervision that maintains

algorithms are reviewed in the remainder of this Sectiof. Priority queue of the incoming RREQs. This mechanism

Intrusion detection systems will be reviewed in Section 1V. reduces the priority of RREQs generated by a specific node if
a higher rate of incoming queries from that particular node

is observed. However, as we noted in Section Il, in some
applications of MANETs there can be specific nodes that

Significant research has been conducted in studying ageherate more traffic than average; for example, in on-the-
protecting against data packet dropping attacks. For elamfly networks during a seminar, and yet the method of Yi et
in [28], the authors propose a protection scheme againdiza dal. will in all cases remove requests above a certain incgmin
packet dropping attack based on the cooperative partioipatrequest rate. In [36] the authors proposed an analyticaleinod
of nodes. This scheme requires every node in the netwavkich detects flooding attacks in MANETS using flow based
to monitor the behaviour of its neighbours; when it detectietection features. In [37] the authors described threesway
packet dropping it invokes a distributed approach to ingeg¢ by which an attacker can drain the batteries of wireless
the attack. After detecting a node that is dropping packedsvices, such as PDAs and notepads, in a mobile comput-
the scheme then uses a trust collector function to gatheg environment, for example through repeated requests for
trust values from the neighbours of the suspicious node. Ifsarvices or by forcing nodes to do energy hungry tasks. To
majority of the nodes has a low trust value for the suspicioasalyze the impact of this attack they experimented with an
node, they then inform all the nodes about the attacker M Thinkpad T23 notepad, a Compaq iPAQ 37600 PDA
raising a global alarm. The authors compare the performarayed a Compaqg Itsy. Their results showed that the average
of this scheme against the watchdog algorithm proposed power consumption of the IBM Thinkpad and Compagq iPAQ
[29] and show an improvement in terms of low false alarimcreased by approximately 15% and 30% respectively under
rates. sleep deprivation attack. Then they proposed a power secure

Some other approaches based on Neighbour Watch Systnchitecture with the aim of defending against these astack
(NWS) have been proposed to detect malicious nodes that dbypguaranteeing a minimum battery life even when the de-
packets [30][31]. Packet forwarding misbehaviour detetti vice is under attack. The architecture employs two features
based on the principle of flow conservation is proposed ifh [32nergy signature monitoring and multilayer authenticatio
and [33], where nodes continuously monitor their neighbpuiThe authors of [38] considered a sleep deprivation attack
maintain the list of nodes they hear and check the behavidbrough injecting packets and proposed a lightweight inter
of the nodes periodically. Misbehaving nodes are detectlayer protocol to detect this in MANETSs. Similarly, Yu and
by comparing the estimated percentage of packets droppgtaly [39] described sleep deprivation attacks that used two
with a pre-established misbehaviour threshold. An adaptitypes of traffic injection attack in ad hoc networks, namely
policy-based version of this algorithm was proposed in [34djuery flooding and data packet injection. They investigated
Adaptation is achieved in two ways. First the authors prepothese two attacks from the attacker’s point of view and theo-
a method for the calculation of a misbehaviour detectiaetically analyzed the probability of cases where the &#ac
threshold. Second, the adaptability of the protection rmechcan successfully launch these attacks without being dmtect
nism is achieved using policies that consider changing oitw Then, assuming nodes that can authenticate each othegthrou
conditions and the management objectives. In SCAN [35], public key mechanism, they proposed a query flooding
the authors proposed a self organized network layer prbtoettack detection mechanism using neighbour monitoring. On
for secure packet delivery in MANETs. They assume thatceiving a route request each node checks conditions, such
nodes can overhear packets received by their neighbour asdthe legality of the source and the destination, request id
have a copy of the neighbour’s routing table. So, whenthe time the request was received previously, and whether an
neighbour receives a packet it finds the next hop througlode in the route is already marked as a bad node. However,
its routing table. It considers the packet as dropped if thlee authors did not identify the cases where the intruder
monitoring node does not overhear the packet being forvdardeypasses these checks by using the malicious RREQ flooding
from the neighbouring node. To mitigate the effect of packdtand 2 mechanisms illustrated in section Il.A.

Fig. 13. Taxonomy of network layer protection mechanisms

A. Protecting Against Data Packet Dropping



C. Protecting Against Black Hole Attacks forwarding information. After a certain time, each nodedtse

To guard MANETS against black hole attacks several mecy neighbour with whom it has not communicated recently,
anisms have been proposed using different strategies.6ln [imd initiates the detectlon procedure erthat node. Thiator
Tseng et al. surveyed existing solutions for detecting bolaP€'forms a local detection by checking the number of RTS
hole attacks and classified these proposals as identifyingre (régquest to send) and CTS (clear to send) messages; if this
single (i.e. a single attacker launches the attack in thear) node is found to be suspicious then it ask_s other nelghb_ogrs
or cooperative black hole attacks (i.e. two or more nod& the suspected node to check and finally it makes a decision
collaborate to launch the attack). TOGBAD [40] is an exampfP0ut the suspected node.
of a black hole detection mechanism. It detects the attack
using a topology graph, looking at the number of neighbours , . )

a node claims to have and the actual number of neighbofirs Protecting Against Rushing Attacks

according to the graph. TOGBAD was developed for the |n [25], Hu et al. analyzed how an attacker can launch a
OLSR proactive routing protocol, where topology informaryshing attack (RU) in DSR and proposed a rushing attack
tion can be Obtained; however it would not be effective fqﬁrevention mechanism for MANETS. They described ways
reactive routing protocols, where acquiring complete 099  an intruder can use it to launch the attacks; for example an
information is not operationally feasible. In [41] the a0t attacker can rush a RREQ by using a higher than normal
proposed a black hole detection method for AODV in Whichadio range using a h|gher power level or a h|gher gain
on receiving a reply, the receiver node initiates a judgemeghtenna to suppress later legitimate RREQs. They assumed
process about the replier. Neighbours share their opirionta negligible MAC protocol delays. They proposed a secure
the replier. A decision is made based on number (a fixe@ighbour detection mechanism through a mutual authentica
threshold) such that if a node receives many packets but dggf protocol that uses tight delay timing to ensure thaeoth
not send a certain number of packets then it is considerggde is within the communication range. To integrate their
to be malicious. In our opinion, considering the dynamig;shing prevention with the routing protocol they ensurat th
environment of MANETS, such mechanisms based on fixe@fore sending or forwarding a RREQ a node first performs
thresholds to detect black hole attacks suffer from hlghefala secure neighbour detection exchange with the previous
alarm rates since they have no means to adapt to changgg node. In [46] the authors proposed a Secure Message
caused by node mobility. In [42] Zhang et al. proposed a blagiansmission (SMT) protocol that ensures a secure end-to-
hole detection scheme based on sequence number checkiRg data forwarding protocol. They suggested that SMT can
of the RREP packets. They considered a scenario wheregysed mainly for protecting the data forwarding operation
intermediate node is an attacker and suggested that, wéengyhile route discovery procedures that are vulnerable ttimgu

a node sends a RREP back to a source node, the intermedigigcks such as rushing attacks can be secured using theeSecu
node should also generate a request for a sequence numbgid@ting Protocol (SRP) [47], an Internet Draft earlier eed

the destination node. The destination node responds byrgendhy the same authors in an attempt to mitigate the effects of
a packet containing its sequence number to the source na@@hehaving nodes in routing operations. However, they did
The source node then checks the freshness of the routeny evaluate the effectiveness of SRP against routinglattac
comparing the sequence number of the RREP received fraq48] Rawat et al. examined the possibility of a rushingeit

the intermediate node (suspect) with the sequence NUMBRISRP and concluded that SRP can withstand the attacks.
reply packet from the destination node; it consequentlgcist

an attack if the comparison fails. However, the introduttio
of two new packets with every reply not only increases the Protecting Against Sybil Attacks
routing overhead but also the nodes have to ensure that the

attacker does not drop or modify these sequence request anghe use of trusted certificates through a certificate aughori
sequence reply messages. is by far the most commonly cited solution for sybil attacks.

Douceur claimed [49] that using trusted certificates is thig o
way of completely eliminating sybil attacks from MANETS.
Piro et al. showed in [26] that mobility could be used to
Xiaopeng and Wei [43] proposed a grey hole detectiadentify sybil identities in MANETs. They proposed that a
scheme for the DSR routing protocol. This requires eaalingle node could detect a sybil attack by keeping track
node to produce evidence on forwarding packets using af the identity (i.e. the IP or MAC address) of nodes it
aggregated signature algorithm. Then a checkup algorithmaars transmitting. Groups of nodes that are heard together
detects whether packets have been dropped or not; finatlguld be identified as possible attackers. They also sugdjest
a source node uses a diagnostic algorithm to trace the rttaat multiple trusted nodes could share their observations
licious node. They slightly modified their proposal in [44]increase the accuracy of detection. In [50] Monica et al.
using a Distributed Certificate Authority (DCA) to updateyke claimed that radio resource tests of devices would allow the
management information, facilitating the detection pesaat detection of sybil identities in the network. They assessed
uses the aggregate signature algorithm. Another mechanibr@ power and performance of different radio resource tests
for grey hole detection in AODV was proposed in [24]including simultaneous sender test, optimized simultaseo
which requires all nodes to maintain their neighbours’ dasender test, simultaneous receiver test and forced cwllisist.

D. Protecting Against Grey Hole Attacks



G. Comparison detection environment that can cope with many differerickit
types [10]; (c) a wide range of differing algorithms will
We now compare the point detection algorithms describ@dpose a significant overhead on the MANET in terms of
above. We first analyze them based on parameters such asitevork traffic, processing overhead and administratiomdt a
detection technique, addressed attack type, routing gobto(d) discovery of further classes of attacks will requirettier
used, response to attack and architecture. Table 1 prowide®search on specific algorithms. We are not aware of any
summary of the main point detection algorithms, where suffiesearch that has been conducted on the interactions betwee
cient details are given in the original paper. The architect the various algorithms. In addition, it seems sensible ffier t
of most of the proposed algorithms is either distributed aretwork to have a consistent defined response to intrusion,
hierarchical, reflecting the distributed nature of the MANE and as we have commented above, the attack response is not
itself. A hierarchical approach is used by the authors gbnsidered by all the algorithms. Although it could be adyue
these algorithms to provide some level of scalability, vehethat some of the algorithms discussed in this Section hage be
information has to be gathered from across the network aptimised to detect their named attacks with high efficigfocy
order to detect the specific attack, and where the aim is rtotidentify the attacks quickly, or for the algorithms thexives
to impose a significant processing overhead on a single nddebe robust against attacks or collusion between multiple
in the network. The hierarchical architectures organizéeso nodes, etc.), all these points suggest that a more general
in tiers and assign different roles to each tier level. @rtsg intrusion detection system may provide a better solution to
techniques are extensively used to organize nodes in MANEfhe protection of MANETS.
in a hierarchy. The hierarchical approach generally hasvaro
overhead compared to the flat distributed approaches becaus IV. INTRUSION DETECTION SYSTEMS

nodes communicate with a smaller set of nodes (such asnclustqn this Section we consider IDSs that can identify a range

heads) than in the fully distributed case. We also note froE7 attacks. We first introduce the concepts and background

the “Source of Data” column in Table 1 that monitoring o nowledge of intrusion detection systems (IDSs). Secqndly

transmissions to or from neighbouring nodes is a partit;ularwe describe challenges faced by MANET intrusion detection

popular mechanism for data gathering (this is also known 2 stems, and finally, we review MANET intrusion detection

some a‘?thofs as promiscuous monitoring); in this case so ggtem proposals, including intrusion response systems.
node X is within range of another node Y and overhears th

communications to and from Y even if those communications ) ] .

do not directly involve X. The principal alternative, ditecA Intrusion Detection Techniques

reporting, is where data is collected directly from the r&de Intrusion Detection Systems can be split into three main
themselves. In this case, nodes transmit observed dathe¢o otlasses based on the detection approach employed: (1)
nodes using special packets. The advantage of monitoringdnyomaly-based intrusion detection (ABID), also known as
neighbours is that it provides an independent source offdata behaviour-based intrusion detection; (2) misuse detectitso

the algorithms (unless two neighbouring nodes are coludiknown as knowledge-based intrusion detection (KBID); and
in an attack); whereas data reported directly from nodes mg8) specification-based intrusion detection (SBID), whings

be susceptible to compromise. On the other hand, the nafturdbeen proposed recently. Figure 13 gives our taxonomy of
wireless transmissions means that some transmissions ohaynetwork layer protection mechanisms. For the division that
be overheard, even for two nodes that are in close proximiggvers mechanisms that can deal with a range of different
and algorithms that use neighbour monitoring thereforeehaattacks (i.e. intrusion detection systems), we classifgnth

to deal with a degree of uncertainty in the data they asecording to the intrusion detection technique they ugbeei
using. We also note that most of the mechanisms use detecé@®iD, KBID, SBID, or a hybrid of these, or some other
techniques that are so specific that they require a particutaechanism. Before we review the systems that have been
routing protocol to identify a particular attack. For exdemp proposed in the literature, we start by reviewing the threéhnm
[27] uses priority queues of incoming RREQs to deal withtrusion detection techniques.

malicious RREQ flooding for AODV. Clearly, this reduces the 1) Anomaly-Based Intrusion Detection Anomaly-based
general applicability of these algorithms. Some of the poimtrusion detection (ABID) systems flag as anomalous ob-
detection algorithms attempt to respond to a detectedkattaserved activities that deviate significantly from the norma
usually by isolating the intruding node so that its traffidanprofile. ABID systems are also known as behaviour-based
data are removed from the network and the network traffic iistrusion detection, in which the model of normal behaviour
routed around the intruder (see “Response of Attack” colummf the network is extracted, and then this model is compared
In other cases the response to intrusion is not consideredviith the current behaviour of the network to detect intrasio
the authors. A general comment about all the point detectionthe network. A diagram illustrating the basic ABID proses
algorithms in Section 1l is the observation that since onie shown in Figure 14. Anomaly detection systems typically
algorithm can only detect one class of attack it means that: €onsist of two phases of operation: training and testing.

a large number of algorithms would need to be implementedTraining is the process of modelling the normal or expected
in a MANET to provide a wide range of intrusion coveragehehaviour of the network or of the users. The model also acts
(b) interactions between different point detection altjonis as a profile of user or network behaviour. For any anomaly-
would need to be considered in building a robust intrusidmased IDS to be effective, it must therefore have a congisten
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Fig. 14. Anomaly-based intrusion detection process
trusion detection. An expert system maintains the knowdedg
of known attacks in a knowledge base in the form of a set

and stable profile that characterizes this behaviour. A lgrofof rules. Captured audit data from a monitoring network are
consists of information about the list of parameters whidhanslated into facts and then an inference engine usee thes
are specifically geared to the target being monitored. Coiacts and a set of rules in the knowledge base to detect an
structing an effective profile involves gathering inforinat intrusion in the network.
on behaviour and activity that is considered acceptabléht®r  State transition modelling can alternatively be used fer in
network. trusion detection where the attack is represented as & s#rie

Testing for intrusion involves comparing the normal ostate transitions and defined attack states. The stateatiwans
expected behaviour model derived during the training phasmdels that represent attacks are normally maintained in a
with the current model of the network or users. The déinowledge base and the state transition model is applieshin r
tection techniques usually involve statistical or mathecaa time to identify an intrusion in the network. Signature yséd
approaches to flag any significant deviation between tvi®also used by KBIDs, where the attacks are modelled through
models. For anomaly detection techniques to be effectivesequence of events or patterns, which are then compared wit
they must have mechanisms that keep the false alarm rtte generated audit trails to indicate intrusion. Some K8ID
low. ABID systems extensively use statistical methods [Shjave also applied rule-based approaches [56] to model the
[52] to estimate the deviation between the expected akdowledge of known attacks in the form of a set of rules
the current behaviour to detect an intrusion in the netwonkhich is obtained through observation or by consideringctt
Statistical probabilistic techniques including the chitare scenarios. The KBID checks the audit data by applying rules
test, Hotelling’s T2 test, decision trees and Markov chaires of known attacks, either using forward or backward chaining
employed in ABID systems. Neural network algorithms [53fechniques in search of evidence of an attack. The main
have also been used to learn and model the behaviour of guwantage of KBID systems is that they generally have very
users in the network. The key advantage of ABID systenisw false positive rates of detection (especially when cared
is that they can detect attempts to exploit new unforeseenABID) simply because they trigger alarms only when the
vulnerabilities, because ABID looks for deviations fronethexact match of a known attack signature, pattern, or seguenc
normal expected behaviour. ABID systems can also providé events occurs. They are therefore best suited to scenario
early warnings of potential intrusions in the network. Hoee where the network is highly vulnerable to certain known
they are prone to generate false alarms. attacks. However, KBID systems have some drawbacks: in

2) Knowledge-Based Intrusion Detectionknowledge- particular, they can only detect attacks whose signatures o
based intrusion detection systems maintain a knowledge bagtterns are in the knowledge base, and gathering the estjuir
that contains signatures or patterns of well-known attacics information about attacks and keeping them up to date is a
looks for these patterns in an attempt to detect them. Inrotifemanding task.
words, KBID systems have knowledge about specific attacks3) Specification-Based Intrusion Detection Generally,
and look for attempts to use them. A KBID system triggers apecification-based intrusion detection systems (SBIDs) fi
alarm when such an attempt is detected. A diagram illusgatiexplicitly define specifications as a set of constraints.yThe
the basic KBID process is shown in Figure 15. KBID relies othen use these specifications to monitor the routing protoco
knowledge about attacks so anything not explicitly recegdi operations or network layer operations to detect attacks in
as an attack based on existing knowledge is declared as ngie- network. The basic process of SBID is shown in Figure
intrusive or acceptable. However, the case of an event orn@. The first step extracts the specifications, which defiee th
series of events that has degraded the network performapegrect operation of (for example) the network or the MAC
can be identified as an unknown attack because it does Rgfer protocol through a set of constraints. The system then
match the existing rules of attacks, and the system can epdafonitors the execution of the protocol with respect to thewi
the knowledge base by adding a new rule. KBID systems usgecification, deviations from the specification beingttrdas
various methods for constructing and modelling the knogted intrusion [57]. Syntax- and semantic-based approaches hav
for intrusion detection, some of which are described below.also been proposed for network based intrusion detection

Some KBID systems use expert systems [54][55] for irsystem in fixed networks [58].
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SBID additionally makes it challenging to transfer large amooint
Covent Apply —_— intrusion detection data and therefore MANET IDSs have

Dperalidns Specification based G S ; ; ;
traces detaction techniques| | [S22cications to limit the volume of data transfer required for intrusion

detection.
y = Q To sum up, every phase of intrusion detection in MANETSs
Gepersts (— presents additional challenges as compared to fixed neswork
Fig. 16. Specification-based intrusion detection process C. Proposed IDSs for MANETSs

From the discussion of Section IV.B we can see the extra
) ) ) challenges and complexities that IDSs have to overcome in
B. Challenges of Intrusion Detection Systems in MANETS \ANETSs. To overcome these, researchers have, as with the

Intrusion detection systems developed for fixed networkmwint detection algorithms, tended to use either distetut
are not directly implementable in the wireless network erfpeer-to-peer) or hierarchical (clustered) architectdioe IDS.
vironment, and therefore research in the last few years Heallowing our taxonomy of Figure 13, we now review
focused on securing MANETSs with IDSs. Intrusion detectioMANET intrusion detection systems that have been proposed
in MANETSs is more complex and challenging than in fixedn the literature, classifying them under the headings oflAB
networks for reasons that we now discuss. KBID, SBID, Hybrid IDS or other proposals.

Unlike fixed networks, MANETS lack concentration points 1) Anomaly-Based Intrusion Detection Proposals:
where monitoring and audit data collection can be performesinomaly detection approaches appear to hold more promise
For example, in fixed networks, traffic is monitored at nethan knowledge-based approaches, since they utilizeitearn
work gateways whereas in an infrastructureless MANET tachniques to enable adaptation to the ever-changing MANET
node can only observe other nodes within its radio rangenvironment. This is important for MANETs where the
attackers outside this radio range can therefore escajjg. easverall behaviour of the network changes with time because
Consequently, the network-based IDS (NIDS) proposals usefd nodes periodically entering or leaving the network. In
in fixed networks are not directly implementable in MANETsaddition, anomaly-based detection is simpler in operation
Realizing this difficulty, researchers have proposed coopebecause it needs to first establish a normal expected behavio
tive approaches of audit data collection and the applinatiand then compare it with the current behaviour to detect
of intrusion detection techniques using network clustgririntrusion, as explained in Section IV.A. Researchers have
[59][60][61][62]. proposed anomaly-based detection techniques based on

Moreover, MANETSs introduced a new set of routing prodifferent training and testing approaches. Some of these
tocols, which are significantly different from those used iapproaches are discussed below.
fixed networks. These protocols require nodes to cooperatdn [63] Cretu et al. proposed an anomaly detection approach
and act as routers; but it also means that the networkts MANETSs in which they model device behaviour, which
routing infrastructure is not under the control of a singlpeers can then use to determine the trustworthiness of other
management entity. This has created opportunities forkdtta nodes. They examine their approach through an anomalous
to identify vulnerabilities and find new ways to launch aksc payload detector: the training phase observes payloads and
as explained in Section II. then aggregates them from different nodes to build profiles

Attacks in MANETS differ from those in fixed networks andwhich are compared by forming a similarity matrix. However,
therefore most detection methods used in fixed networks @aechanging models among all nodes in a MANET could
not directly applicable; hence alterations to existinditéques produce a significant processing and communication ovethea
and the introduction of new methods for intrusion detecticeind devices in the networks can have different behaviour
have been considered by researchers. depending on the application of the MANET. In [64], Liu et al.

Due to the nodes’ mobility, the topology of the network iproposed a game theoretic framework for intrusion detactio
dynamic and unpredictable and this makes the entire procassMANETs. They model the intruder and the defender as
of intrusion detection complicated. First, it makes it @iffit a two player Bayesian game. They propose Bayesian hybrid
to capture and gather audit data; then, it is hard to acdyratdetection approaches which monitor the network in two diffe
characterize the normal behaviour of the network; and,lfinalent ways, namely in lightweight and heavyweight monitoring
the detection phase has to accommodate the dynamicssydtems. The lightweight monitoring system consumes less
MANETS. energy and thus it is always on, whereas the heavyweight

ID in MANETSs is more demanding because some of thamonitoring system uses ABID to build a normal profile and
MANETS’ characteristics such as the nodes’ limited comp@ompare it against the tested data in order to detect iotnusi
tational ability limit the effectiveness of host-basedriision Markov chain classifiers are also used in anomaly detection.
detection systems (HIDS), where the IDS is deployed in For example, Jiang and Wang [65] proposed an anomaly
distributed architecture on each host. Additionally, hesea detection algorithm based on Markov chains for wireless
the geographical territory of the network is not defined iad hoc networks. The algorithm consists of two parts: the
MANETS, it is difficult to physically secure a node. Theconstruction of a Markov chain table and the construction of
limited bandwidth of MANETS in contrast to wired networksa classifier using a Markov model. The audit data traces are
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first converted into sequences of symbols and a Markov ch:
table with state transitions is constructed. The second p
consists of constructing a classifier using the Markov cha
model that checks whether the current transition followes tt g
Markov property by using a uniform distribution to calc@at :
trace values and set the threshold to detect anomalies.dMar

chain classifiers have also been used in fixed networks by .

et al. [66], who used a sequence of system calls correspgnd...

to each process as the traces of system activity. Thesesttrx[iceFig 17
different sets of events were recorded in a Linux envirortmen =~
and test suites and classifiers were constructed to detect
anomalies. In [67] Sun et al. modified the Markov chain . . .
classifier for detecting routing disruption attacks of ifédsl Zh_ang and_Lee [(_39] proposed an intrusion detection systgm
RREPs in AODV MANETSs. Similarly, in [68], the authorsarchltecture in W_hlch_ an IDS agent runs on each mobile
proposed using a Markov chain model and Hotelling’s T2 te {)de, as shown in Figure 17. The agent collects local data

approach to detect local intrusion in MANETSs. They argu fgatherllng Ire(zjal;tm:g aijﬁ't dahta from _var.|otlrjlls sourlces atnd
that the nodes’ mean speed does not accurately reflect pdorms local detection through an engine. his ana yses

MANET's dynamics, and so it is not an efficient parameter tIgcal data traces from the data collection module for an@sal

adjust the impact of mobility on IDS. They proposed instea%f]d_uses anomaly detec'uqn to dete(_:t abnormal updates to the
outing table. A cooperative detection and global response

that each local IDS agent periodically use link rate chamnge_rt ) i S
accommodate the effect of mobility. is then triggered when an intrusion is reported by a node.

Statistical probabilistic techniques are extensivelydule In [70], Zhang et al. extended and implemented the IDS

anomaly detection. For example, research using probm)i"Sarchitecture proposed in [69] in a simulation study. Kuvesa

techniques for anomaly detection was conducted by Ye et aﬂd Ja’T‘a"pou_r [.23] also proposed a black hole detection
[51]. They conducted a comprehensive investigation of tﬁgechanlsm, this time for AODV, where three feature vectors
frequency and ordering property of audit data by applyinye u_se_d t(_) model normal states_ of the network and an ABID
probabilistic techniques including Hotelling’s T2 tedtetchi Iscrimination module is used to identify the bIa(.:k holeaakt.
square multivariate test, a Markov chain approach and idecis Albers et al. in [71] proposed a Local Intrusion Detection
trees as a pattern recognition technique for detectingsign  SyStem architecture (LIDS) which uses a MIB (Management
into the information system in fixed networks. To test thEformation Base) agent, a SNMP (Simple Network Manage-
performance of these techniques they gathered one sanfpft Protocol) agent and a local intrusion detection adeatt t

of both normal and intrusive activities by monitoring andVork together to detect intrusion.

collecting computer audit data from a Sun SPARC workstation Sterne et al. in [59] proposed a cooperative IDS architectur
running the Solaris operating system, which has a Bagihich is organized as a dynamic hierarchy, as shown in Figure
Security Module (BSM) to record audit events. The secord®, where the nodes annotated with 1 and 2 represent first and
sample of normal and intrusive activities was taken frogecond level cluster nodes respectively. In this hieraedhi
MIT Lab, which was produced by a US Air Force projectarchitecture, data is acquired at leaf nodes through either
After testing, they concluded that anomaly detection tgtou Promiscuous monitoring or direct reporting. After the data
a chi square test based on frequency property provides gd®dcquired, it is then analysed as it flows upwards towards
intrusion detection performance, and a Markov model baseister head nodes. The cluster head applies ABID techsique
on the ordering property can provide additional advantag'@sa detection module to detect nodes that intentionallypdro
for detecting intrusion in an information system. After [51 a significant amount of data packets. The authors claimed tha
Ye and Chen proposed an anomaly detection scheme in [gp}.,lting attacks such as the modification of RREQ packets can
based on only the chi-square test for detecting intrusiom inPe detected, but this was not demonstrated in the paper&cau
information systems in fixed networks. In this paper, thegcus the main purpose was to propose an architecture that can meet
the same sample MIT audit data of normal events that th#je challenges of IDSs.

used in [51], and split that sample into two groups, one to beln [72], Kachirski and Guha proposed distributed intrusion
used for training a normal profile and the other to be used fdetection based on mobile agent technology for wireless ad
testing. They considered some intrusion scenarios, budita hoc networks. This IDS uses a mobile agent framework,
data of intrusive events and applied the chi square testy Thehere three types of agent (monitoring agent, action agent
observed a promising performance for intrusion detection and decision making agent) run on network nodes as shown in
terms of high detection and low false alarm rate. We consideigure 19. They used a distributed algorithm that selectteso
that their proposal could be applied with modifications im the network which will run the monitoring agent to observe
MANETs for detecting denial of service attacks. In [22hnd analyze network packets and the decision making agents
we proposed an anomaly-based intrusion detection prototmlmake decisions on network level intrusion. In addition,
(AIDP), which uses a combination of the chi square goodnesgst monitoring and action agents are implemented on all the
of fit test and control charts to detect, identify and isolate nodes in the network for monitoring system and application
intruder causing a sleep deprivation attack. level activities on each host and for taking action to respon

The IDS peer-to-peer architecture for MANETSs [69]
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Mobile Ad Hoc

Nodes
Fig. 18. The IDS dynamic hierarchical architecture for MANE[59] a cooperative intrusion detection system for ad hoc netsvork
They developed a clustered IDS using a cluster formation
protocol that ensures only each cluster leader performs ID.
Aition | They proposed a cluster head assisted anomaly detectiss cro
| ) feature analysis to detect various attacks.
S cision 2) Knowledge-Based Intrusion Detection Proposals:
Knowledge-based approaches have an advantage of very low
—— I fals_e al_arm rates as compared tq ABID_systems because they
| i maintain a knowledge base contammg signatures or pattern
ey I =y I . I gttacks_and only look for these specmc. attacks. As mendone
in Section IV.A, KBID systems use different techniques to

model the knowledge about attacks. KBID systems can use
Fig. 19. Layered mobile agent architecture for a distribu@S[72] state transition modelling; for example, STAT (“state siion

analysis”) [77] maintains the knowledge attacks in fixed- net

works as a sequence of states. This approach models intrusio
to intrusion on a host respectively. The paper focused @Bing a state transition diagram as a series of state changes
presenting the distributed mobile agent architecture faom from an initial secure state to a final compromised state. In
implementation perspective. However, it also considenédi4  [78], the authors used the concepts of STAT [77] to design
sion (attack) scenarios to validate the proposed mech&isin intrusion detection tool, AODVSTAT, to detect packet
effectiveness under various network layer attacks. dropping and spoofing attacks in MANETSs. Signatures are

Neural network algorithms [73] have also been used foepresented by using an event model and the events are either

intrusion detection. In [74] the authors proposed an intrus data or AODV routing packet exchanges in the network. They
detection engine for MANETS that used a neural network argsume that each node is equipped with an AODVSTAT sensor.
watermarking techniques. They use self-organizing maps Tihis sensor performs a state analysis of the packet stre@m th
conjunction with machine learning and watermarking teclthe node has observed either by monitoring its neighbour or
niques [75] to design an intrusion detection engine. THBrough updates from its neighbour’s observations to detec
architecture of the proposed mechanism is shown in Figusigns of attacks. In [79] the authors focused on services to
20: it first extracts MAC layer features, then it performsadatpropose a detection framework for MANETSs that identifies
collection and intrusion detection using an engine, andlfinanodes that are not authorized for specific services.
it applies the appropriate intrusion response. Each naelges A study to analyse the effectiveness in ad hoc networks
a map that represents its security status, and distribtitefi KBID using signature detection of known attacks was
to neighbouring nodes. Once a node has received all majmducted in [80]. The authors assumed they knew the at-
from its neighbours it then generates a global map whithck signature and that the node could execute an intrusion
helps the node to estimate how secure the MANET is amiétection process to detect an attack on the ad hoc routing
how to perform routing securely and efficiently by avoidingrotocol. They considered a very simple scenario with an
the paths that include nodes which are comprised or undetruder node as part of the initial path between source and
attack from the intruders. Watermarking is used to maintagtestination, and estimated the probability of detectinig th
the integrity and authenticity of these self-organized sadjme intruder with and without node mobility. They concludedttha
authors claim this method can detect various types of aftack MANET using a reactive routing protocol is less effective
but did not specify the attack scenarios against which it had detecting an attack than one with proactive routing. [ [8
been tested. Similarly, in [76], the authors proposed anDABIthe authors proposed a peer-to-peer KBID IDS architecture,
system that used neural networks to detect DoS attacksaimlistributed intrusion detection architecture based otatics
MANETS. In another example, Huang and Lee [60] proposethtabase. The architecture has two parts. First, an IDSlenobi
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agent resides on each node in the network, and is responsil /~ Dﬂ'=MC°"=="°" ™ Data Reduction Leaning
. . . . odule Module Module

for detecting local intrusions based on local audit data an R A e

o ) ) N X X outing Prulucol} = { Fealure i Fisher Discriminant ]
participating in cooperative algorithms with other IDS atge e Al o nshse B
to make decisions about potential intrusions. The secortdspa T ] (o )
a secure stationary database that contains known misask att Siaibes L kg
signatures. However, the assumption made in this papeats tt ( e (45’—\ e

) A A o O L iyer | Events i _‘% Support Vector ]

the stationary database is accessible to all the nodeshvrhic 5 i /)L Sampling ,/jﬂ Macnes )

a decentralized MANET architecture is difficult to achieve.

3) Specification-Based Intrusion Detection Proposaisie
SBID approach was introduced and tested in fixed network§: 21
in [57] [82] [83]. In MANETS, SBIDs describe the correct

CRADS architecture [88]

operation of the protocol by defining a set of constraints, CiDP Architecilire -
and monitor the execution of the protocol with respect to the il TESTING
defined traints to detect lies in the network. F i
eline Cons raints 1o etect anomalies In € Network. or W\Tf/ Intrusion Detection Attack Identification
example, in [45] the authors proposed a SBID system for the ' AgpllAR Corapums o o
AODV routing protocol. They use a finite state machine to E— L e ,
define the correct operation of AODV in terms of the RREQ- || Tining proe || i STl B et
. i L A ) or Matrices \ lntwily 2 \\A“auk
RREP flow, including a suspicious state. Monitoring nodes |77 NN e [l ~
are selected to monitor the RREQ-RREP flow according to |¢23| == [ T
. e . . . . s<| B2 2 Intruder Identification
the defined specification. They indicate an anomaly if the |5:z| ¢ Knawietgs [T baecey Apply Best Rulos
1~ H 53| e information
suspicious state is reached. Tseng et al. [86] proposed & °= Bse format Rute Traces
. . . . S8 Inference
SBID approach for the optimized link state routing (OLSR) | _ oaa 23 informatios|  Attack Inferences
.. 2K r Check Rule Trace in TSW
protocol. They proposed a finite state automata model that &2 | Response Mechanism ‘

Intruder isolation
Blacklisting Procedure

o

defines a correct operation of the OLSR node by defining a
set of constraints, for example how the OLSR node handles
control traffic. Then nodes (using a distributed architezjtu
monitor a neighbour’'s behaviour according to the definddd- 22. GIDP architecture [90]
specifications. The nodes detect intrusion by comparing the
neighbour’s behaviour with defined specifications. Sirhjlar
in [84] an extended finite state machine (EFSM) was used irfageneralized intrusion detection and prevention mechanis
SBID system for OLSR-based networks. The authors manua{fg/DP) was proposed in [90]. GIDP uses a combination
derived the set of constraints from the IETF’s specificatiodf both anomaly- and knowledge-based intrusion detection
for OLSR [85] in the form of message sent and receivd@chniques to protect a MANET from a wide variety of
traces. The EFSM compares a network’s traces with thetwork layer attacks including simultaneous multipl@eks.
specification, using backward tracking to identify intarsiin  Figure 22 shows the architecture of GIDP, which consists of
[87], the authors proposed a specification synthesis to mo#feree phases: 1) data collection, 2) training and 3) testing
and analyze MANET routing protocols. They focused on tH8 the first phase, the network layer characteristics and a
flow of traffic to extract specifications in the form of diredte performance matrix are collected from the network noded, an
graphs where nodes represent the protocol configuration aihdhe second phase the training module uses this informatio
edges show how the protocol evolves from one configuratié® build training profiles. Finally, the testing module isdaked
to another. They use this specification to detect run tinRgriodically to detect intrusion, identify any attack(shda
anomalous behaviour, and have constructed and validaté@ntify intruding nodes, and respond to a detected intrusi
specifications for DSR and AODV through a simulation-basekhe ABID module detects an intrusion, and the KBID module
case study. helps the system to identify the specific attack from its $et o
4) Hybrid Intrusion Detection Proposaldn some propos- rules.
als the authors have used a combination of ABID and KBID 5) Other Intrusion Detection Proposaldn the literature
techniques; we refer to these as hybrid approaches. In [88jere are examples of intrusion detection mechanisms #mat ¢
CRADS, a cross layer approach, was proposed that usedetect a range of attack types but where the authors have not
non linear detector based on a support vector machine (SV&Rplicitly mentioned the type of ID techniques they used. In
[89] to detect packet dropping, spoofing, modification an@®1], Hijazi and Nasser studied and analysed the feasitufit
rushing attacks on the proactive routing protocol OLSR. Amobile agents for MANET intrusion detection and concluded
shown in Figure 21, CRADS consists of three modules: #)at many mobile agents’ features satisfy the requirenfents
data collection, which collects data from the network, MAGIANET IDS. They believe that mobile agents (autonomous
and physical layers, b) data reduction, which reduces theecuting programs) that execute without being affectethby
number of features and events in the training data set, andodginating node status have direct relevance to the angdle
a learning module, which uses the SVM classification modced in MANETS, such as reducing network load, conserving
to differentiate between benign and malicious events. bandwidth, and having robust and fault-tolerant behaviour
In an extension of the original ABID system, AIDP [22],However, they also point out that mobile agents have inderit
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security vulnerabilities, which is one of the reasons whgyth The “Routing Protocol” column in Table 2 shows that
are still not used extensively for ID. more IDS algorithms claim to have general applicability,
In [62] Yi et al. presented a clustered detection approaatdependent of the MANET’s routing protocol, as compared
where periodically a single node is elected as the monijorito the protocol-specific point detection algorithms in Eafl
node; it then monitors the cluster and performs both lockbr example [90][22][59][60][93] are general IDS mechamss
and global detection. They abstracted the correct behavidhat happen to have been tested using AODV. Finally, we
of the nodes based on the DSR routing protocol specificatiobhserve that ABID is the most popular technique for IDSs,
and constructed a finite state machine (FSM). The monitpresumably because of its general applicability and itfitabi
node checks every node’s behaviour and indicates an attéckidentify new unforeseen attacks. But, one drawback of
if a certain node behaviour is not verified through the FSMABID is its training phase: one needs to have confidence that
Some other researchers have proposed approaches thatthane are no attacks taking place during the training pelidal
more general than the point detection algorithms of Sectionight however expect standard profiles to become available
[Il but which are not based on ABID, KBID or SBID. Foronce MANETs become commonplace and the technology
example, ARAN [93] is a hop-by-hop authenticated routinthatures.
mechanism that can protect MANETS against a number of
attacks from external malicious nodes. The authors firshdefi V. CONCLUSIONSAND FUTURE WORK
vulnerabilities in terms of the modification and fabricatio

of routing packets in the AODV and DSR routing protocols The distributed nature of MANETSs means that it is vital to
and spoofing. They note that modifying or fabricating cartaProtect them from modern sophisticated network layer ktac

routing packets can cause denial of service, route reirect I this paper we have presented a survey of significant nétwor
tunnelling and routing loops. ARAN detects these attacks IY€r attacks, and we have reviewed intrusion detectiorhmec
introducing authentication, integrity and non-repudiatin a 211Sms that have been proposed in the literature. We find that
MANET by using a certification process. A similar approacﬁhe protection mechanlsms can be classified as glther point
Ariadne [94], has been proposed for end-to-end authe'micatdetecuon algorithms or as !DSs that can deal W|th a wide
based on shared key pairs. Karyotis et al. [95] performed@9€ Of attacks. In comparing the main proposals in Tables
vulnerability analysis of wireless ad hoc networks through @nd 2 we have highlighted a number of key similarities and
a probabilistic model. They evaluated various strategisdu dilferences between the various mechanisms.

by attackers to launch different attacks and used simulatio HOWeVer, history shows that intruders often find new ways
to analyze the impact of an attack. In another examplté’ attack and cause damage to computer systems and networks.

SEAD was proposed in [96] as a secure routing protocol th‘gfﬂerefore, we consider that enabling a protection mechanis

uses a one-way hash function to provide authentication 9 18arn from experience and use the existing knowledge of

the proactive routing protocol DSDV against attacks caus@Hacks to infer and detect new intrusive activities (ads

by modification of routing packets, advertising false rogti &0 important_ and potentially fruitful area of future resgmar
packets, reply attacks and wormhole attacks. We also believe that the development and deployment of

6) Comparison : Table 2 provides a summary of somd1etwork security policies are vital in networks with a dynam

of the MANET IDS mechanisms surveyed in this Sectiorganvironment such as are found in MANETS; this is a further

where sufficient information is available in the originapgas, Potential area of research. Finally, Fhe attacker may fry to
using the same parameters as Table 1. We can see HrtRck an existing protection scheme; therefore the ptiotec
Table 2 that the IDS mechanisms generally use either ABIB1Echanisms need to be robust enough to protect themselves
KBID or SBID techniques to identify intrusions, but hybridand not introduce new vulnerabilities into the system.
techniques, for example GIDP [90] and CRADS [88], have
been developed in some cases to deal with network layer VI. ACKNOWLEDGEMENT
attacks. In_addltlo_n, we observe_ that ther(_a are mech_amsmsi-he authors are grateful to the anonymous reviewers for
that deal with multiple attacks by implementing cryptodi@ qviding valuable feedback. The work is partially funded b
technlq_ues, such as ARAN and SEAD. We furthermore notigge Higher Education Commission, Pakistan.
(“Intrusion Response” column) that most of the proposals
do not consider the response to an attack. Yet, interegting|
enough, we have shown in [97] that the careful selection of
the intrusion response can optimise the network’s operatio[1] IETF Mobile Ad-Hoc Networks Working Group (MANET), IETFveb-
for example, for a minor intrusion, the impact of isolatirg t site www.ietf.org/dyn/wg/charter/manet-charter.html
. . . . - f[2] IETF Ad-Hoc Networks Autoconfigurations (autoconf) Warg Group,
'ntrUder_ may be worse than the 'mpaCt of the |ntr_u5|0n itself™” |ETF website http://datatracker.ietf.org/wg/autocohéirter/

As with the point detection algorithms of Section Il and[3] IEEE Std 802.11-2007, IEEE standard for information htemlogy-
Table 1, the IDSs of Table 2 generally use either distributed Telecommunication and information exchange between systé.ocal

. . . and metropolitan area network-Specific requirement, PariMreless
or hierarchical architectures, and for th_e same reasons_. Th LAN medium access control and physical layer specificatiohme
“Source of Data” column shows that in Table 2 a wider 2007.
range of data sources is typically used compared to the pOiHﬂ J. Anderson “Computer Security, Threat monitoring andvsillance”,
. . . Fort Washington PA, James P, Anderson & Co, 1980.

detection algorithms. Given the greater level of complesit [5]

! e Ot Michael Sobirey, “Intrusion Detection Systems Bibliaghy”, available
the analysis performed by the IDSs this is not surprising. at http:/Awww.cse.sc.edu/research/isl/mirrorSobirgysnl
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