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Abstract—Internet of Things (IoT) has been one of the leading
innovations of the 21°° century. However, the future of the
IoT heavily depends on the ability of current technologies to
incorporate it. On one side, end-devices and network communica-
tion need to be energy efficient, affordable, and environmentally
friendly. On the other side, no IoT deployment should be placed
without ensuring seamless system and network security. In this
paper, we define Sustainable Security for Internet of Things
(SSIoT), a new research angle that aims at addressing the
challenges posed by the IoT, placing sustainability and security
as its key pillars.

Index Terms—Internet of Things, IoT, Security, Sustainability

I. INTRODUCTION

Internet of Things has been one of the key technologies
over the last few years, mainly because of its core principle
of interconnecting “things” with the aim of optimising and
automating the industry and evolving existing services. Today,
common IoT applications include: smart cities, smart homes,
remote health care, asset tracking, smart grid, smart agricul-
ture, etc. [1]. According to Nokia, there will be 30 billion
connected IoT devices by 2025 [2].

Nowadays, IoT is mainly composed of resource-constrained,
low-power, small, and affordable wireless devices relying on
lightweight communication protocols to communicate over
the Internet. The exact requirements of IoT systems vary
significantly with different use-cases, however, security and
sustainability are always core aspects [3].

On one side, security constitutes one of the main challenges
for IoT [4]. Indeed, most IoT devices are often poorly secured,
which makes them easy prey for different types of malware. As
a result, cybersecurity threats, such as Distributed Denial-of-
Service (DDoS) attacks, have recently become more dangerous
and easy to achieve than ever [5] [6]. Moreover, in the near
future, health care industry and (to a great extent) everyday life
will mainly be sensor-based, thus compromising, damaging or
destroying the devices will impose direct harm to peoples’
lives, for instance, making pacemakers malfunction [7] or
causing car accidents [8]. Also eavesdropping on [oT data may
have severe consequences, such as blackmailing people based
on their private data (such as health condition) or leakage of
secret information of a company.

There are many reasons behind the intrinsic vulnerability
of IoT systems. First of all, it needs to be remembered that
core features of most IoT devices are small size, low cost,
and low power consumption and that IoT applications are

tailored for optimising energy consumption (i.e., long battery
life) and minimise data transfer. Thus, since security, in its
nature, introduces computational overhead, both hardware and
applications in IoT have to be engineered to find a trade-
off between power consumption and security guarantees [3].
Furthermore, IoT devices are easily available on the market,
and inexpensive easy-to-use open-source platforms such as
OpenHAB [9] can easily be adopted to enable IoT services
such as smart homes. As a result, some of the deployments
are conducted by customers that lack basic knowledge about
security and are not aware of the high risk that cyber attacks
pose.

On the other side, sustainability is becoming extremely
relevant for IoT, from different perspectives. Firstly, low
energy consumption is a must for IoT devices, because of the
need for permanent connectivity and long life span operation.
Secondly, the environmental impact has to be considered,
thus, the systems should aim at using eco-friendly hardware
and reducing the C'Oy footprint of the network. In 2013
the Information and Communication Technology (ICT)-related
CO5 emissions reached the level of 2% of the global CO4
pollution, comparable with the emissions of aviation industry
[10]. Last, but not least, the economic aspect is crucial, since
IoT users often choose low-cost IoT devices, regardless their
security level [11].

In this paper, we aim at motivating and defining the concept
of Sustainable Security for Internet of Things (SSIoT). The
goal is to raise the awareness about security and sustainability
issues of IoT and to push the research towards practices,
procedures, and technologies that would enable the use of
affordable, energy-efficient, and eco-friendly IoT systems, in
a secure way.

A. Related Work

In the literature, few works truly address joint security and
sustainability aspects for IoT.

Karlof et. al [12] present TinySec, a lightweight link-layer
protocol for sensor networking, developed more than 10 years
ago. The authors designed a complete security architecture for
wireless sensor networks, providing robustness in detriment of
a small increase in energy-consumption.

Trappe et. al [13] highlight that network security tools
currently available need to be tailored for low-energy com-
munication. The study points out IoT resource limitations,
emphasises a need for energy harvesting, and recommends



that the best way to achieve lightweight security is to use
physically unclonable functions (PUF) and intrinsic communi-
cation properties as authentication, along with the tuning of the
security scope to a specific application profile. For instance, it
is unnecessary to encrypt an alarm message that cannot have
a payload.

We consider both works very relevant inputs in the direction
of SSIoT, however, we believe that a more complete and
comprehensive approach towards a fully sustainable (not only
energy-efficient) IoT security is still missing.

B. Outline of the Paper

The remainder of this paper is organised as follows. Section
I describes ongoing efforts in research fields related to SSIoT.
Section III includes a clarification on our meaning of sustain-
ability and presents the definition of SSIoT and its rationale,
in comparison to related concepts. Section IV concludes the
work.

II. RELATED CONCEPTS

In this section, we present an overview of some con-
cepts related to SSIoT and that have inspired our work:
Green/Sustainable Computing, Green/Sustainable I[oT, and
Green/Sustainable Security.

A. Green and Sustainable Computing

Green computing has been defined as the collection of prac-
tices and procedures for designing, manufacturing, using, and
disposing of computing resources in an environmental-friendly
way, while maintaining the overall computing performance
[14]. The need for green computing was recognised more
than a decade ago with the idea of having more recyclable
computers and energy-saving data centres [15] and it is still
an open research area [14] [16].

The notion of sustainable computing refers to the research
area addressing findings related to energy-aware and thermal-
aware management of computing resources as well as appli-
cations of computing that can have ecological and societal
impacts [17]. Recently, Stergiou et al. [18] studied the effects
of IoT and Cloud Computing (CC) integration. The authors
claim that combining both concepts is two-way beneficial. CC
provides IoT with computational resources and core infras-
tructure while its scope of applications and services becomes
enriched by what IoT enables. All in all, the combination
constitutes a base of what they called Sustainable Computing.
In addition, the work presented in [19] implies that it is
possible to make mobile applications greener by offloading
the computing tasks to edge/cloud computing nodes in a smart
way. As a result, both power consumption and delays can be
optimised. Related to security, Li et al. [20] developed a novel
architecture based on analogue spiking reservoir computing,
which can be applied to anomaly detection in smart grids.
The solution exhibits performance that is comparable to other
state-of-the-art proposals, however, it is more energy-efficient,
which makes the work a contribution to sustainable computing.

In this work, we consider green/sustainable computing as a
single research area that results from the union of the two.

B. Green and Sustainable Internet of Things

Green IoT has been defined as the approach adopted in IoT
either to reduce the greenhouse effect of existing services and
application or to minimise the greenhouse effect generated
by IoT [21] [22]. According to this definition, green IoT
can be seen from two different perspectives: (i) an umbrella
of IoT solutions enabling more environmentally-friendly ap-
proaches in industry and consumer applications (e.g., sensor-
based energy-efficient waste management in the town); (ii) a
family of hardware, software, network- and architecture-based
improvements on [oT making the whole system less energy-
hungry and diminishing its negative impact on the nature.

Arshad et al. [23] formulated a taxonomy of green IoT
approaches and provided a detailed survey on the state-of-
the-art solutions. It has to be mentioned that many of the
considered proposals improve the energy consumption of the
network, but privacy and security levels are degraded.

In [24], an energy-efficient IoT system model is pre-
sented. The authors define and test an algorithm for cen-
tralised scheduling that employs three power-consumption-
related stages (On, Pre-Off, Off) and is intended to increase
the sleep time of less active end-devices.

One of the goals of efficient IoT protocols is to prolong the
battery life of end-devices. However, in the case of massive
deployments, a more radical approach needs to be considered:
gathering energy from the surroundings (Energy Harvesting
(EH)) instead of using external batteries. That is because
replacing batteries in all the devices would be extremely
costly and time-consuming, and eliminating the battery from
the sensors minimises the exposure of nature to the toxic
substances in the batteries that are difficult to recycle [21].

An overview of the EH concept is presented in [25]. The
authors underline that the most crucial point is to ensure
proper power management, so that the device may commu-
nicate according to the schedule even though it harvests the
energy in an opportunistic and rather unpredictable manner. An
algorithm for resource management, considering both device
activities and harvested energy, is described in [26]. Efficient
operation is achieved by handling data collection control and
channel scheduling over a small time scale, whilst the power
management over the large time scale.

C. Green and Sustainable Security

Green security is a research direction “defining and investi-
gating security solutions under an energy-aware perspective”
[27]. In this light, an approach that makes the communication
more secure cannot be considered convenient if the corre-
sponding decreased power consumption effect on the network
is not simultaneously visible. Nevertheless, it does not imply
that the goal of making the communication more secure is
necessarily divergent from the one of green data transfer. For
instance, an energy-aware routing algorithm can allow for
switching some devices off to simultaneously save energy and
increase the level of system security by decreasing the number
and/or size of possible attack vectors (inactive devices can
no longer be compromised and used for malicious actions)
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[28]. Nevertheless, preserving confidentiality, integrity, and
availability of information requires additional computations
(e.g., for (de)ciphering data, creation and exchange of secret
keys, etc.), thus power. That is why achieving high-level
security with minimal energy impact appears a challenge.

The green aspect of security has been an object of consider-
ation both in academia and industry for several years, with one
of the key enablers being virtualisation of security appliances
[29], [30]. Albeit, the majority of network improvements either
target security or energy consumption, but only rarely strive
to address both [28].

III. SUSTAINABLE SECURITY FOR INTERNET OF THINGS

This section defines the notion of Sustainable Security for
Internet of Things (SSIoT).

In our vision, SSIoT is a new research angle addressing all
aspects that are relevant to improve the security level of the
IoT, in a sustainable way. We consider a solution sustainable
when it is affordable, eco-friendly (i.e., it has a low impact
on the environment), and energy-efficient. Thus, an approach
relevant for SSIoT has to meet the two following conditions:
(1) it addresses the security of IoT by taking into account the
environmental impact, the cost, and the energy efficiency of
the solution itself; (ii) it provides an improvement in one of
the aforementioned aspects (sustainability or security) without
negatively affecting the other one.

As represented in Figure 1, the concept of SSIoT originates
from the union of the notions discussed in the previous sec-
tion: green/sustainable computing, green/sustainable security,

green/sustainable IoT. Green/sustainable computing aims at
improving IT infrastructures in a green and sustainable way.
SSIoT pursues the same goal, but taking into account the
requirements of IoT infrastructures. We also share the aim
of green/sustainable IoT, but in our vision green/sustainable
IoT solutions need to ensure efficient security, otherwise, they
should not be in the scope of SSIoT. Finally, we believe
that green/sustainable security alone cannot be the best option
for IoT due to the multitude of differences between IoT and
the traditional Internet infrastructure that green/sustainable
security is originally intended for. Thus, we need to apply
the green/sustainable security approaches carefully, yet only
as far as the IoT requirements are met.

All in all, Sustainable Security for Internet of Things
(SSIoT) can be defined as the collection of practises, pro-
cedures, and technologies aimed at improving the security
level of IoT in an energy-efficient, affordable, and eco-friendly
manner.

As depicted in Fig. 2, the four main pillars of SSIoT can
be extrapolated from its definition: security, energy efficiency,
affordability, eco-friendliness. All solutions in the scope of
SSIoT have to be secure by design while meeting the key
requirements of IoT, in terms of low power consumption
and low cost, and without having a negative impact on the
environment.

IV. CONCLUSION

In this work, we paved the way for a new research per-
spective: Sustainable Security for IoT. Even though substantial
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efforts have already been done towards a more energy-efficient
and secure 10T, we believe that insufficient emphasis has been
put on developing lightweight security that would simultane-
ously ensure IoT sustainability. The latter term intended not
only as energy efficiency, but also in terms of environmental
impact and economic repercussions (e.g., installation, mainte-
nance, disposal of devices).

The aim of this work is to increase the awareness about
security and sustainability issues in IoT, inviting to a more
intense research effort towards solutions that would enable a
future where 10T can be seamlessly and securely integrated
into our society, without undesirable consequences.
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