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Abstract

We propose new game theoretic approaches to estimate a binary random variable based on sensor
measurements that may have been corrupted by a cyber-attacker. The estimation problem is formulated
as a zero-sum partial information game in which a detector attempts to minimize the probability of an
estimation error and an attacker attempts to maximize this probability. While this problem can be solved
exactly by reducing it to the computation of the value of a matrix, this approach is computationally
feasible only for a small number of sensors. The two key results of this paper provide complementary
computationally efficient solutions to the construction of the optimal detector. The first result provides
an explicit formula for the optimal detector but it is only valid when the number of sensors is roughly
smaller than two over the probability of sensor errors. In contrast, the detector provided by the second
result is valid for an arbitrary number of sensor. While it may result in a probability of estimation error
that is € above the minimum achievable, we show that this error € is small when the number of sensors

is large, which is precisely the case for which the first result does not apply.

Index Terms

Adversarial detection, byzantine sensors, cyber security, zero-sum games, estimation.

I. INTRODUCTION

Embedded sensors, computation, and communication have enabled the development of sophis-

ticated sensing devices [17] for a wide range of cyber physical applications that include safety
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monitoring, health-care, surveillance, traffic monitoring, and military applications [35, 6, 15, 20].
However, the deployment of such devices has been slowed by concerns regarding their vulnera-
bility to both stochastic failures and cyber attacks. Of particular concern are scenarios in which
an attacker gains access to the computing platform of a sensing device and manipulates the
output reported by the device to compromise any decision based on that data. This scenario

forces system designers to re-think basic estimation problems in light of security concerns.

In traditional estimation problems one attempts to determine the value of a physical variable
that cannot be measured directly based on a set of “noisy” measurements of that variable [11].
Typically, some form of probabilistic structure is assumed to model how the measurements relate
to the true value of the variable to be estimated. This type of framework is adequate, when
the measurements fluctuate around the variable’s true value, e.g. due to microscopic thermal
fluctuations. However, things are quite different when the measurement device can be controlled

by an entity that actively attempts to degrade the estimation process.

The most basic mechanism to overcome stochastic measurements errors relies on the use of
redundancy. When multiple sensors provide redundant and independent measurements about a
variable that needs to be estimated, the confidence on the estimate increases with the number of
sensors. When some of these sensors are being controlled by an adversary that wants to maximize
the estimation error, the independence assumption is generally not valid and the magnitude of
an estimation error scales differently with the number of sensors. The goal of this paper is to

provide insights regarding what happens in such situations.

We consider the problem of estimating the value of a binary random variable based on
measurements provided by a group of binary sensors. We assume that such measurements
incorporate two types of errors: purely stochastic errors that are responsible for bit-flips with a
given probability, and adversarial errors that are controlled by an adversary that has infiltrated
a subset of the sensors. Which sensors have been manipulated is not known a-priori to the
detection system. We shall see that the (optimal) adversarial errors may actually be stochastic
(corresponding to mixed policies), with probability distributions carefully selected by the attacker
to maximize the probability of an estimation error. In general, these distributions will be a
function of the value of the variable to be estimated. A key novelty of the work presented here

with respect to classical problems of Byzantine faults [10] is that we do not assume perfect
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sensors, 1.e., even the sensors that have not been manipulated can report an incorrect value with

a given probability pe..or > 0, typically due to limitations of the physical sensing mechanism.

The adversarial estimation problem described above is formulated as a zero-sum game between
a player that wants to estimate the binary random variable with minimal probability of an
estimation error, henceforth called the detector, and a player that wants to maximize the same
probability of error, henceforth called the attacker. This is a game of partial information [3,
8, 12] in that the decision maker only has access to “noisy” sensor measurements that have
been corrupted both by stochastic and by adversarial errors and does not know which sensor
measurements have been compromised by the attacker. Similarly, the attacker also only has
partial information since, while she may know the true value of the variable to be estimated,
she does not know the values of the measurements that are being reported by the sensors that

she has not infiltrated.

To model the fact that the detector may not be certain whether or not an attacker may actually
have infiltrated some of the sensors, we introduce a “probability of attack™ parameter pat¢ack that
reflects how certain the detector is about the existence of a malicious attacker. An interesting
feature of the solutions obtained is that the optimal estimation policies are largely insensitive to

this parameter. This is convenient because paitacx Would typically be hard to guess.

The adversarial estimation problem considered here can be reduced to the computation of the
(mixed) saddle-point of a zero-sum matrix game (cf., Section II). However, even for a relatively
small number of sensors n, the matrix can become very large. To overcome this difficulty we
provide two complementary approaches that scale to a very large number of sensors. The main
result of Section III (Theorem 1) provides an explicit formula for the optimal estimator (i.e.,
the saddle-point policy for the detector) and the corresponding probability of estimation error
(i.e., value of the game) that is valid when the number of sensors is roughly below two over
the probability pe.or Of sensor error. Somewhat unexpectedly the optimal estimator is a mixed
policy that randomizes between a majority rule (i.e., pick the value reported by most sensors)

and another rule that can go against the majority.

The main result of Section IV (Theorem 3) provides an explicit formula for a detection policy
that is valid for an arbitrary number of sensors. While this detection policy is not necessarily

a saddle point, we show that it leads to a probability of estimation error that is, at most, €
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larger than the optimal. Moreover, the value of e decays to zero with 1/4/n, which means that
the estimator provided in Section IV is very close to optimal precisely when the estimator in

Section III does not apply.

The results presented in Section III and IV are obtained using different approaches. In Sec-
tion III, the large zero-sum matrix game is reduced to a 2 x 2 matrix game through successive
applications of policy domination and the result follows from the direct solution of the 2 x 2
matrix games. In Section IV, we approximate the original game, where the players make discrete
choices, with a continuous game where the choices are continuous. This relaxation leads to a
game for which we can find the (exact) saddle point, which turns out to be an e-saddle-point
for the original (discrete) game. The solution of the continuous game (Theorem 2) may be of

independent interest for other adversarial estimation problems.

Related Work

There is a large body of literature regarding game theoretical approaches to cyber and network
security [1-3, 16]. Byzantine attacks have their root in the Byzantine generals problem where
the traitor generals want to prevent the loyal generals from reaching an agreement [10]. Sensor
fusion with Byzantine sensors is presented in [9], where the authors use random binning in sensor
polling to force a Byzantine sensor to either act honestly or reveal its Byzantine identity. This
random binning is not needed when more than half of the sensors are honest. The authors in [7],
describe the Byzantine problem as a zero-sum game problem in which the attacker’s policy is to
manipulate the measurements of the sensor network and the defender measures the sensor value
before picking an action, but without providing any closed-form policies. The game is solved
as a pair of dual linear programming problems and it is shown that deception becomes more
difficult when sensor redundancy is used. The authors in [4] propose a game theoretical model
for virtual coordinate systems that allows hosts in the Internet to determine latency to arbitrary
hosts based on information provided by a subset of sensors. The Byzantine adversary knows
how and what defense strategies are used and adjusts his strategies accordingly. The defender,
on the other side, uses an adaptive threshold to decide if the data should be accepted by the
system or not and thus deter adaptive adversaries. Game theoretic solutions for sensor networks
based on cooperation and selfishness have been reported in [14, 18], where each node needs to

decide whether to forward or not a measurement based on appropriate payoff functions.
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Our recent work in [13] also deals with estimation under stochastic errors and cyber attacks.
In that work we considered a full information game for the attacker and provided minimax pure
policies that may not be saddle-point policies, which leads to more conservative solutions for

the detector. A subset of the results in Section III appeared in the conference paper [19].

II. PROBLEM FORMULATION

The goal of this paper is to estimate the value of a binary random variable X with Bernoulli

distribution
PX=1)=1-P(X=0)=pe (0,1), (D
based on a vector Y = (Y7,Y5,...,Y,) of n binary “noisy” sensor measurements, where the
measurements Y;, i € {1,2,...,n} are assumed conditionally independent, given X. Specifically,
Perr X = 07
1— DPerr X = 17

where p.,; € [0, 1] denotes the sensor error probability. Setting us apart from standard estimation
problems, we consider a scenario where an estimate X of X needs to be constructed based on
version Z = (41, Zs, ..., Z,) of the measurement vector Y that may have been “corrupted” by
an attacker. It is assumed that, with a given probability pagack € [0, 1], the attacker manipulated
the readings of m < n sensors and therefore only m — n of the Z; match the corresponding Y,
but the estimator of X does not know which. The probability paiack € [0, 1] should be viewed
as a design parameter that reflects how certain the estimator is that the measurements have been
manipulated. For p.i.cc = 0, we recover a standard estimation problem with purely stochastic

measurement errors.

The problem under consideration can be viewed as a two-player partial information game: The
detector must select its estimate X based solely on the vector Z of possibly corrupted sensor
readings. Because the detector does not know which sensors have been manipulated, its decision
must be solely based on the total number of zeros and ones in the vector Z, which corresponds
to the selection of the estimation policy p : {0,1,...,n} — {0,1} that is used to compute the
estimate
n
X = u( Z) 3)

=1
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Fig. 1. Detection-Attack Model

Since the domain of i has n + 1 elements and its codomain has 2 elements, the set / of all

possible estimation policies contains 2"*! policies.

We assume that the attacker knows the true value of X and bases her decision on how to
corrupt the m measurements of the manipulated sensors as a function of X. Since the attacker is
not assumed to know the values reported by the remaining sensors, she also suffers from partial
information. We can thus view the artack policy as a function ¢ : {0,1} — {0,1,...,m}, with
the understanding that §(X) determines how many of the m sensors that have been manipulated
will report a zero (the other m — &(.X) will report a one). Since the domain of ¢ has 2 elements
and its codomain has m + 1 elements, the set D of all possible attack policies contains (m + 1)?

policies.

The model just described is illustrated in Figure 1 and allow us to define adversarial estimation
as a zero-sum game in which the detector selects a policy p € U and the attacker a policy 6 € D

so to minimize and maximize, respectively, the probability of an estimation error
Puo(X # X)), 4

where the subscript |, 5 in the probability measure emphasizes the fact that the probability of an
estimation error depends on the players’ policies. Since the sets of policies are finite, we have

a (finite) matrix game defined by a 2"™! by (m + 1)? matrix

A=

[aij]2n+1x(m+1)2’

where a;; denotes the probability of an estimation error (4) corresponding to the ith estimation
policy in U and the jth attack policy in D. In general, this game does not have pure saddle-point
equilibria so the players will seek for mixed policies, which correspond to selecting probability
distributions over the sets of actions ¢/ and D.

The following result, proved in the appendix, can be used to compute the matrix (4).
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Lemma 1: When the detector utilizes a policy (3) and the attacker utilizes a policy d that sets
to 0 and to 1 a number of sensors equal to §(X) and m — §(X), respectively, the probability of

an estimation error is given by

Puﬁ(X'¢<X7==(1-—p)(pmm¢ ( >pg;n+ﬁm<1__pﬂ0nkam
k=m—38(0 km+5

n _
— Pattack kZ_O (l{?)p err perr k)

n—4(1)

+ b (pattack Z ( ) (1 - perr)k_m+6( )Pgrrk o)
ket (1) k—m+ (5
— Pattack Z < ) (1 - perr)kpgrrk) . (5)
k=0

III. CLOSED-FORM SOLUTION FOR EXACT SADDLE-POINT

We have seen that the estimation problem can be seen as a matrix game with 2"*! policies for
the detector and (m + 1)? policies for the attacker. It turns out that the exponential complexity in
the number of sensors n can be removed using policy domination. For simplicity of presentation,
we show this for the case where it is equally likely that X is O or 1 and the number of sensors
is odd (allowing for tie-breaking). When p = 1/2 in (1), we have perfect symmetry between
the cases X = 0 and X = 1, which means that both players should treat 0 and 1 similarly. In
particular, if the detector uses the estimate X =1 when the vector Z has k 1’s, then it should
use the estimate X = 0 when the vector Z has k 0’s and therefore we can restrict our attention

to estimation policies for which

p(k) =1 —p(n —k). (6)

Similarly, if the attacker decides to set to 0 a certain number of sensors when X = 0, then
it should set to 1 the same number of sensors when X = 1 and therefore we can restrict our

attention to attack policies for which
5(0) =m —4(1). (7)

In this case, we can provide explicit formulas for mixed saddle-point policies and for the value

of the game. This result is formulated in terms of the following pure policies:
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2)

3)

4)

We define the detector’s majority rule to be the pure policy

/L( Zz) = Mmajority(Z Zz) =
‘ =1

(2

0 Z?:l Z; < "3

2

n
— n n+1
=1 1 Zi:l Zi = 2

which corresponds to setting X = 0 if more than half the sensors reported the value 0.

We define the detector’s no-consensus rule to be the pure policy

M( A Zi) = Hno—consensus ( Z ZZ-) =

i=1 i=1 1 n>>" Z=z"Lor 3" Z =0.

0 0<Z?:1Zz’<n77101' Z?:lzi:n

This somewhat unexpected policy is like the majority rule, except that if all sensors agree
on a particular value (i.e., Z; = 1, Vi or Z; = 0, Vi), the estimate X should take the
opposite value.

We define the attacker’s deception rule to be the pure policy

0 X=0
5(X) = 5deception<X) =

m X =1
that, when X = 0 sets all m manipulated sensors equal to 1 and when X = 1 sets all m

sensors equal to 0.

We define the attacker’s no-deception rule to be the pure policy

m X=0
5(X> = 5no—deception(X) =
0 X=1

that, when X = 0 sets all m manipulated sensors equal to 0 and when X = 1 sets all m

sensors equal to 1.

Theorem 1: Consider p = 1/2 in (5) and an odd number of sensors n > 2, for which

—1 1 err -1

m < min {n , ntl_ b n } &)
2 2 1 - Perr 2
with n and p.,, sufficiently small so that,
2
err < R 9
b n+1 ©)
2=L(n —m)I\ -1

P < (14 g ) (10)
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and, for the case m > 2, one also needs

1

< . 11
Pattack = 1 N l(nfm pgr;2m+1(17pe”)m,1 ( )
n

mfl) perr(l_perr)n71 _pgr:l (l_perr)

In this case, the value of the game is given by
1 — orr n—m n—m __
V(L= pen)"™™ + 87 + p(Per 6)} (12)
(1 - perr)n_m + pgr;m

and a mixed saddle-point policy corresponds to selecting
(

% .
V" = & + Pattack MIN {7,

Hmajorit w.p. I Yo
R (13)
\,uno—consensus W.p. Y2,
)
5deception W.p. 1 - Z2 (14)
kano—deception W.p. 29,
where
Y—p n—m n—m
— H ( (1*perr)n_m+pgr;m> /8 < perr _ H perr B /B
Y2 = %2 = (]_ _ )n—m + pnom
0 /6 > pgr;m perr perr
n—1 n—1
SN g k S o(n—m\ k—m
Q= (1 - pattack) Z L Perr (1 - perr) p = kE—m DPerr (1 _perr)
k=0 k=m
nTA
n—m n—m—=k k I Pattack n n
7 = perr 1 - perr /8 = 1 - perr - perr
];) < k ) ( ) Pattack (( ) )

and IT : R — R denotes the projection function into the interval [0, 1]:

0 =<0
(z) =92z ze[0,1] m
1 z>1.

1) Discussion: Conveniently, the optimal policy (13) for the detector is largely independent
of the attack probability p.itack, Whose value may be difficult to know precisely. In essence, the
detector’s policy only depends on p..cc because of the threshold condition that defines y»:

B LB () sl
Pattack
Moreover, for m > 2 and probabilities of attack satisfying (11), the previous inequality holds

true for small values of p,,, and the saddle-point for the detector only uses the majority rule.
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10

While the detector’s policy may depend little on pattack, that is obviously not the case for
the probability v* of an estimation error corresponding to the saddle-point solution (12). For
example, for very small probabilities of error, the saddle point is essentially given by

‘o n—m\ s
U = Pattack n—1 Derr 5
2

which shows that the probability of an estimation error scales linearly with the attack probability.
This formula also shows that the probability of an estimation error scales with the number of

SE€nsors as

n+1—2m

Perr * . (15)

In the absence of attacks (for which the majority rule would be optimal), we can conclude from

Lemma 1 that the probability of an estimation error is given by

. N (n _
PH,5(X 7 X) = Z (k>ple€rr(1 _perr)n kv

_n+l
k= 2

which, for a small probability p.,, of sensor error, scales with the number of sensors as

n+1

Pert - (16)

From the perspective of the scaling laws (15) and (16), it is as if each one of the m sensors
compromised effectively decreases the total number of sensors by 2m.

2) Proof of Theorem 1: The following proposition (proved in the appendix) is needed to prove
Theorem 1.

Proposition 1: Given an integer n > 2, for every integers k and ¢ such that 1 <k <n — 1,

n _ n— n— n—
<k’) (pl;rr(l - perr)n b perrk(l - perr)k) < n(perr(l - perr) t— perrl(l - perr))v (17)
Ypers € (0,2/(n + 1)]. =

Proof of Theorem 1. Using (6) and (7) in (5) one obtains

n—4(0)

N 1 n—m

Pt X X) == attac E k k—m-+5(0) 1— orr n—k—4(0)
l,5< # ) 2 (p tt kk:mié( )N( )(k —m+ 5(0))perr ( p )

pattack Z ( )perr ]' perr)n_k
k=0
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n—m+4(0) n—m

+ Dattack Z pu(n —k) (k B 5(())) (1— perr) (0 )pgrrm k+6(0)

k=5(0)

— Pattack Z < ) (1 - perr)kpgrrk) :

Making the change of variable n — k — ¢ in the 3rd and 4th summations above, we obtain

n—4(0)

. n—m n—k—

PLs(X # X) = Dattack Z p(k) <k . 5(0))p§rrm+6( (1 = pery)"F00)
k=m—4§(0)

— Pattack Z < )perrl perr)nik-

Using the fact that n is odd and (6), we can break the summations as follows

n—1

A~ 2 n—m —m n—k—
PM,J(X #* X) =Pattack Z M(k)( )plefrr +6(0)(1 - perr) k=3(0)

k=m—6(0) k—m+46(0)
n—4(0)
FPanaae ), (1= p(n =) ( o )pf;rm*“ (1= )00
=St k—m+4(0)

,_.

n—

2
— Pattack Z ,u < )perr 1 perr)nik
k=0
c ny g n—k
+ pattack Z )) (k)perr(l - perr)

k=
n—1
2 n—m
= Dattac k k—m~+4(0) 1 — oo n—k—4(0)
Pattack kmza(o) :u( )<k —m+ 5(0))perr ( p )

n—m—k+46(0) 1 — k—46(0)
+pattack Z (n—m k+5( ))perr ( perr)

T n—m
— Duttne k n—m—k+4(0) 1 — Perr k—4(0)
Pattack 2 l”’( )(n_m_k+5(0)>perr ( p )

n—1
2

11

+ (1 - pattack) Z ,U(k) <Z) ( ];rr(l _perr)nil€ - Pgr;k(l _perr)k> + a. (18)

k=0

With this formula, we can proceed to exclude some of the estimation policies i based on policy

domination. To do this, we compute the derivative of the probability of an estimation error with

respect to the values of (k). When this derivative is positive for every attack policy J, we know
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that we can restrict our attention to estimation policies for which p(k) = 0 since the policies

with p(k) = 1 would be dominated (recall that the detector is the minimizer).

We consider separately four cases that differ by which summations in (18) include specific values

of k:
1) For k such that k£ < min{m — §(0),6(0)} and 1 < k < 23!, we have

dP,s(X # X) n\ (& —k —k k
7 = (11— 1— T " — Do 1-— err
dﬂ(k’) ( pattack) k < err( De ) Peorr ( p ) )
n—2k
n k n—k Perr
= (1 - pattack) <k)perr(1 - perr) <1 - W) =0,

where the last inequality is a consequence of the fact that pe, < 1/2 and n — 2k > 1

2) For k such that m — 6(0) < k < §(0) and 1 < k < 231, we have

)n—k—6(0)

dP,“;(X#X) n—m k—m~+8(0)
7 = Pattac " 11— err
d/.L(k) Pattack kE—m + 5(0) Perr ( p

n n— n—
+ (1 - pattack) (k) ( ];rr(l - perr> b perrk(l - perr>k> = O:

where the last inequality is again a consequence of the fact that p.,, < 1/2 and n—2k > 1

3) For k such that max{m — 6(0),0(0)} < k and 1 < k < we have

2 9

dP,.5(X # X) n—m k—m+5(0) k-5
: — Pattac " 1-— err " ©
d/,é(k) Pattack kE—m + 5(0) Perr ( p )

o T n—mek8(0) () k—5(0)
(k o 6(O>>perr ( perr)
n _ .
+ (1 - pattack) (k?) < Srr<1 - perr)n b perrk<1 - perr)k>

_ =) n—m—k+5(0) (1 _ k—5(0)
Pattack <l€ B 5(0))perr ( perr)

(=i Z_Z*Eiﬁii.(lpj“>”’”“—1>

I(n
6(0))
+ ( — Pattack ( ) < err perr - p:r;k<1 - perr)k>

> Dattac n—m—k+46(0) 1 — Porr k—6(0)
Patt k(k_(s(o))perr ( p )

n—2m+1 _
et L —perr>" % 1)

<”Tl'(n — m)!< Derr
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n _ n—
+ (1 - pattack) (k)) <p§rr<1 - perr)n - perrk<1 - perr)k>
= (1 - pattaek)n<perr(1 - perr)ni1 - psr;1(1 - perr))
n— 1- Perr n—2
= (1 - pattack)nperrl<1 - perr) (< ) - 1) = 07

perr
where the first inequality is a consequence of the facts that £ — 0(0) = 0, k —m + §(0) <

kgnT—l’n_m_kjL(;(o))n_m_”T—l:%,n—k—é(O)én—m; the second

inequality a consequence of the fact that (10) is equivalent to

n—2m+1)

2 1_perr > 1
nT_l'(n_m)' Derr

which implies that
n—=2m+1)
n==l

2=L(n —m)! 9
the third inequality is a consequence of (17), which is valid in view of (9); and the last
inequality is then a consequence of the fact that pe, < 1/2 and n > 2.

4) When m > 2, we also need to consider the case §(0) <k <m —§(0) and 1 < k < %52,

we have

dP,“;(f( # X) n—m —m—k+6(0)
: = — Pattac e 1- err

)k—6(0)

n n— n—
+ (]- - pattack) (k’) <p§rr(1 - perr) b perrk(l - perr)k>

n—m n—m— -
= — Pattack (k B 5(O)>perr k+6(0)(1 - perr)k %(0)

+ (1 - pattack)n<perr<1 - perr)n_1 - p:;l(l - perr))a
where the inequality is a consequence of (17), which is valid in view of (9). Since we are
dealing with a case for which £ < m — 1 we have that kK — §(0) < m — 1 and, because of
(8), we have that

kE—0(0)<m—1<(n—m)(1— per)

Because of this, we can use the monotonicity of the binomial distribution up to its average,

to conclude that

dP,s(X # X) n—=MY\ o om+1
7 = ~ VMattac o 1— err
d/L(k) Pattack m—1 Perr ( Db

)m—l
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+ (1 - pattack)”( err(]- _perr)n_l - pgr;1<1 - perr)) = 07

where the last inequality is then a consequence of (11).

The previous inequalities allow us to conclude that we only need to consider estimation policies
with (k) = 0 for all values of k that satisfy 1 < k < ”T_l We are thus left with only two
estimation policies: the majority rule (x(0) = 0) and the no-consensus rule (1(0) = 1). For these
pure policies, the probability of an estimation error (18) simplifies as follows: When §(0) = 0

(which corresponds to the deception rule) we have

P,U,(S(X 7 X) = M(O)pattack(/g - pgr:m) + Pattack” + «,

when 6(0) = m (which corresponds to the no-deception rule) we have
Ppus(X # X) = p(0)pastacte (8 + (1 = Pexe)"™™) + Dastackp + v, (19)
and when 0 < §(0) < m we have
Puﬁ(X # X) = p(0)pattack 3 + . (20)

Comparing (19) with (20), we conclude that the no-deception rule leads to a higher probability of
an estimation error than any policy with 0 < §(0) < m, and therefore the former dominates the
latter. We are thus left, with the following 2 x 2 zero-sum game where the first row corresponds to
the majority rule (11(0) = 0), the second row to the no-consensus rule (1(0) = 1), the first column

to the deception rule (6(0) = 0), and the second column to the no-deception rule (§(0) = m):

- ~ p 1 1
A::pattack B B +«
B+vy—pex™ B+p+(1—pe)"™ 11

It is now straightforward to show that this matrix has a mixed saddle-point

. I -y o 1— 2
Yo 22

with value v* (cf., e.g., [3]). [ |
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IV. APPROXIMATE SADDLE-POINT

In view of the condition (9), the estimation policy provided by Theorem 1 is only optimal for
a number of sensors n roughly below 2/p,,. We shall see in this section that when the number
of sensors is large and the probability of sensor error is not very small, a threshold estimation
policy like the majority rule is almost optimal. However, the proof of this result requires a

completely different approach, which is described next.

The random variable

Z = i ZZ‘,
=1

observed by the detector may have different distributions depending on the value of X and

whether or not there is an attack. Specifically,

_ R w.p. 1 — Pattacks
5 ttack @0

S + w W.P. Pattack,

where the random variable R equals the sum of all the Y; and therefore its distribution is

Binom(n, per) X =0,
R~ ( (22)

Binom(n,1 — pey) X =1;
the random variable S equals the sum of the n — m sensors that have not been compromised by

the attacker and therefore has distribution

Binom(n — M, Perr X = 0,
S ~ ( ) (23)

Binom(n —m, 1 — pery) X = 1;
and the random variable 1 equals the sum of the readings of the m sensors compromised by the
attacker. The distribution of W is selected by the attacker and may depend on the value of X,
with the constraint that its support must lie in the set {0, 1,...,m}. This perspective motivates

the general problem formulated and solved in the next sections.

A. General case

Suppose that one wants to estimate the random variables X with Bernoulli distribution (1)
based on a measurement Z of the form (21) where the conditional distributions of R and S

given X are known and the conditional distribution of W given X is selected by an adversary,
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but its support is limited to a given subset I — R. As before, we formulate this as a zero-sum
game where the estimator wants to minimize the probability of an estimation error, whereas the

attacker want to maximize this probability.

We allow the estimation policy to be stochastic and represent it by a function f : R — [0, 1],

with the understanding that, when the estimator observes a value z € R for (21), she selects
1 wp. f(2)
0 wp.1—f(2).

Denoting by p., 0., and w,, respectively, the conditional distributions of R, S, and W given

X =

that X = x, we can use the law of total probability (much like in the proof of Lemma 1), to

express the probability of an estimation error as follows:
J(f, wo, w1) = P(fL # p)

= pattack(l - p) P( =1 | X = 0 5attack) + pattacka( =0 | X =1 8attack)

A~

(1 pattack ( =1 | X = O gattack) 1 — Pattack PP<X =0 | X = 17 _'gattack)

= Pl ” £(5 + ©)00(d7)wo(dD) + Pagac P f f (1= f(5+ @) (dg)n (d)
+ (1 _pattack)(l _p) J;Rf(y)po(dy) + (1 _pattack)pJ;R (1 - f(g))pl(dg)

where &,i.0c denotes the event that the attacker manipulated measurements. Grouping all the

terms that do not depend on f, the above expression can be simplified to

‘](f7 Wo, wl) p+ pattack f f f Y+ U) Ug(dy)wo(dw)
- Duack D j f 1§+ m)o (dg)wn (dio)

(1= pusas)(1 =) | S@pld) = (= pucasd | F@n (). 24)

For the above formula to be well defined, we assume that the attacker is only allowed to select

distributions (wp,w;) in a set A containing all pairs of distributions (wg,w;) for which the
integrals in (24) exist for every Lebesgue measurable function f.

The problem just defined matches exactly the one considered in Section II when py, p1, 09, 01

are the binomial distributions defined by (22)—(23) and [ = {0,1,2,...,m}. However, we

start by computing saddle point policies for the simpler case where pg, p1, 0¢, 01 are continuous

distributions and [ is an interval.
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B. Continuous-distributions case

When the set [ is an interval, the following result provides a sufficient condition for the
problem defined above to have a saddle point solution for which wy, w; are Dirac distributions
at the two extrema of /. While this condition may seem very restrictive, we shall see shortly
that it holds when pg, p1, 0y, 01 are Gaussian distributions.

Theorem 2: Suppose that I = [a,b], that pg, p1, 00,071 are continuous distributions (with

probability density functions), and define the set
Z={zeR:g(z) <0}, (25)
where!
9(2) = Puttaa (1= P)ou(z = ) = po1(Z = ) + (1 = Passaa) (1 = P)0(2) = pp1(3)). 26)
Assuming that
oo(z — b)dz, (27)
o1(zZ —a)dz, (28)

Yw € I, then the function

for the defender and the functions
wo(w) = 6(w —b), wi(w) = 6(w —a), (29)
for the attacker form a saddle-point for the game with value given by

J(f* b wf) = p + j 9(2)dz. .

z
Proof of Theorem 2. When the distributions py, p1, 09,01 are continuous (and have pdfs), the

probability of an estimation error (24) can be re-written as

J(f w0,01) = P + Pasacc(1 — ) j f £(5 + @)00(§)wo(dd)dy

'With some abuse of notation, we use here the same symbols po, p1,00,01 for the continuous distributions and for their

probability density functions (pdfs).
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P f f 15 + ®)o1 (5w (dio)dg
(1 panna)(1— D) f £ (@) P05 — (1~ pasiacs) p j @) (5)dg
= P + Dattack(1 J ff z)oo(z — w)wo(dw)dz pattacka Jf Z)o1(Z — w)wy (dw)dz

+ (1 = Pattack) (1 — p) JR F@)po(@)dy = (1 = Passack) P JR f(@)pi(y)dy. (30)

We prove this theorem by showing that the given policies satisfy the following saddle-point

inequalities:

J(f*7w07w1> < J(f*vwg7w;<> < J(f7 w(’l;?wi()

for every Lebesgue measurable function f and for every pair of functions (wg,w;) € A. Suppose
first that the attacker selects the distributions (29). In this case, for an arbitrary Lebesgue

measurable function f, (30) leads to
J(f,wg,wi) =P + Pattack(1 J f(2)oo(z = b)d pattackaRf(Z)Ul<Z_a>dz
+ (1 7pattack)<1 p)f f(g)po(g)dg - (1 - pattack)pj f(g)pl(g)dy
R R
v+ | fE):
R
>inf (p-+ | FE0E) =p+ | oz = I i), G

where the infimum is taken over Lebesgue measurable functions taking values in [0, 1] and is

achieved for the function f* that takes the value 1 when g(Z) < 0 and O otherwise.

Suppose now that the detector uses the function f*. For arbitrary distributions (wg,w;) € A,

conclude from (30) that

J(f*wo,w1) = D + Pattack (1 — P) L L 00(Z — W)dzZwo (dW) — Pattack P L JZ 01(Z — w)dzw; (dw)
(= pusas)(1=9) | (@) = (1= pasacdp | (i)
< P+ Pattack(1 J J 00(2 — b)dzwo(dw) — attackpf J o1(z — a)dzw, (dw)
+ (1 = pattack) (1 — ) L Po(9)dy — (1 = Pattack) P L p1(y)dy

=p + pattaok(l - p) J UO(Z - b>d2 - pattackpf 0-1(5 - CL)dZ
zZ Z
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+ (1 - pattack)(l - p) JZ £o (g)dﬂ - (1 - pattack) p J;z P1 (@)dﬂ

=p+fg@MZ=ﬂﬁm&wm
Z

where the inequality is a consequence of (27)—(28) and the final equalities result from the

definition of g and (31), respectively. [

C. Gaussian case

When py, p1, 09, 01 are Gaussian distributions one can obtain explicit formulas for the saddle-
point policies in Theorem 2.

Corollary 1: Suppose that I = [a,b], that each p,, x € {0,1} is a normal distribution with

2

2, and that each o,, = € {0,1} is a normal distribution with mean &,

mean p, and variance o

and variance o2. Assuming that

b+5’0 ﬁo . a+ o0 ﬁl
max{g—g,a—%}<m1n{ o ,O—g}, (32)

and that o2 is sufficiently close to O'%, then the function

= DPattack _@ _@
g(Z) = o m <(1 — p)e 205 — pe 202 >
1- attac _G=p)? _(z=p)?

ooV 2T

has a unique zero z = z*, the set Z in (25) is of the form

Z={zeR:z>2z*} (34)

the equations (27)—(28) hold, and therefore the function

. 0 z<z*
[ (z) = (35
1 z>z*
for the defender and the functions
Wi (@) = 8(m — b), Wi () = 6(@ — a),

for the attacker form a saddle-point with value given by
0

ﬂﬁ&&wﬁ=p+f g(2)dz. 0

Z%
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Remark 1: The corollary’s assumption that “c?2 is sufficiently close to o

o

2 9
b

o> 1s only needed

to make sure that the function (33) has a unique zero. One could construct an explicit bound
on how close the two variances need to be for this to happen along the lines of the proof of
Proposition 2 in the appendix, but we do not include such bound here because it is conservative
and it is straightforward to verify numerically whether or not the function (33) has a unique

Z€ero. ]

Proof of Corollary 1. For the given distributions the function (26) is given by (33), which is of
the form (55) in the Proposition 2 in the appendix, for

a2:%7 blz b+20'0’ ¢ = a+2017
20z lop oz

C_LQ = LQ) l_)l = p_(;7 El = p_;
20p o, o

Since (32) guarantees that (56) holds, we conclude from Proposition 2 that for a, sufficiently

close to as, (59) has a unique zero z = z* and that

9(2) <0 < zZ=2%

leading to (34).

To verify the conditions (27)—(28), we write them for the given pdfs and the set Z, leading to

O (z—w—59)? O (z-b-5¢)? D (z-w—51)? O (z—a—5)?
fe 205 dz<J e 23 dz, Je 205 dz>f e 225 (Z,

% ¥ ¥ z¥

(modulo a multiplication by o,+/27 > 0). Making appropriate changes of integration variables,

we obtain the equivalent expressions

0 7(5—@)2 0 7(5—@)2 © 7(5—@2 © 7(5—62&
e 25 ds < e 25 ds, e 25 ds > e 25 ds,
z* —wm z*¥—b z* —w z*¥—q
which indeed hold for every w € [a, b]. |

D. Binomial case

When pyg, p1, 00, 01 are the binomial distributions in (22)—(23), Theorem 2 no longer applies.
However, since binomial distributions can be well approximated by Gaussian distributions, we

shall see that it is possible to use Corollary 1 to compute an e-saddle point for a small value
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of e. We recall that a pair (u*,d*) € U x D is an e-saddle-point with respect to a criterion

J :U x D — R when
Jw*,d*) —e< J(u,d*) < J(u,d*) + € Yuel,deD.

For € = 0, an e-saddle-point is just a regular saddle-point.
Theorem 3: Suppose that py, p1, 09,01 are the binomial distributions in (22)—(23), that [ =
{0,1,...,m} with

m < Tl(l - 2perr); DPerr € (07 1/2)7 (36)
and that the function
_ Pattack ( _ (E=m—nperr)® _ (z=n(1—per))?
z) = (]_ — p)e 2nperr (1—perr) — pe 2nperr (1—perr) )
nperr(l - perr) V 27T
1 - pattack < _ (Z*UL*"")PCH)Q _ (5*(”*7”)(1*1701@))2

—+ 1 — e 2(n—m)perr(1—perr) — pe  2(n—m)perr(1—perr) >’ 37
(TL - m>perr<1 - perr) V 27T ( p) b ( )

has a unique zero z = z*. Then the function

f7(z) = (38)

for the defender and the functions
wo(w) = §(w —m), wi(w) = é(w), (39)
for the attacker form an 2e-saddle-point with value J(f*, wj,w;) satisfying

J(f*,wa“,wi“)—p—f

2%

0

g(%)di‘ < €,

for

€ = (1 - p) (pattackg<n7perr) + (1 - pattack)g(n - myperr))
+ p(pattackg(na 1-— perr) + (1 - pattack)g(n —m, 1-— perr))) (40)

with

E(t,q) = max {1 bl () L (L Lt fay

2 V20q(1 = q) 2 20q(1 — q)

‘
1 kE+n+1—1{q 1 k+mn—{q <€> k —k
+ H(—erf ——erf | ———— ) — 7"(1—q) ,
,;) 2 ( %q(l—q)) 2 ( 2&1(1—61)> k
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Fig. 2. Function £(¥, q) defined in (41) for n = 0 (other values of 7 lead to smaller values).

(oo ger (=) e )b @

k=0
where erf(s) = \/L; Sis et dt, n is equal to the distance between z* and its closest integer, and
H denotes the Heaviside step function H(s) =1, Vs > 0 and H(s) =0, Vs < 0. 0
The function £(¢,q) in (41) essentially provides an error between the probability that a
Gaussian random variable with mean /g and variance ¢q(1 — q) falls between k+n and k+n+ 1
and the probability that a binomial random variable with parameters ¢ and ¢ take the value k.
By the Moivre-Laplace theorem such errors decrease to zero as fast as 1/1/¢ (see Figure 2) and

therefore ¢ in (40) converges to zero as fast as y/n — m.

The proof of Theorem 3 requires two results stated below. The first (Lemma 3) shows that if we
replace in the criterion J defined by (24) the distributions py, p1, 0¢, o1 by “similar” distributions
Pos P1, 00, 01, then the resulting new criterion J is “close” to J. The second result (Lemma 2)
then shows that a saddle-point for a criterion J is an e-saddle-point for another criterion J that
is “close” to J.

Lemma 2: Consider two zero-sum game criteria J : i/ x D — R and J:U x D — R with

UcU and D = D, such that

|J(u,d) — J(u,d)| <€, VYuel,deD, (42)
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for a given € > 0. If a pair (u*,d*) € U xDcU x D is a saddle-point with respect to .J, then
the same pair (u*,d*) is a 2e-saddle-point with respect to a criterion J. ]
It should be emphasized that the error-bound in (42) only needs to hold on the (smaller)
domain of J. The proof of this result is a straightforward consequence of the definitions of
saddle-point and e-saddle-point equilibria and can be found in the appendix.
Lemma 3: Consider the criteria J defined by (24) using four distributions py, p1, 09, 01 and

another criteria J defined by

J(f. worn) = p + Pasraci(1 — P) f f F(5 + @) () (D)
. j j 15 + )62 (dg ) (dd)

+ (1 = Pattack) (1 — p) fR F@)po(dy) = (1 = pastack)p JR f(@)pi(dy), (43)

using four alternative distributions pg, p1, 0, 01. For every discrete distributions wy,w; of the

form
wo(w) = ) pib(w — i), diopi=1 (44)
wi(m) = ) qé(w—i), dla=1, (45)

we have that

|']<f7 WOJ(’ul) - j(f? w(]uwl)‘ < €,

where
€ == (1 — p)(coPastack + do(1 — Patack)) + P(C1Patsack + d1(1 — Pattack)) (46)
co = sup | 115+ ) (ouls) = o) @)
1 = sup ‘ JR f(G + 1) (01(dy) — 61(dy))|, (48)
o= | [ 1)l - o), (49)
=] [ 1@ ) - pata)| (50)
[
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Proof of Lemma 3. The error J — J can be written as
I(f i) = T nnn) = D1 =9) [ || 105+ @) (on(d) = () n(ct)
~ pusacp | | 705+ ) (02(d) = 1))
(1= pusas)(1=9) | 7)) = o)) = (1= pasacd | F5) () = ().

and therefore, for distributions of the form (44)—(45), we conclude that

J(f,wo,w1) — J(f,wo,w1) = Pastack(1 — D) 2 Di JR f(y+1) (Uo(dﬂ) - 50(6@))

1=—00

 poaer S ij<@+¢> (01(dg) — 1(dD)

+ (1 - pattack)(l - p) J]‘R f(g> (pO(dg) - ﬁO(dg)) - (1 - pattack)prf(g) (Pl (dﬂ) - ﬁl(d?j))

Using (47)—(50) that the fact that Y, p; = >,. ¢; = 1, we then obtain

|‘]<f7 Wo, wl) _j(fv wo, wl) | < COpattack(]-_p> +Clpattack p+d0(1_pattack) (1_]9) +d1 (1_pattack)p
= (1 - p) (COpattack + dO(l - pattack)) + p(clpattack + dl(]- - pattack)) . [ |

Proof of Theorem 3. To prove this result we consider two games: one continuous game defined

by (24) with four Gaussian distributions
o0 ~ N (G0 = NPerr, 05" = NPerr(1 = Perr))
o1 ~ N (61 = n(l = pers), 05°)
po ~ N (po = (n = m)pere, 0,° = (1 — M)Pers(1 — Perr))
pr~N(pr= (n—m)(1 = pexr), 0,°),

where the detector picks a Lebesgue measurable function f : R — [0, 1] and the attacker a pair
of distributions (wy,w;) € A with support on the interval / = [0, m]; and one discrete game

defined by the similar criteria (43) but with four binomial distributions

a0 ~ Binom(n, perr), &1 ~ Binom(n, 1 — per),

po ~ Binom (n — M, Perr ) p1 ~ Binom (n —m, 1 — perr)-
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where the detector picks a piecewise constant function f : R — [0, 1] of the form

L 1 se|n, 1
f2)= > flA(z—k), A(s) = b+ 1) (51)

k=—c0 0 otherwise

with n € [-1/2,0] and f; € {0, 1}, Vk and the attacker a pair of (discrete) distributions (wp,w;) €
A with support on the discrete set {0, 1,...,m}. In the discrete game, the random variable Z
observed by the detector is always an integer between 0 and n and therefore we can indeed restrict
the estimation policies f to be of the form (51). Note that the value of f in (51) on the integers
{0,1,....,n} is exactly the same regardless of the choice of 7 in the interval n € [—1/2,0]. We

shall select the value for n shortly to make sure that we can use Lemma 3.

In view of Corollary 1, the continuous game has a saddle-point (38)—(39) provided that (32)
holds and that (33) has a single zero. The former is implied by (36) and the latter holds in
view of the assumption that (37) has a single zero z*. Moreover, by selecting 1 equal to the
distance between z* and its closest integer, we can make sure that the step-like saddle point
f* in (35) is of the form (51). To apply Lemma 2, it remains to show that the criteria J and
J of the continuous and discrete games, respectively, do not differ by more than ¢ for discrete
distributions wy,w; with support on the set {0,1,...,m} and piecewise constant functions f of

the form (51). This result is provided by Lemma 3 with e defined by (46) and

9

o= sup f £+ i) (00(dg) — Go(d))

i€, fre{0,1}

Y

= sup j 15+ 1) (01 (d) — 51(d7))

iEZ,ka{O,l}

)

do= sup j 1) (p0ldi) — foldp))

i€Z, fre{0,1}

Y

di = sup fR @) (p1(dy) — pr(dy))

i€Z,fre{0,1}

for f as in (51). To compute ¢y, we expand the integral as follows

© k4+n+1
Co = sup ‘ Z fk+iJ (o0(dy) —50(6@))‘
i€Z, fre{0,1} ' . 2
and note that the largest (positive) value of the summation will take place when the f;; are equal

k+n+1

to 1 when Sk+n

(00(dy) — 50(dy)) > 0 and equal to O otherwise. Similarly, the most negative
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value for the summation will take place when the f;,; are equal to 1 when S:HH (go(dgj) _
Go(dy)) < 0 and equal to O otherwise. This leads to

—1 k+n+1 k+n+1

Z fk+iJ oo(dy) + i fk+z‘J o0 (dy)

oo k+n k=n+1 k+n

n k+n+1 n
‘ dy) — i — Verr nk
e [ et = (Jokott —peer)

7 o n k+n+1 "
- 4 dy dy) — § — Perr nk s
max{fooffo( y)+L+1+nUO( y) ,%H(J;m oo(dy) (k)perr(l Perr) )

(st = [ )} - )

The formulas for ¢y, dy, d; can be similarly derived. [ |

Co = Ssup
1€Z,fre{0,1}

V. CONCLUSIONS AND FUTURE WORK

This paper introduced novel game-theoretic approaches to estimate a binary random variable
based on a vector of binary sensor measurements that may have been corrupted by an attacker,
also known as the Byzantine problem. The problem is formulated as a zero-sum partial informa-
tion game in which a detector attempts to minimize the probability of an estimation error and an
attacker attempts to maximize this probability. We provide two complementary solutions to this
problem: the first builds upon policy domination to provide an optimal estimator that is valid
when the number of sensors n does not exceed 2/p.,, and the second provides a suboptimal
estimator that is, at most, e-away from the optimal with ¢ converging to zero as fas as 1/4/n.
The two approaches are complementary in that they cover both a small and large number of
sensors. The results presented are limited to the estimation of a static random variable so the key
question for future work is an extension of this work to the estimation of states of a dynamical
system, either in the form of a finite state machine, a Markov chain, or a stochastic differential

or difference equation.

APPENDIX

Proof of Lemma 1. By the law of total probability, we can expand
P a(X # X) = Z W (X =122 = k) Py (Y2 = kX = 0)
k=0 i=1 i=1

DRAFT



27

n

i P, (X = 0‘ Z Zi
=0 1=1
2,
1=1

+

k) P, (ilz — KX =1)

Z; = k|X :0) +pi (1= (k) Pg(izi — kX = 1), (52)

i=1

(

p
= (1—p) > ulk)Ps
k=0
where we used the facts that
P, (X ~11) 7 = k:) —u(k),
i=1

Ps (X — | izi - k;) —1 — ulk).
=1

We now proceed to compute the conditional probabilities in (52), which can also be expanded

as follows:
P6 (Z Zz = k’X) = P6 <2ZZ = k|X7 5attack>pamtauck +P (Z}/Z = k’X> (1 _pattack)u
=1 =1 =1

where &, denotes the events that the attacker manipulated measurements. When no measure-
ments have been manipulated, the random variable of interest )., ¥; has a binomial distribution

and we simply have that
k n—k
L perr 1 - perr X = 07
P (Xy= ) = ()4 =
i=1 (1 - perr)kpgr;k X =1

Otherwise, since (X)) sets to 0 and to 1 a number of sensors equal to §(X) and to m — §(X),

respectively, we have that

" f(X), m—0(X)<k<n-—94iX)
Ps ()2 = kX, Euttae) = (54)

i=1 0, otherwise

where
n—m
X) = k—m+6(X) 1 — Derr nfkfﬁ(X).

f(X) <k_m+5(X>)perr (L = Perr)

Equation (5) follows from (53), (54), and (52). [ |

Proof of Lemma 2. Because of (42) and the fact that (u*, d*) is a saddle-point for .J, we conclude
that

Jw*,d*) < e+ Jw'd) < e+ Jud) < 2 + Jud), Yu e U.

DRAFT



28

and also that
J(u*, d*) = J(u*,d*) — e = J(u*,d) — e = J(u*,d) — 2¢, VYdeD
from which we conclude that (u*, d*) is indeed a 2¢ saddle-point for .J. ]

Proof of Proposition 1. We use an induction argument on & to prove (17): The basis of induction

k = 1 follows from the equality:

n n— n— n— n—
(1)( err(1 - perr) 1 perrl(l - perr)) = n(perr(l - perr) 1 perrl(l - perr))‘

To prove the induction step we assume now that (17) holds for some integer k, such that

1 < k <n—2, and evaluate the left hand side of (17) with k replaced by £ + 1:

n g ke
(k N 1> ( lg:r_l(l . perr)n k-1 perrk 1(1 . perr)k+1>
n n—k Perr n— n_kl_perr n—
- ( ) ( pk (1 - perr) b perrk(l _perr)k)

E)J\k+11—pe " kE+1 per
Since
oo k Derr <1 < Perr < u < DPerr < L
k+11—=per n+1 n+1
and
n—=k1— Per n—=k 2
/1 (i)perr\ <:perr\ ’
kE+1 per +1 n+1

we conclude that

n k+1 n—k—1 n—k—1 k+1
1 - Ferr — Ferr 1 - VMerr
<k+1>(m( Perr) p (1 = Perr) >

s <Z> (plgrr(l B perr)"—k - pgr;k(l - perr)k) < n(perr(l - perr)n_1 - pg«;1<1 - perr))7

where the last inequality follows from the assumption that (17) holds for every integer k£ such

that 1 < k£ < n — 1. This concludes the induction argument. [ |

Proposition 2: Consider a function

— 2 _ 2 =207 N = .2, = _
o027 +b1z+bo o027 +c1z+co +e Ggz°+b1z+by o027 +01z+c0’ (55)

9(z) =
with
a9, Qg > 0, max{bl,l_)l} < ].'Ilil’l{Cl, 51} (56)
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There exists a constant 6 > 0 such that when |as — as| < d the function ¢(z) has a single zero

at z = z¥, is negative before z* and positive after z*. |

Proof of Proposition 2. First note that we can re-write g(z) as

—az%+Bz =
g(z) = e (2

with
3(2) = gu(2) + €T gy (2) (57)
Gi(2) = et1=Aztbo _ ler=Plateo (58)
Ga(2) = ob1—B)z+bo _ e(e=B)z+e0. (59)
and [ such that
b<fB<c, b<p<é. (60)

Such ( exists because of (56). In view of this, to prove that g(z) has a single zero, it suffices

to show that g(z) has a single zero. First we note that, because of (60), we have that

lim g(z) = +oo, lim g(z) = —oo,

Z——00 Z—0
and therefore, by continuity, g(z) must have at least one zero. To show that this function has a
single zero, we prove that it is strictly monotonically decreasing. Taking derivatives of the two

functions in (58)—(59) with respect to z, we obtain
gi (Z) = (bl — 5)e(b1fﬁ)z+bo _ (Cl . 6>6(c17,8)z+c0
gé(z) = (l_)l — /8)6(51_B)Z+BO _ (61 _ 6)6(51—5)Z+(_}07

which in view of (56) shows that g; and g, are strictly monotone decreasing. Since g, is strictly

monotone decreasing and

lim go(2) = +oo, lim go(2) = —o0,
zZ—>—00 Z—>00

this function has a single zero at some point z*. To show that e(@2-92)%* g2(2) is also strictly
monotone decreasing we consider three cases
1) for z <0 and z < z*, e(®2782)2° g2(z) is the product of two positive monotone decreasing

functions and therefore is monotone decreasing
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2) for z > 0 and z > z*, ele2~®)% g2(2) is the product of a positive monotone increasing
function by a negative monotone decreasing function and therefore is monotone decreasing

3) between 0 and z*, the derivative of e(®2792)2° g, () satisfies

e(az—t’zz)z2 <(2((l2 . dg)Z 4 (61 N 5))6(51—5)24-50 _ (2(&2 _ dg)Z + (El _ 5))6(51—5)24‘50)

and we can always pick a, —as sufficiently small so that the sign of (2(ax—a2)z+ (b1 —f3))

and (2(ag — az)z + (¢, — )) does not change in this interval. ]
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