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Privacy-preserving Behavioral Correctness
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Abstract—Workflow management technology has become a
key means to improve enterprise productivity. More and more
workflow systems are crossing organizational boundaries and
may involve multiple interacting organizations. This paper fo-
cuses on a type of loosely-coupled workflow architecture with
collaborative tasks, i.e., each business partner owns its private
business process and is able to operate independently, and all
involved organizations need to be synchronized at certain point
to complete certain public tasks. Because of each organization’s
privacy consideration, they are unwilling to share the business de-
tails with others. In this way, traditional correctness verification
approaches via reachability analysis is not practical as a global
business process model is unavailable for privacy preservation.
To ensure its globally correct execution, this work establishes a
correctness verification approach for cross-organizational work-
flow with task synchronization patterns. Its core idea is to use
local correctness of each sub-organizational workflow process to
guarantee its global correctness. We proved that the proposed
approach can be used to investigate the behavioral property
preservation when synthesizing sub-organizational workflows via
collaborative tasks. A medical diagnosis running case is used to
illustrate the applicability of the proposed approaches.

Note to Practitioners— Cross-organizational workflow
verification techniques play an increasingly important role
for ensuring correct execution of collaborative enterprise
businesses. This work addresses the issue of correctness
verification for loosely-coupled interactive workflows with
collaborative tasks. To ensure the globally correct exe-
cution, a behavioral correctness verification approach is
established. All proposed concepts and techniques are sup-
ported by open-source tools and evaluation over a medical
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diagnosis process case has shown their applicability. The
proposed methodology is readily applicable to industrial-

size workflow correctness verification problems.

Index Terms—Cross-organizational Workflow; Petri Nets; Be-
havioral Correctness Verification; Task Synchronization Pattern;
Business Privacy Preservation

I. INTRODUCTION

Workflow management has become a mature technology
to guarantee the effectiveness and efficiency of enterprise
business processes. However, with the development of
information system environment, modern business processes
are crossing organizational boundaries and typical involve
a group of interacting organizations or partners [18]. For
instance, a multi-modal transportation business scenario may
involve customers, suppliers, and consigners. To support
the interoperability of cross-organizational workflow, several
conceptual architectures, e.g., chained execution, capacity
sharing, and sub-contracting, are introduced in [38]. This
work concentrates on a loosely coupled scenario where
each business partner has its private business process and
is able to operate independently. To ensure the correct
execution of global cross-organizational workflow, these
loosely-coupled processes need to be synchronized at certain
points. Synchronization among interacting processes is the
potential source of errors (e.g., deadlock and livelock) [39].
Consequently, it is of vital importance to perform the
correctness verification for a cross-organizational workflow.

In general, there are two types of interaction mechanisms
to communicate among different process partners, i.e.,
asynchronous and synchronous interaction patterns. The
former consists of a message interaction pattern and a resource
one, and the latter refers to a task synchronization pattern
(different processes collaborate through some specific tasks)
and a task out-sourcing pattern. Following [25], [48], [49], we
have:

e Given two tasks that belong to two different
organizations, one sends a message, and the other
reads this message before executing. In this case, there
exists a message interaction between them. A typical
message interaction model between two processes is
schematized with a Petri net in Fig. 1(a);

e Given two tasks that belong to two different
organizations, if their required resource sets intersect
completely or partially, then they satisfy a resource
interaction pattern. A typical resource interaction model
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Fig. 1. Four Kinds of Interaction Patterns of Loosely-Coupled Cross-organizational Workflow

between two processes is schematized with a Petri net
in Fig. 1(b);

e Given two tasks that belong to two different
organizations, if they need to collaborate to finish
a certain mission, i.e., each organization shoulders parts
of the mission, then there exists a task synchronization
pattern. An example of task synchronization pattern is
given in Fig. 1(c); and

o If one task in one organization is decomposed into

(sub-contracted to) several sub-tasks in the other
organization to be executed, then this task is an
abstraction of the corresponding sub-process, and there is
a task out-sourcing pattern between them. Such a model
between two processes is shown in Fig. 1(d).

In the traditional research of discrete event systems,
Petri-net based analysis of message and resource interactions
among different sub-systems received much attention in the
past two decades. As one of the most typical kind of resource
interaction (allocation) systems [32], modeling and correctness
verification of flexible manufacturing systems concerning
resource allocation problems [12], [45], [50]-[52] have been
extensively studied. Message interactions in Web service
composition and cross-organizational workflow management
have also received much concern [27], [38], [50]. When
considering a task out-sourcing pattern, one may examine
the research on the hierarchical analysis of control and
manufacturing systems [1], [4], [8] and Petri net-based
workflow integration [5], [7], [16], [41], [46]. According to
Table I, most of the existing correctness verification work
focuses on message interaction, resource allocation and task
out-sourcing patterns among different workflow processes,
while a task synchronization pattern has not received its
deserved attention.

Process synchronization between two organizations using
synchronization tasks can be classified into the following
three cases: 1) Synchronization tasks exist in both processes.

Graphically, synchronization tasks are drawn by concentric
rectangles, as shown in Fig. 2 (a). 2) A synchronization
task exists in only one process, and the other organization
is asked to participate. We use a virtual task that is drawn by
a black rectangle to synchronize with a real task, as shown
in Fig. 2 (b). 3) There is no real synchronization task in both
processes. We use a virtual task for each process to realize the
synchronization, as shown in Fig. 2 (c). Note that the virtual
tasks do not have any real-life meaning, and they are used to
control process routing. In this paper, we limit our work to
the first case, i.e., when synchronization tasks exist in both
processes. This case is more common and useful in real-life
settings, e.g., emergency management [7], healthcare [48], and
logistics [49] than the other two cases.

The competitive business environment forces enterprises
and organizations to be operationally innovative to outperform
their competitors. Business process design innovations
typically stand a significant portion of the total development
cost. Therefore, process designers hope to keep their sensitive
information confidential. For instance, detailed information
of how certain business process fragments are organized or
the group of process fragments used by an organization
are proprietary. Unfortunately, the traditional reachability
analysis-based correctness verification method is not practical
to deal with the cross-organizational workflow as its
global business process is unavailable when the business
privacy-preserving issue of each organizations is considered.
In addition, constructing a global reachability graph for
some large-scale cross-organizational workflow may require
prohibitively high computation. Therefore, we need to resort
to other privacy-preserving verification techniques.

Note that local correctness of all sub-organization process
models and their interaction patterns are available. Therefore,
we can use them to imply its global correctness. We focus on
the correctness verification of cross-organizational workflow
with task synchronization patterns by taking business process
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TABLE I
BRIEF SUMMARY OF EXISTING WORK ON VERIFICATION

Interaction Pattern

Research Background

Existing work

Message Interaction

Web service composition and
Cross-organizational workflow

[27], [38], [50]

Resource Interaction

Resource allocation system,
flexible manufacturing systems

[32], [47], [50]-[52]

Task out-sourcing

Control system,
manufacturing systems
and workflow integration

[11, [4], [5), [71, 8], [41]
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Fig. 2. Three Kinds of Task Synchronization Cases

privacy into consideration. Petri nets [24], [30], as a
well-developed process language, are widely used to model
and analyze workflows [36], [37]. In this paper, we lay
our research on the basis of Petri nets. More precisely,
we investigate correctness of a cross-organizational workflow
from its behavioral perspective by using a Petri net language
which is a set of transition firing sequences.

The contribution of this work is twofold:

o We propose a behavioral characterization approach to a
sound WF-net using Petri net language theory;

e We propose a behavioral correctness verification
approach for cross-organizational workflow with task
synchronization pattern, which is able to preserve
organization privacy; and

o The effectiveness of the proposed approach is
demonstrated via a medical diagnosis case study.

The rest of this paper is structured as follows. Section II
discusses the related work. Section III introduces Petri nets and
their language theory. In Section IV, the behavior of a sound
WEF-net is characterized. Section V discusses the proposed
correctness verification approaches. Section VI investigates a
cross-organizational medical diagnosis business to show the

applicability. Finally, Section VII concludes the paper.

II. RELATED WORK

This section summarizes the work related to the
correctness verification of workflow of single organization
and cross-organization workflow, and business process privacy
preservation issue.

A. Workflow of Single Organization

Correctness verification aims at checking the rationality
of a workflow model. It is usually performed on a kind of
formal method, for instance, process algebra or Petri nets.
[33] uses directed graphs to specify workflows, and therefore,
the correctness of a workflow model is checked by analyzing
a directed graph. As one of the most dominant models,
WF-nets [37] as a special kind of Petri nets are widely
used for workflow modeling and correctness verification.
For WF-nets, the so-called soundness is defined, which can
be verified by checking the liveness and boundedness, also
known as reachability analysis. Woflan tool [42] that is
based on the state-of-the-art Petri net theory is developed to
verify standard WF-net. However, this method is based on
structural analysis of a WF-net, i.e., performing the structural
characterization of WF-nets, and no attention is paid on the
behavioral characterization of a sound WF-net. In addition,
the complexity for structure analysis may be high for a
large-scale cross-organizational workflow and the global view
of a cross-organizational workflow may be unavailable when
considering the business privacy of individual organization.

B. Cross-organizational Workflow

In [38], Van der Aalst summarizes workflow processes
that are hosted on a number of distributed organizations,
based on which two main questions are addressed: (1)
how to decide the minimal requirements to deploy these
distributed processes, and (2) how to decide whether an
inter-organizational workflow is consistent with an interaction
structure. In [27], Liu et al. introduce interactive Petri nets
to model message interaction behaviors between different
processes, and the compatibility preservation conditions are
proved. To support cross-organization interaction, van der
Aalst introduces the use of lightweight workflow processes in
[40]. It is proven that the flexibility and expressive power are
improved compared to exsiting workflow modelling language.
More recently, we formalize various cross-organizational



IEEE TRANSACTIONS , FEBRUARY 2019

coordination patterns, including message interaction pattern,
task collaboration pattern, and resource interaction pattern, in
[48]. The correctness is checked by generating the reachability
graph. However, when considering process privacy for
individual organization a global business process is usually
not available, let alone its reachability graph. More recently,
Reisig defined a general framework to support business
process composition in [31]. The framework is instantiated
by representing processes using different classes of Petri nets.
Some property preservation conditions under composition are
discussed with details.

C. Business Process Privacy Preservation

A privacy-aware framework is proposed by Labda et al. in
[10] for mobile applications. The aim is to set up a set of
constraints and based on which the BPMN is extended with
privacy notations to guarantee privacy security from a process
point of view. In [11], the framework is extended to support
constraints reasoning and enforcement. Its applicability is
validated by an airport emergency system scenario. All these
existing works emphasize the security of personal data.

Schulz and Orlowska [34] propose to use process views for
cooperation and communication among individual processes
in a cross-organization setting. An organization owns its
private process that guaranteed to be visible only for himself.
Different partners participate in the shared process through a
special view which is essentially an abstraction of the private
process. This work introduces two approaches to construct
views and the correctness criteria for different views are
also investigated. Following this work, Eshuis and Grefen
[9] provide a two-phase approach on the basis of inheritance
for constructing optimized process views. Considering the
preservation of business logic, each participating organization
needs to reveal part of its business information to support
cooperation while they should try to keep their sensitive
information unseen by the others due to lack of mutual trust
or other reasons. Therefore, it has been a great challenge
to protect the business process privacy on condition that the
whole cooperation is accomplished. Business process view
provides an effective solution to this problem [2]. Following
this idea, Tahamtan and Johann [35] give a new approach
to facilitate the construction of process views for protecting
process privacy. In this case, changes in a private process can
be kept local and therefore the interactions with other partners
are not affected. In our previous, we proposed a three-layered
framework to model cross-organization emergency response
processes by taking into account their privacy protection and
temporal performance evaluation in [6]. The correctness is
verified based on Petri nets reachability analysis.

D. Summary

From this brief literature review, we can see that research
on cross-organizational workflow [34], [38], [48] have drawn
a great deal of attention yet they have two limitations: (1)
all existing studies on cross-organization workflow correctness
verification are based on its structural analysis, i.e., performing
structural characterization of a WF-net [37] but pays no

attention on its behavioral characterization; and (2) most
existing verification methods on cross-organizational workflow
are based on constructing the reachability graph of its entire
model whose computational complexity is prohibitively high
for a large-scale workflow.

Because of each organization’s privacy requirements, they
are unwilling to share the business details with others. In
this way, traditional correctness verification approaches via
reachability analysis are not practical as a global business
process model is unavailable when considering their respective
business privacy [2], [9], [34], [35]. Therefore, we have to
resort to use local correctness of each organization process
and their interaction patterns to obtain its global correctness.
Existing works on this idea only handle message interaction,
resource interaction and task out-sourcing patterns [1], [4], [5],
[8], [27], [38], [41], and none has addressed the correctness
verification issues of cross-organizational workflow with task
synchronization pattern by fully considering of its business
privacy preservation. To our best knowledge, this is the first
try towards this challenge.

III. PRELIMINARIES

A sequence over set S of length n is a function o
{1,2,....,n} = S. If 0(1) = a1,0(2) = ag,...0(n) = a,
we write 0 = (a1, as,...an). |0] = n represents the length
of sequence o is n. The set of all finite sequences over S is
denoted as S*. Given a sequence ¢ and an element e, we have
ecoifJi:1<i<|o|Ao(i)=e Letu,v € S* be two
sequences, the concatenation operation denoted by o = uowv is
defined as o: {1,2,...Ju|+|v|} — S, such that o (i) = (i) for
1<i<|ul,and 0(i) = v(i — |u|) for |u| +1 < i < |u|+ |v].

Workflow modeling techniques have been investigated for
several decades, and many formal models, e.g., workflow net
(WF-net), XML Process Definition Language, and Business
Process Model and Notation (BPMN), are widely used.
This work is based on Petri nets and their language. Some
terminologies and notations of Petri nets [3], [13], [15], [17],
[19], [20], [22]-[24], [26], [30], [43], [49] and WF-net [36],
[37] are reviewed as follows.

Definition 1: (Petri nets [30]) A Petri net is defined as a
4-tuple ¥ = (P, T, F, My), such that

e« PNT =0, PUT # () where P is a finite set of places

and 7T is a finite set of transitions;

o« FC(PxT)U(T x P) is a finite set of arcs; and

o My: P —{0,1,2,3..n} is the initial marking.

For any z € PU T, *z = {y|(y,z) € F'} is the preset of
x and z* = {y|(z,y) € F} is its postset. My denotes the
initial marking and R(Mj) is the set of reachable markings
of Y. For any t € T, t is enabled under M, denoted as
(X, M)[t >, if Vpe®t: M(p) > 1. If (X, M)[t > holds,
t may fire, resulting in a new marking M’, denoted
as (X, M)[t> (X, M) such that M'(p)=M(p)—1 if
p €® t\t*, M'(p) = M(p) + 1 if p € t*\*t, and otherwise
M'(p) = M(p).

Definition 2: (Boundedness [30]) Let ¥ = (P, T, F, My)
be a Petri net. p € P is bounded if there is an non-negative
integer n, such that VM; € R(My) : M;(p) < n. X is bound-
ed if all its places are bounded.
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This work focuses on bounded Petri nets, whose language
is regular language [28]. The language operators: connection
operator (denoted as o), choice operator (denoted as +),
parallel operator (denoted as ||) , and Kleen-closure operator
(denoted as x), [14], [30] can be used.

As the number of transitions is finite, transitions in a Petri
net can be labeled with a set of not necessarily distinct
symbols. All possible firing sequences of transitions constitute
a formal language called a Petri net language [28]. According
to [29], four types of languages, i.e., L-type, G-type, T-type
and P-type, are defined by distinguishing their final markings.
Each language is then divided into three classes based on the
choice of transition labeling (free, A-free, and arbitrary). In
the following, we use the free L-type language as example by
setting the finite final marking set as the subset of its reachable
marking set. 7" denotes all possible transition sequences in
T including the empty one.

A Petri net that describes a workflow process is named a
workflow net (or WF-net). Its definition is reviewed based on
[37].

Definition 3: (Workflow nets [37]) A Petri net
Y=(P,T,F,My) is a WF-net if the following conditions
hold:

« there exists a source place 7 € P such that *i = (J;

o there exists a sink place o € P such that 0® = (J;

« cach node is on a path from ¢ to o; and

o for each p € P, My(p) =1 if p =i, and otherwise

My(p) = 0.

Because a process is created once it enters the workflow
engine and destroyed when completed, we use a source place
and a sink place to explicitly denote the initial and final states.
Transitions are used to represent tasks or activities in a process.

IV. CORRECTNESS VERIFICATION OF WORKFLOW WITHIN
SINGLE ORGANIZATION

In this section, we verify the correctness of workflow within
one organization using Petri net language. Before rendering
our methodology, we first introduce the classical correctness
notion of a WF-net, which is called soundness. A necessary
and sufficient condition to determine its soundness is due to
[37]. Note that the requirements for soundness in Definition
4 are built on top of the requirements for being a WF-net in
Definition 3.

Definition 4: (Soundness [37]) Let X’ = (P, T, F, My) be
a WF-net. X is sound if and only if:

o for any M, reachable from the initial marking M,,
there exists a firing sequence leading from M, to the
final marking M,, i.e., for any M; € R(My), we have
M. € R(M;);

e M, is the only marking reachable from M, with at least
one token in the sink place o; and

o there are no dead transitions in X.

The first condition states that starting from My, it is
always possible to reach the final marking M.. Then, the
second condition implies that if place o contains one token,
other places are empty. Finally, the last one shows that there
is no dead transition during its execution. This correctness

requirement is verified by checking the boundedness and live-
ness of an extended short-circuit WF-net. For more discussion,
readers can refer to [37]. Differently, we investigate the
correctness of a WF-net based on its language characteristic.

According to Definition 3, a WF-net has a pre-defined
final marking, denoted as M., such that M. (o) = 1 for sink
places o; and M.(p) = 0 for other places (p € P A p # o).
Therefore, we first define two special types of WF-net
languages. Note that we use the term correct and sound
synonymously for the remaining discussion.

Definition 5: (Sink language) Let X' = (P, T, F', My) be a
WF-net, L(X, M.) = {o € T*|My[o > M.} is defined as the
sink language of X.

Definition 6: (Full language) Let
Y=(P,T,F,My) be a WFnet, L(X R(My))=
{0 € T*|My[lo>M; N M; € R(My)} is defined as the

full language of Y.

Obviously, the sink language consists of transition
sequences whose firing leads from M, to M. while the full
language takes all possible transition sequences whose firing
leads M, to any marking in R(M)).

Definition 7: (Prefix language) Let X' = (P, T, F, My)
be a WF-net and L(X, R(My)) C T* be its full language.
Pref(L(X,R(My)))={c|F0’ € T*: 000’ € L(X, R(My))}
is defined as the prefix language of L(X, R(My))

Then, we prove the soundness of a workflow net from the
language perspective.

Theorem 1: Let ¥ = (P, T,F,My) be a WF-net, ¥ is
sound if and only if L(X, R(My)) = Pref (L(X, M.)).

Proof:  (Sufficiency) For any o€ L(X, R(My),
M; € R(My)  such  that  Myloc > M;.  Because
¥ is sound, there exists M; € R(My) such that
Mylo' > M; and M;[c” > M. such that o =o0'00",
ie., o € Pref(L(X, M,)), therefore, we have

Pref(L(X,M.)) C L(X,R(My)). On the other hand, it
is obvious that we have L(X, R(Mj)) C Pref(L(X, M,.)).
Finally, we prove that L(X, R(My)) = Pref (L(X, M.)).
(Necessity) (1) For any M, € R(My), we have a firing
sequence o € L(X, R(My)) satisfying Mylo > M;. If
M; = M., it is obvious we have o € Pref(L(X, M,)); If
M; # M,, we assume that Fo’ such that M;[o’ > M,,
ie, o ¢ Pref(L(XY,M.)). Hence, we conclude that
L(X,R(My)) # Pref(L(X, M.)) which is a contradiction.
Therefore, our assumption is invalid and there exists ¢’ such
that M;[o’ > M., ie. Mp[o > M; and M;[c’ > M.. In a
word, for every marking M, reachable from M, there exists
a firing sequence leading from M; to M, if ¥ is sound. (2)
Assume that M, is not the only marking reachable from M;
with at least one token in the sink place o, i.e., IM, € R(My)
such that M/(0) = 1 and M. # M., so we also conclude that
L(X, R(My)) # Pref(L(X, M,.)) which is a contradiction.
As a result, we prove that M, is the only marking reachable
from M, with at least one token in o if ¥ is sound. (3)
Assume that there exists a dead transition t' € T, ie.,
M; € R(My) such that ¢’ is not enabled and M; # M,.. We
can also conclude that L(X,R(My)) # Pref(L(X, M.))
which is a contradiction. Thus, there is no dead transition in
3 if it is sound. ]
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According to Theorem 1, to determine the correctness of
a WF-net, we need to test if its whole language and the
prefix language of its sink language are equal. Based on
the language theory, we need to judge the equivalence of
its corresponding automata to test the equality of these two
languages. For our case, the whole language can be generated
by the automata corresponding with the original Petri net and
the prefix language of sink language can be generated by the
automata corresponds with the Petri net that can produce the
sink language.

(b) Workflow net %,

Fig. 3. A Simple WF-net Example and its Variant

To illustrate this verification process, we give an example
WF-net (denoted as JX;) and one of its variants (denoted
as Xs) as shown in Fig. 3. For Fig. 3 (a), we have
L(X;,R(My)) = Pref(t1((12 + t3) || (t4t5)*t4)t6t7)
and L(X;, M.) = t1((t2 + t3) || (t4t5)*t4)t6t7, therefore
L(X;,R(My)) = Pref(L(XY;,M.)), which means that
Yy is sound. Similarly for Fig. 3 (b), we can obtain
L(XYs, R(My)) = Pref (t1((t2 4+ t3) || t4)(t6t7 + t5))
and L(Xo, M.) = t1((t2 + t3) || t4)t6t7, therefore L(Xs,
R(My)) # Pref(L(Xe, M,)). It means that X5 is not sound.

V. CROSS-ORGANIZATIONAL WORKFLOW WITH TASK
SYNCHRONIZATION PATTERNS

When designing a loosely-coupled workflow architecture,
different types of interaction patterns, e.g., asynchronous and
synchronous patterns, are used. Based on these patterns, each
organization can interact with each other at certain points. To
ensure the correct execution of a global cross-organizational
workflow, we investigate its correctness verification in this
section. It is worth noting that each organization has full
control of their respective private workflow process and
our verification is laid on the fact that each involved
organization is correct, i.e., using local correctness to imply
global correctness. In addition, the interaction patterns like
message interaction pattern, resource interaction pattern and
task out-sourcing pattern received much attention in Web
service composition area and flexible manufacturing systems
[11, [4], [5], [8], [271, [38], [41], [44], [50] in the past two
decades as summarized in Table I. Therefore, we focus on

Fig. 4. A CWF-net with Task Synchronization Pattern

another type of synchronization interaction pattern, named task
synchronization pattern.

If two organizations need to synchronize to finish a
shared task, i.e., each undertakes parts of the task, then
task synchronization pattern exists between them. Let
21 = (PI, T],F],M()I) and 22 = (PQ, TQ,FQ,MOQ) be
the WF-nets. There exists a task synchronization pattern if
(1) P1 ﬁPQ:@, and(2) T]ﬂTQ?é@

Deﬁnition 8: (CWF-nets) Let Y, = (P], T:,F;, M{)])
and Xy = (Pg, Ts, Fo,Mpz) be two WF-nets and
Yrs = (Prs, Trs, Frs, MTg9) be the cross-organization
workflow net with a task synchronization pattern, denoted as
CWF-net, such that:

. P10P2:®andPTS:P1UP2;

. T]ﬂTQ?é@and TTS:TJUTQ;

o Fpg=F;UFy; and

e VpE P, Mpso(p)=1 if Jie{1,2}

Myi(p) = 1; otherwise Mrgy(p) = 0.

Fig. 4 gives a CWF-net where two organizations (denoted
as Yy and X)) are involved and the synchronization task
(transition) is denoted as t;. These two organizations interact
with each other via a task synchronization pattern.

To verify the correctness of a CWF-net, we first introduce
the unfolding of an arbitrary CWF-net to a standard WF-net.
In fact, this idea is motivated by the work in [39] which
gives a detailed discussion on the correctness verification of
cross-organizational workflows.

Definition 9: (UWF-nets) Let
Xrg = (PTS7 Trs, Frg, MTSO) be a CWF-net, and
21 = (P], T],FJ,M(H) and 22 = (Pg, TQ,FQ,M()Q) be
its corresponding WF-net. X'y = (Py, Ty, Fy, Myg) is the
unfolding net of Xpg, denoted as UWF-net, if:

e Py=PprsU {i, 0};

o Ty="TrsU {ti, to};

o Fy=FrsU {(27 ti)a (ti’ i1)7 (ti7 iQ)a (toa 0), (01 , to)»

(02,15)}; and
o for any p € Py, Myp(p) =1 if p=i; otherwise
Muyo(p) = 0.

In a UWF-net, local WF-nets are connected by a source
transition ¢; and a sink one ?,. In addition, source place
i is added to initialize the UWF-net and sink place o
is used to represent the termination of its execution. The
synchronization tasks are regarded as ordinary transitions

such that
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Fig. 5. A UWF-net Example

in the newly-constructed UWF-net. The UWF-net of the
CWF-net in Fig. 4 is shown in Fig. 5.

Theorem 2: Let Xy = (PU, Ty, Fy, MUO) be a UWF-net.
Then X'y is a WF-net.

Proof: Obviously, the four criteria defined in Definition 3
are satisfied, i.e., (1) there exists a source place ¢ € Py such
that *; = (; (2) there exists a sink place o € Py such that
0®* = 0; (3) every node x € Py U Ty is on a path from i to
o; and (4) for any p € Py, Myg(p) = 1 if p = i; otherwise
Muyo(p) = 0. u

Next, we define the behavioral correctness of a CWF-net
based on UWF-net.

Definition 10: (Behavioral correctness of CWF-nets) A
CWF-net is behaviorally correct if it is both locally correct and
globally correct. Moreover, it is locally correct if all its local
WF-nets are sound, and it is globally correct if its unfolding
net UWF-net is correct.

According to Definition 10, to verify the behavioral
correctness of a cross-organization workflow with n
organizations (X, Xs,...,%,), we need to check the
correctness of n + 1 WF-nets, ie., Y;, Yo, ..., X, and
its UWF-net which has been proved to be a WF-net in
Theorem 2. Theoretically, this is easy as we have fully
discussed the correctness verification approach of a WF-net
from its language aspect in Section IV. Unfortunately, in
a loosely-coupled environment, it is unrealistic and even
impossible to obtain the global cross-organizational workflow
process model when considering privacy preservation of each
organization [18], [49]. All we have are the information
about the correctness of each organization and interactions
among them. Next, we investigate the correctness of the whole
cross-organizational workflow based on the correctness of its
sub-organizations, i.e., investigating the global correctness via
local correctness.

Definition 11: (Projection) Let X be a set and Q C X be
its subset. I'x_,g € X* — Q* is a projection function and
is defined recursively: I'x_.o(()) =(); and for 0 € X* and

reX:
_ | I'xsq(o) if ©¢Q
Ixsq((z)oo) = { () o Txo(o) if z€Q
Specially, for L C X*, I'x_, (L) = {I'x~q(0o)|o € L}.
For example, assume that X = {a,b,c,d}
Y ={a,b}, L={abcd,aabbccdd,bbedd},  we
I'x_ vy (L) = {ab, aabb, bb}.

(1

and
have

Let X, = (P;, Ty, F;, My;)(i € {1,2}) be two WF-nets.
YXrs=(P,T,F, M) is the CWF-net of X; and Y, with
task synchronization pattern.

Definition 12: (Behavioral invariance) ); and Y, are
behaviorally invariant if:

o I'ryr,(L(Xrs, R(My))) = L(X;, R(My;)); and

. FT%T,(L(ETSW Me) = L(Z“ Mei))’ S {],2}

Theorem 3: X rpg is behaviorally correct if X'; and Yy are
behaviorally invariant and correct.

Proof: According to Definition 12, if XY; and
Xy are  behaviorally invariant, then we  have
FT%Ti(L(ETSaR(MU))) = L(EZ,R(M()Z)) and
e (L(Xrs, M) = L(X;, M.;)) (i e{1,2}).
According to Theorem 1, if 3; is sound then
we have L(EL, R(Mgz)) = Pref(L(Ei, Mei))-
Based on the pre-mentioned conditions, we have

FT%T,,(L(ETSa R(Mg))) = Pref(FT%Ti(L(ET57 Me)), i.e.
Fpor,(L(X7s, R(Mo))) = Ir— 1, (Pref (L(Zrs, Me))).
Therefore, L(Xrs, R(My)) = Pref(L(Xrg, M,)). In this
way, we prove that Y 7g is correct. In a word, we conclude
that X'7g is correct if and only if X'; and Yy are behaviorally
invariant and correct. ]

According to Theorem 3, to determine the behavioral
correctness of a CWF-net, we need to judge the following two
conditions: (1) if all its sub-organization processes are correct;
and (2) if all its sub-organization processes are behaviorally
invariant. We have addressed the correctness verification
approaches of each WF-net in last section, and therefore, we
only need to investigate the behaviorally invariant property
among those sub-organizations.

To determine whether two arbitrary workflow processes
are behaviorally invariant or not, we need to judge if their
language projections on a public synchronization transition set
are identical. The following theorem presents the details.

Theorem 4: Y; and Ys are behaviorally invariant iff: (1)
Iy, 0m, (21, B(Mog))) = Ity 70, (L( 22, R(Moz))):
and 2) I'r, s 7,1, (L( X1, Meq)) = 'y 11, L(X2, M),

Proof: As L(X;, R(My;)) and L(X;, M.;) represent two
kinds of languages differed by their terminal markings, without
the loss of generality, we unify these two notions as L(X})
for convenience. In other word, we only need to prove
that X'y and XY, are behaviorally invariant if and only if

I'r,srnr, (LX) = Iy mnr, (L(22)).

(Sufficiency) According to Definition 12,
if 3; and XY, are Dbehavioral invariant, then
FTﬁT,L(L(ETs)) = L(EIL)(Z S {1,2}) First, we
prove that FT1—>T10T2(L(21)) - FT2—>T10T2(L(22))'
We  denote TiNTy=Tn and,  obviously, we
have Tao=0 as XY; and X, satisfy a task

synchronization pattern. For oa; € I'r, s 7,n1, (L(X1))
then o; € L(E]) such that FTI_)TIﬂTQ(Ui) =o0p;. As
we have [I'p_ 7, (L(X71g))=L(X;) and o; € L(X)),
Jo € L(Xrg) such that I'p—p,(0) =0;. Thus, oa; =
I'r,srinr, (et (0)=Trornr, € Iy rint, (L(X2)).
Therefore, we have FT;—)TjﬂTg (L(Z] )) gFTg—)Tﬂ’WTg (L(ZQ))
Similarly, we can prove that
FT2—>T;F‘|T2 (L(Eg)) - FT,%T;OTZ(L(EZ))- As a result,
I'r,srinn, (L(21)) € Irys 1y, (L(22)).
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(Necessity) Vo, € L(X;), we denote op; =
I'r,ra1,(0:). Because I, rar, (L(X)) =
I'r,r,nr, (L(X2)), we have oa; € I'rys 7,1, (L(X2)),
ie., Jo; € L(Xy) such that I'r,,7,n7,(0j) =0 Let
o={wlwe T*"AN(I'ro7, =0))NI'r>7, =0;)}, and we
have FT*}T] (U):Ui € L(Z]) and FTHTQ(O'):O'J' S L(EQ),

and thus L(Z]) - FT*)T1 (L(Z7s))* Slmllarly,
we can prove that L(¥2) C I'r o1y (L(20s)) -
Therefore, L(%;) C Iroyr (L(Xrs))(i € {1, 2}).
FT%T%(L(ETS)) - L(Zl)(l S {1, 2}) can
be proved in the same way. As a result,

Theorem 4 reveals how to determine the behavioral
invariance between two workflow processes. Specially, it holds
when the synchronization transition set contains only one
transition.

Theorem 5: Y; and X, are behaviorally invariant iff
|T; N Te| = 1.

Proof:  As |T; N Te| =1, us  assume
that | Ty N To| ={a}, then we have
I'ry—rinr, (X1, R(Mo1))) =1, inr, (L(X2, R(Mogz)))
= «a. According to Theorem 4, Y; and Y, are behaviorally
invariant. As a result, we prove that X; and XYy are
behaviorally invariant when |7; N Tg| = 1.

let

Generally speaking, to determine the correctness of a
CWF-net, we need to check if all its sub-organization
processes are correct and if all its sub-organizations are
behaviorally invariant. To verify the correctness of each

organization, we can resort to both the reachability
graph-based analysis approach and the behavioral
characterization-based one. Moreover, Theorem 4 can

be used to check if all sub-organizations are behaviorally
invariant. It is worth noting that the reachability graph-based
approach is not applicable to check the correctness of the
global cross-organizational workflow when considering the
business process privacy issue.

Consider the  CWF-net Fig. 4 as an
example. We have the full Ilanguage of Y3 as
L(Xs,R(My)) = Pref (to(ts + tc)tstq), the sink language of
Ygis L(Xg, M.) = to(ty + tc)tstq, the full language of X,
is (X, R(Mp)) = Pref(t:(((t2 + ts)t) [ (8 15) "t ) 1)
and the sink language of X, is L(X,,M.)=
ty (((tg + tg)ts)||((t4 t5)*t5)t7). Therefore,
L(E5, R(Mg)) = Pref(L(£5,M,)) and L(Z;, R(M,))
= Pref(L(X;, M.)). In this way, Y3 and X, are proved
to be correct. In addition, 'y, 7,7, (L(X;, M.)) = i
and  I'r, 1yt (L(X;, M,)) =t,. Thus, we have
FTg—)TgﬂT4 (L(Eg)) = FT4—>T3|’TT4 (L(24)) As a result, 23
and Y are proved to be behaviorally invariant. According
to Theorem 4, we can conclude that CWF-net in Fig. 4 is
correct.

in

To simplify this verification process, we have presented
Theorem 5 for some special scenario such that | Ts N Ts| = 1.
As|Ts N Ts| = {ts}, for the CWF-net in Fig. 4, we can easily
prove that it is correct by using Theorem 5.

VI. RUNNING CASE ANALYSIS

For the purpose of illustrating the effectiveness and
efficiency of our proposed approaches, a cross-organizational
medical diagnosis scenario is used as a case study. This
section is structured as follows. Basic information of the
medical diagnosis scenario is first introduced in Section
VI-A. Without considering the business privacy of each
organization, the correctness of this case is first verified by
the reachability-based techniques in Section VI-B. Finally,
Section VI-C checks the correctness based on the proposed
privacy-preserving techniques.

A. A Cross-department Medical Diagnosis Business Process

With the progress of medical informatization, medical
diagnosis businesses are crossing department boundaries to
meet the diagnosis information integration requirements. A
typical cross-department medical diagnosis business process
scenario may involve following departments: the surgical
department, cardiovascular department, X-ray department,
charge office, and pharmacy. To save space, we only describe
the businesses relevant to the surgical department and the
cardiovascular department in detail. More details can be
founded in [48].

This scenario is described in the following. When a
patient arrives at a hospital, an outpatient medical staff
helps with the pre-examination triage, and then the patient
information is generated according to the pre-examination
results and sent to the surgical medical staff for further
use. Next, a surgical medical staff takes admissions, and
presents the reservation application, and then generates the
reservation form. After, the surgeon diagnoses the patient
and determines if a consultation with the cardiovascular
internists is needed. In case a consultation is required, the
surgeon applies consultation by sending a consultation form
to the cardiovascular internists. Otherwise, the surgeon gives
a prescription on the basis of the patients symptom. After
that, the internists receive the consultation request and start
the consultation. Following, the surgeon and internists conduct
the consultation, and give a prescription together. Finally, the
internists make the consultation summary and the patient takes
the medicine before leaving.

Based on the medical business process descriptions, we have
the following observations: (1) the medical diagnosis scenario
mainly involves two departments where each department has
its respective medical process and task set. More specifically,
the surgical department contains tasks, such as admission, and
reservation application, diagnosis, applying for consultation
and giving prescription. The cardiovascular department mainly
consists of tasks like receiving a consultation request,
consultation arrangement, and consultation summary; and (2)
these two departments need to collaborate to finish certain
tasks, i.e., surgical and cardiovascular departments need to
collaborate via tasks consultation and giving prescription.
Thus, there exists task synchronization patterns between them.

According to the medical business description, we obtain its
WF-nets of the surgical department (Xs) and cardiovascular
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Fig. 6. WF-net of Cardiovascular Department (X'¢)
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Fig. 7. WF-net of Surgical Department (Xg)

TABLE II
MEANING OF TRANSITIONS OF Xg AND X
Transition Name Meaning
ts Pre-examination triage
to Admissions
ts Reservation application
ty Diagnosis
ts Consultation application
ts Give prescription
ty Receive consultation request
ts Consultation arrangement
to Consultation
tio Give prescription together
ti1 Consultation summary
tio Take medicine

department (X ¢) which is shown in Figs. 6-7 and the specific
meaning of each transition is depicted in Table II.

B. Reachability-based Correctness Verification

Without considering the business privacy of each
organization, we check the correctness of the medical
process by the reachability-based techniques for workflow
nets. According to Section VI-A, the surgical department
and the cardiovascular department need to collaborate to
finish tasks t9 and t;¢, i.e., there exists task synchronization
patterns between them.

Fig. 8 illustrates the CWF-net denoted as Yog where
Yo and Yg are connected by their synchronization tasks
(transitions) tg and ;.

To perform the correctness verification of a Y ¢cg based on
reachability-based technique, we construct its corresponding

Cardiovascular Department

I t7 '[8 tll

o A Ko

Surgical Department

ts

Fig. 8. CWF-net of the Cross-department Medical Diagnosis Process (X cg)

Cardiovascular Department

Fig. 9. UWF-net of the Cross-department Medical Diagnosis Process(Xycs)

BaExa | o [aEe RO 1R D% wimn JnewsiE

Fig. 10. Enacted UWF-net on the PIPE 3.0 Platform

UWF-net, denoted as YXycg as shown in Fig. 9. In Yy,
Yo and Yg are connected by a source transition ¢; and a sink
transition t,. In addition, source place ¢ is added to initialize
Yvues and sink place o is used to represent the termination of
Yues. The synchronization tasks, i.e. tg and ¢, are regarded
as ordinary transitions. It is proved by Theorem 1 that X'y cs
is also a standard WF-net.

According to Definition 10, to verify the correctness of
the cross-department medical diagnosis process, we need to
check the correctness of Yycg, Yo and Yg via reachability
graph-based analysis approach. Specifically, we used PIPE
3.0! to perform the verification process. The corresponding
Yues in PIPE 3.0 is enacted as illustrated in Fig. 10. Based
on simulation and verification analysis, a reachability graph

Thttp://sourceforge.net/projects/pipe3/

11.

Fig. Reachability Graph of the UWF-net in Fig. 10
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by running the PIPE 3.0 tool is generated and shown in Fig.
11. By taking as input the reachability graph, we check the
three conditions in Definition 4. Therefore, we prove that the
model in Fig. 9 is correct.

Unfortunately, traditional reachability analysis based
correctness verification method is not practical to deal with
the cross-organizational workflow as its global business
process (i.e., Yycs) is unavailable when considering the
business privacy of each organizations. Therefore, we have
to resort to other privacy-preserving correctness verification
approaches.

C. Behavioral Correctness Verification

Because each organization is not willing to share their
inner business details with other (competitive) organizations
or a third-party organization, all we have are the information
about the correctness of each organization and interactions
among them. Therefore, the correctness of the global
cross-organization business processes cannot be verified by
constructing their reachability graphs directly. In this way, we
verify the correctness using our proposed approaches.

Note that local correctness of each sub-organization process
model and their interaction patterns are available, therefore, we
can use them to imply its global correctness. To determine
the correctness of a CWF-net, we need to check if all
its sub-organization processes are correct and if all its
sub-organizations are behaviorally invariant. To verify the
correctness verification of each organization, we can resort to
both the reachability graph based analysis approach and the
behavioral characterization based one. Moreover, Theorem 4
can be used to check if all sub-organizations are behaviorally
invariant. The detailed behavior-based verification process is
discussed in the following.

Based on Definition 10, we need to check the correctness
of Yo, Ys and XYycs to accomplish the correctness
verification of Y¢g. According to Theorem 1, to determine
the correctness of Yo and Yg, we need to test if their whole
language and the prefix language of their sink language
are equal. According to Figs. 5-6, we obtain that the full
language of Yo is L(X¢, R(My)) = Pref(tytstotiotss)
and the sink language of Y is L(X¢o, M) = tytstotiotss,
thereby L(Xc,R(My)) = Pref(L(Xc, M.)).
Similarly, we obtain the whole language of Xg is
L(Xs, R(My)) = Pref(titatst; ((te||(tstatin))tiz)

and the sink language of Xs is
L(Xs, Mc) = titatsty (46| (t5totio))tse, thereby
L(Xg, R(My)) = Pref(L(Xs, M,)). Therefore,
we prove that Yo and XYg are correct via
behavioral  characterization  approach. In  addition,
we have I'resrents(I(Xe, Me)) = totig
and I'rssronts(L(Xs, M.)) = tgtso, ie.

I'rerents(I(Xc)) = I'rs—sronts(L(Xs)). As a result,
Y¢c and Yg are proved to be behaviorally invariant according
to Theorem 4. Finally, Y'og is proved to be behaviorally
correct. In summary, the result using our proposed behavioral
correctness verification approach is consistent with the one
using reachability graph-based analysis. In addition, our

2 "

Fig. 12. Two Variants of Y

proposed approach is capable of preserving the business
privacy of each organization.

To show the generality of our approach, we discuss
another two cases. In the first case, we give X7 (in
Fig. 12 (a)) that is a behavioral equivalent variant of
Yo, ile., we have FTC/HTCIQTS(L(Z/C,ME))Ztgtlg
and I'rersronts(L(2X6)) = Irs—rents (L(Xs)).
Therefore, the CWF-net that connects X7, and Xg by
synchronization transitions t9 and ¢;5 1is behaviorally
correct. In the second case, we give Eg that is a
correct but not behavioral equivalent variant of Y¢,

ie, we have I'rovorornrs(L(ZE, Me)) = tigte
and I'rernsrernrs((XG)) # I'rs—sronts(L(Xs)).

Therefore, the CWF-net that connects X7 and Xg by
transitions tg9 and ;o is not behaviorally correct.

VII. CONCLUSION

In this paper, we established the correctness verification
approach for cross-organizational workflows with task
synchronization patterns. This paper has two main
contributions: (1) behavioral characterization of a sound
WF-net is given based on Petri net languages; and (2)
behaviorally correctness verification of cross-organizational
workflow with task synchronization patterns performed via
an example. Our proposed approach can be used as a key
technique for investigating coordination mechanisms among
cross-organizational worflows. For instance, it is applicable
to develop a set of practical guidelines for synthesizing
sub-organizational workflows to perform collaborative
tasks, which contributes to the characterization of a class
of cross-organizational workflows whose local soundness
implies global soundness.

This paper is limited to control-flow perspective of
processes, other aspects, e.g., resources and time, are
not covered. To support collaborative processes, we use
task synchronization patterns to connect loosely-coupled
processes. Other interaction patterns, e.g., message exchange
and sub-process sub-contracting patterns, are currently not
supported. Our approaches towards behavioral correctness
verification are focused on task synchronization patterns. In
the future, we plan to extend the results for other interaction
patterns, e.g., message interaction pattern, resource sharing
pattern, and sub-process sub-contracting patterns [48] and
[25]. In addition, we would like to incorporate resource, time,
and data constraints in our approach to check the behavioral
correctness from a broad perspective. Considering for example
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the data perspective, given two organizations that synchronize
initially but have the (optional) second synchronization this
can be sound iff both organizations are aware of when

the

second synchronization is required. This requires an

understanding of data-aware workflow [20] and [21] where
data elements imply the condition used.
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