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THIS last decade has witnessed a tremendous rapid
increase in volume, veracity, velocity and variety of

data (also commonly referred to as the four V’s of big
data in the literature1) generated by different cyber secu-
rity solutions and as part of cyber investigation cases.
When a significant amount of data is collected from or
generated by different devices and sources, intelligent
big-data analytical techniques are necessary to mine,
interpret and visualize such data. To mitigate existing
cyber security threats, it is important for big-data analyti-
cal techniques to keep pace.

Therefore, in special issue we focus on cutting-edge from
both academia and industry, with a particular emphasis on
novel techniques to mine, interpret and visualize big-data
from a wide range of sources and can be applied in cyber
security, cyber forensics and threat intelligence context.
Every submission was reviewed by at least three indepen-
dent subject matter experts. Of the 40 submissions received,
only 20 submissions were selected for inclusion in this spe-
cial section of IEEE Transactions on Big Data (i.e., acceptance
rate of 50 percent).

We will now introduce the first 11 accepted submissions
(hereafter referred to as papers).

In the paper entitled “Iterative Classifier Fusion System
for the Detection of Android Malware”, Jemal Abawajy and
Andrei Kelarev presented the Iterative Classifier Fusion
System (ICFS) for Android malware detection. Specifically,
in the system, classifiers are applied iteratively with their
proposed iterative feature selection (IFS) procedure. The
authors then determined the optimal configurations for
ICFS, as well as evaluating the effectiveness of ICFS with
competing classifiers.

In the paper entitled “Spamdoop: A privacy-preserving
Big Data platform for collaborative spam detection”, Abdel-
rahman AlMahmoud, Ernesto Damiani, Hadi Otrok and
Yousof Al-Hammadi presented a privacy-preserving collab-
orative spam detection platform. The latter leverages a stan-
dard Map Reduce facility, and uses a highly parallel
encoding technique to facilitate the detection of spam cam-
paigns. The authors evaluated the platforms performance
using a synthetic spam dataset.

In the paper entitled “Detecting Anomalous Behavior
in Cloud Servers by Nested Arc Hidden SEMI-Markov
Model with State Summarization”, Waqas Haider, Jian-
kun Hu, Yi Xie, Xinghuo Yu and Qianhong Wu presented
a mathematical model that can be used to model dynamic
usage behavior and facilitate the detection of anomalous
used behavior. The authors then collected data using
IXIA Perfect Storm and the commercial security-test hard-
ware platform cyber range, and evaluated the proposed
model’s reliability.

In the paper entitled “Big Data for Cybersecurity: Vul-
nerability Disclosure Trends and Dependencies”, Min-
gJian Tang, Mamoun Alazab and Yuxiu Luo presented a
framework to take as input historical vulnerability data
and analyze and determine the (long-term) dependency
(ies) between different vulnerability(ies) and exploit
disclosure(s).

In the paper entitled “Attribute-Based Storage Support-
ing Secure Deduplication of Encrypted Data in Cloud”, Hui
Cui, Robert Deng, Yingjiu Li and Guowei Wu presented an
attribute-based storage system with secure deduplication in
a hybrid cloud setting. In their approach, a private cloud is
tasked with duplicate detection and a public cloud manages
the storage. The proposed approach allows one to share
data with other users based on pre-specified access policies,
at the standard notion of semantic security for data
confidentiality.

In the paper entitled “Efficient Recommendation of
De-identification Policies using MapReduce” Xiaofeng
Ding, Li Wang, Zhiyuan Shao and Hai Jin proposed a
parallel algorithm, based on MapReduce, to facilitate the
computing of skylines over large scale de-identification
policies. To achieve improved performance, the authors
also designed a novel approximate skyline computation
scheme.

In the paper entitled “A Secure Higher-Order Lanczos-
Based Orthogonal Tensor SVD for Big Data Reduction”,

1. See https://www.ibmbigdatahub.com/infographic/four-vs-big-
data (last accessed July 25, 2019).
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Jun Feng, Laurence T. Yang, Guohui Dai, Wei Wang and
Deqing Zou designed an orthogonal tensor singular value
decomposition (SVD) method, comprising a higher-order
Lanczos-based orthogonal tensor SVD algorithm (to reduce
higher-order data), and a secure orthogonal tensor SVD
method (to outsource the orthogonal tensor SVD algo-
rithm’s computation tasks to the cloud).

In the paper entitled “Efficient Secure Outsourcing of
Large-scale Convex Separable Programming for Big Data”,
Weixian Liao, Changqing Luo, Sergio Salinas and Pan Li
designed an outsourcing scheme for convex separable pro-
gramming problems (CSPs). Their approach allows the cli-
ent to verify the correctness of returned results.

In the paper entitled “SEEN: A Selective Encryption
Method to Ensure Confidentiality for Big Sensing Data
Streams”, Deepak Puthal, Xindong Wu, Surya Nepal, Rajiv
Ranjan and Jinjun Chen proposed SEEN, a selective encryp-
tion method, to secure big sensing data streams, in order to
achieve multiple levels of confidentiality and data integrity.

In the paper entitled “Heterogeneous Data Storage Man-
agement with Deduplication in Cloud Computing”, Zheng
Yan, Lifang Zhang, Wenxiu Ding and Qinghua Zheng pre-
sented their heterogeneous data storage management
scheme, which can be deployed across multiple cloud
providers.

In the paper entitled “Context-driven Granular Disclo-
sure Control for Internet of Things Applications” Arezou
Soltani Panah, Ali Yavari, Ron van Schyndel, Dimitrios
Georgakopoulos and Xun Yi studied data obfuscation and
designed a privacy preservation framework for Internet of
Things (IoT) environment. Using smart vehicle system as a
case study, they demonstrated how data stream watermark-
ing can be utilized to preserve privacy.

In the next issue, we will introduce the remaining nine
papers.
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