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Fast Bit-Parallel Binary Multipliers Based
on Type-l Pentanomials

José L. Imana

Abstract—In this paper, a fast implementation of bit-parallel polynomial basis (PB)
multipliers over the binary extension field GF(2") generated by type-I irreducible
pentanomials is presented. Explicit expressions for the coordinates of the
multipliers and a detailed example are given. Complexity analysis shows that the
multipliers here presented have the lowest delay in comparison to similar
bit-parallel PB multipliers found in the literature based on this class of irreducible
pentanomials. In order to prove the theoretical complexities, hardware
implementations over Xilinx FPGAs have also been performed. Experimental
results show that the approach here presented exhibits the lowest delay with a
balanced Area x Time complexity when it is compared with similar multipliers.

Index Terms—Multipliers, bit-parallel, GF'(2™), polynomial basis, pentanomials
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1 INTRODUCTION

EFFICIENT VLSI implementations of high-speed multipliers over
binary extension fields GF(2™) are highly desirable for several
applications, such as cryptography, digital signal processing or
coding theory [1]. Elements in GF'(2™) are mainly represented in
polynomial basis (PB) because it provides more freedom on hard-
ware optimizations for arithmetic operations. The efficiency of
their hardware implementations is measured in terms of the num-
ber of 2-input gates (AND, XOR) and of the gate delays (Ta, Tx) of
the circuit. Many approaches and architectures have been pro-
posed to perform PB multipliers [2], [3], [4], [5], [6]. The complexity
of the multiplier mainly depends on the irreducible polynomial
f(y) selected for the finite field. For hardware implementations, tri-
nomials [7], [8], [9] and pentanomials are normally used. PB multi-
plication requires a multiplication of polynomials followed by a
modular reduction. Efficient bit-parallel multipliers can be imple-
mented using a product matrix that combine the above two steps
together [10], [11], [12], [13], [14]. A new PB multiplication method
based on the decomposition of a product matrix was used in [15].
This method introduced the functions S; and T; given by sum of
terms z;, = (axby) and 2! = (a;b; + a;b;), where a;,b; € GF(2) are
the coefficients of A, B € GF(2™). The coefficients of the product
can be computed as the sum of that functions. The above method
was applied in [15] to type I irreducible pentanomials, where groups of
shared subexpressions were determined in order to reduce the
area complexity of the multiplier. In [16], the sum of products
given in the S; and T; functions were splitted into sums of 2/ prod-
uct terms that can be implemented as binary trees of XOR gates
with depth j. The sum in pairs of binary trees with the same depth
yields a reduction of the number of XOR levels needed to compute
the product coefficients. Furthermore, the use of binary trees of
XOR gates can minimize power consumption in comparison to the
use of linear arrays of XORs [17]. The multiplication approach
given in [16] was applied to type II irreducible pentanomials in the
form f(y) — ym + yn+2 + yn+1 + y'n, +1.
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In this paper, a new fast bit-parallel GF'(2") polynomial basis
multiplier is presented, where the splitting approach in [16] has
been applied to general type I irreducible pentanomials and where the
expressions of the product coefficients given in [15] for these penta-
nomials have been simplified in order to obtain high-speed multi-
pliers. Type I irreducible pentanomials f(y) = y™ +y" " +y" +y+1,
where 2 <n < |m/2] —1, are very important because they are
abundant (there are 807 different m values in the interval [8, 1000]
such that a type I irreducible pentanomial of degree m exists) and
they are used in important applications. For example, arithmetic
used in the Advanced Encryption Standard (AES) is based on the
binary extension field GF'(2%) generated by type I irreducible pen-
tanomial f(y) = ¢® +y* + 3> + v+ 1. Furthermore, the three finite
fields m € {163, 233,283} from the five recommended by National
Institute of Standards and Technology (NIST) for Elliptic Curve
Digital Signature Algorithm (ECDSA) can be constructed using
such pentanomials. The bit-parallel PB multiplier here presented
has the lowest delay known to date for similar PB multipliers based
on this type of irreducible pentanomials. In order to prove the theo-
retical complexities, hardware implementations over Xilinx FPGAs
have also been performed. NIST and SECG (Standards for Efficient
Cryptography Group) recommended GF(2") multipliers have
been described in VHDL and post-place and route implementation
results in Xilinx Artix-7 have been reported. Experimental results
show that the approach here presented exhibits the lowest delay
with a balanced Area x Time complexity when it is compared with
similar multipliers.

The paper is organized as follows. Section 2 provides notation
and mathematical background. Type I irreducible pentanomials
are introduced in Section 3, where new reduced expressions for
multiplication are given. Section 4 describes the new multiplier,
gives an example of multiplication and analyses the theoretical
complexity. Comparisons with other similar multipliers are given
in Section 5. Hardware implementation results are presented in
Section 6. Finally, conclusions are given in Section 7.

2 BACKGROUND

Let f(y) = >.I", fiy' be a monic irreducible polynomial of degree m
over GF(2). The elements of the binary extension field GF(2") can
be represented in the polynomial basis {1,z,...,2™ '}, where z is a
root of the irreducible generating polynomial f(y). Any element
A€ GF(2™) is represented in PB as A=Y "az!, where
a;s € GF(2) are the coefficients of A. In order to compute the coeffi-
cients of the product C'= A - B, a new method was used in [15].
This method introduced the functions S; and T; given by the sum
of terms zj, = (ayby) and 2] = (a;b; + a;b;), where a;,b; € GF(2) are
the coefficients of A and B, respectively. These functions are imple-
mented as binary trees of 2-input XOR gates with a lower level of 2-
input AND gates (corresponding to the a;b; products). The product
C=A-B can be computed as the sum of these functions.
The expressions for S; (1 <i<m) and T; (0 <i<m —2) with

¢ =[i/2] and y = ([m/2] + |i/2]), are [16]
[ n—(i+1) )
Si =a.+ Zz}f’”l, T =z, + Z Z;'Z], 1
h=0 j=1

where z. = ac.b; only appears for i odd and x, only appears for (m
and ¢ even) or for (m and i odd). In this case, n = y. Otherwise, i.e.,
for (m even and i odd) or for (m odd and i even), the term z, does
not appear and the value of n = ([m/2] + [i/2]). For example,
for GF(2°) the terms S; and T; are as follows: S; = xq = apby,
Sz = Zé = (a[)bl + albo), S3 = + 2(2) = albl + (anZ + azbo), S4 =
(apbs + asby) + (a1ba + ashy), Ss = asby + (agbs + asby) + (a1bs + azby),

0018-9340 © 2017 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.
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TABLE 1
Coordinates ¢; of the Product for the Pentanomial
T =y +y'+9y +y+1

TlO

To

T9 (o)
T1o
Tll

C4
Cs
Ce
c7
&]
C9
C10
Ci1
Ci2

To = (a1by + asby) + (azbs + azby), Ty = asbs + (azbs + asby), Ty = (azby +
a4b3), T3 = (l4b4.

3 TYPE | IRREDUCIBLE PENTANOMIALS

Type I irreducible pentanomials were defined in [14] as f(y) =
Y+ y" +y" +y+1, for 2 < n < |m/2] — 1. These pentanomials
are very important because they are abundant and they are used in
a wide number of applications. For example, the specific type I
pentanomial f(y) =4®+y*+y* +y+1 is used in the Advanced
Encryption Standard.

Polynomial basis multiplication for type I irreducible pentano-
mials was studied in [15], where expressions of the product coeffi-
cients were computed. In these expressions, groups G} of
subexpressions given as sums of j terms Ty were also found. These
j-terms groups G} can be shared among different coefficients lead-
ing to a reduction of area complexity of the multiplier. In this
work, it is observed that the common groups found in [15] can be
simplified in order to reduce the delay of the multiplier. The sim-
plification is shown in the following example with (m,n) = (13, 3).

3.1 GF(2') Multiplier for f(y) =y +y* +1° +y+1

The product C' = A - Bin GF(2'3) generated by the type I irreduc-
ible pentanomial with parameters (m,n) = (13,3) can be computed
using the expressions given in [15]. The coefficients ¢; of the prod-
uct are Cy :S1+Gg, C1 :Sz+Gg, Cy :S3+Gg, 05:S4+Gg +
Gei=S5+GE+G§, ¢5=5S6+G2+ G}, =S+ G5 +G},¢c; =
Ss+ G2+ G2, ¢y =Sg+ G2+ G3, cg =S19+ G2+ G2, ¢c1p=Sn1 +
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coefficients, the 2-terms groups are given by the expressions [15]
Gg = (Tz -‘rTll), G% = (T3 +T4), G% = (T4 + Ts), G% = (Ts + T(,)/
G} = (Te + T7), G} = (T7 + Tg), G = (Ts + Ty), G7 = (T + Tao),
G2 = (T10 + T11), the 3-terms groups are given by G3 = (To + G3),
G} =(T1+G2), G}=(T;+G}), the 5-terms group is Gj =
(G2 + G3), and the 6-terms group is G§ = (G} + G2). The coeffi-
cients of this multiplier are given in Table 1, where a ¢; coordinate
is the sum of the §; and T, terms in the ith row. In Table 1, the
above G} groups are not represented and only individual terms T
are shown. It can also be observed that there are several T; terms
that are cancelled in some rows.

3.2 New General Expressions for the Multiplier

In a similar way to that seen in the previous example, the coordi-
nates of the product C'= A- B in PB for general type I pentano-
mials f(y) =y™ +y"" +y"+y+1, with 2<n < [m/2] — 1, are
given in Table 2, where z =m —n. From the table, it can be
observed that several T; terms are cancelled, therefore reducing
the complexity of the multiplier.

The new general reduced expressions for the coordinates are
also given in Table 3. In this table, the coefficients have been
divided into eight sections (named from @ to @ ), depending on
the terms T; involved and on the number of S; and T; terms in the
sums for the coefficients. The number of terms in sections &), ®), ©
,@,®, ®, ©@and ®is4,5,4,7,7,6,5and 4, respectively. It can be
observed that coefficients in sections @ and ® present the maxi-
mum number of terms (seven). Furthermore, from equation (1), the
term Ty is given by the addition of 5 — 1 terms z/ and the term Ty
(if it exists), i.e., it performs the sum of the maximum number of 2/
terms and therefore it presents the highest delay. From (1), the
complexity of T; terms decreases when subindex i increases, so the
next most complex T;j term is Ty. It must be noted that the coeffi-
cient ¢, (in section ®) has the maximum number of terms (seven)
and it includes the two most complex terms Ty and Ty in its sum.
Therefore, ¢, is the most complex coefficient and it will be used
in following sections to determine the delay of the new multiplier.

4 NEW MULTIPLIER FOR TYPE | IRREDUCIBLE
PENTANOMIALS

As shown in Table 3, the coefficients of the product C = A - Bin PB
can be computed as the addition of functions S; and T; that are
given in (1) by sum of terms z; = (a;br) and 2z = (a;b; + a;b;).
However, the monolithic construction of S; and T; terms can repre-
sent a problem if low-delay implementations are required. For
example, for GF(2°), functions Ty = x5+ 24 = (asbs+ (azbs +

G2+ G2, c11 =S12+ G2 + G2, ¢12 =S13 + T11 + GZ. In the above ayby)) and T3 = x4 = asby are defined. The addition Tq + Ts =
TABLE 2
Coefficients ¢; of the Product for Type | Pentanomial f(y) = y" + "' + " +y+1with2 <n < [m/2] — 1
- Sl TO Tz—l Tz
c1 Sa T, ;Pz/ Tzi1 To T, 1 [Pz
Cn—2 Sn—l Tn—2 M Tm—2 Tn—3 Tm—4 M
Sn Tn—l M Tn—2 Tm—3 M
‘ Sn+1 Tn 0 z—1 z Tn—l Tm—2
Cnt+1 |[Sn+2 [Tnt1 || To T, 1 A T, ;Pz/ Toi1 || Tn
c2n—2|[S2n-1|T2n2||Tn-3 |[Tm-a|Tw3||Tu-2 [Trr3|Tm_2||Ton-3
c2n-1|[S2n  [Ton-1||Tn-2 [Tm-3[Tm—=2|[Tn-1 [Tm—2 Ton 2
Can S2n+1|T2n Tha1 [Tm_2 Th Ton_1
Can+1 SZn+2 T2n+1 Tn Tn+1 T2n
Cr’n—Q 51;1—1 T;n—z T;—s T, 2 T;n—s
Cm—1 Sm Tz 2 Tz—l Tm—2
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TABLE 3 TABLE 4
New Reduced Expressions for the Coefficients of the Product Si and T; Functions for GF'(2'%)
co =8S1+To+Too1+ Ty @ [ H 23 [ 22 [ 2T [ 20 H binary
ifn>3fori=1...n—2 ST 20 [ o001
ci =8Sit1+Ti1 +Ti+ Topi—2) + Tagi; T11 T12
cn-1 =Sn+Th 24+ Th1+Tm_3; Sa 2y 0010
= . T1o 2
Cn = Sn+1+TO+Tn 1+ Thn+Tz1+Tz+Tm-2; @) 121
fn>3fori=ntl.. . 2n—2 Ss 2, | “1 |l o011
¢ =St Tﬁ(n+1) +Ti—n + Ti—1 + Ti+ (E) g‘g g ©10 | 11
Tiis(ni2) + Titzn; o (25 +21) 0100
can—1=Son+Th2+Th_1+Ton 2+ Ton_1+Tm_3; S 8 (294 + Z%O
¢2n =Sant1+Ta14+Tn+Ton1+Ton+Tm 2 (F) 5 (f N zﬂ 211 0101
- P N T (ZS + 25 ) 10
ifm>2n+3,fori=2n+1...m—2: @ S (2 +23) BB
ci =Sit1+Ti (npy) +Tin+Tic1 + Ty T6 o T30y | o 0110
= Sm +Tz-2 +Tz—1 + Tm-2; @ ° (Z85+Z?1) z.,G
Cm—1 m z— z— m-—2; S‘T (Z +Z%) Z T3 0111
Ty (27" + 25 zéz T9
((asbs + (a2by + asbs)) + asby), where terms in brackets indicate Ss (z + 28+ z2 4= z3) 1000
that they must be added previously to the XOR with the other Ty || (232 + 25 + 210 + zg)
terms, results in a 3-level binary tree of 2-input XOR gates. How- So (28 + 27 + 25 +23) za || 1001
ever, the addition Ty + T3 involves the XOR of four product terms. Ts || (232 +23 + 210 +22) T8
This sum could be implemented with a 2-level complete binary S10 (1l +z 0+ 23 + 245); z182 1010
tree of XOR gates if the additions could be done in a separate way, T2 || (25 +25°+ 28 +2%) s
i.e., if the product a3bs could be first XORed with the term a4b, and Si11 (ﬁ 0+ Z3 + Z4£); Zq 5 5 1011
then perform the XOR with (agbs + asbe) in the form Ty + T3 = T (23 + 22 + 23) - - £ 7
((asbs + asbs) + (a2bs + asby)). 2‘12 (z o+ "’3 + Z48+ 257) (= o zll) 1100
In [16], a new approach was given by considering the functions S 0 gz I z T z T z7) Ezh 1 j%lg " 101
S; and Tj as an addition of S’ and T’ terms, respectively, in such a L 2 - = o 1 6
way that S; =4S+ -+ sUSU and T = )T + - + 1T} for
GF(2™), with s tZ e GF ( ) and p = [logam)]. The initial terms S’ b)  While the number of U' terms > 2:
and T] represent the sum of 2/ products a;b;, so they can be imple- *Sum Ul terms in pairs to create U terms.
mented as j-level complete binary trees of 2-input XOR gates. The +If 3 a non-paired UL term, consider it as U™,

addition of two terms Si and Tg with the same superscript j results
in a new 2-input XOR in level j + 1 that represents a (j + 1)-level
binary tree. If the sum of S; and T; functions is done grouping the
additions of terms with the same j-level S! and T}, starting with
lower levels, then the number of XOR levels needed to compute
the coefficients of the product can be reduced. The 0-level initial
terms S and T} should be first added in pairs to give rise to a new
XOR in level 1, that in turn should be XORed with other 1-level
term to give rise to a new 2-level binary tree and so on. If there is
only one j-level term (or there is an unpaired j-level term), then it
should be XORed with a (j + 1)-level term in order to have a new
(7 + 2)-level tree.

It can be noted that vectors (s, ..., s), and (&), . . ., 1)), are given
by the binary representations of the subindex i for S; and of the
value m — 1 —i for Tj, respectively [16]. Furthermore, common
terms appearing in several coefficients can be shared in order to
reduce the number of XORs. These common terms correspond to
the sums (S; + Si;1) and (T; + Ti;q) that involve the additions
(St +8!,,) and (T} + T}, ,), respectively, for different levels ! deter-
mined by the bmary representations of ¢ (for S;) and m — 1 — i (for

T;). The notation TIJrl (T1 T') and STIT1 (S1 Tl) can be used
to represent the addition of two terms in level [ to yleld anew term
in level /4 1. From Table 3, it can be observed that only common
additions (T; 4+ T;.1) can be found (withi = 0,...,m — 4 for even m,
and with ¢ =0,...,m — 4 for odd m) [16]. The following algorithm
for multiplication using the above approach was given in [16]:

1)  Compute Sg and T{ terms using (1).
2)  Foreachlevell =0...p, create common terms Tlﬂl
3)  For each coefficient of the multiplier:
a) Foreachlevell=0.
* Share common terms T}ﬂl
* Sum U terms in pairs to create U terms.

* If 3 a non-paired U! term, consider it as U1,

where U! denotes T}, S, T1 S1 or ST1 terms at level I. In the next
section, the representation 1ntroduced in [16] is applied to the new
reduced expressions given in Table 3 for the type I pentanomial multi-
plier with (m,n) = (13,3).

4.1 Type | Pentanomial Multiplier for (m,n) = (13, 3)
Let us consider the product C = A - Bin GF(2'3) generated by type
I pentanomial f(y) = y** +y* +¢* + y + 1. Using equation (1), S;
and T; functions are given in Table 4 where S; and T; are the XOR
of the z;, and zI’ terms given in their rows. In this table, the columns
labeled as 2°, 2!, 2% and 2? represent the number of product terms
apb; involved in each column. For example, Si; =5+ z(l)o +
(20 + 25 + 25 + 28), where x5 involves 1 =20 product term (asbs),
the term 2} involves the XOR of 2 = 2! terms (agbiy + a1pby) and
(2 + 25+ 25 + 28) is the sum of 8 =2% product terms ((ajby +
agby) + (agbs + asbs) + (asbr + azbs) + (asbs + agbs)). Term S1q can
then be represented by Si1 = si'S3,+ s}'S%, + si1S, + sl!SY, =
1.83; +0.83; + 1.S}; + 1.8%; where S;, S3,, Si; and S}; stand for
terms with 23, 22, 2! and 2° product terms, respectively. In this

case, the not null terms SY; = x5, S}; = 2’ and Sil = +45+

11 11 11
5 752 7"1 as())

2z} + 25). It can be observed that the binary vector (s}!
= (1,0,1,1), = 11y9. This representation is given in the column
labeled binary in Table 4, where it can be observed that the binary
vector (s}, sy, si,sh), for S; matches with the binary vector
(t}, 15,1, 1), for Tj, with j =m — 1 —i. For example, the term Ty
corresponds with the binary vector (1011), that is the binary repre-
sentation of the value 13—1—1=11 (in this example with
m = 13). This fact is represented in Table 4 including terms S; and
Tm—1-i in a row with the same binary representation.

The space complexity of the multiplier can be reduced if com-
mon terms that appear in several coefficients are shared. In Table 4,
consecutive S; and T; terms having S’ and T] terms with the same
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TABLE 5
Coefficients of the Product for GF(2!3)

co S1+To + To + T1o

(ST +T3)+ T3 10 )+Th;

c1 Sz +To + T1 + Tg + T11

(Sl+T )+T )+( T}9+T1 + (Tg + TY,

) +T9);

cs S4+To+ T2+ Tz + To+ Tio + T11

ST 40‘*’T3 )+ (T3 9+T1)+ T910)+T§1,3)§

cq S5 +To +T1+ Ta +Ta +To+ T11

((STE, +T1) +T%) + (ST3 o + T3))

+ (T3 + (T§+T9y)) + T§,4 );

c5 Se+-+T4+T5+T10

(T35 +S8) +S )+-)_+-) + (T2 10 + T2) + T3);

QIGICIICIO)

cr Sg + Tg +Ta + Te + T7r

co Si10+ Ts+ Te +Ts+ To

S11 +Te +T7 + Tg + Tio

S12 +-+T10 + T11

€10 ((S9, +s1

C11

3a) + (T3 +Tg) + T3) + T3);
((sT} 5+T)+T)+Sg)+
(Sio+ TEg)+8%) + ((Tg e+ T )+T )+ T8 )i
1) +T3) +8%,) + ((T7,9 + T§) + TZ) + T3 10 ):

((( 711+T 0) +5%;) +

©

) +5%5);

ci2 | Si3+Ts+To + T11

(
(
(
(
(
(
c6 | S7+ T2+ T3+ Ts+Te + T11 ((ST$2+S )+ T8+ (STF 3+ Tg 1)+ Tdg ) +T5) + T );
(sg
(
(
(
(
(

(895 +T§) +Tg 11) +(ST33 5 +S33);

O

level j can be observed. For example, S¢ and S; have 1-level terms
Si and S and 2-level terms S and S2. The same applies to Ts and
Te, with (T}, T2) and (T}, T2) terms, respectively. The sum S¢ + Sy
(and Ts+ Te) then implies the additions S} + S1 (T + Ti) and
S2 + S2 (T2 + T?) that give rise to 2-level and 3- level binary trees of
XOR gates, respectively. Therefore, the groups (S¢+S;) and
(Ts + Tg) can reduce the complexity. The groups for this example
are represented in Table 4 by shadowed cells with same color. The
S groups are (S;,S3), (S4,Ss), (Se,S7), (Ss,S9), (S10,S11) and
(S12,S13), while that the T groups are (Tq,T>), (T3, Ts), (Ts,Ts),
(Ty, Ts) and (Ty, T1).

Using Tables 1 and 3, the coefficients of the product for this
GF(2"®) multiplier are given in Table 5, where the previous T
groups are shadowed. From Table 5, it can be observed that the
group (T + Tq9) appears in three coefficients (cy, c3 and ¢;9) while
that (Ty + T»), (T3 + Ty), (T5 + T¢) and (T, + Tg) are found in two
coefficients. Therefore, only one of each of these groups must be
implemented. The number of T] terms in each group determines
the number of XOR gates that can be reduced. From Table 4, it can
be observed that the group (Ty + T») involves the addition of the
two terms (T} + T3) and (T3 + T3), therefore requiring 2 XOR gates.
Likewise, (T5 + T4), (Ts + Tg), (T7 + Tg) and (To + T1o) require 1, 2,
1, and 1 XOR gates, respectively. In addition, (Tg + T19) can be
found in three different coefficients, so the number of XOR gates
that can be reduced will be 2 - 1 = 2. Therefore, the number of XOR
gates that can be reduced by sharingis2 +1+2 + 1+ 2 =8 XOR.
General expressions for the computation of the number of XOR
gates that can be reduced due to sharing of groups are given in
Section 4.2. Using the algorithm for multiplication previously
given [16] and using the S} and T} terms given in Table 4, the
coefficients of the product are shown in the third column of
Table 5. The precedence of the sums of terms in Table 5 is repre-
sented with parenthesis.

As stated in Section 3, coefficient ¢, is the most complex one
for Type I pentanomials. For GF(2!3), this coefficient corresponds
with ¢4, which implementation is given in Fig. 1. Using Table 5, it
requires the addition of 7 terms (including the most complex ones
Ty and Ty), so it determines the maximum delay of the multiplier.
The initial S}, T} terms and the T}, S i’ T1 terms given in Table 5 are
represented in F1g 1 by black and gray c1rc1es, respectively. For ¢,
the initial terms are S5 = S2 + S2, Tg = T2 + T3, Ty = TS + T} + T3,
Ty =T0+T3 Ts=T5 To=T5+T: and Ty =TY, while that
terms STi; =S2+T), STe,=S2+T5 T3,=TJ+TJ and
T;, = T; + T} are also represented. In Fig. 1, levels of XOR binary
trees are represented by horizontal dashed lines and S; and T;

functions are represented by ellipses enclosing their Sg and Tg
terms, respectively. Furthermore, a gray square in level [ represents
a non-paired term in level [ — 1 that must be considered as I-level
term in order to be XORed with another term in level [ (for exam-
ple, the non-paired term TY, is considered as a 1-level term to sum
it with Tg). The sharing group Tj , are also represented in the figure
with a double gray circle.

Time complexity of this GF(2'3) multiplier can be computed
taking into account that the most complex coefficient ¢, requires a
6-level binary XOR tree, so the delay is given by Ty + 67%. The Tx
delay corresponds to the O-level a;b; products of the coefficients of
A and B. For area complexity, the number of 2-input AND and
XOR gates must be computed. The number of AND gates is given
by the products a;b;, with 4, j € [0,m — 1], and for GF(2") multi-
pliers is m? [16]. Therefore, the number of AND gates is 169 for the
GF(2") multiplier. The number of XOR gates can be computed as
the sum of XOR gates in the initial S] and T’ terms (as given in
Table 4) plus the number of new XOR gates generated in the coeffi-
cients (as given in Table 5) minus the number of XOR gates due to
shared groups. The S] and T’ terms perform the XOR of 2/ product
terms, so the number of XORs is 2/ — 1. In this example, there are 7
S? terms and 6 S}, S? and S? terms, so the number of XOR gates in
the initial S] terms will be7-(2°-1)+6-(2'—=1)+6-(22—1)+
6-(2° — 1) = 66 XOR. There are also 6 T? and T} terms and 5 T?
and T3 terms, so the number of XORs in the 1n1t1a1 T] terms is
6- (20—1)+6 (2'—1)+5-(22-1)+5-(23—-1) =56 XOR. The
number of new XORs generated in the coefficients due to the addi-
tion of S} and T! terms is found to be 110 (see Table 5). The number
of XORs due to the shared groups were previously computed (8
XOR). Therefore, the total number of XOR gates of this multiplier
is 66 + 56 + 110 — 8 = 224 XOR.

4.2 Complexity Analysis of the New Multiplier
4.2.1  Time Complexity

In Section 3.2 was found that ¢, is the most complex coefficient,
s0 it is used to determine the delay of the new multiplier. To do
that, the complexity of S; and T; terms must be determined. As
shown in Section 4.1, the number of initial terms S{ and T’i are
given by the binary representations of the subindex i for S; and by
the value m — 1 — i for Tj, respectively [16]. Therefore, the equiva-
lence (only in relation to the number of terms) T; = Sp_1-i can be
used to determine the number of T! terms in T;. This equivalence
determines that, for ¢,.1, To=Sm-1, T1 =Sm2 Ta=S.1,

Thi1=S,2, T,.1=S, and T, =S, », where z=m —n, so

308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325
326
327
328
329
330
331
332
333
334
335
336
337
338

339
340

341
342
343
344
345
346
347
348
349
350



351
352
353
354
355
356
357
358
359
360
361
362
363
364
365
366
367
368
369
370
371
372
373
374
375
376
377
378
379
380
381
382
383
384

385
386
387
388
389
390
391
392

394

IEEE TRANSACTIONS ON COMPUTERS, VOL.67, NO.X, XXXXX2018

@
S:

Fig. 1. Implementation of coefficient ¢, for GF(2'?).

Cni1 =Sni2+Sm1+Sm2+S,1+S,2+Sn+Sn 2 In order to
determine the binary representation of these subindexes, the
expression ¢ = ZU‘"}M (lg/2'|mod2) - 2" giving the binary configu-
ration of a number ¢ can be used [16]. The value |g/2'| mod 2 deter-
mines if the binary representation of ¢ has a 1 in the position with
weight 2/, representing that Sq, Tm-1-4 have a term S1 T - q that
is the addition of 2! product terms and that is 1mplemented with a
binary XOR tree of depth i. The depth of the binary XOR tree
implementing c¢,;1 can be determined by first computing the total
number of terms in |logym|-level. The initial levels are 0,
1,..., logam|. For a given level i, the number of new XOR terms
created in level ¢ + 1 due to the sum in pairs of i-level terms is
[M;/2], where M; denotes the number of terms in level i. For
instance, in Fig. 1 there are five 0-level terms (S, Tg, Tg, TS, T‘}l)
and their sum results in the three 1-level terms ST}, Ti, and T%,
(considered as 1-level term to be XORed to Tg). The number of ini-
tial terms S’ and T’ in level j, denoted as j1, is given by the binary
representations of the subindexes of the S; terms included in
Cit1 = Sni2 + Sm1+Sm2+Sz1+S8z2+Sn+5n 2. DenOting
4 = la/ 27| mod 2, then p; can be computed as [16] w; =
(m—=1); 4+ (m =2)j+ (z=1); + (2 = 2); + (n +2); +nj + (n=2);.
Using this expression, the number of initial terms for the most com-
plex coefficient ¢, given in Section 4.1 can be computed. The num-
ber of initial terms in level 3, for example, will be us = (12); +
(11); 4 (9); + (8); + (B)5+ (3)§+(1)’;_1+1+1+1+0+0+0—
4 corresponding to T3 =63, T3 =853, T3 =83, T3 =S3 (black
circles in Fig. 1).

The total number of terms M|y, in the [logym|-level is the
addition of initial terms /4|1.4,,,| plus the terms in that level created
by the XOR of terms in lower levels. Using the property of modulo
operation [q] +n = [¢+n], with n integer, and having into
account that the total number of terms in level ¢ is M; = pu; +
[1;_1/2], then it can be proved [16] that the terms created in level
[logoam | due to the addition in pairs of terms in level |logam| — 1 is
[(SoLoem =t 9iy, ) jllosm] ) Therefore, the total number of terms in
[logam |-level will be the sum of s, plus the above expression,
ie, M, Ltogzm] = [(Zuogzm 2'p;)/292™7. In order to compute this
expression, the number u; of initial terms in level j should be
known. This number was previously given for ¢, ;. Using the fact
that mod operator is defined by x mod y= z —y|z/y], for real
2,y (y # 0), then ¢; = |q/2’] —2- [[¢/27]/2] = [¢/2"] -2 |¢/2""].
Therefore, it can be proved that [16]

(2)

4m+n —6
A{Uaf]sz = ’V 2ngzmj —‘

The number of XOR levels needed to compute the coefficient
cnr1 will be [logam| + [logaM|jog,m1, so the highest delay of the
multiplier based on type I pentanomials is

dm+n—=6
Ta+ (Llogzmj + {logz {W—‘ —‘ )TX. 3)

4.2.2 Area Complexity

From (1), the number of AND gates in S; and Tj are i and m —i — 1,
respectively. Therefore, the total number of AND gates of the multi-
plieris m?. In order to compute the number of XOR gates of the multi-
plier, the number of XORs ® given by S; and T; must be determined.
From (1), these values are ¢ — 1 and m — i — 1, respectively, and
therefore @ is (m — 1)>. The number @ of XOR gates used for the
addition of S; and Tj; terms in the product coefficients of Table 3 must
also be computed. Functions S; appear only once in Table 3 while
that T; terms appear several times. Therefore, the number of XORs in
(1) determines the XORs of S] and T] terms, the XORs used for the
addition of all S! terms of S; and the XORs given in one sum of T!
terms of T;. If a term T; appears p; times in Table 3, then the other
pi — 1 occurrences are taken into account determining the number 0;

of XORs needed for the addition of the T] terms and multiplying it by
pi — 1. Therefore, the XOR gates @) given by 37 *(p; — 1) - ©; must
also be computed. Finally, the number @ of XORs given by shared
groups (T;, Tj) should also be determined. The total number of XOR
gates of the multiplier will thenbe @ + @ + ® - @ [16]. In Appendix
the following values have been computed:

e The number @ of XORs needed for the sum of S; and T;
terms in product coefficients is 4m + 2n — 3.

e The number G) of XOR gates can be given as 57" ,*(p; — 1)-
®,=3-7T,.1+2-T,+V,.In this expression, the number
of XOR gates ¥, needed for the sum of the S}, terms of S,
is ¥,, = H,, — 1 [16], where H, is the Hamming Weight of n,
and T, =" W, =" H —h

e The number @ of XOR gates given by shared groups
(T;, Tj) in the product coefficients is (3 i_, .o  Hi) +
H' | = A, + Hf, where « = 2Ln/2j L = (m — 2) for even m
and (m—3) for odd m, and ' represents that H only
appears for odd n.

Therefore, the number of XOR gates of the multiplier given by

O+@+6-@ willbe

m? —m+3%, 1425, + H, — A, — H', @
where 3, = 3" | H;. Using (4), for the example given in Section 4.1
with m = 13, n = 3, the values 21 = 22,33 =4, H3 = 2, A3 = Tand
H, =1. Applying these values to equation (4) we obtain
169 —13+3-22+2-4+2—7—1 =224 XOR gates, matching the
result given in Section 4.1.

5 COMPARISON WITH OTHER MULTIPLIERS

In Table 6 theoretical complexities of the multiplier here proposed
are compared with the best results known to date for bit-parallel PB
multipliers over GF(2") generated by type I irreducible pentano-
mials. Simulations done with Maple have proven that the delay of
our multiplier is less than or equal to the best delay given in [11] and
[15], ie., |logsm] + [logs[(4m +n —6)/2lemI]] < 3+ [logs(m—
1)]. From these results, it was found that for the 807 different values
of the field size m € [8,1000] for which a type I pentanomial exists,
the proposed multiplier has the smallest delay in 762 different val-
ues of m. Furthermore, among the 1974 (m,n) combinations with
m € [8,1000] for which type I pentanomials exist, there are 187 and
1787 different pairs (m,n) for which the proposed multiplier has
equal and less delay, respectively, than the multipliers given in [11]
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TABLE 6
Complexities of Bit-Parallel PB Multipliers for Type | Pentanomial f(y) = v + ¢ +y" +y + 1

#AND #XOR Delay
[13] m? m?+2m — 3 Ta + (6 + [logam])Tx
[18] 3m2+427nfl J}mz+24ln+8n+5 TA —+ (3 —+ HO(]Q (m + 1)—‘ )TX
[14] m? m?+m+ 2n T 4+ (3+ [loga(m)])Tx
[11] m? m?+m Ta + (3+ [loga(m —1)])Tx
[15] m? m?+m—1 Ta + (34 [loga(m —1)])Tx
This work m? m?—m+3%, 1 +23, +H, - A, — H Ty + (Lloggmj + [log2 B’ﬁ;’;ﬁ;ﬂ “ )TX

8 =21 (odd n), 17 (even n). 1 = term included for odd n.

and [15]. With respect to area complexity, the proposed multiplier
presents equal number of AND gates (except for [18]) and a higher
number of XOR gates. This increased number is due to the splitting
of functions S; and T; into S]i and T]i terms, respectively. In Table 7
the complexities of bit-parallel PB multipliers for NIST recom-
mended GF(2™), withm € {163, 233, 283}, for which type I irreduc-
ible pentanomials exist are presented. It can be observed that the
multiplier here proposed presents the lowest delay among the dif-
ferent analyzed methods. These reductions range from 8.3 percent
for GF(22%%) t0 9.1 percent for GF(2!%%) and GF'(2%**) with respect to
the best delays found in the literature.

6 HARDWARE IMPLEMENTATIONS

In order to further compare the new approach with other similar
methods, bit-parallel GF(2™) PB multipliers based on type I irre-
ducible pentanomials have been described in VHDL, synthesized
and implemented on Xilinx FPGA Artix-7 XC7A200T-FFG1156.
Experimental results are those reported by Xilinx ISE 14.7 using XST
synthesizer. Furthermore, same pin assignments and speed high opti-
mizations have been part of the design methodology. Experimental
post-place and route results are given in Table 8 for multipliers
based on type I irreducible pentanomials for SECG [20] recom-
mended finite fields GF(2™), with (m,n) = (113, 8), (113, 24), (113,
40), (131, 59), and for NIST (163, 59). Area complexity is expressed in

delay among the different methods. Moreover, the new approach
presents the best Area x Time values in three of the five imple-
mented multipliers, therefore also showing a restrained area usage
in comparison with other methods.

7 CONCLUSION

In this paper, a new fast bit-parallel GF'(2™) polynomial basis multi-
plier for type Lirreducible pentanomials has been presented. Efficient
implementations of high-speed multipliers over binary extension
fields are highly desirable for several important applications. Fur-
thermore, type I irreducible pentanomials are abundant and they are
used in applications such as the AES. In this work, explicit expres-
sions for the coordinates of the proposed multiplier are given. These
expressions are implemented as the addition in pairs of binary trees
of XOR gates with the same depth, leading to a reduction of delay.
Moreover, the use of binary trees can minimize power consumption
in comparison to the use of linear arrays of XOR gates. A detailed
multiplication example has been also given. Theoretical complex-
ity analysis has shown that the proposed multiplier presents the
lowest delay among the best results known to date for similar

TABLE 8
Comparison of Hardware Implementations for GF(2") Multipliers

Table 8 in terms of the used number of LUTs and Slices, and time LUTS Stices Time(ns) AxT (m,n)
results (in nanoseconds) represent the minimum time needed for [10] 5554 2,882 24.74 71300.68
performing one GF(2") multiplication. The A x T metrics express [19] 5515 2851 23.18 66086.18
. . oo . [14] 5,434 2,718 22.89 62215.02 (113, 8)
area by t1me. delay in Slices x ns in orde?r to compare the. area and 1] 5,427 2571 2123 54582.33 SECG
delay (less is better). From the experimental results, it can be [15] 5,735 2 446 21.33 52173.18
observed that the new multiplier here proposed exhibits the lowest  This work 5,501 2,354 20.56 48398.24
[10] 5,529 2,727 21.99 59966.73
TABLE 7 [19] 5528 2,824 22.24 62805.76
Complexities of Bit-Parallel PB Multipliers Using Type | Pentanomials [14] 5,436 2,406 21.32 51295.92 (113, 24)
for Three Recommended NIST Fields [11] 5,435 2,546 22.15 56393.90 SECG
[15] 5,653 2,363 20.79 49126.77
#AND #XOR Delay (m,n) This work 5,460 2,466 20.34 50158.44
[13] 26,569 26,892 Ta + 14Tx [10] 5,533 2,662 22.10 58830.20
[18] 20,008 21,028 Ta + 11Tx [19] 5,524 2,746 22.60 62059.60
[14] 26,569 26,850 T + 11Tx (163, 59) [14] 5,455 2,488 21.13 52571.44 (113, 40)
[11] 26,569 26,732 Ty + 11Tk [11] 5,431 2,508 21.15 53044.20 SECG
[15] 26,569 26,731 Ta + 11Tx [15] 5,548 2,571 21.33 54839.43
This work 26,569 28,280 Ty + 10Tx This work 5,481 2,459 20.37 50089.83
[13] 54,289 54,752 T + 14Tx [10] 7,423 2,743 23.07 63281.01
[18] 40,833 42,170 Ta + 11T [19] 7,383 2,671 23.76 63462.96
[14] 54,289 54,572 Ta + 11Tx (233, 25) [14] 7,308 2,168 20.95 45419.60 (131, 59)
[11] 54,289 54,522 T + 117Tx [11] 7,286 2,287 22.96 52509.52 SECG
[15] 54,289 54,521 Ta + 11Tx [15] 7,392 2,318 20.86 48353.48
This work 54,289 56,471 T + 10Tx This work 7,341 2,185 20.33 44421.05
[13] 80,089 80,652 T + 15Tk [10] 11,412 3,852 24.29 93565.08
[18] 60,208 61,888 Ty + 12Tk [19] 11,364 4,060 24.19 98211.40
[14] 80,089 80,490 T + 12Tx (283, 59) [14] 11,290 3,664 21.79 79838.56 (163, 59)
[11] 80,089 80,372 Ta + 12Tx [11] 11,304 3,730 22.62 84372.60 NIST
[15] 80,089 80,371 Ty + 12Tk [15] 11,471 3,209 22.78 73101.02
This work 80,089 83,068 Ta + 11Tx This work 11,320 3,532 21.33 75337.56
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multipliers based on this type of irreducible pentanomials. Simu-
lation results have proven that for the 1,974 (m,n) combinations,
with m € [8,1000] and 2 <n < [m/2] — 1, for which type I irre-
ducible pentanomials exist, there are 187 and 1,787 different pairs
(m,n) for which the proposed multiplier has equal and less delay,
respectively, than the best results found in the literature. Further-
more, for NIST recommended finite fields GF(2™) with
(m,n) = (163,59), (233,25) and (283, 59), the multiplier here pro-
posed presents a reduction of the delay ranging from 8.3 to 9.1
percent with respect to the best results known to date. In order to
prove the theoretical complexities, hardware implementations
over Xilinx FPGAs have also been performed. NIST and SECG
GF(2™) multipliers have been described in VHDL and post-place
and route implementation results in Artix-7 have been reported.
Experimental results have shown that the proposed multiplier
exhibits the lowest delay with a balanced Area x Time complexity
when compared with similar multipliers.

APPENDIX
AREA COMPLEXITY

In order to determine the number of XOR gates of the multiplier,
the quantities @, ® and @ must be computed.

The coefficients in Table 3 have been divided into eight sections.
The number of S; and T; terms in each section was given in Section
3.2. The XOR gates in the product coefficients are the following: 3
in section @); 4(n —2) in ®; 3 and 6 in © and ©, respectively;
6(n—2) in ®; 10 in ®; 4(m —2n —2) in © and finally 3 in @.
Therefore, the number @ of XOR gates needed for the addition of
S; and T; terms in the product coefficients is 4m + 2n — 3.

The number p; of times each T; appears in Table 3 must be deter-
mined to compute the number ) of XOR gates. There are z — 1 terms
(To, ..., T,—2) that appear 4 times, n — 2 terms (T,1, ..., Tm_2) that
appear 6 times and T, appears 7 times. One occurrence of T; terms
are already included in @, so the number of XORs due to the above
terms appearing 3, 5 and 6 times, respectively, must be determined.
If we define ®,;, = Zf:a ®;, where 0); is the number of XORs needed
for the sum of the Ti terms for Tj, then the number G) of XORs is
S —1)-0;= 3Dy 0+2-P. g, 0+0, 5. Using the
equivalence T; = Sy—1-i and denoting T}, = Z?Zl ¥;, then 3) can be
computed as Z:QZ(I% -1)-0,=3-7,_1+2-Y, +¥,. The XORs
WV, needed for the addition of Si terms in S; can be determined using
the number of 1’s in the binary configuration of i [16]. For example,
Su1 in Table 4 can be written as S1; = S3; + S}; + S%; and therefore 2
XORs are needed to perform the additions of Sj11 terms. Binary con-
figuration of subindex 11is (1,0, 1, 1),, with three 1s, so the number
of XOR gates W, will be its Hamming Weight H,, minus 1. Therefore,
\I’i = Hl' —land T}l = Zi;] \I'Z = Z?:l Hi — h.

Table 3 is used to compute the number of XOR gates given by
shared groups (T;, Tj). It can be found that for even n, there are | z/2]
groups (T;, Tit1), @ € [0, 2 — 2] for even m and ¢ € [1,z — 2] for odd m,
that appear in two coefficients. For odd n, the group (T,_1, T,) appears
in three coefficients while that [z/2] — 1 groups (T;, Tis1), 7 € [0, 2 —
3] for even m and i € [1, z — 3| for odd m, appear in two coefficients.
For these groups, the term with highest subindex gives the XORs to
be shared [16]. The XORs represented by the above groups are there-
fore given by the Hamming Weight of binary representation of the
lowest subindex i of S; for each group. The quantities to be computed
are (H, + H,yo+ -+ Hyo) for even nand m, (H, + Hyo + - +
H,,_3) for even n and odd m, (H,—1 + Hy11 + -+ Hp—2) + H,_; for
odd n and even m, and (H,—1 + Hy11 + -+ Hp—3) + H,—1 for odd n
and m. Therefore the number @ of XORs given by the shared groups
will be (X, .o Hi)+H, | =A, +H, where k =2[n/2], 1=
(m —2) for even m and (m — 3) for odd m, and ' represents that i
only appears for odd n.
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