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Abstract

Low power consumption and high spectrum efficiency as the great challenges for multi-device access
to Internet-of-Things (IoT) have put forward stringent requirements on the future intelligent network.
Ambient backscatter communication (ABcom) is regarded as a promising technology to cope with the
two challenges, where backscatter device (BD) can reflect ambient radio frequency (RF) signals without
additional bandwidth. However, minimalist structural design of BD makes ABcom security vulnerable in
wireless propagation environments. By virtue of this fact, this paper considers the physical layer security
(PLS) of a wireless-powered ambient backscatter cooperative communication network threatened by
an eavesdropper, where a BD with nonlinear energy harvesting model cooperates with decode-and-
forward (DF) relay for secure communication. The PLS performance is investigated by deriving the

secrecy outage probability (SOP) and secure energy efficiency (SEE). Specifically, the closed-form and
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asymptotic expressions of SOP are derived as well as the secrecy diversity order for the first time. As an
energy-constrained device, balancing power consumption and security is major concern for BD, thus the
SEE of the proposed network is studied. The results from numerical analysis show that the performance
improvement of SOP and SEE is impacted by system parameters, including transmission power, secrecy
rate threshold, reflection efficiency and distance between the source and BD, which provide guidance

on balancing security and energy efficiency in ambient backscatter cooperative relay networks.

Index Terms

Ambient backscatter, cooperative communication, nonlinear energy harvesting, secrecy outage prob-

ability, secure energy efficiency.

I. INTRODUCTION

The booming multi-device access has brought great challenges to power consumption and
spectrum efficiency of Internet-of-Things (IoT). Whereas traditional cooperative relay networks
can improve the coverage and reliability of wireless networks, the inherent drawbacks that low
spectrum efficiency for half duplex relays and serious self-interference for full duplex relays are
contrary to the demands of IoT [1]-[3]. To address these problems, some promising technologies
have been proposed to combine with relay communication for high spectrum efficiency and low
operating cost, such as ambient backscatter communication (ABcom) [4], energy harvesting (EH)
[S].

In ABcom systems, backscatter device (BD) has simple structure without high-cost and power-
hungry components (e.g., oscillators, amplifiers, and filters), which cater to IoT devices for low
cost and low power consumption. Furthermore, the high spectrum efficiency is embodied in
ABcom since it does not require additional bandwidth [6]. The BD can harvest energy from
ambient radio frequency (RF) signals, that is used to activate the circuit and reflect signals, thus it
enjoys low power consumption. These advantages have aroused the research interests on ABcom
systems. For instance, in [7], the outage performance of ABcom systems over Gaussian channels
was studied by deriving the expressions of outage probability (OP). The authors in [8] proposed a
multiple decode-and-forward (DF) relays cooperative ABcom network, where only one relay that
can maximize the quality of service (QoS) was selected. Furthermore, ABcom systems combined
with other promising technologies were investigated in much of the existing literature. Li et al.
in [9] derived the expressions for the effective capacity of ABcom non-orthogonal multiple

access (NOMA) systems. In [10], the asymptotic behaviors of OP and intercept probability (IP)



in two-way ABcom networks were studied. A quantitative comparison between ABcom and
harvest-then-transmit was performed in [11], illustrating the significant benefits of ABcom in
low power consumption.

Due to BDs rely on ambient RF signals to drive circuit and complete communication, ABcom
needs to coexist with the existing communication system [12]. Recently, the combination of relay-
based cooperative transmission and ABcom has attracted attention. In [13], the opportunistic
ambient backscatter assisted DF relay scheme was proposed, where BD embedded in the relay
was triggered by power difference between first-hop and second-hop. Based on this model, the
outage performance of the two-way communication was analyzed in [12], revealing that the
outage performance is better when BD is close to the destination. The authors in [14] studied
the sum-throughput and energy efficiency of cognitive DF relay networks, where ABcom was
employed as secondary communication. Whereas the advantage of the high spectrum efficiency
for BD cannot be effectively utilized in [14], since the link between the source and BD was
not considered. In [15], the capacity was maximized by adjusting the power splitting (PS) factor
and the time allocation in ABcom, where tag did not reflect signals to the destination only to
the relay.

The wireless-powered networks are proposed to solve the problem of limited battery life
and frequent replacement of sensors in IoT networks [16], [17]. In wireless-powered ABcom
systems, BDs as battery-free devices rely on EH technology to activate circuits for backscatter
communication. Given that the low operating costs of ABcom benefits from EH, the performance
of ABcom networks with considering EH has been widely studied in various scenarios [18]-[22].
Among them, in [18], BDs were adopted a nonlinear EH strategy that could achieve adaptive
reflection coefficient to enhance reliability of backscatter link. The authors in [19] studied the
diversity gain of EH tag selection networks by deriving the high signal-to-noise ratio (SNR)
approximation of secrecy outage probability (SOP), indicating that the diversity order is zero
owing to eavesdropper limits the improvement of SOP in the high SNR regions. Different from
only PS scheme in previous works, the time switching (TS) scheme was also employed at BD in
[20], where the optimal TS ratio is determined by the circuit power consumption and received
power of BD. In [21], the optimal energy efficiency can be achieved by optimizing the time
allocation for sleep and active states, where BD harvests energy in both states and reflects
signals only in the active state. In [22], ambient RF signals with high power were detected as

EH and backscatter communication resources for BD with the aid of the spectrum sensing and



energy detection techniques.

However, simple structure restricts the use of complex encoding and modulation modes for
BDs, resulting in some inherent defects. The main one is that encryption modes with high energy
consumption and complexity can not be applied to BD. Therefore, the security of ABcom is
vulnerable to various threats, such as eavesdropping and attacking. To address this problem, the
physical layer security (PLS) was proposed as an effective approach to ensure the information
transmission security at the physical layer, which is defined the capacity difference between
the legitimate channels and the eavesdropping channels [23], [24]. The research works on PLS
performance of ABcom systems are as follows [25]—[28]. The authors of [25] considered a
practical ABcom scenario where both the reader and eavesdropper are in motion, and the secrecy
performance was studied with imperfect channel estimation. Considering that the addition noise
source is unsuitable for moving vehicles, the authors in [26] proposed vehicles and pedestrians
networks with ABcom where artificial noise was produced at ambient RF source to enhance
the PLS performance. In [27], the ergodic rates and OPs for backscatter-NOMA systems and
symbiotic radio systems were analyzed to understand how the NOMA and the symbiotic radio
affect each other. The authors of [28] studied the outage performance of commensal, parasitic
and competitive schemes in a cooperative ABcom system, and found that the performance for
ABcom is the same when the SNR threshold approaches to zero.

On the other hand, the energy efficiency has been major concern for communication devices,
especially energy-constrained devices. Improving energy efficiency is conducive to reduce the
operating costs of communication systems and expedite the deployment of IoT [29], [30].
However, the energy efficiency optimization is subject to numerous constraints in various scenes.
Security constraint is a critical one that is caused by the presence of eavesdroppers in wireless
communications. The secure energy efficiency (SEE) was proposed to measure both security and
energy efficiency, which is defined as the amount of information transmitted secretly per unit
energy [31]. The SEE performance has been investigated for networks with various technologies,
including relay [32], unmanned aerial vehicle (UAV) [33] and BD [34]. Wang et al. studied
the effects of target secrecy rate and distance between the source and the destination on SEE
of amplify-and-forward multi-relay networks [32]. In [33], the SEE maximization problem in
wireless sensor networks with UAVs was jointly formulated by transmit powers, UAV trajectory
and sensor node scheduling. The authors of [34] investigated the SEE of two-way communication

networks that adopted the backscatter jamming strategy to reduce the risk of eavesdropping. The



secrecy performance of full duplex jamming relay network was studied in [35], and indicated
that the secrecy performance of the full duplex jamming strategy is better than that of half
duplex and full duplex strategies. Based upon above analysis, our work regards BD not only as

collaborator to transmit signals but also as jammer for degrading eavesdropping.

A. Motivation and Contributions

In the above-mentioned literature on cooperative relay networks with BD, in [12], [13], the
BD was not active in the second time slot, because there was no communication link between
the relay and BD. Similarly, in [14], [15], the destination did not receive signals from BD in
the first time slot. The foregoing networks cannot fully exploit the advantage of high spectral
efficiency of ABcom. In addition, the secrecy performance and SEE have not been studied in
cooperative relay communication networks with ABcom considered the links between BD and
each node. To fill this gap, we propose a cooperative ABcom with a DF relay, where the links
between BD and other nodes all exist. The SOP and SEE are investigated in the presence of

eavesdropper. The key contributions of the article can be summarized as:

1) We present an innovative cooperative ABcom with a DF relay, and study security per-
formance and SEE in the presence of an eavesdropper. Wherein the BD acts not only
as collaborator for reflecting signals but also as jammer for disturbing eavesdropper. It
harvests the energy from signals transmitted by both source and relay to drive the circuit
and backscatter signals. The signal transmission from the source to the destination can be
done in one time slot in virtue of BD, improving reception efficiency at the destination.

2) We derive the closed-form expression of SOP to investigate the secrecy performance when
the selection combining (SC) mechanism is employed at the destination and eavesdropper.
For further insights on the secrecy performance, we derive the asymptotic expression
of SOP in the high SNR regions as well as the secrecy diversity order. The effects of
transmission power, reflection efficiency and distance between the source and BD on
secrecy performance are studied.

3) To balance the security and energy efficiency, we study the SEE of the system and
investigate the effects of transmission power and secrecy rate threshold on the SEE. We
find that the SEE performance can be optimal by adjusting the secrecy rate threshold for

various transmission power.
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Fig. 1. Ambient backscatter cooperative DF relay communication system model.

B. Organization and Notations

The rest of the article is composed as follows. In Section II, the cooperative ABcom model is
constructed as well as a detailed discussion on received signals and energy consumption model.
In Section III, the closed-form/asymptotic expressions of SOP and the elaboration on SEE are
derived. Numerical results in section IV are provided to validate the correctness of the theoretical
analysis, followed by conclusions in Section V.

The E (-) is the expectation operation and CN (u,c?) is deemed as the complex Gaussian
random variable with mean v and variance 2. The Pr(-) is deemed as the probability and
K, (+) is the vth order modified Bessel function of the second kind. Besides, Ei(-) denotes the
exponential integral function. The cumulative distribution function (CDF) and the probability

dense function (PDF) of a random variable v are expressed as F, (-) and f, (-).

II. SYSTEM MODEL

As shown in Fig. 1, we propose a cooperative ABcom network, which includes source (S),
relay (R), BD, destination (D) and an eavesdropper (E). We define g, ;, (1,7 € {s,7,b,d,e}) as
the channel responses from ¢ to j. Due to deep shadowing, there is no direct link between the
source and the destination. It is assumed that each node is equipped with a single antenna. All

channels are modeled as the independent Rayleigh fading channels. We have g; ; ~ CA (0, ;).



A. Received Signals and Signal-to-Noise Ratio

In the first time slot, the source transmits signals to the half-duplex DF relay and BD, where
BD harvests energy from transmitted signals to activate the circuit and reflect signals. In the
second time slot, the relay forwards the signals to the destination, while BD harvests energy
from forwarding signals and reflects signals. The eavesdropper intercepts the signals sent by the
source and relay while the interception be obstructed by backscattered signals during the whole
signal transmission.

In the first time slot, the relay receives signals from the source and BD with its own message

¢, where F (]ct]2) = 1. The received signals at the relay can be expressed as

Yk =V Pubssts + 1B PugspGortsce + 1y, (1)
where P, is transmission power of the source. n, ~ CN(0,0?%) is the complex Gaussian
noise with zero mean and o? variance. 3; is the reflection coefficient in the first time slot. p
represents the reflection efficiency and denotes the signal being effectively reflected by BD [19].
xs denotes the transmitted signals from the source. The received signal-to-interference-plus-noise
ratio (SINR) at the relay can be obtained as

Ps|gs,r‘2

- 2 2 .
N51P8|gs,b| |gb,7’| + 0-3
In the first time slot, the destination only receives backscattered signals, thus the received

2
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signals at the destination can be expressed as

yg) =/ 1B1PsGs b Gb.axsct + Na, (3)

where ng ~ CN(0,02) is the complex Gaussian noise at the destination with zero mean and o2

variance. Thus, the received SNR can be written as

2 2
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In the first time slot, the eavesdropper intercepts signals from the source and BD, thus the

received signals at the eavesdropper can be expressed as

Yir' = VPugotts + uBIPgosgbetsce + e, 5)
where n, ~ CN(0, 0?) is the complex Gaussian noise at the eavesdropper with o variance. For
convenience of analysis, we assume o2 = 02 = 02 = ¢>. The received SINR at the eavesdropper
in the first time slot can be written as

’)/(1) o Ps|gs,e
B =
M/Blps|gs,b|2|gb,e

2

(6)
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In the second time slot, the relay forwards the signals to the destination, while BD reflects
signals from the relay. The received signals at the destination in the second time slot can be

expressed as
yg) = 4/ Prgr,dxs + \V MBQPrgr,bgb,dxsct + Nq, (7)

where P, is transmission power of the relay and [, is the reflection coefficient in the second

time slot. The received SINR at the destination in the second time slot can be given as

Py|gral®
v§>=1nn1<vR, 51 >. ®)

2 2
152 |grp " 9ol ™ + 0
In the second time slot, the eavesdropper intercepts signals from the relay and BD, thus the

received signals can be expressed as

y](EQ) =V Prgr,exs + MﬁQPTgT,bgb,estt + e (9)

The SINR at the eavesdropper in the second time slot can be written as
2
7(2) o P7'|gr,e|
5 = .
N62PT|g7’,b|2’gb,e‘2 + 0'2

(10)

B. Energy Consumption Model

The energy consumption of nodes can be divided into two parts: the transmitted power and
the energy consumed by its circuit modules. The source only transmits the signal in the first time
slot and keeps silent in the next time slot, thus the energy consumed at the source is composed
as

T
Es:§(Ps+Pj), (11)

where P? represents circuit power consumption of the source, and 7' denotes the entire trans-
mission slot. The relay receives and decodes the signals in the first time slot and forwards
decoded signals to the destination in the second time slot. Thus, the energy consumed at the
relay including circuit consumption and transmission power in the second time slot, which can

be given as

2

where P denotes the circuit power consumption at the relay. Similarly, the circuit of destination

1
E=T<—T+H), (12)

is activated to receive signals in two time slots, thus the energy consumed at the destination can
be given by
E;=TP?, (13)



where P2 denotes the circuit power consumption at the destination. The harvested energy at BD
in the first time slot can be slit two parts: /32, is used to reflect signals, and /1 — Bz, is
used to drive circuit. The reflection coefficient is determined by a practical nonlinear EH model
at BD, which is explained as follows. The harvested power F}, at BD in the first time slot can
be given as [36]

Pmax (1 _ e_U1Pi+U1UO)
Py, = ; (14)

1 + e—viPitvive

where P; denotes the input power to activate circuit at BD, and P, = (1 — ;) P 95,b|2- Pos
is the saturated threshold for input power and v, is the sensitivity threshold. v; and vy are
parameters determined by the hardware composition of the circuit. When the harvested power
P, is higher than its own circuit consumption F,, i.e., P, > P., BD can be activated and work.

Thus, reflection coefficient in the first time slot can be determined as

d
fi=max|1— —,0], (15)
Ps‘gs,b|2
111 Pmaxevlv2 +Pc€vlvo
where &= B ";ZX‘P 2 . Similarly, the reflection coefficient in the second time slot can be
given as
16} 1 i 0 (16)
2 = Imax — s .
Pr‘g'r,b|2

Note that the energy consumption at BD is included in the source and relay energy consump-
tion, because BD does not generate additional energy and its energy is harvested from the source
and relay. The total energy consumption of cooperative ABcom system can be expressed as

P+ P+ P
Byt = Es + Ev + Eg=T (% + Py PZ) . (17)

ITI. PERFORMANCE ANALYSIS

In this section, the secrecy performance of the considered system is studied by deriving the
expressions of SOP. The asymptotic expression of SOP in the high SNR regions is derived as well
as the secrecy diversity order. Furthermore, the SEE is investigated to analyze the relationship

between energy efficiency and secrecy performance.



A. Secrecy Outage Performance Analysis

The SC mechanism is employed at the destination and eavesdropper in this system.! Thus,

channel capacities can be expressed as
1
Cy = 5 log (1 + max (7551), 7?)) , (18)
where ¢ € {D, E'}. Then, the secrecy capacity can be expressed as
Cs = max (Cp — Cg,0). (19)

The SOP is defined as the probability that secrecy capacity is below the secrecy rate threshold,

thus SOP in the proposed system can be expressed as

P, =Pr(Cs < Ry), (20)
where R is the secrecy rate threshold. Due to 71(3), 7( ) and 72)

not independent. Similarly, the CDFs of ’yg)) and ’yg) are not independent. Thus, the SOP for

contain |g, |, their CDFs are

the channel correlation scheme is given in the following theorem.

Theorem 1: The SOP for the channel correlation scheme can be expressed as

Pout = /¢ /@ \/0 FmaX(ﬁ/(Dl),’yg)) ((TIE +T - 1) |t7u>
Ps Y Pr

2D
X fmax( ) ) (xt, u)d:cf‘ o 2 (t )dtf’gnbf (u) du
2 (1) = S f|g of 2 (u) = & i;“b Fmax(vg)ﬂg) (x|t,u) can be given as
T A R ve T Porer  Psrg
F by = (1 o | [ e P »
max("/(Dl)»’Yg)> (ZL’ | 7u) ( € W (T) W (d) , (22)

whereWt(i):u<t—P> ’\’”—I—landW():/uL(u—F> ’\‘"—i-l ie{bre}f ((1)V<2)>(x|t,u)
v max(vg Vg

can be given as

o2 t_ 2 >\ _i
_i Ao P, M( PS> be e Prire
T|t,u) =e Prire o= 1-—
T (g ) (18- ) Wile) AW (e) W (e)
2o T PsXse ﬂ (U ﬁ)
e R [1-6 1 ) @

VVt (6) Wu (6) )\reWu

!'The maximum ratio combining (MRC) mechanism is also applicable in this study. For calculation convenience, SC mechanism

is adopted in this study.



Proof 1: See Appendix A.

Unfortunately, the exact expression of SOP is difficult to derive caused by complex multiple
of integrals. To circumvent this problem, we assume that fy( ), ’yg), 'yg), fyg) are independent,
which will provide a tight approximation results.> By doing that, the closed-form expression of
SOP is provided in the following theorem.

Theorem 2: The closed-form expression of SOP can be expressed as

Pout :—6 PS b Z 1_A3K1 A3)) (G(])—i_G(.}))
=0 (24)
P
x (1 . (1 B e (1)) (1 T (2))) J1— 82,

where 7 = 22Fs, w: w, 5~:cos(2§]_vl7r) 52( (W+1)—1), Ay = PAbjL%;Tb’ Ay =

— J— 502 JR— )\T‘E
Mf)\ b)\b Al L= P )\ s Do = N@\ b)\bd A21 o P /\ rd’ s By =2 MPS)\sb/\bd A4 T b Ape’ A4’1 o
wo-z p— p— 56 J— ASE
Poaer Daz = _wmmbe’ Aus=Bup = g B = gl Boa = P P D52 =~y
Ass = Ago — %/\2%, N is a trade-off parameter between accuracy and complexity, M is a

large number and Ei (z) = [*_ %tdt is the exponential integral function. K (-) is the first order
modified Bessel function of the second kind. The function H (k) = 1 + Ape~2k1Ei (—Ay),
k € {1,2,4,5}. The function G(j) can be written as

G (]) :AjzeAjiAj’lEi (-AJ) H (j) + Aj’gAjeAjiAj’lEi (—AJ) H (5) + Aj,Qe A, IH( ) (25)

where j € {4,5}. If j =4, j =5, and vice versa.
Proof 2: See Appendix B.
Corollary 1: In the high SNR regions, the SOP asymptotic expression can be given by

Pue = (1 = 8) TS (A0 (22)) 6 ) 4 6 )

=0

x (1 - (1 - (1 - P:I;sb) He (1)) (1 - (1 - P:I;Tb) H (2))) 1— 42, (26)

where the functions H, (k) and G (j) can be expressed as

Hyo (k) =14 (1 — Apy) Ape®Ei (=Ag) . 27)
—A;

Goo () = (1 = Aj1) Aj2e™Ei (—4) (1 AT (—A))

) Hoo (4) - (28)

>The correlation caused by common terms is weak, and the numerical results demonstrate the accuracy of the approximate

results.



Proof 3: We define that v = P/o? denotes the transmission SNR, where the transmission power
P includes P, and P.. When 7 — oo, A3 — 0 and A,; — 0. According to the asymptotic
principle, (23) can be obtained by utilizing z K, () ~ 1+ % In (2) [37] and e~* ~ 1 — z, when
xz — 0.

For further insights on the secrecy performance in the high SNR regions, the secrecy diversity

order is also studied, which is given as
d=— lim ————. (29)
Corollary 2: The secrecy diversity order can be calculated as
d=1. (30)

Remark 1: From corollaries 1,2 and Theorems 1,2, we can find that: 1) Increasing transmission
power can improve the received SNR at the destination, while the SINR at the eavesdropper
gets close to constant, thereby boosting secrecy capacity and strengthening security; 2) When
reflection efficiency increases, the received SNR at the destination and the interference at the
eavesdropper can be heightened due to the enhancement of the backscattered signal, thus secrecy
performance becomes enhanced; 3) The system can enjoy secrecy diversity gain owing to secrecy

diversity order is 1.

B. Secure Energy Efficiency Analysis

The SEE can be expressed as the ratio of total secrecy information bit to system power
consumption.
Theorem 3: The SEE in the proposed system can be expressed as

Rs (]- - Pout)

(31
Etotal

’r]:

Remark 2: From Theorem 3, it can be found that: 1) Increasing the transmission power
can ameliorate the SEE, but when the transmission power is excessively high the SEE is low,
thus an optimal transmission power to maximize SEE exists; 2) When raising R;, the secrecy
performance degrades owing to P,,; rises, thus there exists a trade-off between secrecy rate and

SEE performance with respect to R;.



TABLE 1

SIMULATION PARAMETERS.

Saturated threshold for input power Priaz = 240 uW

Circuit power consumption of BD P. =89 uW

Circuit power consumption of source, | P = P4 = P =10 mW

destination and relay

Sensitivity threshold vo =5 uW
Noise power 0% = —30 dBm
Channel parameters iy =d; J(’
Distances between nodes {ds,r,ds,p,ds,e, drp, db,r, dbey db,dy dr,d, dre } = {5,1.5,3.5,4,4,2,6.5,6,6} m
Path loss exponent a=3
Fixed parameters v1 = 5000 and v2 = 0.0002
10° 10°
2
E
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Fig. 2. SOP versus P for different ;¢ and R, values.

IV. NUMERICAL RESULTS

In this section, the numerical simulation results, that consider 10° Monte Carlo trials, are
provided to verify the correctness of the previous analysis. The parameters are set as in Table L.
In the following figures, Sim. denotes Monte-Carlo simulation results, Ana. denotes the analytical
results, and Asy. denotes asymptotic results, Dep. denotes the analytical results of (21).

The simulation results of SOP versus transmission power for different reflection efficiencies
and secrecy rate thresholds are plotted in Fig. 2. It can be found that the approximate results are
close to exact results, which proves the accuracy of the approximate results. The SOP decreases
with the increase of transmission power, improving the security of the system. It can be seen that

the SOP is close to 1 when transmission power is low. This is because the secrecy performance is
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poor at the destination caused by low reception SNR. In the high SNR regions, the asymptotic
results are consistent with the numerical results and the analytical results. In addition, it can
be found that the system security becomes strengthened with raising reflection efficiency and
lowing secrecy rate threshold.

The SOP versus reflection efficiency for different transmission powers are plotted in Fig. 3.
The system secrecy performance can be enhanced with increasing reflection efficiency, which
is consistent with the above analysis. This is because raising reflection efficiency can amplify
the strength of the backscattered signals, facilitating backscatter communication. Meanwhile, the
risk of decoding is lessened by intensifying interference with the eavesdropper.

Fig. 4 illustrates the SOP versus distance between the source and BD for different reflection
efficiencies. Here, we assume that the distance from the source to the destination is 8 m, and

BD is located in the line between the source and the destination. When d,; is small, BD can



® Sim =04
) “ A Sim p=0.9
8F P> N ——AnaR=0.5R-BD {8
— —AnaR=l R-BD |
\ = = =AnaR=0.5R
=—=-AnaR=1 R

Secrecy Energy Efficiency

0 10 20 30 40
Transmission Power P (dBm)
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harvest more energy to reflect signals, heightening interference with the eavesdropper. Thus,
the minimization SOP can be achieved. The curve rises because the energy harvested at BD
is lessened with the distance between the source and BD becomes far, resulting in impaired
backscatter communication. When distance between BD and the destination is less than the
distance between BD and the eavesdropper, i.e., d,q4 < dp., the capacity difference between
legitimate reflection channel and eavesdropping reflection channel expands with the augmenting
d, p, which is beneficial to ameliorate secrecy performance. Thus, the curve of SOP drops on the
right side of Fig. 4. Similarly, when d;; is about 5.5 m, the secrecy performance is the worst.

The SEE versus transmission power for different reflection efficiencies and secrecy rate
thresholds are plotted in Fig. 5. When transmission power increases, the system security is
heightened whereas SEE increases first, and then decreases, which means that there is critical
point to maximize the SEE. This is because in the high SNR regions, the secrecy performance
gain is less than 10~ with the increasing transmission power, thus impairing SEE performance.
Compared with only-relay communication systems, the proposed cooperative relay scheme with
BD can significantly upgrade the system SEE. To maximize SEE, R, is set to 1 is better than
0.5 when p = 0.9, but it needs more transmission power to achieve. Meanwhile, it can be seen
that the greater SEE can be attained by reducing R, when transmission power is lower. On the
contrary, when transmission power is high, higher R, enables better SEE performance. Thus, it
can be inferred that the optimal SEE performance is achieved by adjusting both the secrecy rate
threshold and transmission power. In addition, the SEE curve with high reflection efficiency is
consistently higher than that with low reflection efficiency, which benefited from the improved

energy utilization of BD. It is also shown that when SEE is maximum, the value of transmission



B Sim P=0 dBm

® Sim P=10dBm

10 F A SimP=25dBm 110
|- = Ana p=0.4
= = Ana p=0.9 o 0—0—9.
8 [ --- AnaR L4 * e 8

Secrecy Energy Efficiency
—

0
0.0 0.3 0.6 0.9 1.2 1.5
Secrecy Rate Threshold R
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power is about 10 dBm.

Fig. 6 reveals the variations of SEE versus secrecy rate threshold for different transmission
powers. We can find that the maximum value of SEE appears when the transmitting power is
about 10 dBm. Thus, we first analyze the impact of R, on SEE when P = 10 dBm. It can be
observed that SEE increases first and then decreases with increasing R,. This is because when
R is low, raising R can boost transmission rate on condition that the system security can be
ensured, thus enhancing SEE. However, when R is high, the secrecy performance is damaged
resulting in worse information leakage, thus SEE performance is degraded. In addition, when
the transmission power is greater than 10 dBm, the secrecy performance becomes enhanced,
thus the SEE curves can keep rising. In low 2, regions, it can be found that the values of SEE
at low transmission power are not always lower than that of SEE when transmission power is
high. Therefore, the value of R, should be adjusted according to the transmission power for
optimal SEE performance. On the other hand, it can be seen that the proposed cooperative

communication network has obvious advantages in SEE compared with only-relay networks.

V. CONCLUSION

In this paper, a novel cooperative ABcom network with a DF relay was proposed, in which
a wireless-powered BD acted not only as collaborator for assisting information transmission in
the first time slot and as jammer for eavesdropper in both time slots. The secrecy performance
and energy efficiency were studied by analyzing SEE and the derived closed-form/asymptotic
expressions of SOP. Through analyzing, it is found that the system parameter settings have

different effects on SOP and SEE. To be specific, elevating transmission power enhances se-



curity, whereas SEE first increases and then decreases. The SOP and SEE performance can be
significantly strengthened by raising reflection efficiency. The effect of the secrecy rate threshold
on the SEE is different under various transmission power conditions, thus the optimal threshold
that maximize SEE should be adjusted according to the transmitting power. Furthermore, the
system SOP and SEE performance can be enhanced by shortening the distance between the
source and BD. These findings provided guidance to set system parameters for balancing the

security and energy efficiency in cooperative ABcom communication networks.

APPENDIX A

PROOF OF THEOREM 1
The secrecy capacity Cs can be given as
1 4+ max (fy(Dl), 7(D2)>
1+ max (’yg), ’y?) ’

Due to the CDFs of the SNR and SINRs are not independent as well as the CDFs of yg) and
”yg). Thus, substituting (18) and (19) into (20), the SOP can be given as
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where 3 is replaced by (15). The CDF of received SINR at the destination in the second time
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APPENDIX B
PROOF OF THEOREM 2

The SOP for channel uncorrelation scheme can be expressed as

Pout = /0 Fmax@;;)mgz)) (o +7-1) fmax(wg)ﬁg) (z) d, (B.I)
where F (w(” 7(2)) (x) can be expressed as
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where f o (y) el Fignal? (2) = €2 and the integral can be resolved by [38, eq.(3.324.1)].

The F ) () can be expressed as
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Substituting (B.6) and (B.7) into (B.5), Fv@) (x) can be obtained as
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W &—. Thus, F/| ax (4 22) (x) can be given by
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A
where (), = T and Q5 =

From substituting (B.9) and (B.11) into (B.1), we can know that the expression of SOP

m fmax(yg)ﬁg» (x) can be derived as (B.11).

is difficult to calculate by direct integration. Thus, the solution appeals to Gaussian Chebyshev

approximation [27]. We make the function w (x) = F' @ ey (te+x—1)f W @\ (T).
max('yD D ) max(’yE "E )

It can be derived that w’ (z) < 0 and lim w () = 0. Thus, when M is a large number, we have

[ w (x)dz — 0. Equation (B.1) is expressed as P, = fo r)dx. By using Gaussian

Chebyshev approximation, (24) can be obtained.
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