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Guest Editorial
DENSE - Data Integrity, Integration and Security

Issues for Consumer Data in Industry 5.0

FUTURE personalization services are key to Industry 5.0.
Also known as the fifth industrial revolution, it leverages

artificial intelligence and cognitive services for cooperation
between machines and humans. This collaboration aims to
increase consumer value while improving industrial automa-
tion. Industry 5.0 focuses more on cooperation than competi-
tion. Personalized services are provided by linking data from
various sensors to highlight distinct product characteristics
based on consumer preferences. A high-tech strategy uses the
Internet of Things to provide industrial automation along with
personalized consumer services through symmetric innovation
via democratized Big Data knowledge.

Achieving personalization makes data central to Industry
5.0 efficiency gains. Emerging technologies like microelec-
tromechanical sensors, smart devices, and the Internet of
Things enable acquiring large consumer data volumes. However,
issues remain regarding data integrity, heterogeneity, real-time
analysis, and security. Consumer data must also factor into
deriving industrial operations and end products. These issues
can be summarized as data integrity, integration, and security to
achieve agility, quality production, resilience and automation.

The goal of consumer data integrity, integration, and security
in Industry 5.0 is to create a nexus between operations, prefer-
ences and information technology to improve manufacturing.
Most attempts aim to improve human-machine collaboration,
collaborative robots and automation software. However, less
attention has been given to exploring techniques for data
integrity, integration and security including privacy protec-
tion, heterogeneity, complexity computational, data quality and
platform development. These are highly believed to not only
improve industry productivity but also make manufacturing and
production more sustainable and convenient for consumers.

The study by Hussein et al. [A1] highlighted the importance
of data fusion and integration from multiple sensor modal-
ities in the context of Industry 5.0. However, efficient data
integration requires error-free and synchronized data acquisi-
tion. The authors in this work leverage the theory of sufficient
statistics function to learn an approximation for channel state
information in order to predict the upper bound error. The
sufficient statistics is based on instance-aware optimziation
using shallow learning techniques. This error is reduced using
Bayesian optimization to determine the best model for channel
distribution and compression. Experimental results reveal that
the proposed work is efficient for data integration as it yields
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lower reconstruction loss while maintaining a reasonable
model size.

An autonomous framework for initiating a covert intru-
sion attack and the design of intelligent intrusion detection
system that can reduce the probability of malware attacks on
cruise control system is introduced in the study proposed by
Haghighi et al. [A2] to improve the security of autonomous
vehicles in Industry 5.0 environment. To achieve a reasonable
level of security, a novel design of controller area network
along with covert intrusion method is proposed to launch an
intentional attack on the cruise control system of autonomous
vehicle, and a decision support system for detecting the
intrusions are proposed. Stochastic analysis of the attack as
well as the intrusion detection is carried out on publicly
available datasets to measure the resilience of autonomous
vehicles against worms and malwares. The results illustrate
that the proposed method can effectively detect covert attacks
in comparison to the existing methods.

Sharma et al. [A3] also emphasized on the security
aspect of Industry 5.0, however, the study focuses on the
design of an intrusion detection system for consumer elec-
tronic devices using shallow machine learning techniques
and normalized weighted decision matrix. Authors have also
proposed a feature selection method that could help in
reducing the system overhead while improving the detec-
tion performance. Furthermore, the machine learning methods
are optimized in order to deal with multiclass classifica-
tion problem concerning the detection of multiple attacks
within the same learning cycle. Experimental results reveal
that the support vector machines (SVM) yielded the best
results in comparison to other baseline approaches and existing
works.

On the other end of spectrum, the affective domain
aspect using audio-video modalities acquired using Unmanned
autonomous vehicles (UAVs) in Industry 5.0 environment has
been explored by Paikrao et al. [A4]. The authors focused on
the integration of multiple data modalities for gesture recogni-
tion in order to provide personalized services to the consumers.
A modulation domain recognition (MDR)-based gesture aware
system is designed that not only improves the personalization
of services but also helps the system to cope with noises com-
monly caused by machineries used in industrial environments.
The tests have been conducted on benchmark datasets to show
the efficacy of proposed approach.

Recently, deep learning methods, especially the generative
artificial intelligence (GAI) methods have been used exten-
sively to improve the downstream tasks such as detection
and recognition. In this regard, Xu et al. [A5], focused on
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the data integration for generating and recognizing fault sam-
ples in Industry 5.0 environment using Three-layer subnet
Wasserstein Generative Adversarial Network-Gradient Penalty
(TLS-WGAN-GP). The fault data is generally considered
to be scarce, which hinders the accurate fault detection
performance. The three-layer subnet WGAN is trained to
generate qualitative fault data for the upsampling, which
is then trained with the discriminative methods to improve
the recognition performance. Experimental results reveal
that the TLS-WGAN-GP can help improve the recognition
performance by 3%, respectively.

Vehicular networks are summoned by the newly emerged
(semi-)/autonomous vehicles (AVs) which introduce new fea-
tures and challenges in industrial networks. Processing of
image and video modalities in autonomous vehicles is consid-
ered to be a challenging task in conjunction with the detection
and recognition processes. In this regard, Singh et al. [A6]
proposed a data integration approach that combines the image
frames in multi-view settings to detect vehicles and perform
traffic analysis in Industry 5.0 setting. One of the sustain-
ability factor includes reducing the processing time, which in
turn, saves energy. The authors in this study use lightweight
deep learning approaches with dynamic skipping approach
to increase the framework, thus by extension, improving the
processing speed and reducing the inference time. Their exper-
imental results revealed that the pretrained deep learning
networks in combination with dynamic skipping approach can
increase the frame rate upto 18 frames per second (FPS), while
achieving a reasonable level of detection performance, i.e.,
91.0%.

Industry 5.0 caters to large array of services including smart
healthcare systems. However, smart healthcare systems not
only require data integrity, integration, and security issues
but also need the quality of service to be maintained in
order to be usable by consumers. Zhang et al. [A7] explored
the smart healthcare system paradigm within the context of
Industry 5.0 using microservice deployment. The idea of the
proposed work is to reduce the cost while ensuring an adequate
level of quality of service (QoS). Such issues are consid-
ered to be constrained multi-objective optimization problem
(CMOP) as they need combined optimization of task com-
pletion rate and cost. To address the aforementioned issue,
authors proposed multi-objective optimization evolutionary
algorithm (MOEA-PM) that adds a penalty constraint to the fit-
ness function to the optimization process. Experimental results
reveal that the MOEA-PM not only adapts well to microser-
vices deployment strategy but also reduces the optimization
cost, which is considered to be a foundation for realizing
Industry 5.0.

Recent works have established that artificial intelligence,
next generation networks, and emerging technologies are
the key enabling technologies for Industry 5.0. One of
the emerging technologies that is gaining a lot of interest
from the research community is Blockchain technology.
Anbalagan et al. [A8] explored the use of Blockchain tech-
nology to preserve the data integrity in autonomous vehicles.
More specifically, the authors leverage shallow machine learn-
ing strategies optimized using stochastic gradient descent
to perform intrusion detection in autonomous vehicles. The
detection system further adds an extra layer of trust evaluation

using blockchain technology, hence the term blockchain-based
intrusion detection system (BIDS). Experimental results reveal
that BIDS can outperform existing works in terms of intrusion
detection performance by achieving 98.0% accuracy.

The manuscript by Xu et al. [A9] dive into the paradigm of
data encryption while using Internet of Things (IoT) devices
for data integration in Industry 5.0. Existing methods mainly
focus on one-to-many predicate encryption technologies.
However, the authors in this work proposed a privacy-
preserving dynamic multi-keyword ranked search scheme that
caters to many-to-many encryption scenario. Their privacy
preservation scheme is derived using tree-based index structure
along with Greedy Breadth-First Search algorithm to achieve
the aforementioned task. Furthermore, a secure maximum gen-
eration protocol is utilized to support the dynamic updates in
the data cloud storage. Security analysis results reveal that
the proposed approach outperforms existing works in terms
of cost efficiency as well as performance in multi-writer and
multi-reader setting, respectively.
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