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Guest Editorial
Special Section on Security, Privacy, and

Trust for Consumer Smart Devices

CURRENTLY, smart devices such as smartphones have
become common and essential in our daily lives, which

provide many new intelligent services. For example, con-
sumers will use their smart devices for online purchase and
personal data storage. In the context of Internet-of-Things
(IoT), smartphones and household appliances can be seen as
sensor nodes and compose sensor networks for measuring
environmental parameters and generating user interaction data.
These connections also offer novel use cases and customized
experiences that are attractive to both manufacturers and
consumers. The consumer electronics market is predicted to
reach at a Compound Annual Growth Rate (CAGR) of 5.2%
from 2023–2033.

However, the security, privacy and trust of consumer smart
devices are threatened by various cyber-attacks. For instance,
it still remains a challenge to protect the stored data on the
smart devices under malicious applications, and to securely
transfer confidential data over IoT in the presence of eaves-
droppers and other attackers that may intercept and disrupt the
information exchange between legitimate terminals remains to
be a challenging research task. There is a significant need to
secure smart devices in the aspect of security, privacy and
trust.

Based on the above challenges, this Special Section on
Security, Privacy and Trust for Consumer Smart Devices
focused on consumer smart devices, and aimed to solicit
original research papers that discuss the security, privacy
and trust issues and solutions.Overall, 17 submissions were
received spanning different CE domains, which were reviewed
by at least three experts in the fields. In the end, five papers
were ultimately accepted.

In [A1], the authors introduced a collision penalty (CP)-
based mechanism to counter attacks in different scenarios
regarding Cognitive Radio (CR) technology. They first for-
malize the attack scenarios, and then introduce a suitable
mathematical bounds. The authors compared their mechanism
with several jammer schemes, figuring out that the proposed
CP-based mechanism can reach up to 700% malicious utility
reduction in the best case. Under the current Moral Hazard
Principal Agent (MHPA) model, the authors could obtain
an expression for the expected gain of the unlicensed smart
devices.

In [A2], the authors presented a GAN-based encryption
method to secure digital images. In particular, the authors
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first provided a pseudo-random number generator strategy
based on GAN to generate a secure key for the encryption
with logistics and Henon map. The encrypted images can
be down-sampled into one-fourth of the original size. A
customized super-resolution network (CSRNet) was finally
proposed to reconstruct the original images from the down-
sampled images. The evaluation was performed on the Kodak
24 and T91 datasets, and the results indicated that the dif-
ference between these two encrypted images is 99.71%. The
results demonstrated that the proposed scheme can efficiently
withstand brute force attacks and is highly sensitive to encryp-
tion keys.

In [A3], the authors identified that the security of Android
unlock pattern is weak in practice, and proposed an enhanced
Android unlock scheme based on Pinch-to-Zoom actions on
smartphones, called ZoomPass. This scheme includes two
general steps: first, a user has to choose one dot and perform
a Pinch-to-Zoom action, and then the user has to select the
second dot and perform another Pinch-to-Zoom action. In
the first user study, the scheme investigated the performance
of supervised learning algorithms with 40 participants, and
the authors selected SVM classifier in the implementation.
In the second user study with 60 participants, the authors
compared the scheme performance between ZoomPass and
Double Patterns and DeLuca scheme. The results indicated
that the proposed ZoomPass could reach better performance
than the other schemes in the aspects of security and usability.

In [A4], the authors introduced a revocable and lightweight
access control (ReLAC) with blockchain for smart consumer
electronics. In particular, their method can reach efficient
storage and outsourced decryption, for example, ReLAC stores
encrypted files and ABE ciphertexts on IPFS and blockchain
respectively. The proposed method can also provide partial
hiding of the access policy and secure deduplication. ReLAC
leverages the message-locked encryption (MLE) and the
underlying hash deduplication function of IPFS to provide effi-
cient and secure deduplication. Furthermore, in the proposed
scheme, ciphertext updating will not be affected by attribute
numbers, providing both forward and backward security.

In [A5], the authors extended the previous work and
proposed an efficient certificateless online/offline signcryp-
tion (CLOOSC) based on the certificateless public key
cryptosystem. The proposed scheme does not need a certifi-
cate management, which can avoid associated complexities
and potential key escrow issues. It is designed based on
elliptic curve cryptography, which can avoid the usage of
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expensive bilinear pairings and HashToPoint operations. It
can also greatly improve the computational efficiency and
reduce communication overhead. The signcryption completes
the encryption and signature in a single step. The analysis
demonstrated that the proposed scheme could reach obvious-
performance advantages and was more suitable for smart home
consumer electronics.

It has been a great privilege for us to be able to serve
this special issue as guest editors. We would like to take
this opportunity to thank Professor Kim Fung Tsang, the
Editor-in-Chief of IEEE TRANSACTIONS ON CONSUMER

ELECTRONICS, for approving our initial proposal on having
a special issue on this subject, and his constant support and
encouragement.
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